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Classroom Setup Instructions: CEHv13

This document contains setup instructions for the EC-Council Certified Ethical Hacker (CEH)
course. This course requires a standard modular classroom seating configuration, one computer for
each student, one computer for the instructor, a dedicated hub or switch (hub preferred), a dedicated
firewall, and an Internet connection. The course covers network attack and penetration
methodologies. It is imperative that the network used for this course be separated both logically and
physically from any other networks in the training facility to preclude accidental or intentional exploits
on other computers within accessible networks.

Before beginning the course, install and configure all computers using the information and instructions
that follow.

The information contained in this document is subject to change without notice. Unless otherwise
noted, the names of companies, products, and people as well as the data used in this document are
fictional. Their use is not intended in any way to represent any real company, person, product, or
event. Users of this document are responsible for compliance with all applicable copyright laws. No
part of this document may be reproduced or transmitted by any means, electronic or mechanical, for
any purpose, without the express written consent of the International Council of Electronic-
Commerce Consultants, hereinafter referred to as the EC-Council. If, however, your only means of
access is electronic, permission is hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering the material in this document. Except as expressly provided in any written
license agreement from the EC-Council, this document does not give you any license to those patents,
trademarks, copyrights, or other intellectual property.

EC-Council Certified Ethical Hacker and CEH are either registered trademarks or trademarks of the
EC-Council in the USA and other countries.

Other product and company names mentioned herein may be the trademarks of their respective
owners.
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Classroom Requirements

This section describes classroom equipment required for the EC-Council Certified Ethical Hacker

course.

Classroom Equipment

The following equipment is required for the general classroom setup:

Climate control system, adjustable within the classroom
Lighting controls, adjustable within the classroom
Whiteboard, 3 feet X 6 feet (1 m X 2 m) or larger
Markers of assorted colors and a whiteboard

Eraser and whiteboard cleaner liquid (3 oz minimum)
Towels and paper

Easel with a flipchart or butcher paper pad, 24 in X 36 in

Felt-tip pens with chisel tips (not fine point); blue and black are required, while other colors
are optional

Projection screen measuring 6 feet diagonally (a non-reflective whiteboard surface may be
used as a substitute)

Instructor station:

o Ergonomic desk and chair
o Power outlet

o Network jack

o LCD projector with a minimum resolution of 740 X 1280 pixels and all connecting
cables

Student station (per student):

o Ergonomic chair

o Workstation with a minimum horizontal workspace of 9 square feet (3 feet X 3 feet)
o One power outlet

o One network jack

Lab Setup Guide Page 6 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Hardware

The hardware requirements for the instructor, student, and victim computers are identical:

Intel Core 15 or equivalent CPU with a minimum clock speed of 3.2 GHz
Minimum of 8 GB RAM (16 GB recommended)

Hard disk, 500 GB or higher and 7200 RPM or faster

DVD drive (DVD R/W drive preferred)

One network adapter (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

Monitor (minimum requirement is a 17-inch LCD monitor)
Mouse or compatible pointing device and a sound card with amplified speakers
Internet access

Two wireless network adapters (PCI or USB)*

The following additional hardware is required:

A switch with sufficient ports to allow the connection of all instructor and student
workstations, in addition to at least five unused ports for connecting additional equipment or
for use as “spares”

*If wireless network adapters are not available for all classroom machines, at least the instructor
machine must be so equipped.

Software

All computers in the class require the following software:

Any Windows/Linux/macOS operating system capable of running VMware Workstation
Pro

CEH Tools downloadable from the Aspen portal

VMware Workstation Pro v17.5.2 or later version

Adobe Acrobat Reader DC or later version

WinRAR v6.10 or later version

Web browsers: Internet Explorer, Firefox, and Chrome

Word, Excel, and PowerPoint viewers, preferably Microsoft Office 2016 or Open Office
WampServer 3.3.5 or later version

Java Runtime Environment v8u321 or later version

Microsoft Visual C++ packages
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= MSSQL Server Express 2022

* Notepad++ v8.6.5 or later version
* Linksys adapter

*  WinPcap and Npcap

*  VMware Workstation Pro (built-in role in any Windows/Linux/macOS operating system
capable of running VMware Workstation Pro)

o Microsoft Windows 11 Enterprise or Professional (64-bit) with full patches applied
o Microsoft Windows Server 2022 Standard Edition (64-bit) with full patches applied
o Microsoft Windows Server 2019 Standard Edition (64-bit) with full patches applied
o Parrot Security (MATE) v6.0 (64 bit) with full patches applied

o Android 8.1-r6 (64-bit) (available with CEH Tools) with full patches applied

o Ubuntu 22.04.3 (64 bit) with full patches applied

Note: All the above-mentioned tools, except the Windows operating systems (Windows 11, Windows
Server 2022, Windows Server 2019), Parrot Security and Ubuntu are available in the CEH Tools
downloads from the Aspen portal.

Classroom Connectivity

As this class teaches network attack methodologies, the network for the class must be logically and
physically separated from any other networks present in the training facility and must have its own
Internet connection.

Configuration

This section describes the procedures for setting up the instructor, victim, and student computers as
well as general directions for the configuration of the firewall appliance.

This guide assumes that you will use disk-imaging software to create images of the classroom
computers for future use. To that end, configuration tasks (CTs) common to all computers are
presented first. Perform these tasks on the computer that will become the instructor computer. Create
a disk image after setting up a single student computer. You may then deploy this image to the
remaining classroom machines while completing the configuration of the instructor computer.

Because the instructor computer is configured as a Dynamic Host Configuration Protocol (DHCP)
server that provides IP addresses to the student machines, its installation and configuration must be
completed before the final configuration of the student machines can begin. The victim machine uses
a static IP address and, therefore, can be configured at any time after the base image has been deployed.
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Setup Document Overview

This document provides background information for the technical staff responsible for setting up a
training room facility for the CEH course. This guide describes the requirements for the network
equipment and computer stations that are installed and configured by the facility’s personnel for the
training courses.

Training Room Environment

The training room environment consists primarily of the following equipment:
= Instructor computer

= Student workstations

Number

Equipment (Class of 12 Operating System Minimum System Requirements
Students)

Intel Core i5 or equivalent PC with 500
GB free disk space, a minimum of 8
GB RAM (16 GB recommended), one
NIC, 17-inch monitor, two wireless
network adapters (PCI or USB), and
one compatible mouse

Any
Instructor Computer 1 Windows/Linux/macOS
operating system

Intel Core i5 or equivalent PC with 500
GB free disk space, a minimum of 8
GB RAM (16 GB recommended), one
NIC, 17-inch monitor, one wireless
network adapter (PCI or USB), and one
compatible mouse

Any
12 Windows/Linux/macOS
operating system

Student
Workstations

Instructor Computer

Perform the following tasks on the instructor computer:

* Install any Windows/Linux/macOS operating system capable of running VMware
Workstation Pro, updated with the latest service packs and patches.

* Download the ISO file from Aspen for the Android operating system (see CT#4 in the
Configuration Tasks section).

* Download all CEH Tools from Aspen to the E\CEH-Tools folder on your hard drive for
easy access (see CT'18 in the Configuration Tasks section).

* Install VMware Workstation Pro on the host machine (see CT#5 in the Configuration Tasks
section).

* Configure a virtual network in the VMware Virtual Network Editor (see CT#6 in the
Configuration Tasks Section).

* Install guest operating systems (Windows Server 2019, Windows Server 2022, and Windows
11) on VMware Workstation (see CT#7 in the Configuration Tasks section).
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Configure the logon account with the username administrator and password Pa$$wOrd for
all the Windows virtual machines.

Configure the Internet Explorer Enhanced Security Configuration (sce CT#8 in the
Contfiguration Tasks section).

Run the IP protocol.

Install Internet Information Services (IIS), file services, Simple Network Management
Protocol (SNMP), and remote access roles on Windows Server 2022 (virtual machine) (see
CT#9 in the Configuration Tasks section).

Install guest operating systems (Parrot Security, Ubuntu, and Android) on VMware
Workstation (see CT#10, CT#11, and CT#12 in the Configuration Tasks section).

Turn off the firewall on all Windows virtual machines (see CT#13 in the Configuration
Tasks section).

Install Windows components in all the Windows virtual machines (see CT#14 in the
Configuration Tasks section).

Install WinRAR and MS Office on the Windows 11 virtual machine (see CT#15 and CT#16
in the Configuration Tasks section).

Create a partition in the Windows 11 virtual machine (see CT#17 in the Configuration Tasks
section).

Have CEH Tools shared as the Z: drive on the Windows machines (mapping the Z: drive)
(see CT19 in the Configuration Tasks section).

Mapping CEH-Tools with the Android virtual machine (see CT#20 in the Configuration
Tasks section).

Install Adobe Acrobat Reader DC on all Windows virtual machines (see CT#21 in the
Configuration Tasks section).

Install WinRAR on the Windows Server 2019, Windows 11, Windows Server 2019 (AD) and
Windows Server 2022 Virtual Machines (see CT#22 in the Configuration Tasks section).

Install Notepad++, Web Browsers and WinPCap in all the Windows machines (all
software can be found in the Lab Prerequisites directory in the Z:\\CEH-Tools folder) (see
CT#23, CT#24, and CT#25 in the Configuration Tasks section).

Have Windows Explorer set to show all files, file types, and extensions (see CT#26 in the
Configuration Tasks section).

Install Java Runtime Environment on all the Windows virtual machines (see CT#27 in the
Configuration Tasks section).

Disable password complexity on all Windows virtual machines (see CT#28 in the
Configuration Tasks section).

Create demo user accounts on all machines (see CT#29 in the Configuration Tasks section).

Install Active Directory and create user account on the Windows Server 2022 virtual
machine (see CT#30 in the Configuration Tasks Section).
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Install and configure SNMP services on the Windows Server 2019 and Windows Server
2022 virtual machines (see CT#31 in the Configuration Tasks Section).

Configure the SMTP service and LDAP service in the Windows Server 2019 and Windows
Server 2022 virtual machines, respectively (see CT#32 and CT#33 in the Configuration
Tasks section).

Install MS SQL Server 2022 Express Edition on the Windows Server 2019, Windows Server
2019 (AD) and Windows Server 2022 Virtual Machines (see CT#34 in the Configuration
Tasks section).

Enable Remote Desktop Connection on all Windows virtual machines (see CT#35 in the
Configuration Tasks section).

Turn off screen savers on the Windows virtual machines (see CT#306 in the Configuration
Tasks section).

Conduct a ping test between all the machines in your network (see CT#37 in the Configuration
Tasks section).

Enable FTP server, SMB service and configure FTP server in the Windows 11 virtual
machine (see CT#38 in the Configuration Tasks section).

Install the GoodShopping and MovieScope demo websites on the Windows Server 2019
virtual machine (see CT#39 and CT#40 in the Configuration Tasks section).

Configure all virtual machines with the hosts file (see CT#41 in the Configuration Tasks
section).

Install the WAMP server, WordPress, and DVWA websites on the Windows Server 2022
virtual machine (see CT#42, CT#43, and CT#44 in the Configuration Tasks section).

Install tools in Windows 11 and Windows Server 2019 virtual machines (see CT#45 and
CT#47 in the Configuration Tasks section).

Install Nessus tool in Windows 11 virtual machine (see CT#46 in the Configuration Tasks
section).

Install Wireshark in all Windows virtual machines (see CT#48 in the Configuration Tasks
section).

Install OWASP ZAP tool in Windows Server 2019 virtual machine (see CT#49 in the
Configuration Tasks section).

Share tool with Linux virtual machines (see CT#50 in the Configuration Tasks section).

Install requirements and dependencies for tool in the Parrot Security virtual machine (see
CT#51 in the Configuration Tasks section).

Install Maltego and other tools in Parrot Security virtual machine (see CT#52 in the
Configuration Tasks section).

Configure Havoc in Parrot Security virtual machine (see CT#53 in the Configuration Tasks
section).

Configure Metasploit and install Python in Windows Server 2022 machine. (see CT#54 in
the Configuration Tasks section)
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Configure VOIP in Ubuntu, Windows Server 2019 and Windows 11 Virtual machines (see
CT#55 in the Configurational Tasks section).

Adding Windows 11 (AD) and Windows Server 2019 (AD) to CEH.com domain (see
CT#56 in the Configuration Tasks section).

Configure SQL Server in Windows Server 2019 (AD) Virtual Machine (see CT#57 in the
Configuration Tasks section).

Take snapshots of the virtual machines (see CT#58 in the Configuration Tasks section).

Connect an LCD projector.

Student Workstations

Perform the following tasks on the student workstations:

Install any Windows/Linux/macOS operating system capable of running VMware
Workstation Pro, updated with the latest service packs and patches.

Download the ISO file from Aspen for the Android operating system (see CT#4 in the
Configuration Tasks section).

Download all CEH Tools from Aspen to the E\CEH-Tools folder on your hard drive for
easy access (see CT'18 in the Configuration Tasks section).

Install VMware Workstation Pro on the host machine (see CT#5 in the Configuration Tasks
section).

Configure a virtual network in the VMware Virtual Network Editor (see CT#06 in the
Configuration Tasks Section).

Install guest operating systems (Windows Server 2019, Windows Server 2022, and Windows
11) on VMware Workstation (see CT#7 in the Configuration Tasks section).

Configure the logon account with the username administrator and password Pa$$wOrd for
all the Windows virtual machines.

Configure the Internet Explorer Enhanced Security Configuration (sce CT#8 in the
Configuration Tasks section).

Run the IP protocol.

Install Internet Information Services (IIS), file services, Simple Network Management
Protocol (SNMP), and remote access roles on Windows Server 2022 (virtual machine) (see
CT#9 in the Configuration Tasks section).

Install guest operating systems (Parrot Security, Ubuntu, and Android) on VMware
Workstation (see CT#10, CT#11, and CT#12 in the Configuration Tasks section).

Turn off the firewall on all Windows virtual machines (see CT#13 in the Configuration
Tasks section).

Install Windows components in all the Windows virtual machines (see CT#14 in the
Contfiguration Tasks section).
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Install WinRAR and MS Office on the Windows 11 virtual machine (see CT#15 and CT#16
in the Configuration Tasks section).

Create a partition in the Windows 11 virtual machine (see CT#17 in the Configuration Tasks
section).

Have CEH Tools shared as the Z: drive on the Windows machines (mapping the Z: drive)
(see CT19 in the Configuration Tasks section).

Mapping CEH-Tools with the Android virtual machine (see CT#20 in the Configuration
Tasks section).

Install Adobe Acrobat Reader DC on all Windows virtual machines (see CT#21 in the
Configuration Tasks section).

Install WinRAR on the Windows Server 2019, Windows 11, Windows Server 2019 (AD) and
Windows Server 2022 Virtual Machines (see CT#22 in the Configuration Tasks section).

Install Notepad++, Web Browsers and WinPCap in all the Windows machines (all
software can be found in the Lab Prerequisites directory in the Z:\CEH-Tools folder) (see
CT#23, CT#24, and CT#25 in the Configuration Tasks section).

Have Windows Explorer set to show all files, file types, and extensions (see CT#26 in the
Configuration Tasks section).

Install Java Runtime Environment on all the Windows virtual machines (see CT#27 in the
Configuration Tasks section).

Disable password complexity on all Windows virtual machines (see CT#28 in the
Configuration Tasks section).

Create demo user accounts on all machines (see CT#29 in the Configuration Tasks section).

Install Active Directory and create user account on the Windows Server 2022 virtual
machine (see CT#30 in the Configuration Tasks Section).

Install and configure SNMP services on the Windows Server 2019 and Windows Server
2022 virtual machines (see CT#31 in the Configuration Tasks Section).

Configure the SMTP service and LDAP service in the Windows Server 2019 and Windows
Server 2022 virtual machines, respectively (see CT#32 and CT#33 in the Configuration
Tasks section).

Install MS SQL Server 2022 Express Edition on the Windows Server 2019, Windows Server
2019 (AD) and Windows Server 2022 Virtual Machines (see CT#34 in the Configuration
Tasks section).

Enable Remote Desktop Connection on all Windows virtual machines (see CT#35 in the
Configuration Tasks section).

Turn off screen savers on the Windows virtual machines (see CT#36 in the Configuration
Tasks section).

Conduct a ping test between all the machines in your network (see CT#37 in the Configuration
Tasks section).

Enable FTP server, SMB service and configure FTP server in the Windows 11 virtual
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machine (see CT#38 in the Configuration Tasks section).

Install the GoodShopping and MovieScope demo websites on the Windows Server 2019
virtual machine (see CT#39 and CT#40 in the Configuration Tasks section).

Configure all virtual machines with the hosts file (see CT#41 in the Configuration Tasks
section).

Install the WAMP server, WordPress, and DVWA websites on the Windows Server 2022
virtual machine (see CT#42, CT#43, and CT#44 in the Configuration Tasks section).

Install tools in Windows 11 and Windows Server 2019 virtual machines (see CT#45 and
CT#47 in the Configuration Tasks section).

Install Nessus tool in Windows 11 virtual machine (see CT#46 in the Configuration Tasks
section).

Install Wireshark in all Windows virtual machines (see CT#48 in the Configuration Tasks
section).

Install OWASP ZAP tool in Windows Server 2019 virtual machine (see CT#49 in the
Configuration Tasks section).

Share tool with Linux virtual machines (see CT#50 in the Configuration Tasks section).

Install requirements and dependencies for tool in the Parrot Security virtual machine (see
CT#51 in the Configuration Tasks section).

Install Maltego tools in Parrot Security virtual machine (see CT#52 in the Configuration
Tasks section).

Configure Havoc in Parrot Security virtual machine (see CT#53 in the Configuration Tasks
section).

Configure Metasploit and install Python in Windows Server 2022 machine. (see CT#54 in
the Configuration Tasks section)

Configure VOIP in Ubuntu, Windows Server 2019 and Windows 11 Virtual machines (see
CT#55 in the Configurational Tasks section).

Adding Windows 11 (AD) and Windows Server 2019 (AD) to CEH.com domain (see
CT#56 in the Configuration Tasks section).

Configure SQL Server in Windows Server 2019 (AD) Virtual Machine (see CT#57 in the
Configuration Tasks section).

Take snapshots of the virtual machines (see CT#58 in the Configuration Tasks section).
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EC-Council

Room Environment

* The room must contain a whiteboard measuring a minimum of 1 yard by 2-3 yards
(1 m by 2-3 m)

* The room should contain an easel and a large tablet (optional).

* The room must be equipped with legible black and blue felt-tip pens with chisel point tips
(not fine tip).

Classroom Configuration

The configuration of this classroom is modular. Computers can be added or removed either by row
or column, depending on the needs of the class. The following is a sample room setup that provides
optimal support. This setup allows for ease of access to “froublespots’ by the instructor and allows
students to break into functional teams of varying sizes.

Student Machines l Student Machines

010 1@ @
L |
¢
L |
L |

Instructor
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Computer Names

Assign computer names to student machines, such as CEHSTUDENT1, CEHSTUDENT?2, and
CEHSTUDENTS3. The instructor machine should be named INSTRUCTOR, and the victim machine
should be named VICTIM.

Network Topology

The training room must be physically isolated from any production network. Students must be able
to access the Internet from their PCs. All computers are connected as one isolated network and
domain. The common protocol is IP. All computers should have dynamic IP addresses using a
DHCP setver. Configure the DHCP setver scope to 10.0.0.0/24 IP addresses. This reduces potential
problems when booting the virtual machines. NICs can be of 10 Mbit or 100 Mbit (100 Mbit is
recommended). A Layer-3 switch is recommended, but not required, in place of a standard switch;
this is helpful for demonstrating tools in the Sniffer and Session Hijacking modules. Cables must
be bundled and tied out of pathways and work areas and must be of sufficient length to avoid stress.

The training room must also have a wireless network (victim network) to demonstrate wireless
hacking labs. The wireless network should be configured to use Wi-Fi Protected Access 2 (WPA2)
keys for demonstration purposes. This network could be a part of the above network subnet.
Configure the wireless router for the DHCP server scope.

Internet

‘e
‘e
.

" Firewall

L2
‘e
. 0
. .
. K
., .
g .’

: IDS (Optional)

Student Machines

Set up the machines based on the classroom setup diagram. The lab exercises for the students are
instructor-led and are based on the hacking tools in the trainer slides. The instructors are encouraged
to demonstrate and guide the students on the usage of the hacking tools against the victim machines
(virtual machines). Do not encourage live hacking on the Internet using these tools in the classroom.
The instructors may feel free to include their own exercises.
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EC-Council

CEH VM Setup on Instructor and Student Machines

BB Windows 11 [r— B Windows11 == L
ubuntu

m
Windows 11 Windows Server  Windows Server Windows 11 Windows Server  Parrot Security Android Ubuntu Linux
{10.10.1.11) 2022 2019 (AD) 2019 (AD) Linux (10.10.1.14) (10.10.1.9)
{10.10.1.22) (10.10.1.19) (10.10.1.40) (10.10.1.30) (10.10.1.13)

Instructor Machine Student Machines

Instructor and Student Machine Operating System: Any Operating System Capable of Running VMware (Fully Patched)

NDA Document

Download and print copies of the student non-disclosure agreement (NDA) document and have them
ready for students to sign before the class starts on Day 1. Contact your ATC or EC-Council
representative for download links.

Note: Do not conduct the class without having students sign this document. Training Centers
(ATC) should file the NDA document at their facility.

Instructor Acceptance

Before the scheduled start of the training class, the instructor should visit the training facility to inspect
and approve the setup. The technical contact (system administrator) for the facility must be available
to answer questions and correct any setup issues. Both the instructor and technical contact must
ensure the completion of the following checklists before the training setup is deemed acceptable.

Firewall Settings

Do not block any ports while accessing the Internet through the firewall. You should be able to ping
servers on the Internet.
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Blackboard

Write the following in the top-left corner of the blackboard:
* Instructor name: <Name of the instructor>

* Username/Password to login to the student machine

Instructor Name: Jack Smith

The Username / Password to logon to the student machine
administrator / Pa$$wOrd

Welcome to the CEHv13 Class!

Setup Checklist

The arrangement of items in the setup checklists is designed to validate the setup in the most efficient
manner possible. Before beginning the setup checklist, log off any connected users.

s
U | Verify that VMware Workstation Pro is installed.
U | Verify that all CEH tools are on the computer in the CEH-Tools folder in Ez.
O | Verify that Internet access is available.
Q | Visit https://www.eccouncil.org and view the page to check the Internet access.
0 Open Cpmmand Prompt and enter nslookup certifiedhacker.com to look for a
connection to the setvet.
Verify that Acrobat Reader, WinRAR, WinPCap, and Command Prompt extensions are
installed.
U | Verify that the web browsers (Google Chrome and Movzilla Firefox) are installed.
Verity that the instructor computer can display through the overhead projector.
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U | Verify that each computer has 500 GB or more of free disk space.

Verify whether you can successfully boot the Windows 11, Windows Server 2022,
Windows Server 2019, Parrot Security, Ubuntu, and Android virtual machines using
VMware Workstation.

(M

Verity that the CEH-Tools folder is shared and mapped to the Windows virtual
machines.

Confirm that the cable wiring is organized and labeled.

Confirm that the student workstation and chair are placed satisfactorily.

Confirm that the placement of the LCD (overhead) projector is appropriate.

Confirm that a whiteboard, dry erase markers, and erasers are available.

Confirm that the instructor’s station is propetly organized and oriented.

Confirm that computers are labeled with a client number.

Ensure that the EC-Council courseware (Ofticial EC-Council CEHv13 Box) is available
to students.

O 000000 O

Confirm that the student NDA document is downloaded and that a copy is printed and
placed on each student’s desk.

(M

Write down the phone number of the facility’s technical contact person. Contact them in
case of a network problem.

0 Confirm that the internal network adapter is configured for the virtual machines and
host.

Instructor Acceptance

The technical contact (system administrator) for the facility must be available to answer questions and
cofrrect any setup issues.

The instructor should inspect both the classroom and the items covered in the setup checklist(s) to
ensure that the classroom and setup meet EC-Council standards. Any deficiencies discovered by the
instructor must be corrected before the scheduled start time of the class.

Assistance

If you have problems or require assistance in setting up the lab for your CEH class, please e-mail
partnersupport@eccouncil.org.
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EC-Council

Detailed Setup Instructions — Configuration Tasks
(CT)

CT#1: Install the Host Operating System

1.

Install any Windows/Linux/macOS operating system capable of running VMware
Workstation Pro using a DVD or USB drive.

Configure the hard disk to have an active primary partition with a minimum size of 400 GB.
Check for updates and, if found, update the host operating system.

Install the wireless network adapters according to the manufacturer’s instructions.

Back to Configuration Task Outline

CT#2: Copy the Host Operating System Files

1.
2.

Browse the installation DVD.

Copy all the source files from the DVD to the SOURCES folder in the drive’s active primary
pattition (e.g., Active Drive Partition Name:\SOURCES).

When completed, close all windows to return to Desktop.

[Back to Configuration Task Outline]

CT#3: Install WinRAR on the Host Operating System

1.

Download the latest version of WinRAR from the official WinRAR website (https:/www.win-
rar.com/download.html).

Note: Download the latest version of WinRAR compatible with your host operating system
from the official website (Here, we consider Windows to be the host OS).

Double click on the .exe setup file to begin the installation. If a User Account Control pop-
up window appears, click Yes.

The WinRAR sctup window appears. Click Install.
Complete the installation by choosing the default settings.

After completing the installation, the installation location of the WinRAR files is
automatically opened in an Explorer window; close the window.

Back to Configuration Task Outline
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CT#4: Download the ISO File

1.

Log in to your Aspen account (you will see your course listed under My Courses) = click the
TRAINING button under the course to access the e-Courseware, Lab Manuals, and Tools in
the Training area > click the Download Tools tab from the left-hand pane.

Click the CEHv13 180.zip file from the right-hand pane to download the ISO files for the
Android operating system.

Navigate to the location where you downloaded the CEHv13 180.zip file, right-click the .zip
files, and select the Extract Here option.

[Back to Configuration Task Outline]

CT#5: Install VMware Workstation Pro on the Host
Machine

1.

In your host system, navigate to the location where you have extracted the CEHv13 1S0.zip
file and then to CEHv13 1SO\VMware Workstation Pro.

Double-click the file VMware-workstation-full-17.5.2-23775571.exe.

Note: Register yourself at (https://access.broadcom.com/default/ui/v1/signin/) and

download VMware Workstation Pro for Personal Use (For Windows) 17.5.2

Note: If you decide to download the latest version, the screenshots in your lab environment
might differ from those shown in this guide.

A User Account Control pop-up window appears. Click Yes.
Note: If a VMware Product Installation notification appears, click Yes to restart the system.

Note: After the system reboots, double-click the file VMware-workstation-full-17.5.2-
23775571.exe.

VMware Workstation Pro initializes; in the installation wizard, click Next.
Accept the user agreement and click Next.

In the Compatible Setup window click Next.
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7. In the Custom Setup wizard, check the Enhanced Keyboard Driver and Add VMware
Workstation console tools into system PATH options, click Next.

M VMware Workstation Pro Setup — X
Custom Setup } ‘
Select the installation destination and any additional features.
Install to:
C:\Program Files (x86)\VMware\VMware Workstation\ Change...

This feature requires 10MB on your host drive.

Add VMware Workstation console tools into system PATH

Back || Mext | Cancel

8. In the User Experience Settings uncheck the Check for product updates on startup and
Join the VMware Customer Experience Improvement Program checkboxes.

9. TFollow the wizard-driven installation steps to install VMware Workstation Pro using the
default settings.

Note: If any pop-up appears while installation click Yes.
10. In the Complete the VMware Workstation Pro Setup Wizard click Finish.
11. On completion of the installation, the machine will restart.

Note: If a system restart pop-up appears, click Yes.
12. Once the machine has rebooted, launch VMware Workstation Pro.

13. In the Welcome to VMware Workstation 17 window, sclect Use VMware Workstation 17
for Personal Use radio button and click Continue. In the next window, click Finish.
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14. VMware Workstation window appears as shown in the screenshot.

B Uhware Workstation

File Edit View VM Tabs Help

& me o

il X
brary £ Home

£ Type here to sea.. v

[ My Computer

vmware

WORKSTATION PRO 17

®

Create a New
Virtual Machine

Open a Virtual Connect to a
Machine Remote Server

Note: If VMware Workstation Pro prompts for an activation key; provide it, if you have
purchased one, or continue with the trial version.

Back to Configuration Task Outline

CT#6: Configure a Virtual Network in VMware Virtual

Network Editor

1. Launch VMware Workstation Pro.

2. Navigate to Edit and click Virtual Network Editor... as shown in the screenshot below.

E VMware Workstation

Eileyiew VM Tabs Help =]

OoBn

— O x

Cop

@ Cut Ctrl+X
yo

- I Paste Ctrl+V
[

| @ virual Network Editor..
Preferences... Ctrl+P

WORKSTATION PRO 17

®

Create a New
Virtual Machine

) pd

Open a Virtual Connect to a
Machine Remote Server
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3. The Virtual Network Editor window appears; choose the VMnet8 NAT network and click

Change Settings from the lower-right section of the window.

& Virtual Network Editor

X

Name Type External Connection Host Connection DHCP

Connected Enabled 192.168.37.0
Connected Enabled 192.168.28.0

VMnetl Host-only -
VMnetd NAT

Subnet Address

WMnet Information
Bridged (connect WMs directly to the external network)

Bridged to:

NAT (shared host's IP address with VMs)

Host-only (connect VMs internally in a private network)

Add Metwork... Remaove Network Rename Metwork...

Automatic Settings...

NAT Settings...

Connect a host virtual adapter to this network
Host virtual adapter name: WMware Metwork Adapter VMnetd

Use local DHCP service to distribute TP address to VMs

DHCF Settings...

Subnet IP: | 192 .168 . 28 . 0 Subnet mask; | 255.255.255. 0

Restore Defaults Import... Export... 0K Cancel Apply

/A Administrator privileges are required to modify the network configuration. | )/ Change Settings

Help

4. If a User Account Control pop-up appears, click Yes.
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5. In the Virtual Network Editor window, select VMnet8 again in the lower section of the
window, define Subnet IP as 10.10.1.0 and Subnet mask as 255.255.255.0, and click NAT

Settings....

& Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Bridged Auto-bridging - - -

ViMnetl Host-only - Connected Enabled 192.168.37.0

IVMnetS NAT NAT Connected Enabled 10.10.1.0

Add Network... Remove Metwork Rename Network...

VMnet Information
() Bridged (connect VMs directly to the external network)

Bridged to: Automatic

© AT (shared host's IP address with VMs)

O Host-only (connect WMs internally in a private network)

Automatic Settings...

| NAT Settings... |

B Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet8

B use local DHCP service to distribute IP address to VMs

DHCF Settings...

Subnet IP: Subnet mask:

Restore Defaults Import... Export...

255.255.255.

0

Cancel Apply Help
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6. The NAT Settings window appears; enter 10.10.1.2 as the Gateway IP and click OK.

NAT Settings

Network:
Subnet IP:

vmnetd
10.10.1.0
Subnet mask: 255.255.255.0

Gateway IP: | 10 .10 . 1

-2 |

Port Forwarding

X

Host Port  Type

Virtual Machine IP Address

Description

Advanced
& allow active FIFP
B sllow any Organizationally Unique Identifier

UDP timeout (in seconds): 30

Config port: 0
C]Enable IPvG

IPv6 prefix: fd15:4ba5:5a2b:1008::/64

Add...

Remove Eroperties

DNS Settings... NetBIOS Settings...

Cancel Help

Lab Setup Guide Page 26

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




7. Now, keep VMnet8 sclected and click DHCP Settings....

& Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
VMnet0 Bridged Auto-bridging - - -

VMnetl Host-only - Connected Enabled 192.168.37.0
VMnetd NAT NAT - Enabled 10.10.1.0
Add MNetwork... Remove Metwork Rename Metwork...

VMnet Information
() pridged (connect VMs directly to the external network)

Bridged to: Automatic Automatic Settings...

Q) NAT (shared host's IP address with WMs) NAT Settings...

(") Host-only (connect YMs internally in a private network)

[ JiConnect a host virtual adapter to this netwark

Host virtual adapter name: WMware Network Adapter VMnets

B Use local DHCP service to distribute IP address to VMs I DHCP Settings... I

SubnetJP:| 10 .10 . 1 . 0 Subnet mask: | 255.255.255. 0 |

Restore Defaults Import... Export... Cancel Apply Help
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EC-Council

8. In the DHCP Settings window, define the Starting IP address as 10.10.1.3 and the Ending
IP address as 10.10.1.254. Click OK.

Network:
Subnet IP:

Subnet mask:

Max lease time:

DHCP Settings

Starting ]Paddress:l 10 .10 . 1

Ending IP address: I 10 .10 .

Broadcast address:

Default lease time:

X
vmnets
10.10.1.0
255.255.255.0
-3
1 .254 |
10.10.1.255
Days: Hours: Minutes:
~1 o s 30 .
0 = 2 = ° =
Cancel Help

9. Click Apply and OK in the Virtual Network Editor window to complete the configuration.

VMnet Information

Bridged to: Automatic

& Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -

VMnet1 Host-only - Connected Enabled 192.168.37.0
VMnetd NAT NAT - Enabled 10.10.1.0
Add Network... Remove Network Rename MNetwork...

() Bridged (connect VMs directly to the external network)

© AT (shared host's TP address with VMs)

() Host-only (connect VMs internally in a private network)

Automatic Settings...

NAT Settings...

(] connect a host virtual adapter to this network
Hest virtual adapter name: VMware Network Adapter VMnets

Use local DHCP service to distribute IP address to WMs

Subnet IP: | 10

Restore Defaults

L1001

Import...

.0

Subnet mask: | 255.255.255. 0

Cancel

Export...

Help
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CT#T7: Install Windows Virtual Machines in VMware
Install the Windows Server 2019 Virtual Machine

1. In the VMware Workstation window, click Create a New Virtual Machine.

VMware Workstation e
File Edit View VM Tabs Help |]:| Q [[]]

i X

ibrary ) Home

£ Type here tosea.. ¥

1 My Computer

WORKSTATION PRO 17

® ) 2

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.
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3. In the Guest Operating System Installation wizard, choose the I will install the operating
system later radio button (if you have an ISO of Windows Server 2019) and click Next.

New Virtual Machine Wizard

X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available

r.:::llnstaller disc image file (iso):

Browse

© 1will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Cancel

4. In the Select a Guest Operating System wizard, ensure that the Microsoft Windows radio
button is selected in the Guest operating system section and that Windows Server 2019 is

selected under Version. Click Next.

Note: If the Windows Server 2019 option is not available in the Version drop-down list, then

select Windows Server 2016.
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New Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(P Microsoft Windows

VMware ESX
) Other

Version

IWindows Server 2019 v I

Help < Back Cancel
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5. The Name the Virtual Machine wizard appears; type Windows Server 2019 in the Virtual
machine name ficld and click the Browse button to store the virtual hard disk. Choose your
desired location to store the hard disk and then click Next.

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Windows Server 2019 |

Location:

Windows Server 2019

I Browse... I

The default location can be changed at Edit > Preferences.

< Back Cancel

New Virtual Machine Wizard X

6. The Specify Disk Capacity wizard appears. Leave the Maximum disk size (GB) to default
(i.e., 60 GB, recommended), select the Store virtual disk as a single file radio button, and

click Next.
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New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows Server 2019: 60 GB

Io tore virtual disk as a single file: I
( J Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
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EC-Council

7. 'The Ready to Create Virtual Machine wizard appears; confirm the settings and click the
Customize Hardware... button.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2019.

The virtual machine will be created with the following settings:

MName: Windows Server 2019
Location: Nindows Server 2019
Version: Waorkstation 17.5.x

Operating System: Windows Server 2019

Hard Disk: 60 GB

Memory: 2043 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CO/DVD, USB Controller, Sound Card

I Customize Hardware... I
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EC-Council

8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand
pane. In the right-hand pane, select the Use 1SO image file radio button and then click the
Browse... button to provide the ISO path of Windows Server 2019 ISO file. Click Close.

Hardware
Device Summary
[E=] Memory 2GB
i .l Processors 2
=) Mew CD/DVD (SATA) Auto detect
3 Network Adapter NAT
[] usB controller Present
t}» Sound Card Auto detect
[Ipisplay Auto detect
Add Remove

Device status
Connected
Connect at power on

Connection
() Use physical drive:

Auto detect

© Use 150 image file:

X

—

" VI | Browse... |

Advanced...

9. In the Ready to Create Virtual Machine wizard, click Finish.
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10. The Windows Server 2019 virtual machine appears; click the Edit virtual machine settings

option.
r@ Windows Server 2019 - VMware Workstation - ° Xj
File Edit View VM Tabs Help | [ ~ ) o 0OE o
Library x 3} Home [[] windows Server 2019
[ O Type here to search h

= £ My Computer
IC] Windows Server 2019

[ﬁ Windows Server 2019

P Power on this virtual machine
ﬁ Edit virtual machine sett'ngsl

¥ Devices
E= Memory 2GB
2
() Hard Disk (NVMe) 60 GB
(=) CD/DVD (SATA) Using file
4 Network Adapter NAT
[) USB Controller Present
J» Sound Card Auto detect
[_1Display Auto detect

~ Description
Type here to enter a description of this virtua
machine.

» Virtual Machine Details

L
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11. The Virtual Machine Settings window appears; click the Options tab.

12. In the Options tab; click the Advanced option from the left-hand pane.

13. Select the BIOS radio button under the Firmware type section in the Advanced options and

click OK.

Hardware

Virtual Machine Settings

Settings

[ General

’ Power

[ﬂ Shared Folders
aj Snapshots

{T) AutoProtect

5 Guest Isolation
[E‘Access Control

Summary
Windows Server 2019

Disabled

Disabled

Iot encrypted

E‘VMware Tools  Time sync off
EVNC Connections Disabled

7 unity

[2=] Appliance View

o Autologin Mot avﬁb\e
i advanced Default/Default

Process priorities

Input grabbed:  Default w

Input ungrabbed: Default w

The default settings are specified in Edit = Preferences = Priority.

Settings
Gather debugging information: Default A4

(") pisable memory page trimming
["] Log virtual machine progress periodically
() Enable Template mode (to be used for cloning)
Gather verbose USB debugging information
[T clean up disks after shutting down this virtual machine
) pisable side channel mitigations for Hyper-v enabled hosts

[1] Enabling side channel mitigations may cause performance degradation.

(") Enable ¥BS (virtualization Based Security) support

Firmware type

/i Changing firmware might cause the installed guest
operating system to become unbootable.

UEFI

Enable secure boot

File locations

Configuration: F:\CEHv13 vms\Windows Server 2019\Windows Server 2019.y

Log: (Mot powered on)

Cancal Help

Lab Setup Guide Page 35

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




14. Click the Power on this virtual machine option to launch the Windows Server 2019 virtual

machine.

Note: If a pop-up appears, click OK.

[_'D Windows Server 2019

= [ My Computer
U: ‘Windows Server 2019

| P Power on this virtual machine |

[—!7 Edit virtual machine settings

~ Devices
E=Memory 2GB
. Processors 2

=) Hard Disk (NVMe) 60 GB

(=) CD/DVD (SATA) Using file
2 Network Adapter NAT

(<) USB Contraller Present

1) Sound Card Auto detect
[_IDisplay Auto detect

~ Description
Type here to enter a description of this virtual
machine.

» Virtual Machine Details

rﬁ Windows Server 2019 - VMware Workstation =
File Edit View VM Tabs Help [ - D @ OB O
il X

leiaw {7} Home (] windows Server 2019

[ £ Type here to search v

L

15. The virtual machine initializes, and the Windows Setup window appears. In the first window

of the setup, leave the default settings and click Next.

Tﬂ'd Windows Setup

Windows Server: 2019

Enter your language and other preferences and click "MNext" to continue.

n. All rights reserved.

Language to install: glish (United States) h

Time and currency format: [[Sls] LT ERIE1E) -
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16. In the next window, click the Install now button to begin the installation.

14 Windows Setup EE@T

Windows Server: 2019

Install now

Repair your computer

ticn. All ights reserved.

17. In the Select the operating system you want to install wizard, select Windows Server 2019
Standard (Desktop Experience) and click Next.

:x-
[ ) ¢f Windows Setu
o/ - P
Select the operating system you want to install
Operating system Architecture Date modified
Windows Server 2019 Standard x04 9/7/2019
Windows Server 2019 Standard (Desktop Experience)
Windows Server 2019 Datacenter x4 9,/7/2019
Windows Server 2019 Datacenter (Desktop Experience) x4 8/7/2019
Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.
Mext
Lab Setup Guide Page 37 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




18. In the Applicable notices and license terms wizard, check the | accept the license terms
checkbox and click Next to proceed.

19. In the Which type of installation do you want? wizard, click the Custom: Install Windows
only (advanced) option.

r
@ é] Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supperted version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

20. In the Where do you want to install Windows? wizard, click Next.

21. The installation of the Windows Server 2019 operating system begins. The machine restarts
once the installation has completed.

F ===

£ Windows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (23%)
Installing features
Installing updates
Finishing up
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22. After the system reboots, the Customize settings wizard appears; leave the default User
name, which is Administrator. Typc Pa$$wOrd in the Password and Reenter password

fields. Click Finish.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Reenter password

23. The machine starts, and the lock screen appears; click the Send Ctri+Alt+Del to this virtual

=

machine icon

) from the menu bar.

[Q) Windows Server 2019 - VMware Workstation

File Edit View VM Tabs Help | [] ~ o ]

OEoiN

b A~

Libi X
porary ll—T Windows Server 2019

{1t Home

[,C" Type here to search -

= 1 My Computer
i

24. Log in to the Administrator account by typing Pa$$wOrd as the password and pressing Enter.

Administrator
I

25. The Networks notification appears in the right-hand pane; click Yes.
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26. The Server Manager window also appears, along with the Server Manager pop-up window.
Select the Don’t show this message again checkbox and close both the Server Manager
pop-up and Server Manager windows.

[ Server Manager .

Try managing servers with Windows Admin Center

‘windows Admin Center brings together new and familiar features in one browser-based
app. It runs on a server or a PC, and there's no additional cost beyond your Windows
licenses.

Get more info &t ska.msiwindowsAdminCenter

@DOH"{ show this message again

Note: If the VMware Tools Setup wizard appears, wait for the installation to complete. After
the installation has completed, if a prompt to restart the machine appears, click Yes. LLog in to
the Administrator account by typing Pa$$wOrd as the password and pressing Enter.

27. Right-click the Start button in the bottom-left corner of the Desktop and click System from
the context menu.

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections

Disk Management

Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop 12:57PM
A B ds N
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28. The Settings window appears; click Rename this PC.

EC-Council

fal

Settings

Home

Find a setting

D)

&

I

System

Display

Sound

MNotifications & actions

Focus assist

Power & sleep

Storage

Tablet mode

Multitasking

Remote Desktop

About

About

Your PC is monitored and protected.

@ Virus & Threat Protection
@ Firewall & Network Protection
] App & browser control

@ Device security

See details in Windows Security

Device specifications

Device name WIN-NRMHREKOBNT

Processor Intel(R) Core(TM) i5-9500 CPU @ 3.00GHz 3.00 GHz

(2 processors)
Installed RAM 2.00 GB
Device ID

Product ID

System type 64-bit operating system, x64-based processor

Pen and touch Mo pen or touch input is available for this display

Rename this PC

29. The Rename your PC pop-up window appears; type Server2019 in the box and click Next.

Rename your PC

Rename your PC

You can use a combination of letters, hyphens, and numbers.

Server2019
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EC-Council

30. After the renaming process, click the Restart now and then Continue buttons to apply the
changes.

Rename your PC Choose a reason that best describes why you want
to shut down this computer

Other (Unplanned) W

After you rest;
v

Restart now

31. After the virtual machine restarts, log in to the virtual machine with the credentials
Administrator and Pa$$wOrd and close the Server Manager window. Open the Network
and Sharing Center and click the Change adapter settings link from the left pane.

)
s

s+ Network and Sharing Center - O
U :‘: <« MNetwork and Internet » MNetwork and Sharing Center w Search Control Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks

IChange adapter settings |

Change advanced sharing Network Access type: Internet
settings Public network Connections: LE,] Ethernetd

32. The Network Connections window appears. Right-click the network interface (here,
Ethernet0) and click Properties.

&) Network Connections - O X
y E" <« MNetwork and Internet » Metwork Connections w Search Metwork Connections @
Organize = Disable this network device Diagnose this connection Rename this connection » BE ~ M 6
- Ethernetd ]
L .’ Network G Disable
T |ntel(R) 82574L Gigabit Network C... Status
Diagnose
®) Bridge Connections
Create Shortcut
& Delete
G Rename
G Properties
Lab Setup Guide Page 42 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

33. The Ethernet0 Properties window appears; scroll down the list, select Internet Protocol
Version 4 (TCP/IPv4), and click on Properties.

[ Ethernetd Properties >
MNetworking
Connect using:
? Intel(R) 825741 Gigabit Netwark Connection
This connection uses the following items:
&3 Cliertt for Microsoft Networks "
’:]? File and Printer Sharing for Microsoft Metworks
4005 Packet Scheduler
Intemet Protocol Version 4 (TCF/IPwd)
O & Microsoft Network Adapter Multiplexor Protocol
& Microsoft LLDP Protocol Driver
& Intemet Protocol Version & (TCP/IPvE) w
< >
install... Uninstal
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.
oK Cancel |

34. Select the Use the following IP address radio button. Assign 10.10.1.19 as the IP address,

255.255.255.0 as the Subnet mask, and 10.10.1.2 as the Default gateway.

35. Assign 8.8.8.8 as the Preferred DNS server address and click OK.
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Internet Protocel Yersion 4 (TCP/IPwd) Properties
General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an I address automatically
|®) Use the following IP address: |

IP address: | 0.10.1 .19 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |w.10.1.2 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 8.8 .38 . 8|

Alternate DNS server: | . . . |

[Jvalidate settings upon exit Advanced...

Cancel

pd
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36. Close the Ethernet0 Properties window; then, close all open windows.

37. Click on the Start icon in the bottom-left corner of the Desktop. Click Server Manager
from the available applications.

38. In the Server Manager window, navigate to Manage = Server Manager Properties.

[ Server Manager

Manage Tools View Help

« Dashboard @1 F

Add Roles and Features

Remove Roles and Features
Dashboard WELCOME TO SERVER. MANAGER
= Add Servers
B Local Server Create Server Group
ii All Servers . 5
- . _ o C 0 ,«Iflc ure IServer Manager Properties
g File and Storage Services B -
o us QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud servic
Hide
LEARN MORE
c ¥
ROLES AND SERVER GROUPS
Roles: 2 | Server groups: 1| Servers total: 1 |

39. The Server Manager Properties window appears. Check the Do not start Server Manager
automatically at logon option and click OK.

E Server Manager Properties - >

Specify the Server Manager data refresh peried (in minutes) 10

Setting the refresh interval too low results in very frequent refreshes,
which can affect the performance of your server and network
environment,

I Do not start Server Manager automatically at Iogonl

I OK I | Cancel

40. Close the Server Manager window.

Lab Setup Guide Page 44 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




41. Right-click the Windows button in the lower-left corner of the screen and click Settings.

42. In the Settings window, click Update & Security.

43. Click Check for updates from the right-hand pane.

<« Settings

it Home

| |:i'1-:: a setting |

Update & Security

S Windows Update

Windows Update

*Some settings are managed by your organization
View configured update policies

&

You're up to date
Last checked: Yesterday, 6:45 FM

Check for updates

1h

E

Delivery Optimization

Windows Security

AR
-

Troubleshoot

QO %

Recovery

®

Activation

H For developers

“We'll automatically download updates, except on metered
connections (where charges may apply). In that case, we'l
automatically download only these updates required to keep
Windows running smoothly. We'll ask you to install updates after
they've been downloaded.

Change active hours
View update history

Advanced options

44. Check for and install the latest updates.

45. After installing all the updates, restart the machine.
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46. Turn off the virtual machine. In the Devices section of the Windows Server 2019 tab, click
CD\DVD (SATA).

@ Windows Server 2019 - VMware Workstation - O X
i . . T T [rin}
File Edit View VM Tabs Help [ ~ ) o D:I = fu}
i X
le'iary {71 Home |[|: Windows Server 2019 |
I: £ Type here to search hd

[—D Windows Server 2019

= [J My Computer

!r_ Windows Server 2019
P> Power on this virtual machine

[[7 Edit virtual machine sett nas

¥ Devices
E= Memory 2GB
IZ] Processors 2
[ Hard Disk (NVMe) 60 GB
(=) CD/DVD (SATA) Using file
M Network Adapter NAT
[<] USB Controller Present
) Sound Card Auto detect
[C1Display Auto detect

¥ Description
Type here to enter a description of this virtua

machine.
* Virtual Machine Details
State: Powered off
Configuration file: \Windows
Server 2019.vmx
Hardware compatibility: Workstation 17.5.x virtual machine
Primary IP address: Network information is not available
L4
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47. The Virtual Machine Settings window appears; choose the Use physical drive: radio
button in the Connection section and click OK.

Device status

Connect at power gn

Connection

Connected

() Use 150 image file:

Virtual Machine Settings

Hardware QOptions
Device Summary
[E=IMemory 2GB
L JProcessors 2
[—\Hard Disk (NVMe) 60 GB
(=) CD/DVD (SATA) Using file
55 Netwaork Adapter NAT
[“T USB Controller Present
] Sound Card Auto detect
:]Display Auto detect

Add... Remove

Auto detect ~

[ex]
o
=
@
[1]

Advanced...

Concel el

Install the Windows Server 2019 (AD) Virtual Machine

48. Similarly, create and install the Windows Server 2019 Standard (Desktop Experience) virtual
machine with the default hard disk space of 60 GB and RAM memory of 2048 MB. Include

the following changes:

o Virtual machine name: Windows Server 2019 (AD)

o Full name: Administrator
o Password: Pa$$woOrd

o0 Machine name: Server2019

Note: Follow the steps below to change the machine name:
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o

©)

O

Right-click the Start button and click System from the context menu.
The System window appears; click Change settings.
The System Properties window appears; click Change....

Type the computer name (here, Server2019) and click OK.

YV V.V V V

A You must restart your computer to apply these changes pop-up appears; click
OK.

Network settings:

» 1P address: 10.10.1.30

» Subnet mask: 255.255.255.0

» Default gateway: 10.10.1.2

» Preferred DNS server: 10.10.1.22

Disable the Server Manager on startup on Windows Server 2019 (AD).

Check for and install the latest updates; to do so, follow the steps below:

» Click the Search Windows icon (E) at the bottom of the Desktop window and type
Settings. Click Settings from the search results.

» In the Settings window, click the Update & security option and then on Check for
updates from the right-hand pane.

Install the Windows Server 2022 Virtual Machine

49. Similarly, create and install the Windows Server 2022 Standard (Desktop Experience) virtual
machine with the default hard disk space of 60 GB and RAM memory of 2048 MB. Include
the following changes:

o Virtual machine name: Windows Server 2022
o Full name: Administrator
o Password: Pa$$woOrd
0 Machine name: Server2022
Note: Follow the steps below to change the machine name:
» Right-click the Start button and click System from the context menu.
» The System window appears; click Change settings.
» 'The System Properties window appears; click Change....
» Type the computer name (here, Server2022) and click OK.
> A You must restart your computer to apply these changes pop-up appears; click
OK.
o Network settings:
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IP address: 10.10.1.22

>
» Subnet mask: 255.255.255.0
» Default gateway: 10.10.1.2
» Preferred DNS server: 8.8.8.8
o Disable the Server Manager on startup on Windows Server 2022.
o Check for and install the latest updates; to do so, follow the steps below:
» Click the Search Windows icon (E) at the bottom of the Desktop window and type
Settings. Click Settings from the search results.

» In the Settings window, click the Update & security option and then on Check for
updates from the right-hand pane.

Install the Windows 11 Virtual Machine

50. Similarly, create and install 2 Windows 11 Enterprise virtual machine with a hard disk space
of 100 GB and 2048 MB of RAM. Include the following changes:

o In the Select a Guest Operating System wizard, select Windows 11 x64 as the Version.
o Virtual machine name: Windows 11

0 In the Encryption Information window, sclect All the files (.vmdk, .vmx, etc) for this
virtual machine are encrypted under Choose Encryption Type scction and provide a
password under Password and Confirm Password ficlds (make sure that you remember
the password) and click on Next.

rNew Virtual Machine Wizard X

Encryption Information
How would you like to encrypt this virtual machine?

This Guest OS requires an encrypted Trusted Platform Module to operate.

Your files will be encrypted using a password you must set. This password is stored
in the systems credential manager. Keep a copy of the password in a safe place,
you can not start this VM without it.

Choose Encryption Type
© Al the files (.vmdk, .vmx, etc) for this virtual machine are encrypted.

— Only the files needed to support a TPM are encrypted. (.nvram, .vmss,
= .vmem, .vmx, .vmsn)

Password ssssssse Copy

Confirm Password ssssssee

B Remember the password on this machine in Credential Manager:

< Back Cancel
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o0 In the Select the operating system you want to install wizard, select Windows 11 Pro
and click Next.

Note: If This PC can’t run Windows 11 crror appears, follow the below steps:
e DPress Shift+F10 and a Command Prompt window appears.

¢ In the Command Prompt window, type regedit and ptress Enter.

T[ﬁ Administrator: X:\windows\system32\ cmd.exe EIIE“

® Registry Editor window appears, from the left-pane navigate to
HKEY_LOCAL_MACHINE = SYSTEM. Right-click Setup node and navigate to New

- Key.
[ Fesr oo oo |
File Edit View Fovorites Help
Computerl HKEY_LOCAL_MACHINE\SYSTEM\Setup
~ [l Computer Name Type Data
? Eiii-gz:i‘i_i}ﬁﬁso&_; ab| (Default) REG 57 {value nat set)
| 2 eV LOCAL MACHINE] ab) CrnglLine REG SZ winpeshlexe
ot — — o " : n 179
8 TARDWARE FactoryPrelnstall.. REG_DWORD Ox00000007 (1)
R sam ab| Osl oaderPath REG 57 \
N SECURITY EIE Respecialize REG DWORD (00000000 (0)
N SOFTWARE Wwo| RestartSetup REG_DWORD (00000000 ()
v~ SYSTEM 18| Setup Type REG DWORD (00000000 (0)
N ControlSet00T we| SystemSetupinP... REG DWORD Ox000000017 (1)
5 CurrentControlSet ab| WorkingDirectory REG SZ X\windows\panther
> DriverDatabase
» HardwareConfig
» Keyboard Layout
MountedDevices
ResourceManager
RNG
b Select
[ setus]
> Softw Expand
Lo owea  LET W ke
> HKEY USER! Find... ) .
>‘ HKEY CURR String Value
Delete Binary Value
Rename DWORD (32-bit) Value
Eort QWORD (64-bit) Value
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e A new key has been created, rename it as LabConfig and press Enter.

& Registry Editor =]
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SYSTEM\Setup\LabConfig

» _ HardwareConfig Narme Type Data

> &8 Keyboard Layout ab) (Default) REG SZ (value not set)
i MountedDevices

» 2 ResourceManager

23 RNG

7 Select
~ | Setup

> ©3 AllowStart

Pid

SETUPCL
i)

» _ Software

L22 weA

» _ HKEY_USERS

:; _ HKEY CURRENT COMNFIG

e Right-click anywhere in the right-pane and navigate to New = DWORD (32-bit) Value.

r TP ==(n - X
File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

» __ HardwareConfig Name Type Data

s = Keyboard Layout SR

= MoumtedDevces || iDefutd REG_SZ (value not set)
> 5 ResourceManager

-=_ RNG New Key

- Select
v __ Setup String Volue

» _ AllowStart Binary Value
-0 Pid DWORD (32-bit) Value

ffﬁjﬁ QWORD (64-bit) Value
L= la ig o
» __ Software Multi-String Value

__ WPA Expandable String Value

» __ HKEY USERS
» _ HKEY CURRENT_CONFIG

e Rename the value as BypassCPUCheck and press Enter.

e Now, right-click BypassCPUCheck value and select Modify... option.
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e Edit DWORD (32-bit) Value pop-up appears, change the Value data to 1 and click OK.

SRk
Edit View Fovorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Setup'\LabConfig
» HardwareConfig Name Type Data
2 f:fb"“’:;"f"”* ab] (Default) REG 5Z (value not set)
: cunteaevices %) BypassCPUCheck | REG_DWORD OxO0000000 (0)
3 ResourceManager
RNG . .
Colon Edit DWORD (32-bit) Value
v Setup Value name:
> Bl AllowStart BypassCPLCheck
; Pid
SETUPCL Value data: Base
LahConfig I‘] I o Hexadecimal
> Software () Decimal
wpa
s
HKEY CURRENT CONFIG
=l

e Similarly, create BypassTPMCheck, BypassRAMCheck and
BypassSecureBootCheck values (For each of the values, set the Value data=1).

B Registry Editor
File Edit
Computer\HKEY L OCAL_MACHINE\SYSTEM\ Setup\LabConfig

View Favorites Help

) HardwareConfig
> Keyboard Layout
MountedDevices
> ResourceManager
RNG
Select
“ Setup

> 71 AllowStart
52 pid

SETUPCL

. LabConfig
» Software
L0 weA
HKEY_USERS

HKEY_CURRENT_COMNFIG

Name Type Data

3!"] (Defauit) REG 52 (value not set)
8| BypassCPUCheck REG_DWORD Ox00000007 (1)
34| BypassTPMCheck REG_DWORD Ox00000007 (1)
4| BypassRAMCheck REG_DWORD Ox00000007 (1)
(7%} BypassSecureBootCheck Jdzcialiye/de Ox00000007 (1)

e Now, close all the windows (Registry Editor, Command Prompt, and Error window).

e In Windows Setup window, click Yes.

e Click Install Now button and proceed with the default installation steps.

o After completing the installation, an Is this the right country or region? wizard appears.

Select your country and click Yes.

o Similarly, select the preferred keyboard layout (here, US) in the next wizard and click Yes.

o Skip the second keyboard option.

0 In Let’s name your device, enter Windows 11 and click Next.
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o

In the How would you like to set up this device? wizard, select the Set up for personal
use option and click Next.

In the Let’s add your Microsoft account wizard, click the Sign-in options link and select
the Offline account option. In the next wizard, click Skip for now.

In the Who’s going to use this device? wizard, enter Admin and click Next. In the next
wizard, set Pa$$word as the password and click Next. Similatly, in the Confirm password
wizard, enter the same password and click Next.

Add security questions in the next wizards.

In the Privacy settings wizard, disable all the options and click Accept.
After Windows initializes, if an app window appears, close it.

Network settings:

» IP address: 10.10.1.11

» Subnet mask: 255.255.255.0

» Default gateway: 10.10.1.2

» Preferred DNS setver: 8.8.8.8

Check for and install the latest updates.

Install the Windows 11 (AD) Virtual Machine

1. Similarly, create and install the Windows 11 (AD) Virtual Machine virtual machine with the
default hard disk space of 60 GB and RAM memory of 2048 MB. Include the following

changes:
o Virtual machine name: Windows 11 (AD)
o Full name: Admin
o Password: Pa$$word
0 Machine name: Windows11
o Network settings:
» 1P address: 10.10.1.40
» Subnet mask: 255.255.255.0
» Default gateway: 10.10.1.2
» Preferred DNS server: 10.10.1.22
o Check for and install the latest updates
Back to Configuration Task Outline
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CT#8: Configure the Internet Explorer (IE) Enhanced
Security Configuration in the Windows Server 2019,
Windows Server 2019 (AD) and Windows Server 2022
Virtual Machines

Configure IE Enhanced Security in the Windows Server 2019 Virtual
Machine

1. Login to the Windows Server 2019 virtual machine using the credentials Administrator and
Pa$$word.

2. If a Shutdown Event Tracker pop-up appears, click Cancel.

3. To configure the Internet Explorer Enhanced Security Configuration, go to the Start menu
—> Server Manager application.

4. 'The main window of Server Manager appecars. By default, the Dashboard will be selected.

f=i Server Manager

Server Manager * Dashboard @ Manage  Tools
{5 Dashboard WELCOME TO SERVER MANAGER
i Local Server
R . .
e , o Configure this local server
BE File and Storage Services D -
QUICK START
2 Add roles and features
3 Add ather servers to manage
WRATS NEW 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
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5. Select Local Server in the left pane of the window. In the right pane, click On for IE Enhanced

Security Configuration.

EC-Council

f= Server Manager

©@o-

Server Manager * Local Server

Manage Tools View

i Dashboard

B Local Server

BE All Servers

F§ File and Storage Services B

B PROPERTIES
. For Server2019

Computer name
Workgroup

Server2019
WORKGROUP

Last installed updates
Windows Update
Last checked for updates

Newver
Install updates automatically usin
Newver

Windows Defender Firewall Public: On Windows Defender Antivirus Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings

Remote Desktop Disabled I IE Enhanced Security Configuration On I

NIC Teaming Disabled Time zone (UTC+05:30) Chennai, Kolkata, M
Ethemnetl 10.10.10.19, IPv& enabled Product ID Mot activated

Operating system version Microsoft Windows Server 2019 Standard ~ Processors Intel(R) Core(TM) i5-4590 CPU @

Hardware information WMware, Inc. ViWware7, 1 Installed memory (RAM) 2GB

Total disk space 59.68 GB

6. The Internet Explorer Enhanced Security Configuration window appears; select the Off
radio button for both Administrators and Users and click OK.

Tl Internet Explorer Enhanced Security Configuration >

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

'@' () On (Recommended)

W @off

'@' () On (Recommended)

W @off

More about Internet Explorer Enhanced Security Configuration

Ok, Cancel
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EC-Council

7. The IE Enhanced Security Configuration will be Off.

Note: It takes some time to turn off the IE Enhanced Security Configuration.

= Server Manager

— X
Server Manager * Local Server Manage  Tools  View
5= PROPERTIES 4
iE Dashboard . For Server2019
i Local Server .
- Computer name Server2019 Last installed updates Never
B& All Servers Workgroup WORKGROUP Windows Update Download updates only, using W
ii File and Storage Services b Last checked for updates Today at 12:28 PM

Windows Defender Firewall Public: On

Windows Defender Antivirus Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IIE Enhanced Security Configuration CFfI
NIC Teaming Disabled Time zone (UTC+05:30} Chennai, Kolkata, M
Ethernet 10,10.10.18, IPv6 enabled Eroduct ID hlot activated *

Configure IE Enhanced Security in the Windows Server 2022 Virtual
Machine

8. Similarly, configure IE Explorer Enhanced Security Configuration in the Windows Server
2022, and in Windows Server 2019 (AD) virtual machine.

Note: Log in to the Windows Server 2022 virtual machine using the credentials
Administrator and Pa$$wOrd.

B Server Manager

- X
@ ¥ Server Manager * Local Server @1V vemge Toos  view
[ ~
- PROPERTIES
IE8 Dashboard . For Server2022 TASKS ¥
i Local Server )
= Computer name Server2022 Last installed updates Today at 1:26 AM
HE All Servers Workgroup WORKGROUP Windows Update Download updates only
ii File and Storage Services B Last checked for updates Today at 1:17 AM
Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protection:
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled | IE Enhanced Security Configuration  Off |
NIC Teaming Disabled Time zone (UTC-08:00) Pacific Tim
Ethernet 10.10.1.22, IPv6 enabled Product ID Mot activated

[Back to Configuration Task Outline]
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CT#9: Add IIS (Internet Information Services) Roles,
File Services, and SNMP and Remote Access Roles in
the Windows Server 2019 and Windows Server 2022
Virtual Machines

Add Roles in the Windows Server 2019 Virtual Machine

1. Login to the Windows Server 2019 virtual machine.

2. If the Server Manager window does not automatically appear, open Server Manager by
clicking the Start menu = Server Manager application.

3. The main window of Server Manager appears. By default, Dashboard will be selected; click
Add roles and features.

B Server Manager

Server Manager * Dashboard © Manage  Tools

WELCOME TO SERVER MANAGER

Local Server

Il Servers

-1' =I
o o>

ile and Storage Services

4. 'The Add Roles and Features Wizard window appears; click Next.

QUICK START

o Configure this local server

2 |Add roles and features
3 Add cther servers to manage

4 Create a server group

[z Add Roles and Features Wizard

Before you begin

Before You Begin

Installation Type

Server Selection

= O >

DESTINATION SERVER
Server2019

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing neads of your organization, such as sharing decuments, or
hasting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static I[P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Mext.

[ Skip this page by default

< Previous I Mext = I Install Cancel
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5. In the Installation Type section of the wizard, select the Role-based or feature-based
installation radio button and click Next.

= Add Roles and Features Wizard = O =

DESTINATION SERVER

Select installation type Sener2019

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation

Server Selection . ) .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VDI) to create a virtual machine-based
or sassion-based desktop deployment.

| < Previous | I Next = I Install Cancel

6. In Server Selection section, leave the selections set to default and click Next.

[ Add Roles and Features Wizard = O Fad
Select destination server T et

Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (@) Select a server from the server pool
() Select a virtual hard disk
Server Roles Server Pool
Features
Filter: | |
MName IP Address Operating System
Server2019 10.10.1.19 Micresoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown,

| < Previous | I Next > I Install Cancel
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7. 'The Server Roles scction appears; click the checkbox of the Web Server (1IS) role.

Before You Begin
Installation Type
Server Szlection
Server Roles

Features

|8

[& Add Roles and Features Wizard - O X

Select server roles Server2010

DESTINATION SERVER

Select one or more roles to install on the selected server.

Roles Description
|| Active Directory Certificate Services - Web Server (II5) pravides a reliable,
[ Active Directory Domain Services manag E_ablff. and scalable Web
[] Active Directory Federation Services application infrastructure.

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
[ DNS Server
[] Fax Server
I [m] Filz and Storage Services (1 of 12 installad)
[] Heost Guardian Service
[ Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
[} Web Server (lIS)
[[] Windows Deployment Services
[ windows Server Update Services

| < Previous | | Mext = | | Install | Cancel

ul

8. The Add Roles and Features Wizard window appears; click Add Features.
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E Add Roles and Features Wizard >

Add features that are required for Web Server (lI5)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (II5)
4 Management Tools
[Taols] 15 Management Conscle

Include management tools (if applicable)

Add Features Cancel
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9. In the Server Roles section, observe that the Web Server (1IS) option is checked; click

Next.

-h Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Web Sarver Role (lI5)
Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

|| Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
] DMS Server
] Fax Server
| [®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-v
] Metwork Policy and Access Services
] Print and Document Services
] Remote Access
] Remote Desktop Services
= jyation Services

|| Windows Deployment Services

] Windows Server Update Services

— O X

DESTINATIOMN SERVER
Server20N9

Description

Web Server (II5) provides a reliable,
manageable, and scalable Web
application infrastructure,

< Previous | I Next = I Install Cancel

= |
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EC-Council

10. The Features section appears; select the checkboxes for the .NET Framework 3.5 Features,
BranchCache, Client for NFS, and Group Policy Management features, as well as all the
checkboxes under .NET Framework 4.7 Features. Click the Add Features button if you
receive a prompt for the features to be added while selecting the features.

Before You Begin
Installation Type
Server Selection

Server Roles

Rale Services

Confirmation

-ﬁﬁ Add Roles and Features Wizard

Select features

Web Server Role |

n

Select one or more features to install on the selected server.

Features

I NET Framework 3.5 Features
4 [W] NET Framework 4.7 Features (2 of 7 installed)
+| .NET Framework 4.7 (Installed)
ASPNET 4.7
4 [W] WCF Services (1 of 5 installed)
HTTP Activation
Message Queuing (MSMQ) Activation
MNamed Pipe Activation
TCP Activation

CP Port Shaning (Installed
I [ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ | BitLocker Network Unlock

BranchCache

Client for NFS
|| Containers
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ ] Failover Clustering

I Group Policy Manaqementl

- O X

DESTIMATION SERVER
Server2019

Description

TCP Port Sharing allows multiple
nettcp applications to share a single
TCP port, Cansequently, these
applications can coexist on the same
physical computer in separate,
isolated processes, while sharing the
network infrastructure required to
send and receive traffic over a TCP
port, such as port 808.

| < Previous | | MNext =

Cancel

Install
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EC-Council

11. Scroll down the section and check RPC over HTTP Proxy, SMTP Server, and SNMP WMI
Provider under the SNMP Service feature, as well as the Telnet Client and TFTP Client roles.
Click the Add Features button if you receive a prompt for the features to be added while
selecting the features. Click Next.

Note: While configuring the above-mentioned services in the Windows Server 2022 virtual
machine, check the SMB 1.0/CIFS Sharing Support checkbox to install the Server Message
Block (SMB) service along with other features.

= Add Roles and Features Wizard = O 4
DESTIMATION SERVER
Select features Server2019

Before You Begin Select one or more features to install en the selected server,

Installation Type Features Description

Server Selection — —
| [« RPC over HTTP Proxy |

~ Trivial File Transfer Protocol (TFTP)
Client is used to read files from, or

Server Roles || Setup and Boot Event Collection S
_ [] Simple TCP/IP Services write files to, a remote TFTP server.
Features iz primari
i [] SMB 1.0/CIFS File Sharing Support AL et sl o =
Web sarver Role (IIS) 7] SME Bandwidth Limit devices or systems that retrieve
_ ' SMTP Server firmware, configuration information,
Role Services X SNMP Service or a system image during the boot
Confirmation 7] SNMP WMI Provider process from a TFTP server,

[] Storage Migration Service
[] Storage Migration Service Proxy
[] Storage Replica

|| VM Shielding Tools for Fabric Management
[] WebDAV Redirector
[] Windows Biometric Framework

| Windows Defender Antivirus (Installed)
1 Wimd s Idantitu Emondatian 3 8

< Previous | I Mext = I Install
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12. The Web Server Role (IIS) scction appears in the wizard; click Next.

13. The Role Services scction appears in the wizard. Scroll down Role services and check FTP
Service under the FTP Server role. Then, click Next.

& Add Roles and Features Wizard — O x
- DESTIMATIOM SERVER
Select role services Server0i

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection || Uynamic Lontent Lompression A~ FTP Server enables the transfer of

Server Roles 4 Security o ﬁl?s between a client and server by
Request Filtering using the FTP protocol. Users can

Features Basic Authentication establish an FTP connection and

Web Server Role {IIS) [[] Centralized SSL Certificate Support transfer files by using an FTP client

Client Certificate Mapping Authentication or FTP-enabled Web browser.
[] Digest Authentication

[1 1S Client Certificate Mapping Authenticatic
[ 1P and Domain Restrictions

] URL Authorization

Windows Authentication

Confirmation

| FTP Extensibility
4 Management Tools
115 Management Console
I IIS & Management Compatibility
[1 IS Management Scripts and Tools

| < Previous | I Mext = I Install Cancel

14. The Confirmation scction appears in the wizard; click Install (ignore the warning under the
Confirm installation selections wizard).

B Add Roles and Features Wizard = O X
Confirm installation selections T s

| A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
/| (=51 -

ReniegRotes their check boxes.

Features

MET Framework 3.5 Features
. .MET Framewark 3.5 (includes \NET 2.0 and 3.0)
Role Services

- = ) MET Framework 4.7 Features
Confirmation ASP.NET A7

WCF Services
HTTE Activation

Message Queuing (M5MQ) Activation

Web Server Role (1IS)

MNamed Pipe Activation
TCP Activation

Export configuration settings
Specify an alternate source path

< Previous Next > I Install I | Cancel
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EC-Council

15. In the Results section of the Add Roles and Features wizard, View Installation progress
shows the installation progress of the features. The installation of the selected roles takes some

time to complete.

Installation progress

View installation progress

O X

DESTINATION SERVER
Server2019

o Feature installation
—

Installation started on Server2019

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.7 Features
ASPNET 4.7

WCF Services
HTTP Activation

Message Queuing (M5MQ) Activation
Named Pipe Activation
TCP Activation

BranchCache

nire

Pl T

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

Lance

Mext >

Close

16. After the completion of installation, click the Close button and turn off the virtual machine.

Add Roles in the Windows Server 2022 Virtual Machine

1.
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Similarly, install all the above roles and services in the Windows Server 2022 virtual machine.
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2. After installing all the services in the Windows Server 2022 virtual machine, start the World
Wide Web Publishing Service and stop the 11S Admin Service. To do so, navigate to Start
- Windows Administrative Tools.

Windows Server

Microsoft Edge

Server Manager Server Manager

Settings

L

Windows
Windows Accessories Administrativ...

. Windows Administrative Tools

. Windows Ease of Access %

Remote
. Windows PowerShell Desktop...
o Windows Security

. Windows System

£ fiype here to search

2

Windows
PowerShell

-

Task Manager

Event Viewer

Windows
PowerShell ISE

Control Panel

M

File Explorer

3. The Administrative Tools window appears; double-click Services.

= Manage Administrative Tools - O X 1
Home 5hare View Shortcut Tools 0
A IE < System and Se.. » Administrative Tools » v & P
Mame - Date modified Type 4
7+ Quick access e s o T
I Deskiop ':,'_g Registry Editor 3 1:14 AM Shortcut
() Resource Monitor 5/ 21 1:14 AM Shortcut
; Downloads f‘;. Server Manager 5/8/2021 1:13 AM Shortcut
| Documents | 5 Services 5/8/2021 1:14 AM Shortcut |
&=/ Pictures %3 System Configuration 5/8/2021 1:14 AM Shortcut
B Thic PC ﬂ‘i‘] System Information 2021 1:15 AM Shertcut
{a) Task Scheduler 5/8/2021 1:14 AM Shortcut
¥ Network f?Windnws Defender Firewall with Advanc..,  5/8/2027 1:14 AM Shortcut
7€) Windows Memory Diagnostic 5/8/2021 1:15 AM Shortcut
',}; Windows Server Backup 5/ 21 1:16 AM Shortcut W
< L |
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EC-Council

4. 'The Services window appears; scroll down to World Wide Web Publishing Service and
then right-click on it. Click Properties from the context menu.

"S5 Services
File

Y EEEE ERER

Action  View Help

m

k,( Services (Local) . Services (Local)

Stop the service
Restart the service

Description:

World Wide Web Publishing Service

Provides Web connectivity and
administration through the Internet
Information Services Manager

-

Mame Description Status
Q?;Windows License Manager Service Provides inf...
Q?;Windows Management Instrumentat... Provides a c.. Running
&').;Windows Media Player Network Shar...  Shares Win...
{;:)_;Windows Modules Installer Enables inst...
-J.‘;;_‘;Windows Presentation Foundation F...  Optimizes p...
»,‘.‘;:)_;Windows Process Activation Service The Windo..  Running
\‘.}')_;Windows Push Notifications System ... This service... Running
&:}_;Windows Push Motifications User Ser, Start

\‘J‘IJ_;Windows PushTolnstall Service Stop

£ Windows Remote Management (WS-

Q?;Windows Search Pause

Q;Windows Security Service Resume
Q'?_;Windows'l'lme Restart

-&I)_;W?ndows Update . . ATt R
ELWindows Update Medic Service

{;:)_;WinHTI'P Web Proxy Auto-Discovery. Refresh

&:}_;Wired AutoConfig =

QI)_;WMI Performance Adapter I R I

C Workstation
Vorld Wide Web Publishing Service

2|

Startup Type ™
Manual (Tric
Automatic
Manual
Manual
Manual
Manual
Automatic
Automatic
Disabled
Automatic
Disabled
Manual
Automatic (
Manual (Tric
Manual
Manual
Manual

Manual

Automatic

Automatic

\ Extended /(Standard /

ens the properties dialog box for the current selection.

5. The World Wide Web Publishing Service Properties (Local Computer) window appears. In
the Startup type drop-down box, choose Automatic. Click the Apply button and in the
Service status section and then click the Start button. Click OK.

Note: If the service is already running, then leave it running.

General

3
You cal
from here.

World Wide Web Publishing Service Properties (Local Computer) X
Log On

Service name:

Display name:

Description;

Path to executable:
CWindowssystem32\svchost.exe 4 iissves

Startup type: ol.m_rtomatic

Service status:

Start parameters: | |

Recovery Dependencies

‘World Wide Web Publishing Service

Provides Web connectivity and administration
through the Intemet Information Services Manager

Stopped

Stop Pause Resume

pecify the start parameters that apply when you start the service

I 0K I Cancel I Apply |
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6. Now, open the I1IS Admin Service and stop the service.

EC-Council

Note: If a Stop Other Services pop-up appears while stopping the service, click Yes to

proceed.

115 Admin Service Properties (Local Computer)

General LogOn  Recovery Dependencies

IISADMIN

Service name:

Display name: 11S Admin Service
Description: Enables this server to administer the 115 metabase. &
e ||5 metabase stores configuration forthe SMTP o
amAd FTP saniinae K ihis sanina is stannad tha

Path to executable:
C\Windows \system 32inetsny\inetinfo exe

Startup type: I isabled VI

Service status:  Running

You can specify the start parameters that apply when you star the service
from here.

Start Pause Besume

Start parameters:

[ cacs | [ 7o

7. Close all windows and turn off the virtual machine.

Start SMTP Service in the Windows Server 2019 Virtual Machine

1.

2. The Administrative Tools window appears; double-click Services.

service. To do so, navigate to Start = Windows Administrative Tools.

After installing all the services in the Windows Server 2019 virtual machine, start the SMTP

+ Manage Administrative Tools — O >
Home Share View Shartcut Toals G
T ?E < System and Se... » Administrative Tools » v ] e
Mame - Date modified Type 1
T —_— cam ooy S
I Desktop ? E.'ﬂ Registry Editor 5/8/2021 1:14 AM Shortcut
,‘D Resource Menitor 5/8/2021 1:14 AM Shortcut
" Downloads ’ 7= Server Manager 3/8/2021 1:15 AM Shortcut
& Documents  # | &% Services 5/8/2021 1:14 AM Shortcut |
=] Pictures A B3 System Configuration 5/8/2021 1:14 AM Shortcut
[ This PC 5 System Information /2021 1:15 AM Shortcut
- 25) Task Scheduler 5/8/2021 1:14 AM Shortcut
¥ Network ﬁ' Windows Defender Firewall with Advanc..,  5/8/2021 1:14 AM Shortcut
(7] Windows Memory Diagnostic 3/8/2021 1:15 AM Shortcut
'ﬂi Windows Server Backup 5/8/2021 1:16 AM Shortcut W
< >
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3. The Services window appears; scroll down to Simple Mail Transfer Protocol (SMTP) and
then right-click on it. Click Properties from the context menu.

rre:: Services
File Action View

YNEEE

Help
= HeEl venmw

lf_}, Services (Local)

1;;‘ Services (Local)
Simple Mail Transfer Protocol
(SMTF)

Start the service
Description:

Transports electronic mail across the
network,

~
Name

'{3@; Secondary Legon

. Secure Socket Tunneling Protecol 5.

ecurity Accounts Manager
ensor Data Service

. Sensor Menitoring Service
ensor Service

Erver

hared PC Account Manager
. Shell Hardware Detection
imple Mail Transfer Protocol
mart Card

<

'-{E@; Smart Card Device Enumeration Ser...

'-{3{; Smart Card Rermoval Policy
£ SNMP Service

£1SNMP Trap

'-{3{; Software Protection

'»{3@; Special Administration Console Hel...

'».'3@; Spot Verifier

'».'3@; SQL Full-text Filter Daemon Launch...

81,501 Server (SOLEXPRESS)

'».'E@; 50L Server Agent (SOLEXPRESS)
<

Description

Enables star...
Provides su..,
The startup ...
Delivers dat...
Monitors va...
A service fo..
Supports fil...
Manages pr...
Provides no..,

Status

Running

Running

Running

Running

Startup Type ™

Manual
Manual
Automatic
Disabled
Manual (Trig.
Manual (Trig.
Automatic (T
Dizabled
Automatic

i Start vlanual (Trig.

( Stop Jisabled

r Pause Wanual

: Resurne lutomatic

F Restart Wanual

E \utomatic (D

/ All Tasks Aanual

! Refresh vanual (Trig.

g Aanual

FI Properties Lutomatic

E Yisabled
Help R

L

Extended ){ Standard /
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EC-Council

4. A simple Mail Transfer Protocol (SMTP) Properties (Local Computer) window appears. In
the Startup type drop-down box, choose Automatic. Click the Apply button. In the
Service status section, click the Start button. Click OK.

Simple Mail Transfer Protocol (SMTP) Properties (Local Computer) X

General Log On Recovery Dependencies
Service name: SMTPSWC
Display name: Simple Mail Transfer Protocal (SMTP)

Diescription: Transports electronic mail across the network.

Path to executable:
CAaWindows system 32inetsry \inetinfo exe

Startup type: olﬁu_rtomatic R I

Sewic gtus:  Stopped
Stop Fauze Resume

‘You can specify the start parameters that apply when you start the service

from here.
I oK I Cancel Apphy

Start parameters: |

5. Close all open windows.

[Back to Configuration Task Outline]
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CT#10: Install the Parrot Security Virtual Machine in
VMware

1.
2.

The next step is to set up the Parrot Security virtual machine in VMware Workstation Pro.
In the VMware Workstation window, click Create a New Virtual Machine.

In the New Virtual Machine Wizard window, leave the settings as their default (Typical) and
click Next.

In the Guest Operating System Installation wizard, choose the Installer disc image file
(iso): radio button. Click Browse to provide the ISO path of the Parrot Security I1SO file.
Then, select the Parrot Security ISO file and click Open to provide the ISO path. Finally, click
Next.

Note: Here, we have used the Parrot Security (MATE) .iso file Parrot-security-
6.0_amd64.iso to create the Parrot Security virtual machine. However, you can download
the latest ISO file from https://www.parrotsec.org/download,.

Note: If you decide to download the latest version, the screenshots here might differ from
what you see in your lab environment.

New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available

© nstaller disc image file (iso):;

I Parrot-security-6.0_i - I Browse...

[[7] Debian 6 64-bit detected.

() Iwill install the operating system later.

The virtual machine will be created with a blank hard disk.
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5. The Name the Virtual Machine wizard appears. Type Parrot Security in the Virtual machine
name ficld and click the Browse button to stote the virtual hard disk. Then, click Next.

New Virtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

IParrut Security |

Location:

Parrot Security

The default location can be changed at Edit > Preferences.

X

6. The Specify Disk Capacity wizard appears; type 35.0 GB in the Maximum disk size (GB)
field and choose the Store virtual disk as a single file radio button. Then, click Next.
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New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Debian & 64-bit: 20 GB

© Store virtual disk as a singie file I
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

X
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7. Click the Customize Hardware... button in the Ready to Create Virtual Machine wizard.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Debian 6
64-bit.

The virtual machine will be created with the following settings:

Name: Parrot Security
Location: Farrot Security
Version: Workstation 17.5.x

Operating System: Debian 6 64-bit

Hard Disk: 35 GB

Memory: 2048 MB

Network Adapter:  MAT

Other Devices: CD/DVD, USB Controller, Sound Card

I Customize Hardware... I

Eower on this virtual machine after creation

< Back Cancel
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8. The Hardware window appears; ensure that Memory is assigned as 2 GB or 2048 MB and click

Close.
Hardware X
Device Summary Rlemoy
S.pecify the amount.of memory allocated to this virtual machine. The memory
e, size must be a multiple of 4 MB.
i_.J:Processors 1
Mew CD/DVD (IDE) Using file F:\CEHv13 ISOS\P... Memory for this virtual machine: w8
55 Network Adapter NAT
E] USB Controller Present
) Sound Card Auto detect 128 GB
[Ipisplay Auto detect 64 GB
32 GB
16 GB « B Maximum recommended memory
8 GB (Memory swapping may
4GB occur beyond this size.)
< 20.9 GB
1GB
512 MB B Recommended memory
256 MB 2GB
128 MB
&4 MB Guest 05 recommended minimum
32 MB 1GB
16 MB
aMB
4 MB

Remove

Help
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1. Uncheck Power on this virtual machine after creation checkbox. Click Finish in the Ready
to Create Virtual Machine wizard.

New Virtual Machine Wizard XW

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Debian &
64-bit.

The virtual machine will be created with the following settings:

Name: Parrot Security
Location: \Parrot Security
Version: Workstation 17.5.x

Operating System: Debian & &4-bit

Hard Disk: 35 GB

Memory: 2048 MB

Metwork Adapter: NAT

Other Devices: CD/DVD, USB Controller, Sound Card

Customize Hardware...

1
I[:]EPower on this virtual machine after creation;l
| |

2. In the Parrot Security tab, click the Power on this virtual machine link.

[—D Parrot Security

| P> Power on this virtual machine I

[[7 Edit virtual machine settings

¥ Devices
E= Memory 2GB
Processors 1
[\ Hard Disk (SCSI) 35GB
(=) CD/DVD (IDE) Using file FACEH..
S Network Adapter MNAT
[%] USB Controller Present
J» Sound Card Auto detect
[ Display Auto detect

~ Description
Type here to enter a description of this virtua
machine.

» Virtual Machine Details
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3. The Parrot security Live Boot Menu - 6.0 amd64 boot menu appears; select Try / Install and
press Enter.

Parrot security Live Boot Menu - 6.0 amd64

© 71ry/instal

:E Advanced Modes

@A Failsafe Modes

(') Power Off

Parrot OS

4. The Parrot Security initiates, and desktop appears. Double-click the Install Parrot shortcut to
initialize the installation process.

[

Parrot

.

user's Home

—

Install Parrot

Trash
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5. A Parrot Security Installer window appears. In the Welcome wizard, leave default selected
language as American English, and click Next.

Welcome to the Calamares installer for Parrot OS 6.0
Welcome (Lorikeet)

Location This program will ask you some questions and set up Parrot Security on your computer.
Keyboard
Partitions

Users

Summary

Install

Finish

Eﬁ American English v

—

B2 Parrot OS support  [*] Release notes

I Next l Cancel

6. In the Location wizard, leave default settings and click Next.

7. In the Keyboard wizard, leave default settings and click Next.
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8. In the Partitions wizard, select the Erase disk checkbox and click Next.

Note: If the Encrypt system checkbox is selected, then unselect it.

Welcome

Location

Keyboard

Partitions
Users
Summary
Install

Finish
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{*} EFl  Select storage device: | & Virtual Disk - 80.00 GiB (/dev/sda) ~ (@ 7

O Erase disk
This will delete all data currently present on the selected storage device.

No Swap v

q Manual partitioning
J You can create or resize partitions yourself.

Engrypt system

B Unpartitioned space or unknown partition table

After: l ]

@ EFl system @ Parrot

Back I Next I Cancel

.
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9. Inthe Users wizard, enter attacker in the What is your name? ficld. In the What is the name
of this computer? ficld, enter parrot.

10. In the Choose a password to keep your account safe section, enter toor in both the
Password and Repeat Password fields. Click Next.

Welcome

Location

Keyboard

Partitions

Summary
Install

Finish
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What is your name?

attacker O

What name do you want to use to log in?

attacker O

What is the name of this computer?

parrot o

Choose a password to keep your account safe.

Log in automatically without asking for the password.

Back | Next | Cancel M
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11. The Summary wizard appears. Check the settings and click Install.

Welcome

Location

Keyboard

Partitions
Users
Summary
Install

Finish
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This is an overview of what will happen once you start the install procedure.
Location

Set timezone to America/New_York.
The system language will be set to American English (United States).
The numbers and dates locale will be set to American English (United States).

Keyboard

Set keyboard model to Generic 105-key PC.
Set keyboard layout to English (US)/Default.

Partitions

Erase disk /dev/sda (Virtual Disk) and install Parrot 6.0.

@ Unpartitioned space or unknown partition table

After: ' J

@ EFI system ) Parrot

Create new GPT partition table on /dev/sda (Virtual Disk).

Create new 300MiB partition on /dev/sda (Virtual Disk).

Flag 300MiB fat32 partition as boot.

Create new 81615MiB partition on /dev/sda (Virtual Disk) with entries root.
Set up new fat32 partition with mount point /boot/efi.

Install Parrot OS on new btrfs system partition.

Back | Install I Cancel
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12. In the Continue with installation? dialog box, click Install Now.

P The Parrot OS installer is about to make changes to your disk in order
. to install Parrot 6.0.
You will not be able to undo these changes.

Go back

13. The installation process begins. Observe the status in the installation bar, as shown in the
screenshot below.

Welcome
Location
Keyboard X
Partitions Welcome tO Pa I‘rot OS
Users

Summary

Install

Finish i
The all-in-one framework for Cyber Security,
Software Development and Pfivacy Defense.
1% Toggle log
Creating new root partition on /dev/sda.
L Cancel
14. System installation will take some time.
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15. After the completion of the installation process, an All done. Message appears. Ensure that
the Restart now check box is selected and click Done.

V=B L. W)eo mr

Welcome

Location

Keyboard

Partitions

Users

All done.

Summary

Install Parrot OS 6.0 (Lorikeet) has been installed on your computer.
You may now restart into your new system, or continue using the Parrot Security Live environment.

Finish

V| Restart now

Done
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16. After the reboot, the attacker username is selected by default on the login screen. Enter toor
in the Password ficld and press Enter to log in to the machine.

parrot @ BEus 05:10 O

attacker

[YY Yy

17. Click the MATE Terminal icon at the top of the Desktop window to open a Terminal window.

Places System W|* n
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18. Now, verify the configured network adapter setting of the virtual machine. In the Parrot
Terminal window, type ifconfig and press Enter to check the network adapter—here, it is
ethO (this might differ in your lab environment). Close the terminal window after noting the
adapter.

19. Since this adapter IP address has been assigned through DHCP, now, we must configure the
network adapter to static. To do so, navigate to Menu in the bottom-left corner of the
Desktop and click Control Center.

Q
Favourites

* Al

¢ Accessories
Administration
Games
Graphics

Internet

Programming

Sound & Video

) System Ser

System Tools

Universal Access

Control Center
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EC-Council

20. The Control Center window appears; click Advanced Network Configuration under the
Internet and Network section.

Administration
Login Window : Print Settings . Synaptic Package Manager

e Time and Date Q Users and Groups

Administration
: Hardware

Bluetooth Adapters Bluetooth Manager Aa Displays

Keyboard s Keyboard Shortcuts Mouse

0 Power Management Sound e Time And Date Manager
Internet and Network

@ Advanced Network irewall Confiquration
® Configuration S

Look and Feel

Caja-Actions Configuration
"& Appearance g B MainMenu
.

100t

. MATE Tweak 2 Popup Notifications C . Screensaver
i Windows

21. A Network Connections window appears. Select Wired connection 1 and click the Settings
icon.

Mame Last Used v
Ethernet

Wired connection 1 2 minutes ago
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22. In the Editing Wired connection 1 window, navigate to the IPv4 Settings tab. Select the
Manual option from the Method drop-down box. In the Addresses section, click the Add
button and add 10.10.1.13, 255.255.255.0, and 10.10.1.2 as the Address, Netmask, and
Gateway. Typc 8.8.8.8 in the DNS servers ficld and click Save.

onname  Wired connection 1
v4 Settings

Method | Manual
2
Addresses 3
Address Netmask Gateway Add
10.10.1.13 255.255.255.0 10.10.1.2

EEGE

Search domains

Require IPv4 addressing for this connection to complete

Cancel

23. Close all windows and Reboot the virtual machine to enable the setting.

24. Once the machine has restarted, log in to the machine and open a Terminal window.
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25. Type ifconfig and press Enter to verify the configured IP address. Then, type ping
www.eccouncil.org to check the Internet connectivity.
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26. Type sudo apt-get install snmp and press Enter to install the SnmpWalk tool.

oe sudo apt-get install snmp - Parrot Terminal

File Edit rC Help

ssh - Parrot Terminal

File Edit
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28. Type pip3 install habu and press Enter to install the habu tool.

o0 aptinstall ftp - Parrot Terminal
File Edit rch Terminal Help

30. Type apt-get install mingw-w64 and press Enter to install the Mingw-w64 service.
Note: If a prompt appears asking Do you want to continue?, typc Y and press Enter.

o0 3 L mingy 64 - Parrot Terminal
File Edit Viev rch  Terminal Help
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31. Type apt install uniscan and press Enter to install the Uniscan tool.

Note: If a prompt appears asking Do you want to continue?, type Y. press Enter

o0 apt install uniscan - Parrot Terminal
File Edit ch  Terminal Help

tool.

LN
File Edit ° Search Terminal Help

Terminal Help
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34. In the terminal window, type sudo apt-get install docker.io and press Enter to install
docker.

Note: In the Do you want to continue question type Y and press Enter.

36. Run docker run -d -p 443:443 -—name openvas mikesplain/openvas command to launch
OpenVAS.

Parrot Terminal

arch Terminal Help

37. After the tool initializes, click Firefox icon from the top-section of the Desktop.
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38. The Firefox browser appears, go to https://127.0.0.1/. OpenVAS login page appears, log in
with admin/admin.

- ] #& Greenbone Security Ass

< @ C O&o 127.0.0.1 & o f D

-8) Import bookmarks... [3JParrot 0S [3JHack The Box [JOSINT Services [JVuln DB [J Privacy and Security [J Learning Resources

b Security i Version 7.0.3

g.)' Password: [ sssee

T —
Greenbone
Security
Assistant

Login

Eile Edit History Bookmarks

®» & Greenbone Security Ass

@ C 04w 127.0.0.1 w o F o8
48 Import bookmarks... [JParrot 0S [JHack The Box [JOSINT Services [OVulnDB [3J Privacy and Security [3J Learning Resources
/’ % Greel:lbonq No auto-refresh v Logged in as Admin admin | Logou
Security Assistant Wed May 8 09:50:26 2024 UTC
Assets Secinfo Configuration Extras Administration
s ‘' Dashboard [~
- Tasks by Severity Class (Total: 0) - Tasks by status (Total: 0)
~ CVEs by creation time (Total: 120352) - Hosts topology *  NVTs by Severity Class (Total: 49787)
!
year . High
20,000 130,000 — Medium
w.ooo:l o l: 120,000 1858 | Low
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40. Now in the terminal run docker stop openvas and docker rm openvas and press Enter.

@parrot

4

41. OpenVAS is now set up; close all windows and shut down the virtual machine.

42. Ensure that the tools in the following list are installed in the Parrot Security virtual

machine:

= SNMP-check =  macof

= Enum4linux = Skipfish

"  Yersinia " sqlmap

= arpspoof = WAFWOOF

Note: To check whether a tool is installed, type the tool’s name in the Terminal window and
press Enter. If the available tool options are displayed, then the given tool is installed in the
machine.

Note: If the above-mentioned tools are not installed, then install them by issuing the
command apt-get install <Tool name>.

43. Shut down the Parrot Security virtual machine.

44, Once the machine has turned off, in the Devices section of the Parrot Security tab, click
CD\DVD (IDE).
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45. The Virtual Machine Settings window appears; select the Use physical drive: radio button
under the Connection section and click OK.

Virtual Machine Settings X
Hardware  Qptions
. Device status
Device Summary
ElMemory 2ca Connected
iﬁiProcessors 1 Connect at power on
E=\Hard Disk (SCsT) 35 GB )
(%) CD/DVD (IDE) Using file Connection
S Network Adapter NAT (®) Use physical drive:
USE Controller Present Auto-detect -
c]t Sound Card Auto detect :
) Printer Present (O Use 150 image file:
Clpisplay Auto detect WWinde Browse...
Advanced...
Add... Remove
Cancel Hep |
[Back to Configuration Task Outline]
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CT#11: Install the Ubuntu Virtual Machine in VMware

The next step is to set up the Ubuntu virtual machine in VMWare Workstation Pro.
In the VMware Workstation window, click Create a New Virtual Machine.

In the New Virtual Machine Wizard window that appears, retain the default settings (Typical)
and click Next.

In the Guest Operating System Installation wizard, select the Installer disc image file (iso):
radio button. Click Browse to provide the ISO path of the Ubuntu ISO file. Then, select the
Ubuntu ISO file and click Open to provide the ISO path. Finally, click Next.

Note: Here, we have used the Ubuntu .iso file ubuntu-22.04.3-desktop-amd64.iso for
creating the Ubuntu virtual machine. However, you can download the latest ISO file from
https://ubuntu.com/download/desktop.

Note: If you decide to download the latest version, the screenshots presented here might
differ from what you see in your lab environment.

New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available

© Installer disc image file (iso):

\ubuntu-22.04.3-desktop-amt v| | Browse...

[1] Ubuntu 64-bit 22.04.3 detected.
This operating system will use Easy Install. (What's this?})

() Twill ingtall the operating system later.

The virtual machine will be created with a blank hard disk.
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5. In the Easy Install Information window, provide Full name as Ubuntu, Username as
ubuntu, enter toor in the Password and Confirm fields and press Next.

New Virtual Machine Wizard X
Easy Install Information
This is used to install Ubuntu 64-bit.
Personalize Linux
Eull name:  |Ubuntu |
User name: Iuhuntu I
Password: ||u- |
Confirm: I"“ I
Help < Back Cancel

5. The Name the Virtual Machine wizard appears; type Ubuntu in the Virtual machine name
field and click the Browse button to store the virtual hard disk. Click Next.
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New Virtual Machine Wizard X

Hame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Ubuntu

Location:

YWhuntu

The default lecation can be changed at Edit > Preferences.
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6. The Specify Disk Capacity wizard appears. Retain the recommended Maximum disk size

(GB) (here, 20 GB) and sclect Store virtual disk as a single file; click Next.

MNew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Ubuntu 64-bit: 20 GB

|°?St0re virtual disk as a single file I
f:j Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

X

8. In the Ready to Create Virtual Machine wizard, ensure that Power on this virtual machine
after creation checkbox is selected and click Finish.
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Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Ubuntu
64-bit and then VMware Tools.

The virtual machine will be created with the following settings:

New Virtual Machine Wizard X

Name: Ubuntu
Location: Ubuntu
Version: Workstation 17.5.x

Operating System: Ubuntu 64-bit

Hard Disk: 20 GB

Memary: 4096 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card

Customize Hardware...

B Power on this virtual machine after creation;
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9. Assoon as you click the Finish button, GNU GRUB window appears. Press Enter to sclect Try
or Install Ubuntu option.

Note: If a pop-up appears, click OK.

GNU GRUEB vwversion 2

=Iry or_Install Ubunte .
Ubuntu (safe graphics)

0EM install (for manufacturers)
Test memory

Use the T and 1 keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the comma
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in

10. Ubuntu initializes and Welcome wizard appears, click the Install Ubuntu option.

r Install q

Welcome

English |

Espanol
Esperanto
Euskara
Frangais
Gaeilge
Galego
Hrvatski
islenska
ltaliano Try Ubuntu Install Ubuntu
Kurdi
Latviski
Lietuviskai

You can try Ubuntu without making any changes to your computer, directly from this CD.
Magyar Or if you're ready, you caninstall Ubuntu alongside (or instead of) your current operating
Nederlands system. This shouldn't take too long

No localization (UTF-8)

Norsk bokmal You may wish to read the release notes.
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11. A Keyboard Layout wizard appears, leave default settings and click Continue.

Keyboard layout

Choose your keyboard layout:

English (Australian)
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK)
Esperanto

Estonian

Faroese

Filipino

Finnish

French

Type here to test your keyboard

Detect Keyboard Layout

T Instal-l

English (US)

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Colemak-DH I1SO)
English (US) - English (Colemak-DH})

English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.)
English (US) - English (Dvorak, intl., with dead keys)
English (US) - English (Dvorak, left-handed)
English (US) - English (Dvorak, right-handed)
English (US) - English (Macintosh)

English (US) - English (Norman)

English (US) - English (US, Symbolic)

Foalich ey Faalicob flae ok okl y

?T

Quit Back Continue

L N _NONORONON®
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12. In the Updates and other software wizard, ensure that the Normal installation radio button
is selected in the What apps would you like to install to start with? section. In the other
options section, ensure that the Download updates while installing Ubuntu radio button is
selected. Click Continue.

Install X

Updates and other software

What apps would you like to install to start with?
I © Normalinstallation

Web browser, utilities, office software, games, and media players.
Minimal installation

Web browser and basic utilities.
Other options

Download updates while installing Ubuntul

This saves time after installation.

Install third-party software For graphics and Wi-Fi hardware and additional media formats

This software is subject ko license terms included with its documentation. Some is proprietary.

Quik Back Continue

LN N N NONON®
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13. The Installation type wizard appears. Ensure that the Erase disk and install Ubuntu radio
button is selected and click Install Now.

T Install q

Installation type

This computer currently has no detected operating systems. What would you like to do?

IO Erase disk and install Ubuntu I
wWarning: This will delete all your programs, documents, photos, music, and any other Files in all operating systems.

Advanced features... | None selected

something else
You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Quit Back Install Now

0000 CO

14. A Write the changes to disks? pop-up appears; click Continue.
Write the changes to disks? ;T

F you continue, the changes listed below will be written to the disks. Otherwise, youwill be able to make
Further changes manually.

[The partition tables of the Following devices are changed:
SCSI33 (0,0,0) (sda)

[The Following partitions are going to be formatted:
partition #2 of SCSI33 (0,0,0) (sda) as ESP
partition #3 of SCSI133 (0,0,0) (sda) as extd

Go Back Continue ||

15. In the Where are you? wizard, retain the region selected by default and click Continue.
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16. A Who are you? wizard appears. Enter Ubuntu in the Your name ficld. In the Choose a
password and Confirm your password ficlds, enter toor and click Continue.

Insl:aﬁ

Who are you?

Your name: | Ubuntu (]

Your computer's name: | ubuntu-virtual-machine @

The name it uses when it talks to other computers.

Pick a username: | ubuntu (]
Choose a password: | 9@0® @ | Short password
Confirm your password: ....| (]

Login automatically

© Require my password to login

Use Active Directory

You'll enter domain and other details in the next step.

Continue

m
o
[al
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17. The Welcome to Ubuntu wizard appears and installation begins. Wait for it complete.

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

> Retrieving file 27 of 27 Skip

18. Once the installation has completed, an Installation Complete pop-up appears. Click Restart
Now.

Installation Complete X

Installation is complete. You need to restart the computer
in order to use the new installation.

Restart Now

19. In the Ubuntu screen, press Enter to restart the machine.
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20. The machine restarts and displays a login screen with the username Ubuntu. Click Ubuntu,

type toor in the Password ficld, and press Enter to sign in.

i
4

O

)\

Ubuntu

11. An Online Accounts pop-up window appears; click Skip. Follow the steps and click Next in

each step. In the last step, click Done.

12. If a Software Updater pop-up window appears, click Install Now to install the latest updates.
This process may take some time.

» Details of updates

Settings...

Software Updater

0] 461.9 MB will be downloaded.

Remind Me Later

( . Updated software has been issued since Ubuntu 22.04 was
' " released. Do you want to install it now?

Install Now

13. An Authentication Required pop-up appears. Enter toor in the Password ficld and click

Authenticate.

Authentication Required

To install or remove software, you need to

authenticate.

O

G

Ubuntu

)

Cancel

Authenticate
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14. Software Updater begins to install updates. Wait for it complete.
Software Updater

Installing updates...

Unpacking libpython3.8-stdlib
* Details

5.1-1ubuntul-
and directe

15. After the updates have installed, click Restart Now.

| Software Updater x|
e The computer needs to restart to Finish installing updates.
Settings... Restart Later Restart Now
[ |
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16. Click the Show Applications E) icon in the bottom-left corner of the Desktop. Then, type
terminal in the search bar and, from the search results, click the Terminal icon to launch a
terminal window.

Jul19 11:56

Terminal

17. The Terminal window appears. Right-click on the Terminal icon in the Favorites bar on the
left-hand side of the window and click Add to Favorites, as shown in the screenshot, to lock
the terminal on the launcher.

Activities =] Terminal
[+ ubuntu@ubuntu-virtual-machine: ~

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo_root" for details.

:$|:|

Allwindows

New Window

Preferences

Add to Favorites

Quit
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18. In the terminal window, type sudo apt-get update and press Enter. In the password for
ubuntu ficld, type toor and press Enter. The password that you type will not be visible.

[+1 ubuntu@ubuntu-virtual-machine: ~ Q =

To run a command as administrator (user "root"), use "sudo <command=".
See "man sudo_root" for details.

S| sudo apt-get update

[sudo] password for ubuntu:
Hit:1 http://in.archive.ubuntu.com/ubuntu jammy InRelease
Hit:2 http://in.archive.ubuntu.com/ubuntu jammy-updates InRelease
Hit:3 http://security.ubuntu.comfubuntu jammy-security InRelease
Hit:4 http://in.archive.ubuntu.com/ubuntu jammy-backports InRelease
Reading package lists... Done I

B E

19. In the terminal window, type sudo apt-get upgrade and press Enter.

Note: If a prompt appears asking Do you want to continue?, type Y and press Enter.

ubuntu@ubuntu-virtual-machine: ~

$ |sudo apt-get upgrade
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Calculating upgrade... Done
O upgraded, ©® newly installed, @ to remove and ® not upgraded.
15

e

20. Restart the machine and log in again with Ubuntu and toor as the username and password,
respectively.

21. In the terminal window, type sudo apt-get install net-tools and press Enter. In the password
for ubuntu field, type toor and press Enter. The password that you type will not be visible.

ubuntu@ubuntu-virtual-machine: ~

:-5) sudo apt-get install net-tools
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following MEW packages will be installed:
net-tools
0 upgraded, 1 newly installed, © to remove and ©® not upgraded.
Meed to get 204 kB of archives.
After this operation, 819 kB of additional disk space will be used.
Get:1 http://in.archive.ubuntu.com/ubuntu jammy/main amd64 net-tools amd64 1.60+g
1t20181103.0eebece-1ubuntus [204 kB]
Fetched 204 kB in 8s (1,855 kB/s)
selecting previously unselected package net-tools.
(Reading database ... 195430 files and directories currently installed.)
Preparing to unpack .../net-tools 1.60+git20181183.0eebece-1ubuntus_amdé64.deb
Unpacking net-tools (1.60+git20181103.0eebece-1ubuntus) ...
Setting up net-tools (1.60+git20181103.0eebece-1ubuntus5)
Processing triggers for man-db (2i10.2—1) coo
~5

-
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22. After the installation, type ifconfig and press Enter to check the enabled network adapter.
Here, the network adapter is eth0, as shown in the screenshot.

Note: The network adapter may vary in your lab environment.

ubuntu@ubuntu-virtual-machine: ~

:~§ |ifconfig
=ns33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet |10.10.1.5| netmask 255.255.255.0 broadcast 18.16.1.255
inet6 fe80::fdb®:cd58:befa:81e®@ prefixlen 64 scopeid @x20<link=>
ether 00:0c:29:27:12:90 txqueuelen 1000 (Ethernet)
RX packets 260 bytes 232612 (232.6 KB)
RX errors @ dropped © overruns @ frame ©
TX packets 205 bytes 21663 (21.6 KB)
TX errors @ dropped © overruns @& carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6s ::1 prefixlen 128 scopeid 0x18<host=
loop txqueuelen 1000 (Local Loopback)
RX packets 198 bytes 16880 (16.8 KB)
RX errors @ dropped © overruns @ frame ©
TX packets 198 bytes 16880 (16.8 KB)
TX errors @ dropped © overruns @ carrier @ collisions ©

Y |

23. In the terminal window, type sudo apt install gcc and press Enter. In the password for
ubuntu field, type toor and press Enter. The password that you type will not be visible.

ubuntu@ubuntu-virtual-machine: ~

:-$|sudo apt install gcc

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
binutils binutils-common binutils-x86-64-1inux-gnu gcc-11 libasané libatomicl
libbinutils 1libc-dev-bin libc-devtools libc6-dev libccl-8 libcrypt-dev
libctf-nobfde libctfe libgcc-11-dev libitml liblsan® libnsl-dev libquadmathe
libtirpc-dev 1libtsan® libubsanl linux-libc-dev manpages-dev rpcsvc-proto

suggested packages:
binutils-doc gcc-multilib make autoconf automake 1libtool flex bison gcc-doc
gcc-11-multilib gcc-11-doc gcc-11-locales glibc-doc

The following NEW packages will be installed:
binutils binutils-common binutils-x86-64-1linux-gnu gcc gcc-11 libasané
libatomic1 libbinutils libc-dev-bin libc-devtools libc6-dev libcci-8
libcrypt-dev libctf-nobfd® 1libctf® 1libgcc-11-dev libitm1l 1liblsan® 1libnsl-dev

Lab Setup Guide Page 107 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




24. Type sudo apt install clang and press Enter. In the password for ubuntu ficld, type toor and
press Enter. The password that you type will not be visible.

ubuntu@ubuntu-virtual-machine: ~

:-$|sudo apt install clang
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
binfmt-support clang-14 icu-devtools lib32gcc-s1 lib32stdc++6 libc6-1i386

libclang-common-14-dev libclang-cppl4 libclangl-14 Llibffi-dev libicu-dev
libllvm14 libncurses-dev libobjc-11-dev libobjc4 libpfm4 libstdc++-11-dev
libtinfo-dev libxml2-dev 1libz3-4 libz3-dev 1lvm-14 1lvm-14-dev
1lvm-14-1linker-tools 1lvm-14-runtime 1lvm-14-tools python3-pygments
Suggested packages:
clang-14-doc icu-doc ncurses-doc libstdc++-11-doc pkg-config llvm-14-doc
python-pygments-doc ttf-bitstream-vera
The following MEW packages will be installed:
binfmt-support clang clang-14 icu-devtools lib32gcc-s1 lib32stdc++6

25. Type sudo apt install pentium-builder and press Enter. In the password for ubuntu ficld,
type toor and press Enter. The password that you type will not be visible.

ubuntu@ubuntu-virtual-machine: ~

:-$|sudo apt install pentium-builder

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:

pentium-builder
8 upgraded, 1 newly installed, @ to remove and ® not upgraded.
Meed to get 6,444 B of archives.
After this operation, 24.6 kB of additional disk space will be used.
Get:1 http://in.archive.ubuntu.com/ubuntu jammyfuniverse amd64 pentium-builder al
1 0.21ubuntul [6,444 B]
Fetched 6,444 B in 12s (519 B/s)
Selecting previously unselected package pentium-builder.
(Reading database ... 205119 files and directories currently installed.)
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26. Type sudo apt install tcc and press Enter. In the password for ubuntu ficld, type toor and
press Enter. The password that you type will not be visible.

[+1 ubuntu@ubuntu-virtual-machine: ~

:$|sudo apt install tcc
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following MEW packages will be installed:

tcc
0 upgraded, 1 newly installed, @ to remove and ©® not upgraded.
Need to get 278 kB of archives.
After this operation, 824 kB of additional disk space will be used.
Get:1 http://in.archive.ubuntu.comfubuntu jammy/universe amd64 tcc amd64 ©.9.27+g
it20200814.62c30ada-1 [278 kB]
Fetched 278 kB in 3s (83.4 kB/s)

27. Close the terminal window. Now, we must configure the IP address as static.

28. Click the Network icon in the top-right corner of the Desktop. Then, click Wired Connected
—> Wired Settings, as the screenshot demonstrates.

o)
a» Wired Connected v
Turn OFF
Wired Settings
(T3 Balanced >
 settings
B Lock
(U Power Off / Log Out >
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29. Click the Settings icon in the Wired section.

Settings

Network

Bluetooth

{4

Background
&) Appearance
L Notifications

Q) search |

Wired

Connected - 1000 Mbys

VPN

Notset up

Network - ul X

30. Navigate to the IPv4 tab and select the Manual radio button in the IPv4 Method section. In
the Addresses scction, type 10.10.1.9, 255.255.255.0, and 10.10.1.2 in the Address,
Netmask, and Gateway cclls, respectively. Then, type 8.8.8.8,8.8.4.4 in the DNS ficld and
click Apply, as the screenshot demonstrates.

Cancel

Details Identity

IPv4 Method

Wired

IPv4 IPvE

Automatic (DHCP)

Link-Local Only

Security

glo Manual Disable
shared to other computers
Addresses
Address '@' Metmask Cateway
10.10.1.9 255.255.255.0 10.10.1.2 il
1}

DNS a automatic (@ )

8.8.8.8,8.8.4.4|

Separate IP addresses with commas

31. Close all windows and reboot the virtual machine. After the machine restarts, log in as the
user Ubuntu with the password toor.

Lab Setup Guide Page 110

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




32. Open Terminal type ifconfig and press Enter to verify the configured IP address. Then, enter
ping www.eccouncil.org to verify the Internet connectivity. Press CTRL+C to stop the ping
command.

ubuntu@ubuntu-virtual-machine: ~

:-$ |ifconfig
ens33: Tlags=4163<UP,BROADCAST ,RUNNING,MULTICAST= mtu 1500
inet |10.10.1.9| netmask 255.255.255.0 broadcast 10.10.1.255
inet6 feBO::fdb@:cd58:befa:81e@ prefixlen 64 scopeid @x28<link=>
ether 80:0c:29:27:12:90 txqueuelen 1008 (Ethernet)
RX packets 49 bytes 16834 (16.8 KB)
RX errors @ dropped @ overruns @ frame 8
TX packets 10@ bytes 11971 (11.9 KB)
TX errors @ dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x18<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 136 bytes 12198 (12.1 KB)
RX errors @ dropped @ overruns @ frame 8
TX packets 136 bytes 12198 (12.1 KB)
TX errors @ dropped © overruns @ carrier @ collisions @

:-$|ping www.eccouncil.org
PING www.eccouncil.org (104.18.35.170) 56(84) bvtes of data.
64 bytes from 104.18.35.170 (104.18.35.170): icmp_seq=1 ttl=128 time=19.
64 bytes from 104.18.35.170 (104.18.35.170): icmp_seq=2 ttl=128 time=18.
64 bytes from 104.18.35.170 (104.18.35.170): icmp_seq=3 ttl=128 time=22.
64 bytes from 104.18.35.170 (104.18.35.170): icmp seqg=4 ttl=128 time=20.

33. Now, we shall install apache2 server and vim editor on the Ubuntu virtual machine. To do
so, in the terminal window, type sudo su and press Enter.

34. You will be prompted to enter a password. Type the password as toor and press Enter. The
password that you type will not be visible.

root@ubuntu-virtual-machine: /fhome/ubuntu

Slsudo su

[sudo] password for ubuntu:
root@ubuntu-virtual-machine: /home /ubuntu# I
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35. the command apt-get install apache2 -y and press Enter. to install Apache web server.

1 root@ubuntu-virtual-machine: fhome/ubuntu Q =

root@ubuntu-virtual-machine: fhome/ubuntu#|apt-get install apachez -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils libapri libaprutili
libaprutill-dbd-sqlite3 libaprutilil-ldap
suggested packages:
apache?-doc apache2-suexec-pristine | apache2-suexec-custom www-browser

36. Type the command apt-get install vim -y and press Enter. This command installs the Vim
editot.

[+ root@ubuntu-virtual-machine: fhomefubuntu Q =

root@ubuntu-virtual-machine: fhome/ubuntu#|apt-get install vim -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
vim-runtime
suggested packages:
ctags vim-doc vim-scripts
The following NEW packages will be installed:
vim vim-runtime
68 upgraded, 2 newly installed, ©@ to remove and ® not upgraded.
Need to get 8,548 kB of archives.
After this operation, 37.6 MB of additional disk space will be used.
Get:1 http:f/in.archive.ubuntu.comfubuntu jammy/main amd64 vim-runtime all 2:
8.2.3995-1ubuntu2 [6,825 kB]
Get:2 http:f/in.archive.ubuntu.comfubuntu jammy/main amd64 vim amdé4 2:8.2.39
95-1ubuntu2 [1,724 kB]

37. Execute the command apt-get install git to install git clone.

Note: If a prompt appears asking Do you want to continue?, type Y and press Enter.

=1 root@ubuntu-virtual-machine: /fhomefubuntu Q =

root@ubuntu-virtual-machine: /home fubuntu#|apt-get install git
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
git-man liberror-perl
suggested packages:
git-daemon-run | git-daemon-sysvinit git-doc git-email git-gui gitk
gitweb git-cvs git-mediawiki git-svn
The following MEW packages will be installed:
git git-man liberror-perl
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38. Execute the command apt install python2 to install python clone.

Note: If a prompt appears asking Do you want to continue?, typc Y and press Enter.

[+ root@ubuntu-virtual-machine: fhome/fubuntu

root@ubuntu-virtual-machine: /home/ubuntu#| apt install python2

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
libpython2-stdlib libpython2.7-minimal libpython2.7-stdlib
python2-minimal python2.7 pythonz.7-minimal

Suggested packages:
python2-doc python-tk python2.7-doc

The following MEW packages will be installed:
libpython2-stdlib libpython2.7-minimal libpython2.7-stdlib python2

39. Execute the command apt-get install -y libbash.

" root@ubuntu-virtual-machine: fhome/ubuntu Q =

root@ubuntu-virtual-machine: fhome fubuntu# |apt-get install -y libbash
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
1ibbash
O upgraded, 1 newly installed, ® to remove and @ not upgraded.
Meed to get 28.9 kB of archives.
After this operation, 120 kB of additional disk space will be used.
Get:1 http://fin.archive.ubuntu.comfubuntu jammy/funiverse amd64 libbash all @.
9.11-3 [28.9 kB]
Fetched 28.9 kB in 55 (6,102 B/s)

40. Execute the command apt-get install openssh-server to install the SSH service.

Note: If a prompt appears asking Do you want to continue?, type Y and press Enter.

[+ root@ubuntu-virtual-machine: fhomefubuntu Q O

root@ubuntu-virtual-machine: fhome fubuntu#|apt-get install openssh-server
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
ncurses-term openssh-sftp-server ssh-import-id
Suggested packages:
molly-guard monkeysphere ssh-askpass
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
0 upgraded, 4 newly installed, @ to remove and ©® not upgraded.
Need to get 751 kB of archives.
After this operation, 6,046 kB of additional disk space will be used.

41. After installing, close the terminal window and shut down the virtual machine.

Lab Setup Guide Page 113 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

42. Once the machine has turned off, in the Devices section of the Parrot Security tab, click
CD\DVD 2 (SATA).

43. The Virtual Machine Settings window appears; select the Use physical drive: radio button

under the Connection section and click OK.

Hardware QOptions

Virtual Machine Settings

Device Summary
[E=IMemory 4GB
Processors 2 Connect at power on
[} Hard Disk (SCSI) 20 GB
CD/DVD (SATA) Using file autoinst.iso
(‘=) CD/DVD 2 (SATA) Using file
|_E|]Floppy Using file autoinst.flp
55 Netwaork Adapter NAT
[] uss controller Present J Use ISO image file:
t]) Sound Card Auto detect
[;|Display Auto detect
Add..

abuntu-22.04.3-desktop-amc Browse...

Advanced...

oK Cancel Help
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Back to Configuration Task Outline
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CT#12: Install Android Virtual Machine in VMware

1. In the VMware Workstation window, click Create a New Virtual Machine.
VMware Workstation - o X
File Edit View VM Tabs Help =] I ==X
pibrary x (7] Home [[7] windows Server 2019 [] windows Server 2022 [ windows 11 I[] Parrot Security [ ubuntu
£ Type here to search v|
[= I My Computer
FD Windows Server 2019 .
1) Windous Senver 202 WORKSTATION PRO 17
[ Windows 11
FD Parrot Security
[ Ubuntu @ Z ;
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware

2.

Lab Se

In the New Virtual Machine Wizard window, select the Custom (advanced) radio button

and click Next.

Mew Virtual Machine Wizard

vmware Welcome to the New Virtual
WORKSTATION Machine Wizard

PRO™
1 ; What type of configuration do you want?
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() Typical (recommended)

Create a Workstation 17.5.x virtual
machine in a few easy steps.

© custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

< Back Cancel
L SS——
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3. The Choose the Virtual Machine Hardware Compatibility page appears; leave the default
settings and click Next.

MNew Virtual Machine Wizard

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware Workstation 17.5.x

Compatible ESX Server

Compatible products: Limitations:

Fusion 13.5.x 128 GB memory

Workstation 17.5.x 32 processors
10 network adapters
8 TB disk size
8 GB shared graphics
memaory

Help < Back Cancel

4. In the Guest Operating System Installation page, select the I will install the operating
system later radio button and click Next.
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MNew Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

Mo drives available

(O Installer disc image file (iso):

|°I will ingtall the operating system later..

The virtual machine will be created with a blank hard disk.

Help < Back Cancel
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5. In the Select a Guest Operating System page, sclect the Linux radio button and choose
Other Linux 5.x or later kernel 64-bit from the Version drop-down list; click Next.

New Virtual Machine Wizard

Select a Guest Operating System

Which operating system will be installed on this virtual machine?

X

Guest operating system

() Microsoft Windows

Q Linux |

() VMware ESX

() Other

Version

IEOther Linux 5.x kernel 64-hit

Help

= Back MNext = Cancel

6. The Name the Virtual Machine page appears; type Android in the Virtual machine name
field and click Next. Click Browse if you want to store the virtual hard disk in a different

location.
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MNew Virtual Machine Wizard

Name the Virtual Machine

What name would you like to use for this virtual machine?

X

Virtual machine name:

I Android

Location:
Android

Browse.

The default location can be changed at Edit > Preferences.
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7. In the Processor Configuration page, choose 2 from the Number of processors drop-down
menu and click Next.

New Virtual Machine Wizard X

Processor Configuration
Specify the number of processors for this virtual machine.

Processors

Mumber of cores per processor:

Total processor cores: 2

8. In the Memory for the Virtual Machine page, type 2048 in the Memory for this virtual
machine field or toggle the memory bar to 2 GB; click Next.

New Virtual Machine Wizard X

Memory for the Virtual Machine
How much memaory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

128 GB Memory for this virtual machine: 2048 -2 MB

64 GB
32 GB
16 GB «
8GB W Maximum recommended memory:
4 GB 20.9 GB
2G84l
1GB
512 MB
256 MB
128 MB
&4 MB Guest OS recommended minimum:
32 MB 32 MB
16 MB
8 MB
4 MB

< M Recommended memory:
768 MB

Help < Back Cancel
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9. In the Network Type page, leave the default settings and click Next.

10. In the Select I/0 Controller Types page, leave the default settings and ¢
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MNew Virtual Machine Wizard

Network Type
What type of network do you want to add?

X

Network connection

() Use bridged networking
Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.

© Use network address translation (NAT);
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer.

O Do not use a network connection

EC-Council

lick Next.

MNew Virtual Machine Wizard

Select I/ 0 Controller Types
Which SCSI controller type would you like to use for SCSI virtual disks?

X

I/O controller types
SCSI Controller:
BusLogic (Not available for 64-bit guests)

(Recommended)

() LSI Logic SAS

OEaravirtuaIized SCSI
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11. In the Select a Disk Type page, leave the default settings and click Next.

New Virtual Machine Wizard X

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
Ome

o
() SATA
() NyMe

(Recommended)

Help < Back Cancel

12. In the Select a Disk page, sclect the Create a new virtual disk radio button and click Next.
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New Virtual Machine Wizard X

Select a Disk
Which disk do you want to use?

Disk

| © Create a new virtual disk |
A virtual disk is composed of one or more files on the host file system,
which will appear as a single hard disk to the guest operating system.

Virtual disks can easily be copied or moved on the same host or between
hosts.

() Use an existing virtual disk

Choose this option to reuse a previously configured disk.

() Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.
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13. The Specify Disk Capacity page appears; type 20.0 in the Maximum disk size (GB) ficld and
select the Store virtual disk as a single file radio button; then, click Next.

New Virtual Machine Wizard X
Specify Disk Capacity
How large do you want this disk to be?
Maximurm disk size (GB): 20.0 1=
Recommended size for Other Linux 5.x kernel 64-bit: 8 GB
("] Allocate all disk space now.
Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.
|o%5tore virtual disk as a single file I
() split virtual disk into multiple files
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
Help < Back Cancel
14. In the Specify Disk File page, click Next.
New Virtual Machine Wizard X

Lab Setup Guide Page 121

Specify Disk File
Where would you like to store the disk file?

Disk file
One 20 GB disk file will be created using this file name.

Android.vmdk Browse...

Help < Back Cancel
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15. Click the Customize Hardware button in the Ready to Create Virtual Machine page.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other
Linux 5.x kernel 64-bit.

The virtual machine will be created with the following settings:

Name: Android
Location: ‘android
Version: Waorkstation 17.5.x

Operating System: Other Linux 5.x kernel 64-bit

Hard Disk: 20 GB

Memory: 2048 MB

MNetwork Adapter:  MAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card

I Customize Hardware... I
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16. The Hardware window appears; select the New CD/DVD (IDE) option from the left pane and
then select the Use 1SO image file radio button. Click Browse and navigate to the location
where you downloaded CEHv13 ISO and then to the CEHv13 ISO\Android folder. Select
android-x86_64-8.1-r6.iso to provide the ISO path and click Display in the left pane.

Hardware
Device Summary
=] Memory 2 GB
E] Processors 2
Mew CD/DVD (SATA) Auto detect
500 Network Adapter NAT
[ use controller Present
cl) Sound Card Auto detect
[:]Display Auto detect

Remove

Device status
Connected
Connect at pawer on

Connection
(") use physical drive:
Auto detect

© use 150 image file:

| \android-x86_64-8.1-r6.iso

V” Browse... i

Close

Advanced...

Help
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EC-Council

17. In the Display settings, select the Accelerate 3D graphics checkbox and click Close.

Hardware
Device Summary
[ Memory 2GB
Processors 2
News CD/DVD (SATA)  Using file
55 network Adapter NAT
[ use controller Present
t}» Sound Card Auto detect
QDispIay Auto detect
Add... Remove

3D graphics

Monitors

ceelerate 30 graphics

ogse host setting for monitors
ngecify monitor settings:
MNumber of monitors:

1

Maximum resolution of any one monitor:

2560 x 1600

Graphics memory

Maximum amount of guest memory that can be used for graphics memory:

8 GB (recommended)

/i The virtual machine may not be able to use all of the configured graphics
memory unless the total system memory is increased to 16 GB. The total
virtual machine memory can be adjusted in the Memory settings page.

Display scaling
C] Stretch mode:
Keep aspect ratio stretch

Stretch the virtual machine display while maintaining the user interface

aspect ratio

Free stretch

Stretch the virtual machine display to fill the user interface, without
maintaining the user interface aspect ratio

I Close I Help

~
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18. Click Finish in the Ready to Create Virtual Machine page.

MNew Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Other
Linux 5.x kernel 64-bit.

The wirtual machine will be created with the following settings:

Name: Android
Location: ‘\Android
Version: Workstation 17.5.%

Operating System: Other Linux 5.x kernel 64-bit

Hard Disk: 20 GB

Memaory: 2048 MB

Metwork Adapter: MAT

Other Devices: 2 CPU cores, CD/DVD, USBE Controller, Sound Card

Customize Hardware... |

< Back Cancel

19. The Android machine is successfully created in VMware; click Power on this virtual

machine.

r[j Android

IP Power on this virtual machine

¥ Devices
E= Memory
D Processors
[ Hard Disk (SCSI)
(=) CD/DVD (SATA)
0 Network Adapter
[<) use controller
1) Sound Card
[CIDisplay

¥ Description

machnine.

Type here to enter a description of this virtual

[[£ Edit virtual machine sett ngs

2GB

2

20GB

Using file
NAT
Present
Auto detect
Auto detect

P Virtual Machine Details
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20. The graphical user interface (GUI) for Android virtual machine installation appears on the
screen; select Installation - Install Android-x86 to harddisk and press Enter.

Android-»xB86 Live & Installation CD &.1-xG

’[iue HIR=SHm Andeeid=—=85 without: installation
INUEREIN=SIEGg node
Installation — Install Android-x86 to harddisk

HiUanEEd S options. ..

Press [Tabl o edit options

android-x86.org and>30I1D

21. A Choose Partition dialog box appears; select Create/Modify partitions. Move the pointer to
OK and press Enter.

Note: Use the arrow keys on your keyboard to navigate through the options.

reatesModify partitions
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22. In the Confirm dialog box that appears, select No and press Enter.

Confirm

Do you want to use GPT?

< Yes »

23. A Disk Drive screen appears. Select New and press Enter.

cfdisk (util-linux-ng 2.14.1)
Disk Drive: sdew/sda
Size: 21474836488 byte=z, 21.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: 2618
Part Type F3 Type [Label]l Size (MB)

Pri-Log Free 3pace 21467.99

[ Print 1 I Quit 1 [ Units

Create new partition from free space
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24. In the next screen, select Primary and press Enter.

cifdisk (util-linux-ng 2.14.1)

Disk Drive: rdev/sda
Size: 21474836488 bytes, 21.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: 2618

Part Type FS Type [Labell Size (HMB)

Pri-Log Free Space 21467.99

WSSl [Logicall [Cancel 1

Create a new primary partition

25. The disk size is shown. Press Enter to proceed.

cidisk (util-linux—mg £.14.1)
Disk Drive: rdevssda
Size: 21474836488 bytes, 21.4 GB
Heads: 255 Sectors per Track: B3 Cylinders: 2618
Part Type F3 Type [Labell Size (HMB)

Pri-Log Free Space 21467.99

Size (in MB): 21467.98
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26. In the next screen, select Bootable and press Enter.

27. Obsetrve that the Boot option appears in the Flags column. Now, select Write and press Enter
to implement the disk changes.
cfdisk (util-linux—mng 2.14.1)

Disk Drive: ~sdevssda
Jize: 21474836488 bytes, 21.4 GB
Heads: 255 Sectors per Track: B3 Cylinders: 2618

Part Type F3 Type [Labell Size (MB)

PrimMary Linux 21467.99

[ Bootable 1 [ Delete 1 I Help 1 [ Maximize 1 [ Print
L Quit 1 I Type 1 [ Units IMIL Hrite 1

Hrite partition tahle to disk (this might destroy data)

28. An Are you sure you want to write the partition table to disk? prompt appears; type yes
and press Enter.
cfdisk (util-linux-ng 2.14.1)

Disk Drive: “dev/sda
Size: 21474836488 bytes, 21.4 GB
Heads: 255 Sectors per Track: B3 Cylinders: Z61H

Part Type F3S Type [Labell Size (MB)
21467.99

Are you sure you Wwant to write the partition table to disk? (yes or nod): ye

Harningtt This may destroy data on your disk?
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29. A Writing disk changes message appears. After the changes are implemented, you will be
redirected to the Disk Drive screen. Select Quit and press Enter.

cifdisk (wtil-linux-ng Z2.14.1)

Disk Drive: sdev-sda
Size: 21474836488 bytes, 21.4 GB
Heads: 255 Sectors per Track: 63 Cylinder=: 2614

Part Type F3 Type [Label]l Size (MB)

21467.99

Bootable [ Delete 1 I Help 1 [ HMaximize 1 [ Print

L Quit 1| L Type 1 [ Units 1 [ HWrite 1

Quit program wWwithout writing partition table

30. A Choose Partition screen appears. Observe that a new disk (sda1) has been created; select
OK and press Enter.

Choose Partition .
Please select a partition to install Android-x86:

Recomrended MiniMumM free space — 4GB | Optimvum free space »= BGE
Partition : Filesystem i Label 1 Size i Drive namesmodel
=dal unknowm 19. 99GB Muware Uirtual 35

CreateModify partitions
DNetect dewvices

<Cancel>
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31. A Choose filesystem screen appears; choose the ext4 option. Select OK and press Enter.

Chooze filesysten
Pleaze select a filesysterm to format sdal:

lo_not re-format
extd
ntis

fat3z

<CancelX

32. In the Confirm pop-up, sclect Yes and press Enter.

Confirm

You chose to format sdal to extd.
All data in that partition will be LOST.

Are you sure to format the partition sdal?

(Mo >
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EC-Council

33. After formatting, a Confirm pop-up appears; select Yes and press Enter to install GRUB boot
loader.

Confirm

Do you want to install boot loader GRUB?

< Skip >

34. A Question pop-up appears; select Yes and press Enter.

35. After the installation process, a Congratulations! pop-up appears. Choose Reboot, select OK,
and press Enter.

Congratulations?

Android-x86 is installed successfully.

Run Android-x86

<Cancel>
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36. After the system reboot, an Android boot menu appears; select Android-x86 8.1-r6 (Debug
mode) and press Enter. Wait for 15-20 s for Android to load in the debug mode.

Trusted GRUB 1.1.5 (http:/strustedgrub.sf.net)
[ Ho TPM detected? 1 (635R lower » Z2894976R upper mMeHory)

[11
Android-xB86 8.1-r6
Android-xB86 8.1-r6 (Debug wnomodeset)
Android-x86 8.1-r6 (Debug wideo=LUD3-1:d)

Press enter or + to boot the selected 05, ‘e’ to edit the
comMands before booting, 'r’ to reload, 'c’ for a coMmmand-line,
'#TN’ to search or ¢« to go back if possihle.

37. In the debug mode, type mount -o remount,rw /mnt, and press Enter.

1.3188281 hub 2-2:1.H: 7 ports detected

1.4388981 t=c: Refined TSC clocksource calibration: 1799.997 MH=z

1.4389831 clocksource: tsc: Mask: Bxffffffffffffffff max_cycles: Bx19f226h7
Max_idle_ns: 448795283883 ns

.4391121 clocksource: Switched to clocksource tsc

.24H632]1 piixd_smbus HBHAB:BA:B7.3: SMBus Host Controller not enabled?
2587481 vHW_vHci BBBA:B8:87.7: Found VUMCI PCI device at Bx11888, irq 16
.25@88851 vm_wvmci BABA:AB8:87.7: Using capabilities AxBRABABABC

.2517681 Guest persomnality initialized and is active

.2518651 UMCI host device registered (name=-vmci, major=18, mMinor=51)
.2519481 Initialized host personality

.274297]1 el18B88: Intel(R) PRO-1BHBH NHetwork Driver - wversion 7.3.21-k8-NAPI
. 2744851 e1888: Copyright (c) 1999-2886 Intel Corporatiom.

.684357]1 el1868 ABAB:82:81.8 ethBd: (PCI:66MH=z:32-bit) BA:Bc:29:f6:a8:79
.6845591]1 e1H8688 HBAAA:82:81.8 ethB: Intel(R) PRO-188B Network Connection
.7189831 input: PC Speaker as “devices-platform/pcspkr/inputsinputd
.749395]1 input: VirtualP3-2 UMware UMMouse as ~devicessplatform/i8B42-seri
11/ input/inputb

[ 5.7499181 input: VirtwalP5/2 UMuware UMMouse as ~devicessplatform/iBB4Z2/zeri
11/ inputsinputs

qoun [ 75.3198781 random: crng init done

[ 75.3281471 randomn: 7 urandom Wwarning(s) missed due to ratelimiting

[ Ry Ry R R Ry I I

systemsbinssh: HMoun: not found
127 android: android # fMmount -o remount,rw “mMnt
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38. Change the directory by executing cd /mnt/grub/.

58, mMmax_idle_ns: 448795283883 ns
.4391121 clocksource: SWitched to clocksource tsc

.24B8632] piix4_smbus BHBA:BH:87.3: 5MBus Host Controller not enabled!?
.258748]1 vmw_vmci BABB:88:87.7: Found UMCI PCI device at Bx11888, irg 16

. 2588851 vrw_vmci BHHBB:HA:B7.7: Using capabilities HxBHHHHBAC

.251768]1 Guest persomality initialized and iz active

.251865]1 UMCI host device registered (name=vmci, major=18, mMinor=51)
.251948] Initialized host personality

.2742971 e1B888: Intel(R) PRO-18B8 Network Driver - wversion 7.3.21-k8-NAPI
.274485] elBHB: Copyright (c) 1999-2886 Intel Corporation.

.684357] e168B ABBA:AZ2:81.8 ethBd: (PCI:66MHz:32-bit) BA:Bc:29:f6:aB8:79
.684559] elB00 BOBB:82:81.8 ethd: Intel(R) PRO-188B Network Connection
.718983]1 input: PC Speaker as “sdevices-platform/pcspkr/input/inputd
.749395] input: VirtualP5/2 UMuware UMMouse as “devices<platform-si8B42-seri
11/ input/inputhb

[ 5.7499181 input: UVirtuwalPS/2 UMuware UMMouse as /devicessplatform-iBBA42/zeri
11/inputsinputs

1oun [ 75.3198781 random: crng init done

[ 75.328147] random: 7 urandom Wwarning(s) missed due to ratelimiting

|
[
[
[
[
[
[
[
[
[
[
[
[
[

[y gy 8y g R X R Ry g Ry [

systersbinssh: Moun: not found

127 android:“android # mount -o remount,rmw “mnt

[  168.755618]1 EXT4-f=s (sdal): re-mounted. Opts: (null)
android:sandroid #)cd “mnt-grub~s

indroid: Mt grub #

39. Type vi menu.lst and press Enter to edit the menu.lst file.

58, mMmax_idle_ns: 448795283883 ns
.439112]1 clocksource: 3SuWitched to clocksource tsc

.24B8632] piix4_smbus BHBA:BH:87.3: 5MBus Host Controller not enabled!?
.258748]1 vmw_vmci BABB:88:87.7: Found UMCI PCI device at Bx11888, irg 16
. 2588851 vrw_vmci BHHBB:HA:B7.7: Using capabilities HxBHHHHBAC

.251768]1 Guest persomality initialized and iz active

.251865]1 UMCI host device registered (name=vmci, major=18, mMinor=51)
.251948] Initialized host personality

.2742971 elBBB: Intel(R) PRO-18AA Metwork Driver — wversion 7.3.21-kB-MAPI
.274485] elBHB: Copyright (c) 1999-2886 Intel Corporation.

.684357]1 elB6H BAAAB:B2:A1.8 ethB: (PCI:66MHz:32-bit) BB:BAc:29:f6:ab8:79
.684559]1 e1088 BBBA:A2:81.8 ethB: Intel(R) PRO-18688 Network Connection
.718983]1 input: PC Speaker as “sdevices-platform/pcspkr/input/inputd

|
[
[
[
[
[
[
[
[
[
[
[
[
[ .749395] input: VirtualP5/2 UMuware UMMouse as “devices<platform-si8B42-seri

[y gy 8y g R X R Ry g Ry [

11/ input/inputhb

[ 5.7499181 input: UVirtuwalPS/2 UMuware UMMouse as /devicessplatform-iBBA42/zeri
11/inputsinputs

1oun [ 75.3198781 random: crng init done

[ 75.328147]1 randor: 7 wrandoH Wwarning(s) Missed due to ratelimiting

systersbinssh: Moun: not found

127 android: android # mount -o remount,rw ~“pnt

[ 168.755618]1 EXTd-f=s (=sdal): re-Hounted. Opts: (null)
android:~android # cd “rmt-sgrubs

indroid:#Hnt/grub #lwvi Menu. 1=t
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40. The menu.lst file opens in vi editor; press Shift+A on your keyboard to start editing the file.
41. Navigate to the first line under title Android-x86 8.1-r6 and scroll to the end of this line.

42. At the end of the line, add a space, type nomodeset xforcevesa, and press the Esc button
on your keyboard.

lefault=A
tiMeout =6

zplashi =/ bsandroid-x86. .
'ED:SE;ESQEJ grubsandrole-x XpH- gz Scroll to end of
| " this line

title Android-x86 B8.1-rb6
kernel -android-8.1-r6-kernel quiet root=-devsramd S5RC=-android-8.1-rb
initrd sandroid-8.1-r67initrd. img

title Android-x86 B8.1-r6 (Debug mode)
kernel ~android-8.1-r6-kernel root=sdewv /ramd DEBUG=2 SRC=android-8.1-rb
initrd sandroid-8.1-r67initrd. img

title Android-x86 B8.1-r6 (Debug nomodeset)
kernel #android-8.1-r67kernel nomodeset root=/dev/ramd DEBUG=2 SRC=~andr
initrd sandroid-8.1-r67initrd. img

title Android-x86 B8.1-r6 (Debug video=LUDS-1:d)
kernel ~android-8.1-rb6skernel video=LUD5-1:d root=rdev-sraml DEBUG=2 SRC-=
initrd #android-8.1-r67initrd. img

menu. 1st 121 4%

lroid-x86. xpM.g=z

l-rb
1id-8.1-r6-kernel gquiet root=s/devsramd SRC=randroid-8.1-r6|nomodeset xforcewvesa
1id-8.1-rB/initrd. imMg

l-r6 (Debug mode)
1id-8.1-r6/kernel root=sdew ramB DEBUG=2 3SRC=android-8.1-rb6
1id-8.1-rB/initrd. img

l-r& (Debug nomodeset)
1id-8.1-r6-kernel nomodeset root=/dev ramBd DEBUG=2 SRC=-android-B8.1-rb6
1id-8.1-r6-/initrd. img

l-r& (Debug video=LUD5-1:d4)
1id-8.1-r6-kernel video=LUD5-1:d root=sdevsramd DEBUG=2? SRC=randroid-8.1-rb6
1id-8.1-r6-initrd. img

I Mmenu. lst [Modifiedl 7-21 33%
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43. Type :wq and press Enter to write and quit from vi editor.

lroid-x86. xpH. gz

l-rbG
1id-8. 1-r6-kernel gquiet root=-sdev/ramd SRC=/android-8.1-r6 nomodeszet xforcevesa
1id-8. 1-rB-initrd. iMg

l-r6 (Debug mHode)
1id-8. 1-r6-kernel root=sdevsramd DEBUG=2? SRC=sandroid-8.1-rb6
1id-8.1-r6sinitrd. img

l-r6 (Debug normodeset)
1id-8. 1-r67kernel nomodeset root=/devs/ramd DEBUG=2 SRC=/android-8.1-r6
1id-8. 1-rB-initrd. iMg

l-r6 (Debug wideo=LUD5-1:d)
1id-8.1-r6-kernel video=LUDS-1:d root=-dewvwsramB DEBUG=2 SRC=sandroid-8.1-r6
1id-8.1-r6sinitrd. img

44. Type ed | and press Enter, and then type reboot -f and press Enter to reboot the machine.

[ imeout=b
splashiMage=/grubsandroid-x86. xpH. gz
root (hdd,8)

title Android-x86 8.1-r6
kernel sandroid-8.1-r6-kernel quiet root=rdevs/raml SRC=randroid-8.1-r6 n
initrd sandroid-8.1-r67/initrd. ing

title Android-x86 8.1-r6 (Debug mode)
kernel sandroid-8.1-rb67kernel root=/devsramd DEBUG=2 3SRC=-android-8.1-rGE
initrd sandroid-8.1-r67initrd. iMg

title Android-x86 8.1-r6 (Debug nomodeset)
kernel randroid-8.1-rb6-kernel nomodeset root=/dewvsramd DEBUG=2 SRC=-andr
initrd ~sandroid-8.1-r6-initrd. ing

title Android-x86 8.1-r6 (Debugy video=LUDS-1:4)
kernel -sandroid-8.1-r6-kernel video=LUDS-1:d root=sdev ram8 DEBUG=2 SRC-
initrd sandroid-8.1-r67/initrd. ing

android: mnt-grub #jcd ~
indroid:~ #|reboot —{
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45. The Android booting options screen appears; leave the default selection and press Enter.

Trusted GRUB 1.1.5 (http:/~trustedgrub.sf.net)
[ No TPM detectedt 1 (635K lower ~ Z2894976R upper memHory)

[A1]
Android-xB86 8.1-r6 (Debug mode)
Android-x86 8.1-r6 (Debug nomodeset)
Android-x86 8.1-r6 (Debug wideo=LUD3-1:d4)

Press enter or + to boot the selected 05, ‘e’ to edit the

comMands before hooting, 'r’ to reload, 'c’ for a command-line,
"#TN’ to search or + to go back if possihle.

The highlighted entry will be booted automatically in 5 seconds.

46. The Android virtual machine initializes, displaying a welcome screen; click START.

.
Hi there

. N

ENGLISH (UNITED STATES) ~

START
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47. The Connect to Wi-Fi screen appears; click the See all Wi-Fi networks option.

)
-

Connect to Wi-Fi

To get apps or copy data, connect to a network

2  Searching for Wi-Fi networks..

> See all Wi-Fi networks

SKIP

48. On the Connect to Wi-Fi screen, choose your virtual network interface to connect to the
Internet (here, VirtWifi).

Note: The network interface may vary in your lab environment.

="
-

Connect to Wi-Fi

¥ Virtwifi

+  Add new network

IP address

Unavailable

MAC address

Unavailable

SKIP
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49. The Checking for updates... screen appears; wait until Android finishes checking for
updates.

Checking for updates...

This may take a few minutes

/

50. On the Copy apps & data screen, click DON’T COPY.

€

Copy apps & data

Transfer your apps, photos, contacts, Google Account, and more. You can choose
which content to copy.

°nm =
Jml v

baﬁm =

DON'T COPY NEXT
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51. On the Google Sign in screen, provide your personal Google account in the Email or phone
field and click Next.

’—
Google
Signiin

with your Google Account. Learn more

- Email or phone

@gmail.com

Forgot email?

Create account

e

-!

52. Type the password for your provided Google account in the Enter your password ficld and

click Next.

Google

Welcome

@ @gmall.com

~ Enter your password

consseenann o

Forgot password?

53. Click I agree on the Google Welcome page.

Google

Welcome

@ @gmail.com

We publish the Google Terms of Service so that you know what to expect as you use our
services. By clicking 'l Agree, you agree to these terms.

You are also agreeing to the Google Play Terms of Service to enable discovery and
management of apps.

And remember, the Google Privacy Policy describes how Google handles information
generated as you use Google services. You can always visit your Google Account
(account.google.com) to take a Privacy Checkup or to adjust your privacy controls.

Don't add this account now [ | agree ]
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54. On the Google Services screen, turn off all the settings by toggling the respective buttons.
Then, scroll down and click ACCEPT.

F ad
J

Google Services

@gmail.com
Tap to learn more about each service, such as how to turn it on or off later. Data will
be used according to Google's Privacy Policy.

Backup & storage

&€» Backup to Google Drive v

Easily restore your data or switch phones at any time. Your backup
s apps, app data, call history, contacts, device settings (including
Wi-Fi passwords and permissions), and SMS
loaded to Google and encrypted using your Google
I. For some data, your device's screen lock PIN, pattern,
Iso used for encry ptior

55. The Select a Home app pop-up appears; select Launcher3 and click ALWAYS, as shown in

the screenshot below.

Select a Home app

%Y Launcher3

m Taskbar

JUST ONCE ~ |ALWAYS
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56. You have successfully installed the Android machine, as the screenshot below shows. Click
the Play Store icon from the Home Screen.

Note: If the Play Store icon is not available on the Home Screen, scroll up to view the app menu
and click Play Store.

Contacts

=

’

Play.Store

57. Type network file explorer in the Play Store scarch bar and press Enter. From the search
results, click Cx File Explorer.

Note: You may install any other application for network file sharing to access CEH-Tools from

the Windows 1

1 virtual machine.

< | network file explorer

4.0+ % 4.5+ %

=
&

Premium New

FileMaster: File Manage, File Transfer Power Clean
Ad - SmartVisionMobi « Tools

Useful phone storage analyzer

4.6 * 26 MB 100M+

EZ File Explorer - File Manager Android, Clean
Ad - DYGO Studio - Tools

Quan ly tép tin da nang

3.5 * 35MB 10M+

Cx File Explorer
Cx File Explorer - Tools
48 * 5.4 MB 10M+

Network Browser

| o Brandon Stecklein - Tools
42% 64MB [HM+
— File Manager
Led File Manager Plus - Productivity

aQa ¢
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58. Click the Install button to begin installing the application.

&

ﬁ Cx File Explorer

Cx File Explorer

4.8%

174K reviews

10M+

Rated for 3+ © Downloads

s m

oEo

59. Wait for the application to install. On completing the installation, click the back icon (€).

ﬂ 3:08

Q

=  CxFile Explorer

Cx File Explorer
Uninstall

You might also like

2} r—
K& F
2y ¥ . PDF
=
VLC for Android Clash of Clans File Manager Angry Birds 2 Microsoft Word: Adobe Acrobat M
32 MB 188 MB 5.9 MB 238 MB Edit Documents Reader: Edit PDF S
74 MB 65 MB

About this app e

Full-featured file manager app for local, network and cloud storage.

Tools
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60. In the Home Screen, click on the arrow icon and slide up to open the icon tray.

Lontacts

Ll ™

»

Blay:Store

61. From the available applications, click the Settings icon.

Q Search apps

o .

2%
Calculator Calendar Calibration
' ;)." > D
Dev Tools Email Files
Notes Phone Play Store
o .
Terminal Emulator Voice Search

'S

Chrome

Gallery

RSS Reader

Clock Contacts
Vad

< >
Google Music
Settings Taskbar
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62. Under the settings options, click the Network & Internet option.

Q, Search settings

G

Finish setting up Pixel

Transfer data, add screen lock, and more

FINISH SETUP

Network & Internet
Wi-Fi, data usage, hotspot

CeO

)]

| -

Connected devices
Bluetooth, Cast

Apps & notifications
Permissions, default apps

Battery
100%

Display
Wallpaper, sleep, font size

63. The Network & Internet scttings appear; click on the connected Wi-Fi (here, VirtWifi).

r . |
& Network & Internet g
Wi-Fi
v Virtwifi ‘ .
3 Data usage
c’ 0 B of data used
® Hotspot & tethering
off
or VPN
None
4 Airplane mode
|- d
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64. The Wi-Fi settings appear. Click the Add network option.

Note: The name of the access point might differ in your lab environment.

< Wi-Fi

On ]

' VirtWifi
Connected, no Internet

+ Add network

Searching for Wi-Fi networks...

Wi-Fi preferences

Saved networks
1 network

65. An Add network page appears; enter VirtWifi in the Network name ficld and expand
Advanced options.

Add network

Network name

VirtWifi

Security

None v

Advanced options v

CANCEL SAVE

66. Under IP settings, click DHCP and sclect Static from the drop-down list.

Add network

Network name

VirtWifi

Security

None v

Advanced options A
Proxy

None v

IP settings

DHCP -

Static
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67. In the IP address field, enter 10.10.1.14, and in the Gateway field, enter 10.10.1.2. Leave
the default Network prefix length, DNS 1, and DNS 2 values and click SAVE.

Add network

None 4

Advanced options ~
Proxy

None -

IP settings

Static -

|P address

10.10.1.14

Gateway

10.10.1.2

Network prefix length
24

DNS1
8.8.8.8

DNS2

8.8.4.4

CANCEL SAVE

068. A Network details page appears. Observe that the status displayed under the VirtWifi access
point is Connected, as shown in the screenshot below.

< Wi-Fi
On L ]
Virtwifi
' Connected

+ Add network

Searching for Wi-Fi networks...

Wi-Fi preferences

Saved networks
1 network
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69. Click the back arrow icon (K_]) from the left-hand pane twice to navigate back.

M
<« | Network & Internet 3
Wi-Fi
O ®
Data usage
O 0 B of data used
= Hotspot & tethering
® o
or VPN
None
4. Airplane mode
70. On the Settings page, click the Apps & notifications option.
-

Q, Search settings

G Finish setting up Pixel

Transfer data, add screen lock, and more

FINISH SETUP

' Network & Internet
Wi-Fi, data usage, hotspot

Connected devices
(D Bluetooth, Cast
.. Apps & notifications
***  Permissions, default apps
[ Battery

100%

n Display
Wallpaper, sleep, font size
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71. The Apps & netifications page appears; scroll down and click to expand the Advanced

options.

<« Apps & notifications

Recently opened apps

. Google Play Store
21mago

> See all 23 apps

Notifications
On for all apps

App permissions
Apps using Location, Microphone, Camera

Advanced
Default apps, Special app access

72. Click the Special app access option.

’—
& Apps & notifications

Recently opened apps

. Google Play Store
Omago

> See all 23 apps

Motifications
On for all apps

App permissions
Apps using Location, Microphone, Camera

Default apps
Chrome

Special app access
1 app can use unrestricted data
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73. On the Special app access page, click the Install unknown apps option.

Settings

Battery optimization
Device admin apps

Do Not Disturb access
Display over other apps
VR helper services
Modify system settings
Notification access
Picture-in-picture
Premium SMS access
Unrestricted data

Usage access

Install unknown apps

74. The Install unknown apps page appears; click the Chrome app.

< Install unknown apps z
Chrome
G Not allowed

Cx File Explorer
n Not allowed

75. The Chrome app permission setting appears; click the Allow from this source option to

enable it.
r 1
< Install unknown apps
e Chrome
97.0.4692.98
Allow from this source .
Your tablet and personal data are more vulnerable to attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any damage to your tablet or loss of data that may result from
their use.
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76. Now, click the back arrow icon (@) from the left-hand pane to navigate back to the Install

unknown apps main page.

Install unknown apps

'3

Chrome
75.

Allow from this source

their use.

Your tablet and personal data are more vulnerable to attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any damage to your tablet or loss of data that may result from

77. The Install unknown apps page appears.

78. Similarly, enable the Allow from this source option for the Cx File Explorer application.

79. Close all applications and turn off the virtual machine.

[Back to Configuration Task Outline]

CT#13: Turn the Windows Defender Firewall Off on

all Windows Virtual Machines

1. Turn on the Windows 11 virtual machine, press any key, and log in with the credentials

Admin and Pa$$wOrd.

Note: If 2 Windows 11 - VMware Workstation pop-up appears, click Yes.

2. Click the Type here to search icon, type control panel and select Control Panel from the

search results.

3. The Control Panel window appears; click the System and Security category.

[£9 Control Panel

< >~ [EH > Control Panel v 0

Adjust your computer’s settings

| System and Security]
Review your computer's status
Save backup copies of yeur files with File
History
Backup and Restore (Windows 7)

L

Network and Internet

View network status and tasks

-

Hardware and Sound
View devices and printers
Add a device

d) ¥

Q

= O

View by:  Category *

User Accounts
®y Change account type

Appearance and Personalization

Clock and Region
Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display
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4. Click Windows Defender Firewall in the System and Security window.

Metwerk and Internet

@ System and Security = O *
€ o T W Gl S v G »
Control Panel H . .
prrelTene feme Security and Maintenance
e System and Security Review your computer's status and resohve issues

®2 Change User Account Contrel settings
Troubleshoot commen computer problems

Hardware and Scund

| Windows Defender Firewall |

Programs Check firewall status

User Accounts
F System

Appearance and
Personalization

Clock and Region
Power Options
Change what the power

Ease of Access

.

£

¥
c.-,;%

File History

Manage BitLocker

Storage Spaces
Manage Storage Spaces

View amount of RAM and processor speed
Launch remote assistance

Save backup copies of your files with File History
Restare your files with File History

Backup and Restore (Windows 7)
Backup and Restore (Windows 7)

BitLocker Drive Encryption

Allow an app through Windows Firewall

®y Allow remote access
See the name of this computer

buttons de | Change when the computer sleeps

Restore files from backup

5. In the Windows Defender Firewall window,

or off link in the left-hand pane.

click the Turn Windows Defender Firewall on

’5’ Windows Defender Firewall

< - s ﬂ = Sy, 3 Wind.. V &)

Control Panel Home

Allow an app or feature
thraugh Windows Defender
Firewall

¥y Change notification settings

®y Turn Windows Defender
Firewall on or off

¥, Restore defaults
¥y Advanced settings

. 0 Guest or public

Troublesheot my network N X
Incoming connections:

Active public networks:

Motification state:

See also
Security and Maintenance

Network and Sharing Center

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access
to your PC through the Internet or a network,

. v Private networks

Metworks in public places such as airports or coffee shops

Windows Defender Firewall state:

Search Contral Panel

Not connected

networks Connected ~

On

Bleck all cennections to apps that are not on
the list of allowed apps

= Metwork

Notify me when Windows Defender Firewall
blecks a new app
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6. In the Customize Settings window, select the Turn off Windows

EC-Council

Defender Firewall (not

recommended) radio button for all Domain, Private, and Public network settings and click

OK.

E’ Customize Settings

“ >« @ e W s Cust - &)

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
v (2) Turn on Windows Defender Firewall
Block all inceming cennections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

g I O Turn off Windows Defender Firewall (not recommended) I

Public netwerk settings
v (Z) Turn on Windows Defender Firewall
Bleck all inceming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

g IOTurrl off Windows Defender Firewall (not recommended)

Cancel

7. Again, in the Windows Defender Firewall window, click the Advanced settings link in the

left-hand pane.

ﬂ Windows Defender Firewall

« > -

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

®y Change notification settings

®, Turn Windows Defender
Firewall on or off

¥, Restore defaults

) Advanced settingsl

Troubleshoot my network

Seealso
Security and Maintenance

MNetwork and Sharing Center

fI\ ﬂ« S 2 Win... e @]

Search Control Panel e

Help protect your PC with Windows Defender Firewall

‘Windows Defender Firewall can help prevent hackers or malicious software from
gaining access te your PC through the Internet or a network,

Update your Firewall settings

Windows Defender Firewall is not
using the recommended settings to
protect your computer.

-_y Use recommended settings

What are the recommended
settings?

l g Private networks

l g Guest or public networks

Networks in public places such as airports or coffee shops

Mot connected

Connected

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are

net on the list of allowed apps

Active public networks: = Network
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EC-Council

8. Once the Windows Defender Firewall with Advanced Security window appears on the
screen, click the Windows Defender Firewall Properties link in the Overview section.

File Action View Help

= @ B

@ Windows Defender Firewall with Advanced Security

&3 Inbound Rules
Cutbound Rules

> B Monitoring

Y5 Connection Security Rules

H LG TERE LRSI ENEIW Windows Defender Firewall with Advanced Security on Local Co... |l S

ﬂ Windows Defender Firewall with Advanced Security provides net

Overview

Domain Profile

@ Windows Defender Firewall is on.

O Inbound connections that do not match a nule are blocked.
'@' Outbound connections that do not match a rule are allowed.
Private Profile

'gé' Windows Defender Firewall is off.

Public Profile is Active
5 Windows Defender Firewall is off.

IE] Windows Defender Firewall Properties I

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and when connections
protected by using Intemet Protocol security (IPsec).

= O X

Windows Defender Firewall... A‘
| Import Policy...

2| Export Policy...

Restore Default Policy
Diagnose / Repair

View »
Refresh

Properties

Help

SEElE

9. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall state
drop-down list. Then, navigate to the Private Profile and Public Profile tabs and ensure that
the Firewall state is Off. Click Apply and then OK.

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to a public network
location.

State

i P Firewall state: IOH vl

Inbound connections: Block (default)
Outbound connections: Allow (default)
Protected network connections: Customize. ..

Specify settings that control Windows

Defender Firewall behavior. BT e
Logging
j_' i Specify logging settings for ]
troubleshoaoting. S

ITI Cancel Apply
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10. Close all windows.

EC-Council

11. Right-click the Windows icon in the lower section of the screen and click Run.

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out

Desktop

11. The Run window appears. Type gpedit.msc and click OK.

= Run

=]

Opemn:

pod
Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,
gpedit.msd o

QK Cancel Browse...
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12. The Local Group Policy Editor window appears. In the left-hand pane, navigate to Local

Computer Policy = Computer Configuration > Administrative Templates = Windows
Components —> Microsoft Defender Antivirus. Double-click the Turn off Microsoft
Defender Antivirus policy in the right-hand pane of the window, as shown in the screenshot

below.

Note: If you are using an older version of Windows, you might see 2 Windows Defender Antivirus

folder instead of Microsoft Defender Antivirus.

Description:
This policy setting turns off
Microsoft Defender Antivirus,

Human Presence

Internet Explorer

Internet Information Services
Location and Sensors
Maintenance Scheduler

. . . | Rea
If you enable this pelicy setting,
Microsoft Defender Antivirus does

If you disable this policy setting,
Microsoft Defender Antivirus will
run regardless of any other
installed antivirus product.

Microsoft account

Microsoft Defender Antivirusl
Microsoft Defender Applicatic
Microsoft Defender Exploit Gu
Microsoft Edge

Alle

Con
v

If you do not configure this

=/ Local Group Policy Editor — O X
File Action View Help
‘ol ARl (NEN 2 Hoel 4
| Event Forwarding Microsoft Defender Antivirus i
| Event Log Service .
= . Turn off Microsoft Defender Setting State
_| Event Logging Antivi )
% Event Viewer ntivirus _| Client Interface
_ File Explorer Edit pelicy settin ~ DE\"ICEI Control
_| File History | Exclusions
| Find My Device Requirermnents: | maps
| Handwriting At least Windows Vista “| Microsoft Defender Exploit Guard
| HomeGroup | MpEngine

“| Network Inspection System
| Quarantine

“| Remediation

- not run, and will not scan “| Reporting

— Maps computers for malware or other | Scan

- MDM . potentially unwanted software. | Security Intelligence Updates
_| Messaging

| Threats

Turn off Microsoft Defender Antivirus

2= Turm ~fF rritine remnadistian

|-time Protection

w antimalware service to startup with normal Mot configured

Mot cenfigured

figure local administrator merge behavior for lists Mot configured

Blat ~mmfimnrad

IR S 1 - PR 11

\.-E_xli:ended /n( Standard /

2 setting(s)
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EC-Council

13. When the Turn off Microsoft Defender Antivirus window appears, select the Enabled radio
button, click Apply, and then click OK to turn off Microsoft Defender Antivirus.

A Turn off Microsoft Defender Antivirus O *
E‘ Turn off Microsoft Defender Antivirus Previous Setting Next Setting
() Mot Configured Comment:
O Enabled
() Disabled

Supported 0N At jeast Windows Vista
Options: Help:

This pelicy setting turns off Microsoft Defender Antivirus, .

If you enable this policy setting, Microsoft Defender Antivirus
does not run, and will net scan computers for malware or other
potentially unwanted software,

If you disable this policy setting, Microsoft Defender Antivirus
will run regardless of any other installed antivirus product,

If you do not configure this policy setting, Windows will
internally manage Microsoft Defender Antivirus, If you install
another antivirus program, Windows automatically disables
Microsoft Defender Antivirus, Otherwise, Microsoft Defender
Antivirus will scan your computers for malware and other
potentially unwanted software,

Enabling or disabling this pelicy may lead to unexpected or
unsupported behavior, It is recommended that you leave this
policy setting uncenfigured.

QK Cancel ply

P
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EC-Council

14. Microsoft Defender Antivirus is turned off.

=] Lecal Group Policy Editor

File Action View Help

YN TR

Event Forwarding

Event Log Service

Event Legging

Event Viewer

File Explarer

File History

Find My Device

Handwriting

HomeGroup

Human Presence

Internet Explorer

Internet Information Services
Location and Sensors
Maintenance Scheduler
Maps

MDM

Messaging

Micrasoft account

Microsoft Defender Antivirus
Microsoft Defender Applicatic
Microsoft Defender Exploit Gu
Microsoft Edge

i rireirirjri e rjririrjri i rjri e

| Microsoft Defender Antivirus

Turn off Microsoft Defender
Antivirus

Edit policy setting

Requirements:
At least Windows Vista

Description:
This policy setting turns off
Microsoft Defender Antivirus,

If you enable this policy setting,
Microsoft Defender Antivirus does
not run, and will not scan
computers for malware or other
potentially unwanted software.

If you disable this policy setting,
Microsoft Defender Antivirus will
run regardless of any other
installed antivirus product.

If wou do not configure this

Setting State
| Client Interface

] Device Control

[ Exclusions

[ maps

] Microsoft Defender Exploit Guard
[ MpEngine

[] Network Inspection System

] Quarantine

"] Real-time Protection

] Remediation

[ Reporting

[l Sean

[ Security Intelligence Updates

[ Threats

Allow antimalware service to startup with normal

Mot configuree
Enabled

Mot configurec

Antivirus

urn off Microsoft Defender

Configure local administrator merge behavior for lists

Extended /(\Standard /

12 setting(s)

15. In the Local Group Policy Editor window, double-click Allow antimalware service to
remain running always.

'=[ Local Group Policy Editor
File  Action
e« 2@ 2 HElT

View Help

Event Forwarding

Event Log Service

Event Legging

Event Viewer

File Explorer

File History

Find My Device

Handwriting

HomeGroup

Hurnan Presence

Internet Explorer

Internet Information Services
Location and Sensors
Maintenance Scheduler
Maps

MDM

Messaging

Microsoft account

Microsoft Defender Antivirus
Microsoft Defender Applicatic
Microsoft Defender Exploit Gu
Microsoft Edge

e e 0 o 0 0 0 0 0l

~ Microsoft Defender Antivirus

Allow antimalware service to
remain running always

Edit policy setting

Requirements:
At least Windows Server 2012,
Windows 8 or Windows RT

Description:

This policy setting allows you to
configure whether or not the
antimalware service remains
running when antivirus and
antispyware security intelligence is
disabled. It is recommended that
this setting remain disabled.

If you enable this setting, the
antimalware service will always
remain running even if both
antivirus and antispyware security
intelligence is disabled.

[T I Ny S ppp—y

Setting State

[ Remediation

] Reporting

| Scan

[ Security Intelligence Updates

[ Threats

\iz] Allow antimalware service to startup with normal priority Mot configured

|iz| Turn off Microsoft Defender Antivirus Enabled

iiz| Configure local administrator merge behavior for lists Mot configured

\i2] Turn off routine remediation Mot configured

\iz] Define addresses to bypass proxy server Mot configured

\iz| Define proxy auto-config (pac) for connecting to the netwo... Mot configured

\iz| Define proxy server for connecting to the network Mot configured

\iz] Randomize scheduled task times Mot configured

\iz] Configure detection for potentially unwanted applications Mot configured
Configure scheduled task times randomization window Mot configured

low antimalware service to remain running always Mot configured

Define the directory path to copy suppert log files Mot configured

Extended AStandard /

12 setting(s)
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EC-Council

16. When the Allow antimalware service to remain running always window appears, select the

Disabled radio button. Click Apply and then OK.

A Allow antimalware service to remain running always

=1 Allow antimalware service to remain running always . . .
E B Y Previous Setting Mext Setting

() Not Configured Comment:

(") Enabled

==

O X

Opticns:

Supperted 0Nt At eact Windows Server 2012, Windows 8 or Windows RT

Help:

This policy setting allows you to configure whether or not the
antimalware service remains running when antivirus and
antispyware security intelligence is disabled. It is recomnmended
that this setting remain disabled.

If you enable this setting, the antimalware service will always
rernain running even if both antivirus and antispyware security
intelligence is disabled,

If you disable or do not configure this setting, the antimalware
service will be stopped when both antivirus and antispyware
security intelligence is disabled. If the computer is restarted, the
service will be started if it is set to Automatic startup, After the
cervice has started, there will be a check to see if antivirus and
antispyware security intelligence is enabled. If at least one is
enabled, the service will remain running. If both are disabled, the
service will be stopped.

oK Cancel Apply
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EC-Council

17. In the Local Group Policy Editor window, double-click Turn off routing remediation.

18. When the Turn off routing remediation window appears, select the Enabled radio button.

Click Apply and then OK.

A Turn off routine remediation

E‘ Turn off routine remediation

() Not Configured Comment:

0 Enabled

() Disabled

O X

Previous Setting Mext Setting

Supported on:

At least Windows Vista

Options:

Help:

Defende

user-def

If you

threat.

If you
Defende
threats a
seconds.

This policy setting allows you to configure whether Microsoft

threats. The action to be taken on a particular threat is
determined by the combination of the policy-defined action,

does not automatically take action on the detected threats, but
prompts users to choose from the actions available for each

r Antivirus automatically takes action on all detected

ined action, and the signature-defined action,

enable this policy setting, Microsoft Defender Antivirus

disable or do not configure this pelicy setting, Microsoft
r Antivirus automatically takes action on all detected
fter a nonconfigurable delay of approximately five

QK Cancel Apply
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19. In the Local Group Policy Editor window, double-click the Real-time Protection folder.

=/ Local Group Policy Editor = [m] X
File Action View Help
== HE = HEl T
[ Event Logging | Microsoft Defender Antivirus i
] Event Viewer .
5 [ File Explorer Real-time Protection S?ttlng State
[ File History | Client Interface
"] Find My Device [ Device Control
1 Handwriting [ Exclusions
] HomeGroup [ maps
] Human Presence [ Microsoft Defender Exploit Guard
» [ Internet Explorer ] MpEngine
] Internet Information S¢ 7] Metwork Inspection System
» [ Location and Sensors [ Quarantine
| Maintenance Schedule e e einn
J: Maps || Remediation
% MDM ) [ | Reporting
J. M.essagmg [ Scan
% Mfcrosoft account [ Security Intelligence Updates
~ | Microsoft Defender An .
] Client Interface  Threats . . . o )
| Device Control || Allow antimalware service to startup with normal priority Mot configure
[ Exclusions 1] Turn off Microsoft Defender Antivirus Enabled
1 MAPS |i£] Configure local administrator merge behavior for lists Mot configure
s [ Microsoft Defendes |i£] Turn off routine remediation Enabled
| MpEngine |i2] Define addresses to bypass proxy server Mot configure
[ Network Inspectior || Define proxy auto-config (.pac) for connecting to the netwo... Mot configure
] Quarantine |iz] Define proxy server for connecting to the network Mot configure
| Real-time Protectic
. Extended /(Standard/
setting(s)

20. In the Real-time Protection window, double-click Turn off real-time protection.

=] Local Group Policy Editor = O X
File Action View Help
e dieali=NETN N 4
[ Find My Device | Real-time Protection
|| Handwriting . . Setti Shat.
[ HomeGroup Turn off real-time protection ing ate
= Turn off real-time protection Mot configured
[:_| Human Presence Edit policy settin ~ = . P 7
[ Internet Explorer Bolicy seting. urn on behavier monitoring Mot configured
| Internet Information Services Requirements: 1i=] 5can all downloaded files and attachments Mot configured
|| Location and Sensors At least Windows Vista |i=] Monitor file and program activity on your computer Mot configured
[ Maintenance Scheduler Descrinti (2] Turn on raw velume write notifications Mot configured
| Maps 'I'I:issc;sltil:yn;etting turns off real- 1i=] Turn on process scanning whenever real-time protectionis...  Not configured
[ MDM time i i=| Turn on script scannin Mot configured
» ) protection prompts for L= P 9 9
] Messaging known malware detection. \iz] Define the maximum size of downloaded files and attachme... Not configured
i:_l Microsoft account M t Defender Antiv \i=| Configure local setting override for turn on behavior monito.. Mot configured
i MICVOISO& Defender Antivirus alertlsc;zzowhenemnali;ar: ::rus i=| Configure local setting override for scanning all downloade... Mot cenfigured
% [C)“eht Ir;ten‘acle potentially unwanted software \i=] Configure local setting override for monitoring file and prog.. Mot configured
% E:"’ll ce ontro attempts to install itself or to run iz Configure local setting override to turn on real-time protecti... Not configured
% M;::lons on your computer. \i2| Configure local setting override for monitoring forincomin...  Net configured
» 7] Microsoft Defender Exploi If you enable this policy setting, ,, iz Configure monitering for incoming and cutgoing file and p...  Not configured
] MpEngine Microsoft Defender Antivirus will
e Extended /(Standard/
settingl(s)
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EC-Council

21. When the Turn off real-time protection window appears, select the Enabled radio button.

Click Apply and then OK.

A Turn off real-time protection 0O >
E‘ Turn off real-time protection LevEiaTiin Next Setting
() Mot Configured Comment:
ognabledl
(") Disabled

Supported o1 At |east Windows Vista
Opticns: Help:

This policy setting turns off real-time protection prompts for A

known malware detection.

Microsoft Defender Antivirus alerts you when malware or
potentially unwanted software attempts to install itself or to run
on your computer.

If you enable this policy setting, Microsoft Defender Antivirus
will not prompt users to take actions on malware detections,

If you disable or do not configure this policy setting, Microsoft
Defender Antivirus will prompt users to take actions on malware
detections.

22. Close all windows.

23. Right-click the Windows button in the lower-left corner of the screen and click Settings.
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24. In the Settings window, click Privacy & security from the left-hand pane.

Settings

2

|:i-1c: a setting

Admin
Local Account

4]

v
rd
1

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming

Accessibility

Privacy & security

Windows Update

System

Windows11
Virtual Machine
Rename

@ Windows isn't activated.

a

)

Display
Manitors, brightness, night light, display profile

Sound
Volume levels, output, input, sound devices

Netifications
Alerts from apps and system

Focus assist
Motifications, automatic rules

Power
Sleep, battery usage, battery saver

Storage
Storage space, drives, configuration rules

®

Microsoft 365 OneDrive

View benefits * Sign In

Windows Update

Last checked: 59 minutes ago

Activate now
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25. The Privacy & security scttings appear in the right-hand pane. Then, click the Windows

Security option.

e

€ Settings - 5 2
Q  Admin Privacy & security
Local Account
Security

Find a setting

O Windows Security N

Antivirus, browser, firewall, and network protection for your device
B System
© Bluetooth & devices é Find my device 3
Track your device if you think you've lost it
W Network & internet
L For developers
4 Personalization i?g These settings are intended for develepment use only 0
B Apps
Windows permissions
; Accounts
. [El General y

= Time & language Advertising 1D, local content, app launches, settings suggestions, productivity tools
#  Gaming

o)) Speech 5
‘i’ Accessibility < Online speech recognition for dictation and other voice-based interactions

| & Privacy & security 3 ) _

Inking & typing personalization y

6 Wind Undat = Personal dicticnary, words in your dictionary
Ingows Update
26. In the Windows Security window, click Virus & threat protection.
- O x

Settings

R Admin
Local Account

Find a setting

Privacy & security > Windows Security

Windows Security is your home to view and manage the security and
health of your device.

BE N ¢ © B

System

Bluetooth & devices
Network & internet
Personalization
Apps

Accounts

Time & language
Gaming
Accessibility

Privacy & security

Open Windows Security

Protection areas

G Virus & threat protection
Mo actions neaded.

g Account protection
No actions needed.

((B Firewall & network protection
Actions needed.

F App & browser control
¥ No actions needed.

g Device security

Mo actions neaded.

@ Device performance & health
Reports on the health of your device.
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EC-Council

27. On the Virus & threat protection page, click Manage settings under Virus & threat
protection settings.

Windows Security - O x

<
O Virus & threat protection

Pratection for your device against threats.

)]
O @ Current threats

e No current threats.
Last scan: Not available

Quick scan
&
=) Scan options
Allowed threats
o
Protection history
5]
T . . .
S % Virus & threat protection settings
Mo action needed.
Manage settings
3 s Virus & threat protection updates
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28. When the Virus & threat protection settings page appears, turn off Real-time protection,
Cloud-delivered protection, Automatic sample submission, and Tamper Protection. If 2
User Account Control pop-up window appears, click Yes. After turning off the above-
mentioned items, click the Home icon in the left menu bar.

Windows Security - m} ®

% Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft Defender
Antivirus.

c =

Real-time protection

(Jo

Locates and stops malware from installing or running on your device. You
(&) can turn off this setting for a short time before it turns back on
automatically.

B8 € Real-time protection is off, leaving your device vulnerable.
2 [@) on

@

& Cloud-delivered protection

o) Provides increased and faster protection with access to the latest

protection data in the cloud. Works best with Automatic sample
submission turned on.

A Cloud-delivered protection is off. Your device may be Dismiss
vulnerable.

® ) of

Windows Security — m} *

= Automatic sample submission

Send sample files to Microsoft to help protect you and others from
@ potential threats, We'll prompt you if the file we need is likely to contain
o personal information.
Automatic sample submission is off. Your device may be  Dismiss
o) vulnerable.
L)
G0 <.—> Off
B Submit a sample manually
o]
@ Tamper Protection
Prevents others from tampering with important security features.
2o
= A\ Tamper protection is off. Your device may be vulnerable. Dismiss
S ® ) off
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29. Next, click App & browser control in the Windows Security window.

a 2

(o

(i)

| -

Windows Security

Security at a glance

See what's happening with the security and health of your device

and take any actions needed.

(?

Virus & threat protection
Cloud-delivered protection is off.
Your device may be vulnerable.

Turn on

Dismiss

w

App & browser control
Mo action needed.

o

Account protection
Mo action needed.

0

Device security
Wiew status and manage
hardware security features.

8

Firewall & network

protection
Firewalls are turned off. Your
device may be vulnerable.

Turn on

2

Device performance &
health
Mo action needed.

30. In the App & browser control page, click the Reputation-based protection settings link
under Reputation-based protection.

@ D

50

Q

Windows Security

B App & browser control

App protection and online security.

Reputation-based protection

These settings protect your device from malicious or potentially unwanted

apps, files, and websites.

I Reputation-based protection settings I

~% |solated browsing

Microsoft Defender Application Guard opens Microsoft Edge in an
isolated browsing environment to better protect your device and data

from malware.

Install Microsoft Defender Application Guard
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EC-Council

31. The Reputation-based protection page appears. Select the Off radio buttons under Check
apps and files, SmartScreen for Microsoft Edge, and SmartScreen for Microsoft Store
apps. If 2 User Account Control pop-up window appears, click Yes.

Note: If you are unable to turn off the SmartScreen for Microsoft Edge radio button, leave
the setting for SmartScreen for Microsoft Edge radio button as it is, and continue with the

setup.
Windows Security = O X
&
B App & browser control
App protection and online security.
{n
@) Check apps and files
Windows Defender SmartScreen helps protect your device by checking for
A/ unrecognized apps and files from the web.
P I Check apps and files is off. Your device may be vulnerable. Dismiss
] O slock
= o Warn
®
& Privacy Statement
SmartScreen for Microsoft Edge
Windows Defender SmartScreen Filter helps protect your device from
malicious sites and downloads.
I SmartScreen for Microsoft Edge is off. Your device may be Dismiss
vulnerable.
Q 8lock
o Wamn
& | (® off |
Windows Security - a X
<« Potentially unwanted app blocking
- Protect your device from low-reputation apps that might cause
- unexpected behaviors.
o To turn on potentially unwanted app blocking for downloads, you first need to
turn on SmartScreen for Microsoft Edge.
i J—
(® ) off
o
- Protection history
()]
O SmartScreen for Microsoft Store apps
O Microsoft Defender SmartScreen protects your device by checking web
B content that Microsoft Store apps use
@ A SmartScreen for Microsoft Store apps is off. Your device may Dismiss
be vulnerable.
%e,

32. Close all windows.
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33. Similarly, follow the above steps to turn off the Windows Defender Firewall on all Windows
virtual machines (Windows Server 2019, Windows 11 (AD), Windows Server 2019 (AD) and
Windows Server 2022).

[Back to Configuration Task Outline]

CT#14: Configure Windows Components on all

Windows Virtual Machines

1. Login to the Windows Server 2019 virtual machine. Right-click on Start and click Run.

2. The Run window appears; type gpedit.msc and click OK.

= Run

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

Open: I gpedit.msc

VI

G This task will be created with administrative privileges.

Cancel Browse...

3. The Local Group Policy Editor window appears; expand Administrative Templates under

Computer Configuration in the left pane.

4. In Administrative Templates, expand Windows Components, scroll down, click Windows
Update in the left pane, and double-click Configure Automatic Updates in the right-hand

pane, as shown in the screenshot below.

File Action View Help

=/ Local Group Policy Editor

YN IR ¢

(ISR S N

;_ All Settings
~ i, User Configuration

<

Windows Customer Exp ~
Windows Defender Anti
Windows Defender Expl
Windows Defender 5mz
Windows Error Reportin
Windows Hello for Busi
Windows Ink Workspac
Windows Installer
Windows Logon Optior
Windows Media Digital
Windows Media Player
Windows Messenger
Windows Maobility Cent
Windows PowerShell
Windows Reliability Anz
Windows Remote Manz
Windows Remote Shell
Windows Securi

Windows Update

| Work Folders

~ Windows Update
Configure Automatic Updates

Edit policy setting

Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Description:

Specifies whether this computer
will receive security updates and
other important downloads
through the Windows automatic
updating service.

MNaote: This policy does not apply
to Windows RT.

This setting lets you specify
whether automatic updates are
enabled on this computer. If the
service is enabled, you must select
one of the four options in the

P S S S T

Setting State k-

| Windows Update for Business

1i=| Do not display 'Install Updates and Shut Down' option in Sh... Mot configured
=] Do not adjust default optien to 'Install Updates and Shut Do.. Mot configured
=] Enabling Windows Update Power Management to automati.. Mot configured
12| Turn off auto-restart for updates during active hours Mot configured
=] Specify active hours range for auto-restarts Mot configured
|i=] Allow updates to be downloaded automatically over metere.. Mot configured
=] Always automatically restart at the scheduled time Mot configured
i) Specify deadline before auto-restart for update installation Mot configured
=] Configure auto-restart reminder notifications for updates Mot configured
\=] Turn off auto-restart notifications for update installations Mot configured
Configure auto-restart required notification for updates Mot configured
tomatic Updat Mot configured

ines for automatic updates and restarts

Mot configured

=] Specify intranet Microsoft update service location Mot configured

1i=] Automatic Updates detection frequency Mot configured
iz Do not allow update deferral policies to cause scans against .. Mot configured

=l Permmmire arrace +n "Danice nundatec” faature Mt ~anfianred

Extended /(Standard/

=etting(s)
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5. The Configure Automatic Updates window appears; select the Disabled radio button. Click

Apply and then OK.

A Configure Automatic Updates

E: Cenfigure Automatic Updates

d X

Previous Setting Mext Setting

() Mot Configured Comment:

(") Enakled

(@) Disabled

Supported on: Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Options:

Help:

Configure automatic updating:

The following settings are only required and
applicable if 4 is selected.

Install during autoematic maintenance

Scheduled install day:

Scheduled install time:

If you have selected 4 — Aute download and
schedule the install” for your scheduled install day
and specified a schedule, you alsc have the cption
to limit updating to a weekly, bi-weekly or monthly
cccurrence, using the options below:

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic

updating service,
Mote: This policy does not apply to Windows RT,

This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Pelicy Setting:

2 = Motify before downloading and installing any updates,

When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install
any available updates,

3 = (Default setting) Download the updates autoratically
and notify when they are ready to be installed

< >

Windows finds updates that apply to the computer and

=

W

6. In the left-hand pane, navigate to Local Computer Policy > Computer Configuration =
Administrative Templates > Windows Components > Windows Defender Antivirus >

Real-time Protection.
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7. Double-click the Turn on behavior monitoring sctting to configure its settings.

=] Local Group Policy Editor
File Action View Help
=25 = Bm 7

] Task Scheduler
] TextInput
] Windows Calendar
] Windows Color System
] Windows Customer Experiei
w [ | Windows Defender Antiviru
71 Client Interface
1 Exclusions
] MAPS
| MpEngine
| MNetwork Inspection Syst

| Quarantine
Real-time Protection
.| Remediation

| Reporting
] Scan
| Signature Updates
7| Threats
» [ Windows Defender Exple
» [ Windows Defender Exploit €
» [ Windows Defender SmartSc

» [ Windows Error Reporting
< >

W

| Real-time Protection

Turn on behavior monitoring

Edit policy setting

Requirements:
At least Windows Server 2012,
Windows 8 or Windows RT

Description:
This policy setting allows you to
configure behavior moenitering.

If you enable or do not configure
this setting, behavior monitoring will
be enabled.

If you disable this setting, behavior
menitoring will be disabled.

=

=

=

=

=
=
=
=

=

Menitor file and program activity on your computer

Turn on raw volume write notifications

Turn on process scanning whenever real-time protection is ...
Define the maximum size of downloaded files and attachme...
Configure local setting override for turn on behavier monito...
Configure local setting override for scanning all downloade...

|i=| Configure local setting override for monitering file and prog...
Configure local setting override to turn on real-time protecti...
Configure local setting override for menitoring for incomin...

Configure menitoring for incoming and cutgoing file and p...

Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:
Mot configure:

Extended /(Standard/

.13 seﬁing.(s]

8. The Turn on behavior monitoring window appears. Select the Disabled radio button. Click

Apply and then OK.

Cpticns

(O Not Configured Comment:
(_) Enabled
(®) Disabled
Supported on:

A Turn on behavior monitoring

[} Turn on behavior menitoring

Previous Setting MNext Setting

At least Windows Server 2012, Windows 8 or Windows RT

Help:

disabled.

This policy setting allows you te cenfigure behavior monitoring.

If you enable or do not configure this setting, behavior
menitering will be enabled,

If you disable this setting, behavior menitoring will be

o]

Cancel

| Apply |
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9. Double-click the Scan all downloaded files and attachments sctting, as shown in the

screenshot below.

=/ Local Group Pelicy Editor = O x
File Action View Help
e AR (HETN ol 4
[ ] Task Scheduler ~ 1| | Real-time Protection i
[ Text Input .
—_— Scan all downloaded files and Setting State ™
|| Windows Calendar hments
] Windows Color System attachme: =| Turn off real-time protection Enabled
] Windows Customer Experiel Edit policy settin A itori Disabled
- policy setling
w || Windows Defender Antiviru Not configur
] Client Interface Requirements: Monitor file and program activity on your computer Mot configur
] Exclusions \):\J:.Ie:stw‘gndo\’b;.s S:’er\.rer;_?‘lz, |i=] Turn on raw volume write notifications Mot configur
] MAPS ineows  orifindows \i=| Turn on process scanning whenever real-time protection is .. Not configur
] MpEngine Description: \iz| Define the maximum size of downloaded files and attachme... Not configur
[ ] Network Inspection Syst This policy setting allows you to \i=| Configure local setting override for turn on behavior monito...  Not configur
J_ Quarantine ;Oﬂflglufzssﬂfnlﬂlﬂg fdor:t” hment =] Configure local setting override for scanning all downloade...  Not configur
J_ REE|-tII’jI"IE.PrOtECtIOI'1 ownloaded ies and attachments. =] Configure local setting override for monitoring file and preg... Mot configur
% Remed.latlon If you enable or do not =] Configure local setting override to turn on real-time protecti.. Mot configur
T‘ Reporting configure this setting, scanning v | Configure local setting override for monitoring for incomin...  Not configur v
[] Scan . || for all downloaded files and < >
< @ Extended  Standard /
setting(s)

10. The Scan all downloaded files and attachments window appears. Select the Disabled

radio button. Click Apply and then OK.

A Scan all downloaded files and attachments

Ei Scan all downloaded files and attachments

Previous Setting Mext Setting

() Not Configured Comment:

() Enabled

Supported on: At least Windows Server 2012, Windows 8 or Windows RT

Options:

Help:

This policy

downloaded files and attachments,

If you enable or do not configure this setting, scanning for all
downloaded files and attachments will be enabled.

If you disable this setting, scanning for all downloaded files
and attachments will be disabled.

setting allows you to configure scanning for all

=
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11. Similarly, follow the above steps to configure Windows components on the Windows
Server 2022, Windows Server 2019 (AD), Windows 11 (AD) and Windows 11 virtual
machines.

Note: For the Windows 11 virtual machine, in Windows Update settings, double-click
Manage end user experience in the right-hand pane. In the Manage end user experience
window, Configure Automatic Updates in the right-hand pane.

[Back to Configuration Task Outline]

CT#15: Install WinRAR on the Windows 11 Virtual
Machine

1. Login to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.

2. Download the latest version of WiIinRAR from the official WinRAR website
(https:/iwww.rarlab.com/download.htm).

Note: Download the 64-bit version of WinRAR.

3. Double-click on the winrar-x64-610.exe sctup file to begin the installation. If a User Account
Control pop-up window appears, click Yes.

4. The WinRAR sctup window appears; click Install.

5. Complete the installation by choosing the default settings throughout the installation
process.

6. After completing the installation, the installation location of WinRAR files window opens
automatically; close the window.

[Back to Configuration Task Outline]

CT#16: Install MS Office on the Windows 11 and
Windows Serer 2019 Virtual Machines

1. Download the latest version of MS Office from the official Microsoft website
(https://www.microsoft.com).

Note: Download the 64-bit version of MS Office.

2. Double-click on the setup file to begin the installation. If a User Account Control pop-up
window appears, click Yes.

3. Accept the license terms and complete the installation by choosing the default settings
throughout the installation process.

[Back to Configuration Task Outline]
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CT#17: Create a Partition in the Windows 11 Virtual
Machine

1. Right-click the Start button and click File Explorer from the context menu.

2. In the File Explorer window, right-click This PC in the left-hand pane and click Show more

options.
'-_ File Explorer = O *
New Sort ¥~ 5= View -
« > v » Quick access » v G 2 Search Quick access
v Quick access ~ Folders (6)
Desktop 2 Downloads
@ Desktop » This PC J e
. =
i Downle #
Expand )
é Docurr Pictures
. This PC
W Picture [Z Open in new window S
@ Musi <7 Pin to Quick access Videos
usic
This PC
Pin to Start
£ Videos 5> Pinto Sta
Properties Alt+Enter
> @ OneDriv
I F7 Show more options Shift+F10 I . . — .
5 - This PC opened some files, we'll show the most recent ones here,
B w
> # Metwork
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3. Alist of options appears. Select Manage.

r-__ File Explorer

/T\

Quick access
B Desktop
i Downloads
— Documents
P9 Pictures
o Music
u Videos

> o OneDrive

> [ ThisPC

> Quick access »

~ Fol Expand

Pin to Start

Map netwark drive..
Open in new window
Pin to Quick access

Disconnect network drive..
i Add a network location

Delete

Rename
~ Reg
Properties

Downloads
I This PC
’

Pictures
I This PC
*

Videos

I This PC

After you've opened some files,

we'll show the most recent ones here,

4.

The Computer Management window appears. Navigate to Computer Management (Local)

—> Storage —> Disk Management from the left-hand pane. This will display the current disk
partition in the middle-pane, as shown in the screenshot below.

Note: While creating the Windows 11 virtual machine, we allocated a disk space of 100 GB.
Here, we will create the partitions €: and E: with a disk space of 60 GB and 40 GB, respectively.

> [l Shared Folders
> & Local Users and Gro
> @ Performance
:.j.-_ Device Manager
v 22 Storage

isk Management

4 Services and Applicatiol

& Computer Management = a X
File Action View Help
e 20 BE=XD k20
|§' Computer Management (L | Volume | Layoutl Type I File Systeml Status I Capacityl F| Actions
~ m System Tools = () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 79.23GB  : Disk Mana. “
> (5 Task Scheduler = (Disk 0 partition 1) Simple Basic Healthy (EFl System Partition) 100 MB
> g Event Viewer == (Disk 0 partition 4) Simple Basic Healthy (Recovery Partition) B13MB ¢ More... »

= Disk 0
Basic
79.98 GB
Online

Healthy (EFI Systen

Healthy (Boot, Pye File, Crash DL?J, Basic Data

613 MB
Healthy (Recovery Partition)

~/CD-ROM 0
DVD (D:)

Mo Media

B Unallocated [l Primary partition
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5. Select the drive from the middle pane (here, €:). Right-click the selected drive and click Shrink

Volume....

E‘ Computer Management
File Action View Help
s 2EHE MG ED

|8 Computer Management (L|| Volume I Layoutl Type I File System I Status I Capacityl F| Actions
e [’[’} System Tools - () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 79.29GB ! Disk Mana. “
> (D) Task Scheduler = (Disk 0 partition 1) Simple Basic Healthy (EFI System Partition) 100ME -
3 @ Event Viewer = (Disk 0 partition 4] Simple Basic Healthy (Recovery Partition) BI3MB More... ¥

> @] Shared Folders
» %l Local Users and Gro
» @ Performance

% Device Manager
v (3 storage

= Disk Management
i; Services and Applicatiol

v

—

= Disk 0

Basic :

79.98 GB 79.29 GB NTFS % Open

Online Healthy (EFI Systen ||Healthy (Boot, P}e File, Crash Dur Explore

= vark Partition as Active

= (D-ROM 0 i

oV (5 Change Drive Letter and Paths...
Format

No Media
Shrink Volume...

Delete Volume

M Unallocated Wl Primary partition

Properties

6. A Shrink C: window appears showing available shrink space. Enter 40000 (i.c., 40 GB) in the
Enter the amount of space to shrink in MB: ficld and click Shrink.

Shrink C: >
Total size before shrink in MB: |31 188

Size of available shrink space in MB: |60?5?

Enter the amount of space to shrink in ME: 40000| =
Total size after shrink in MB: |“1 188

ou cannat shrink a volume beyond the point where any unmovable files are located.
See the "defrag" event in the Application log for detailed information about the

operation when it has completed.

See "Shrink a basic volume" in Disk Management help for more information

Corc
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7. The Computer Management window will display the newly created unallocated disk

partition in the middle pane, as shown in the screenshot below.

> [l Shared Folders
» ¥ Local Users and Gro
» @ Performance
% Device Manager
~ {& Storage
= Disk Management
> :—4% Services and Applicatiol

@ Computer Management = [m] X
File Action View Help
== | 7 [ = M &=
|8 Computer Management (L{| Volume I Layoutl Type | File System I Status I Capacityl F | Actions
~ m System Tools - () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 4022 GB & Disk Mana A‘
> (5 Task Scheduler = (Disk 0 partition 1) Simple Basic Healthy (EFI System Partition) 100 MB
» @ Event Viewer = (Disk 0 partition 4] Simple Basic Healthy (Recovery Partition) B13MB More... #

== Disk 0
Basic
79.98 GB
Online

100 MB
Healthy (EFI

(&)
40.22 GB NTF5

39.06 GB

Healthy (Boot, Page File, Crash [ | Unallocated

613 MB

Healthy (Recovery

~/CD-ROM 0
DVD (D)

No Media

B Unallocated Wl Primary partition
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8. Select the Unallocated drive from the middle pane, right-click the selected drive, and click
New Simple Volume....

- Computer Management = [m] X
File Action View Help
== | 2F BE = 0O
&' Computer Management (L | Volume | Layout| Type | File System| Status | Capacit}r| F | Actions
~ [[’é System Tools - () Simple Basic MNTFS Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 4022 GB Disk Mana. A_‘
> (O Task Scheduler = (Disk 0 partition 1) Simple Basic Healthy (EFI System Partition) 100ME -
> @ Event Viewer == (Disk 0 partition 4) Simple Basic Healthy (Recovery Partition) B13MB ¢ More... »
> | Shared Folders
> &% Local Users and Gro
» '@' Performance
& Device Manager
~v =5 Storage
=7 Disk Management
> T Services and Applicatiol
i
—pisko | I [
Basic () - :
79.98 GB 100 MB 4022 GB NTFS 39.06 GB e S = A U .
Online Healthy (EFl | |Healthy (Boot, Page File, Crash [ | Unallocated
= CD-ROM 0
DVD (D)
Ne Media Properties
Help
9. The New Simple Volume Wizard window appears; click Next.
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10. In the Specify Volume Size wizard, leave the default settings and click Next.

Mew Simple Volurme Wizard

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

s

Maximum disk space in MB: 35959
Minimum digk space in MB: a8
Simple volume size in MB: 19909 =
< Back Mext = Cancel

11. In the Assign Drive Letter or Path wizard, the E letter is selected by default in the Assign

the following drive letter ficld; click Next.

Note: If a letter other than E is selected in the Assign the following drive letter ficld, click

on the drop-down menu and select E.

Mew Simple Volume Wizard x
Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.
0 {Assign the following drive letter: E ~
() Mount in the following empty NTFS folder:
Browse.
() Do not assign a drive letter or drive path
< Back Mext = Cancel
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12. In the Format Partition wizard, NTFS is the file system selected by default to format the
volume; click Next.

Mew Simple Volume Wizard >

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

() Do not format this volume

© Fomat this volume with the following settings:

File system: NTFS V
Allocation unit size: Default ~
Volume label: Mew Volume

B Perform a quick format

(] Enable file and folder compression

< Back Next = Cancel

13. In the next wizard, click Finish.

14. The Computer Management window displays the newly created disk partition in the middle
pane, as shown in the screenshot below.

@ Computer Management = a X
File Action View Help

s 2@ EE 0620

& Computer Management (Ly | Volume I Layoutl Type | File Systeml Status | Capacityl Free Space | | Actiol

ns
v [fj System Tools - (C1) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Basic... 40.22GB 20,32 GB Disk Mana *
5 (5) Task Scheduler = (Disk 0 partition 1) Simple Basic Healthy (EFI System Partition) 100ME 100 MB
y g Event Viewer == (Disk O partition 4) Simple Basic Healthy (Recovery Partition) B13MB  613MEB More... P
> @] Shared Folders = New Volume (E}  Simple Basic NTFS Healthy (Basic Data Partition) 33.06 GB 38398 GB

> ,}E& Local Users and Gro
> ® Performance
j- Device Manager
o g Storage
= Disk Management
> i} Services and Applicatio)

= Disk 0

Basic (3] New Volume (E)

79.98 GB 40,22 GB NTFS 39.06 GB NTFS 613 MB

Online Healthy (Boot, Page File, Crash [ HEaly (Basic Data Partition) Healthy (Recovery
= CD-ROM 0

DVD (D:)

No Media

15. Close all windows and restart the Windows 11 virtual machine.

Back to Configuration Task Outline
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CT#18: Download CEH Tools on the Windows 11
Virtual Machine

1. Login to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.

2. Create a folder on drive E: named CEH-Tools.

3. Log in to your Aspen account (you will see your course listed under My Courses). Click the
TRAINING button under the course to access the e-Courseware, Lab Manuals, and tools in the
Training arca. = Click the Download Tools tab in the left-hand pane.

4. Click the module names in the right-hand pane (except CEHv13 ISO.zip) and download all
the CEH Tools files to the E:\\CEH-Tools folder.

5. Right-click the .zip files in the E\\CEH-Tools folder and select the Extract Here option.

[Back to Configuration Task Outline]

CT#19: Share and Map the CEH-Tools Folder to the
Windows Virtual Machines

1. Login to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.

2. Open a File Explorer window, navigate to the E: drive, right-click on the CEH-Tools folder,
and select Properties from the context menu.

== New Volume (E:) = m] hd
@ New - & (] = 0} Tl sort ~ = View ~
« = ~ 1 == 3 ThisPC » Mew Volume (E) ~ 2 Search New Volume (E:)
~
Mame Date modified Type Size
i Quick access
CEH-Tools 4109077 1100 R A
B Desktop »
% O B W
i Downloads »
= Open Enter
— Documents  # = 5
7] Open in new window
P9 Pictures » G e
Pin to Quick access
0 Music ﬁ Q
Pin to Start
I3 Videos 2
F1 Compress to ZIP file
> @ OneDrive
Copy as path
> [ This pC Properties Alt=Enter
> 8 Network B4 Open in Windows Terminal
i winrAR >
£7 Show more options Shift+F10
1item 1 item selected @ O
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3. Select the Sharing tab from the CEH-Tools Properties window to modify and display the
current shared folder settings.

4. Click the Share... button to access the File Sharing options.

CEH-Tools Properties

General Secunty  Previous Versions Customize

Network File and Folder Sharing

CEH-Tools
Mot Shared

Network Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

#y Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

QK Cancel Apply

5. In the File Sharing wizard, select Everyone from the drop-down list and click Add.

3 == Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

*

I Everyone]

Mame
2 Admin

Permission Level

Owner

I'm having trouble sharing

Cancel
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6. For the newly added users (Everyone), click the Read drop-down menu and click Read/Write.

*

= _a MNetwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

| v| Add

Mame Permission Level
2 Admin Chwner
| 52, Everyone Read *| .+ Read
Read/Write
Remove
I'm having trouble sharing
-\p' Share Cancel
7. Click Share to begin sharing with the added users.
X
£ == Metwork access
Choose people to share with
Type a name and then click Add, or click the arrow to find someone.
| v Add
Mame Permission Level
I Admin Chwiner
{52 Everyone Read/Write v

I'm having trouble sharing

L e—
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8. Click Done on the confirmation page of the File Sharing wizard.

& Metwork access

Your folder is shared.

You can E-maii someone links to these shared items, or copy and paste the links into ancther app.

Individual ltems ~

CEH-Tools
LWWINDOWST1WCEH-Tools

Show me all the network shares on this computer.

Done

9. Close the CEH-Tools Properties window.

CEH-Tools Properties x

General Sharng  Security Previous Versions Customize

Metwork File and Folder Sharing

CEH-Toals
Shared

Metwork Path:
SWWINDOWST11WCEH-Tools

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

!'Aguanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Metwork and Sharing Center.
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10. Open Network and Sharing Center by navigating to Control Panel = Network and Internet
- Network and Sharing Center.
11. In the Network and Sharing Center window, click the Change advanced sharing settings

link in the left pane.

_::? Metwork and Sharing Center - 0 X

“— - :‘: <« Net.. » Network and Sh... e ] Search Contral Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Network 2 Access type: Mo network access
settings Public network Connections: [ ]

Media streaming options
Change your networking settings

"ﬁ- Set up a new connection or netwaork
Set up a breadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,

12. In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private (current profile), Guest or Public, and All Networks, as shown

in the screenshots below, and click Save changes.

. Advanced sharing settings

£~ S . « MNet.. » Advanced shari... o &} Search Control Panel 2

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for

each profile.
.
Metwork discovery

‘When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

Turn on network discove
ry
@ Turn on automatic setup of network connected devices.

) Turn off netwark discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

I © Turn on file and printer sharingl
(_) Turn off file and printer sharing

Guest or Public (current profile)
Tl

All Networks

Save changes Cancel
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“ I . <« MNet.. » Advanced shari., - &) Search Control Panel

All Networks A

Public folder sharing

When Public felder sharing is on, pecple on the network, including hemegroup members, can
access files in the Public folders,

|°Turr1 on sharing so anyone with network access can read and write files in the Publicfoldersl

() Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...
File sharing cennections

Windows uses 128-bit encryption to help protect file sharing coennections, Seme devices don't
support 128-bit encryption and must use 40- or 36-bit encryption,

I © Use 128-bit encryption to help protect file sharing connections (recommended]l
(_) Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

I © Turn on password protected sharing I
() Turn off password protected sharing

Save changes Cancel

i Advanced sharing settings = [m] X
-~ > v . <« Net.. » Advanced shari.. v C Search Control Panel Fel
Change sharing options for different network profiles
Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.
Private w
IGuest or Public (current profile]l ~
Metwork discovery
When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,
Io Turn on network discoveryl
(_) Turn off network discovery
File and printer sharing
When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.
IOTurn on file and printer sharing I
() Turn off file and printer sharing
All Metworks v
¥ Save changes Cancel
'i Advanced sharing settings = O X
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13. Close the Network and Sharing Center window.

14. Log in to the Windows Server 2019 virtual machine with the credentials Administrator and

Pa$$woOrd.

15. Open the Network and Sharing Center and click the Change advanced sharing settings

link in the left pane.

16. In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private, Guest or Public (current profile), and All Networks. Then,

click Save changes.

17. Open the File Explorer window, right-click This PC in the left-hand pane, and click Map

network drive....

B4 = ThispC
Computer View

< v 4 I, ThisPC »
~ 3 Quick access ~ Folders (7)

[ Desktop 3D Objects

; Downloads - '

|if| Documents

A=D
| Pictures =

Documents

» [ This PC |
Expand
¥ Network & Manage
Pin to Start

I Map network drive...

Open in new window
Pin to Quick access

Disconnect network drive...

Add a network location

Delete

Rename

Properties

3 itermns

w Search This PC 2

Desktop

Downloads

& N

Pictures

N

DVD RW Drive (D:)
DD

H== &=
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18. In the Map Network Drive window, specify the Drive letter as Z:. In the Folder ficld, enter

\WINDOWS11\CEH-Tools. Click Finish.

'% Map Metwork Drive

What network folder would you like to map?

Drive: L w

Specify the drive letter for the connection and the folder that you want to connect to:

x

Folder | \WINDOWSTT\CEH-Tools

w I Browse...

Example: Y\serverishare

[~] Reconnect at sign-in

[Jconnect using different credentials

Connect to a Web site that vou can use to store yvour documents and pictures.

19. The Enter network credentials pop-up window appears; enter the credentials of the
Windows 11 virtual machine (Admin and Pa$$wOrd). Check the Remember my credentials

checkbox and click OK.

Windows Security

Enter network credentials

Enter your credentials to connect to: WINDOWS11

b

Admin

Remember my credentials

QK

Cancel
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20. Now, Shared Folder can be viewed in Windows Explorer.

B[4 || = ThisPC = | XJ
Computer View v

« v« o O ThisPC v O Search This PC el

s Quick access ~ Folders (7)

[ Desktop
‘ Downloads

Documents
[&] Pictures

Documents ' Downloads
o DVD Drive (D1)
Music Pictures
| mmisec

3D Objects Desktop

LRI

“J 3D Objects

[ Desktop

Documents

& Downloads ~ Devices and drives (3)
D Music E
[&] Pictures L
i Videos

‘e Local Disk (C:)

== CEH-Tools (\W\WIND i
~ Network locations (1)

Videos

Floppy Disk Drive (A:) =- Local Disk (C)

| |
My 49,8 GB free of 79.4 GB

DVD Drive (D)

& Network CEH-Tools (OWINDOWS11) (Z:)
™ |
L1 items f== =

21. Similarly, follow the above steps to map the shared folder in the Windows Server 2022,
Windows Server 2019 (AD) and Windows 11 (AD) virtual machines.

22. Turn off the Windows Server 2019 and Windows Server 2022, Windows Server 2019 (AD)
and Windows 11 (AD) virtual machines.

Back to Configuration Task Outline

CT#20: Map CEH-Tools with the Android Virtual
Machine

1. Turn on the Android and Windows 11 virtual machines from VMware Workstation.
2. Navigate to the second page in the Home Screen and click Cx File Managers.

Note: To move to the second page, use the mouse to grab and swipe the screen to the left.
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3. In the next page, click NEXT.

@ CxFile Explorer

Privacy Policy

4. An Access request page appears; click NEXT.

Access request

To access device storage, allow permission to access files on your device.

5. A pop-up appears; click ALLOW.

files on your device?

DENY

Allow Cx File Explorer to access photos, media, and

ALLOW
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6. The Cx File Explorer page appears. Navigate to the NETWORK tab and click the + icon.

Cx File Explorer

| 8

Access from netw...

Main storage

LOCAL unmnv

New location

Images
Audio
Videos

ANALYZE

=

7. 'The CLOUD pop-up appears; click the REMOTE tab. On the REMOTE page, click the SMB

option.

r T |
a -
CLOUD REMOTE
|:| Local Network
] swms
B3 rrp
B2 srrp
B9 webbav
L J
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8. The SMB security pop-up appears. Enter the Host IP address as 10.10.1.11 and the

Username and Password as Admin and Pa$$word; click OK.

SMB
Host 10.10.1.11
Username Admin
Password sensenee
[C] Anonymous
MORE CANCEL 0K

9. The WINDOWS11 shared directories appear. Now, you can access CEH-Tools on the

Android virtual machine.

¢ =
# >0
CEH-Tools o
20 items
Users a
- 8 items

10. Now, double-click CEH-Tools and navigate to CEHv13 Module 17 Hacking Mobile
Platforms. Sclect the images.jpeg file and click Copy.

Android Hacking Tools

1 item

GitHub Tools

2 items

Flappy_Bird.apk
0.92 MB
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11. Now, click the back icon € to navigate back to the main page of the Cx File Explorer app.

12. In the main page, navigate to the LOCAL tab and select the Downloads folder.
o

Cx File Explorer

Images
7% Audio

0B
0B

ANALYZE

Main storage Videos
50GB/63GB

LOCAL LIBRARY NETWORK
—

&

Main storage System Downloads

Apps Recycle Bin

A

13. In the Downloads folder, click the Paste option from the lower section of the window to
paste the copied images.jpeg file.

<  Downloads ~

L .4

= images.jpeg
5.88 kB

14. Now, navigate to CEHv13 Module 17 Hacking Mobile Platforms in CEH-Tools location and
click on AVG AntiVirus & Security 24.7.0_APKpure.apk, in the Do you want to install the
application? It does not require any special access click on INSTALL
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15. Once the application is installed click on DONE.

B AVG Antivirus

App installed.

DONE OPEN

16. Close all open applications and turn off the Android virtual machine.

[Back to Configuration Task Outline]

CT#21: Install Adobe Acrobat Reader DC on all
Windows Virtual Machines

1. Login to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.
2. Open a File Explorer window and navigate to the E:\CEH-Tools\CEHv13 Lab
Prerequisites\Adobe Reader folder.
3. Alternatively, you may download the latest version of Adobe Acrobat Reader DC from the
official Adobe website.
4. Double-click the readerdc64_en_xa_crd_install.exe file to begin the installation. If a User
Account Control pop-up window appears, click Yes.
5. Follow the wizard-driven installation steps and complete the installation by choosing the
default options throughout. After the installation has completed, close all windows.
6. In the same manner, install the application on the Windows Server 2019 and Windows
Server 2022 Windows Server 2019 (AD) and Windows 11 (AD) virtual machines.
Note: On the Windows Server 2019 and Windows Server 2022 virtual machines, navigate
to the Z:\CEHv13 Lab Prerequisites\Adobe Reader folder to access the Adobe Reader sctup
file.
[Back to Configuration Task Outline]
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CT#22: Install WinRAR on the Windows Server 2019,
Windows 11, Windows Server 2019 (AD) and Windows
Server 2022 Virtual Machines

1. Login to the Windows Server 2019 virtual machine using the credentials Administrator and
Pa$$woOrd.

Note: Ensure that the Windows 11 virtual machine is also running.
2. Navigate to the Z:\CEHv13 Lab Prerequisites\WinRAR folder.
Alternatively, you may download the latest version of WinRAR from the official website.

4. Double-click on the winrar-x64-700.exe sctup file to begin the installation. If a User Account
Control pop-up window appears, click Yes.

5. The WinRAR setup window appears; click Install.
6. Complete the installation by choosing the default options throughout.

7. After completing the installation, the installation location of WinRAR opens automatically in
a File Explorer window. Close the window.

8. In the same manner, install the application on Windows Server 2022, Windows 11, Windows
2019 (AD).

[Back to Configuration Task Outline]

CT#23: Install Notepad++ on all Windows Virtual
Machines

1. On the Windows 11 virtual machine, navigate to the E:\CEH-Tools\CEHv13 Lab
Prerequisites\Notepad++ folder.

2. Alternatively, you may download the latest version of Notepad++ from the official website.

3. Double click on the npp.8.6.5.Installer.x64.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

4. 'The Installer Language window appears. Select English and press OK.

In the Notepad++ sctup window, follow the wizard-driven installation steps and complete the
installation by choosing the default options throughout. After the installation has completed,
uncheck the Notepad++ v8.6.5 box and click Finish to close the window.

6. In the same manner, install the application on the Windows Server 2019, Windows Server
2019 (AD), Windows 11 (AD) and Windows Server 2022 virtual machines.

[Back to Configuration Task Outline]
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CT#24: Install Web Browsers on all Windows Virtual
Machines

1. On the Windows 11 virtual machine, navigate to the E\\CEH-Tools\CEHv13 Lab
Prerequisites\Web Browsers folder.

2. Follow the wizard-driven installation steps to install the Google Chrome and Mozilla
Firefox web browsers.

3. You can also download the latest versions of these web browsers from their respective
websites.

4. In the same manner, install the browsers on the Windows Server 2019, Windows Server
2022, Windows Server 2019 (AD) and Windows 11 (AD) virtual machines.

Back to Configuration Task Outline

CT#25: Install WinPCap on all Windows Virtual
Machines

1. On the Windows 11 virtual machine, navigate to the E:\\CEH-Tools\CEHv13 Lab
Prerequisites\WinPcap folder.

2. Double-click on the WinPcap_4_1_3.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

3. Follow the wizard-driven installation steps and complete the installation by choosing the
default options throughout.

5. In the same manner, install the application on the Windows Server 2019, Windows Server
2022, Windows Server 2019 (AD) and Windows 11 (AD) virtual machines.

[Back to Configuration Task Outline]

CT#26: Configure File Explorer on all Windows
Virtual Machines

1. On the Windows 11 virtual machine, open the Control Panel and select Small icons from
the View by: field in the top-right corner of the window.

2. Click File Explorer Options. When the File Explorer Options window appears, click the View
tab.

3. In the Advanced settings section, uncheck the Hide extensions for known file types and
Hide protected operating system files (Recommended) options, click Apply, and then click
OK.
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Note: If a Warning pop-up appears, click Yes.

File Explorer Options

General Search

Folder views

all folders of this type.

fApply to Folders

Advanced settings:

You can apply this view (such as Details or lcons) to

Beset Folders

B Display file icon on thumbnails

[ Display the full path in the tile
Hidden files and folders
© Dont show hidden files, fol
() Show hidden files, folders,
9 Hide empty drives

B Display file size information in folder tips

bar

Iders, or drives
and drives

[ | Hide extensions for known file
9 Hide folder merge conflicts

|_J Launch falder windows in a se

[@} Hide protected operating system files (Recommended)

[_] Restore previous folder windows at logon

ypES

parate process

Restore Defaults

Cancel Apply

4. In the same manner, configure the settings on the Windows Server 2019, Windows Server
2022, Windows Server 2019 (AD) and Windows 11 (AD) virtual machines.

Note: In different versions of Windows, the File Explorer Options may be named Folder

Options.

Back to Configuration Task Outline

CT#27: Install the Java Runtime Environment on the

Windows Virtual Machines

1.
Pa$$wOrd.
2.
3.
official website.
4,

Log in to the Windows Server 2019 virtual machine with the credentials Administrator and

Navigate to the Z:\CEHv13 Lab Prerequisites\Java Runtime Environment folder.

Alternatively, you may download the latest version of Java Runtime Environment from the

Double-click on the jre-8u321-windows-x64.exe sctup file to begin the installation. If a User

Account Control pop-up window appears, click Yes.
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5. The Java Setup - Welcome sctup window appears; click Install.

Java Setup - Welcome

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed.

Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop

Commercial use of this software requires a separate license from Cracle or from your software vendor.
Click Install to accept the license agreement and install Java now or click Remave to uninstall it from your
system.

Mo personal information is gathered as part of our install process. Details on the information we collect

use,

[| change destination folder
| _

I Install I

6. The Java Setup - Progress installation window appears, showing the status of the

installation

process.

Java Setup - Progress

Status: Installing Java

#1 Development Platform

Javar

ORACLE
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EC-Council

After completing the installation, close the window.

Java Setup - Complete - X

You will be prompted when Java updates are available. Always install updates to get the latest performance

v/ You have successfully installed Java

and security improvements.
More about update settings

10.

11.
12.

13.
14.

15.
16.
17.

18.
19.
20.
21.

In the same manner, install the application on the Windows Server 2022 virtual machine.

On the Windows 11 virtual machine, navigate to E:\CEH-Tools\CEHv13 Lab
Prerequisites\Java Runtime Environment.

Double-click on the jre-8u321-windows-i586.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

The Java Setup - Welcome sctup window appears; click Install.

The Java Setup - Progress installation window appears, showing the status of the installation
process.

After completing the installation, close the window.

Now, navigate to E:\CEH-Tools\CEHv13 Module 07 Malware Threats\Malware Analysis
Tools\Static Malware Analysis Tools\Disassembling and Debugging Tools\Ghidra.

Copy the jdk-17.0.2+8 folder and paste it at the location C:\Program Files.
If 2 Destination Folder Access Denied windows appears, click Continue.

Navigate back to E:\CEH-Tools\CEHv13 Module 07 Malware Threats\Malware Analysis
Tools\Static Malware Analysis Tools\Disassembling and Debugging Tools\Ghidra and
double-click ghidraRun.bat.

A Command Prompt window appears type C:\Program Files\jdk-17.0.2+8 and press Enter.
A License Agreement window appears; accept the agreement to continue.
The main window of Ghidra appears; close it.

Close all open windows.

[Back to Configuration Task Outline]
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CT#28: Remove Password Complexity from the
Windows Virtual Machines

Remove Password Complexity and Maximum Password Age in
Windows Server 2019 (Virtual Machine)

1. On the Windows Server 2019 virtual machine, click the Start icon in the lower-left corner
of the screen.

2. 'The Start menu appears; scroll down and click Windows Administrative Tools = Local
Security Policy.

Windows Server

l Windows Accessories

. Windows Administrative Tools > >
=

ﬁ';‘\. - o Windows Windows
@ omponent Services Server Manager  PowerShell PowerShell ISE

Computer Management

Defragment and Optimize Drives g @

Windows
Disk Cleanup Administrativ...  Task Manager Control Panel

Event Viewer

Group Policy Management % :E‘ m

Internet Information Services (IIS)... Event Viewer File Explorer
Intermet Information Services (115)...

1SCSI Inthator

Local Security Policy

Microscft Azure Services

0ODBC Data Sources (32-bit)

QODBC Data Sources (64-bit)

Performance Monitor

e m 9
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3. The Local Security Policy window appears. Expand the Account Policies node and click
Password Policy in the left pane. In the right pane, double-click Password must meet

complexity requirements.

i Local Security Policy

v | Account Policies
__a, Password Policy

> g Account Lockout Policy

» 4 Local Policies

s || Windows Defender Firewall with Advz

|| Metwork List Manager Policies

|| Public Key Policies

7| Software Restriction Policies

1 Application Control Policies

g IP Security Pelicies on Local Compute

1 Advanced Audit Policy Configuration

WO W W W

- O >
File Action View Help
e 2m X D= Bm "
% Security Settings Policy - Security Setting

12| Enforce password history
12| Maximum password age

12 Minimum password age

0 passwords remembered
0
0 days

< >

12| Store passwords using reversible encryption

Disabled

4. The Password must meet complexity requirements Properties window appears; select
the Disabled radio button. Click Apply and then OK.

() Enabled

Password must meet complexity requirements Properties ?
Local Security Setting  Explain

_i! Password must meet complexity requirements

[ ox ]

Cancel Apply
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5. In the right-hand pane, double-click Maximum password age.

[ | Public Key Policies

L R

|| Software Restriction Policies
|| Application Control Policies
g IP Security Pelicies on Local Compute
[ | Advanced Audit Policy Configuration

T Local Security Policy - O *
File Action View Help
e 2@ XE=HF
E.L!. Security Settings Policy Security Setting
v 4 Account Policies
| Password Policy

» [d Account Lockout Policy

- .. Lz Minimum password age Udays
> [ g Local Policies Meini Alenath 0 chasact
» || Windows Defender Firewall with Adve | ~ inimum password feng ) ) .c aracters

5 Network List Manager Policies 12y Password must meet complexity requirements Disabled

l2lz| Store passwords using reversible encryption Disabled

>

6. The Maximum password age Properties window appears; ensure that 0 days is selected in
the Password will expire in section. Click Apply and then OK.

Maximum password age Properties ? X

Local Security Setting  Explain

} Maximum password age
SH#

Password will not expire.
o

I QK I Cancel | Apply

]

7. In the same manner, remove the password complexity and maximum password age on the
Windows Server 2022 and Windows Server 2019 (AD) virtual machine.
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Remove the Password Complexity and Maximum Password Age in
Windows 11 (Virtual Machine)

1. On the Windows 11 virtual machine, click the Type here to search icon. Type local security
and select the Local Security Policy app from the results.

2. The Local Security Policy window appears. Expand the Account Policies node and click
Password Policy in the left pane. In the right pane, double-click Password must meet
complexity requirements.

r_%__g, Local Security Policy — O g
File Action View Help

e | 2 EIXEE HBE

h Security Settings Policy Security Setting
I_ || Enforce password history 0 passwords remembered

X t Polic g Maximum password age 42 days
- I_-g | Polici ¥ 2] Minirmum password age 0 days

» g Local Policies .

> || Windows Defender Firewall with Adwe|| —2 Minimum password length 0 characters
= Network List Manager Policies = Minimurm password length audit Mot Defined

3 = Public Key Policies Yassword must meet complexity requirements Disabled

s [ Software Restriction Policies 5 Relax minimum password length limits Not Defined

5[] Application Control Policies |2z Store passwords using reversible encryption Disabled

) ,g IP Security Policies on Local Compute
» [ Advanced Audit Policy Configuration

3. The Password must meet complexity requirements Properties window appears; ensure
that the Disabled radio button is selected and click OK.

4. In the right pane, double-click Maximum password age.

5. The Maximum password age Properties window appears; ensure that 0 days is selected in
the Password will expire in section. Click OK.

55 Local Security Policy = O *
Eile  Action View Help
== | 2@ XE = HE

Eé Security Settings Policy Security Setting
~ @ Account Policies 0

passwords remembered

g, Password Policy . ximum password age
> | g Account Lockout Palicy

» [ Local Policies 12 Minimum password age 0 days

y =] Windows Defender Firewall with Advs|| 24 Minimum password length 0 characters
“ Network List Manager Policies 24 Minimum password length audit Mot Defined
“ Public Key Policies .__.:,Passwc-rd must meet complexity requirements Disabled
“| Software Restriction Palicies - Relax minimum password length limits Not Defined
“| Application Control Policies |24 Store passwords using reversible encryption Disabled

,g IP Security Peolicies on Local Computg
| Advanced Audit Policy Configuration

WOW W W W

6. In the same manner, remove the password complexity and maximum password age on the
Windows 11 (AD) virtual machine.

7. Close all windows.

[Back to Configuration Task Outline]
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CT#29: Creating Demo User Accounts on the Windows
Server 2019 and Windows 11 Virtual Machines

For demonstration purposes, we create three different accounts. Create all three user accounts on all
machines. The user account details are as follows:

(i) Username: Martin; Password: apple
(if) Username: Jason; Password: qwerty

(i) Username: Shiela; Password: test

Creating User Accounts on Windows Server 2019

1. On the Windows Server 2019 virtual machine, open Control Panel and click Category from
the View by: field in the top-right corner of the window. Click Change account type under
User Accounts.

Control Panel - O

“~ v P » Control Panel v O Search Control Panel 2

Adjust your computer's settings View by:

System and Security User Accounts
Review your computer's status “ ®) Change account type I

0 View event logs

L 2552 Appearance and
tb MNetwork and Internet Personalization

View network status and tasks —
Hard - Clock and Region
; / V.ardwfare d ori i Set the time and date
o 1w ewcles and printers Ui Change date, time, or number formats
Add a device
p Ease of Access
e r.DgramS Let Windows suggest settings
2y Uninstall a program Ovtimize vi -
] ) ptimize visual display
G Turn Windows features on or off
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2. Click the Add a user account link in the Manage Accounts window.

52, Manage Accounts = O

« v 4 %« User Accounts » Manage Accounts v O Search Control Panel yal

Choose the user you would like to change

Administrator
R Local Account
Administrator

Password protected

Add a user account

3. An Add a user window appears; fill in the following details (Username: Martin; Password:
apple), and click Next.

Add a user

Choose a password that will be easy for you to remember but hard for others to guess. If
you forget, we'll show the hint.

User name

Password

Reenter password

Password hint

Lab Setup Guide Page 205 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




4. Click Finish after the user account is created.

Add a user

The following user will be able to sign in to this PC.

Martin

R Local account

Finish

5. Follow steps 2—4 to create the other users.

6. The screenshot below shows the user accounts created on the Windows Server 2019 virtual

machine.
52, Manage Accounts = O et
&« i E&« User Accounts » Manage Accounts v O Search Control Panel 0

Choose the user you would like to change

Administrator . Jason

i Local Account
H Administratar H Local Account

Password protected

Password protected

Martin
Local Account
Password protected

Add a user account

- Shiela
H Local Account
Password protected
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7. Now, select the Jason user account. In the Make changes to Jason’s account section, select
the Change the account type option.

Make changes to Jason's account

i_hange the account nams

Change the password
J i Jason

Local Account
Password protected

I Change the account type I

Delete the account

Manage ancther account

8. In the Choose a new account type for Jason section, select the Administrator radio button
and click the Change Account Type button.

Choose a new account type for Jason

- Jason
Local Account
Password protected

() Standard

Standard accounts can use most software and change systemn settings that don't affect other users or the
security of this PC,

(@) Administrator

Adrministrators have complete control over the PC, They can change any settings and access all of the files
and programs stored on the PC,

Why is a standard account recommended?

I Change Account Type I Cancel

9. Close all open windows.
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Creating User Accounts in Windows 11

10. On the Windows 11 virtual machine, open Control Panel and click Change account type
under User Accounts.

@ Control Panel

« 3> v 4

SAAE &

[E5] 5 Control Panel »

Adjust your computer's settings

System and Security

Review your computer's status

Save backup copies of your files with File
History

Backup and Restore (Windows 7)

Network and Internet
View network status and tasks

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

v G

|Sr:arch Control Panel

View by: Category ~

User Accounts

- I‘\p Change accountt_ypel

Appearance and Personalization

L

o

-

Clock and Region
Change date, time, or number formats
Ease of Access

Let Windows suggest settings
Optimize visual display

11. Click the Add a new user in PC settings link in the Manage Accounts window.

82, Manage Accounts

« > - 4

82, <« User... » Manage Accou...

Choose the user you would like to change

R

Admin

Local Account
Administrator
Password protected
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9. The Settings window appears.

Under Family & other users, click Add account.

€ Settings
R Admin
Local Account

Find a setting o

= System
£ Bluetooth & devices
¥ Network & internet
#  Personalization
B Apps
| = Accounts
D Time & language
#  Gaming

Accessibility

W Privacy & security

- (]

Accounts > Family & other users

Your family

Let family members sign in to this PC—organizers can help keep members
safer online with safety settings Learn more about Family Safety

Local account
Sign in with a Microsoft account to see your family and add members

Sign in with a Microseoft account

Other users

Set up a kiosk

Kiosk
Turn this device into a kiosk to use as a digital Get started
sign, interactive display, or other things

X

10. In the Microsoft account window, click the I don’t have this person’s sign-in information

link.

Microsoft account

% Microsoft

How will this person sign in?

Enter the email address or phone number of the
person you want to add. If they use Windows, Office,
Outlook.com, OneDrive, Skype, or Xbox, enter the
email or phone number they use to sign in.

kmail or phone

| | don't have this person's sign-in informationl

Cancel Next
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11. In the Microsoft account window, click the Add a user without a Microsoft account link.

Microsoft account 4

o= Microsoft

Create account

someone@example.com

Use a phone number instead

Get a new email address

Add a user without a Microsoft account

Back Mext
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12. In the Microsoft account window, enter Martin in the Who’s going to use this PC? field

and apple as the password in Make it secure. ficld.

13. Select a question and enter an answer in the In case you forget your password scction and

click Next.

Microsoft account

Create a user for this PC

they'll have privacy protections focused on their age.

but hard for others to guess.

If this account is for a child or teenager, consider selecting Back and creating a
Microsoft account. When younger family members log in with a Microsoft account,

If you want to use a password, choose something that will be easy for you to remember

>

Whao's going to use this PC?

Martin

Make it secure.

In case you forget your password

What was your childhood nickname?

mark

Mext Back
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14. Follow the same steps to create the other users.

15. The screenshot below shows the user accounts created on the Windows 11 virtual machine.

82, Manage Accounts — O x

& = - .ﬂs <« User... » Manage Accou... ~ (&) Search Control Panel pe

Choose the user you would like to change

Admin Jason

R Local Account R

L Local Account

e Password protected
Password protected P
Martin Shiela

Q Local Account Q Local Account
Password protected Password protected

Add a new user in PC settings

16. Now, click the Jason user account. The Make changes to Jason’s account page appears.
Click the Change the account type option.

82, Change an Account - O x
&« b v N 33‘, <« Man... * Change an Acc... ~ @) Search Control Panel 0

Make changes to Jason's account

Change the account name

Change the password

Jason
I Change the account type I Local Account
Delete the account Password protected

Manage ancther account

17. The Choose a new account type for Jason page appears; select the Administrator radio
button and click the Change Account Type button.

18. Close all windows.

[Back to Configuration Task Outline]
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EC-Council

CT#30: Install Active Directory and Create User
Accounts on the Windows Server 2022 Virtual
Machine

Install Active Directory in the Windows Server 2022 Virtual Machine

1. Login to the Windows Server 2022 virtual machine with the credentials Administrator and
Pa$$woOrd.

2. Open Server Manager and click the Add roles and features link from the Server Manager
Dashboard.

Fﬁ Server Manager

«« Dashboard = Manage  Tools

WELCOME TO SERVER MANAGER

Dashboard

Local Server

All Servers

0 Configure this local server

115 QUICK START

i
[
ii File and Storage Services B
i®

Add roles and features

[p%]

[¥¥]

Add other servers to manage

WHAT'S NEW

4 Create a server group

(¥y]

Connect this server to cloud services
Hide
LEARN MORE

3. The Before you begin wizard appears. Click Next to continue.
4. 'The Select installation type scction appears; leave the default options and click Next.

Note: Ensure that the Role-based or feature-based installation radio button is selected.
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5. The Select destination server section appears. Choose the Select a server from the
server pool radio button and click Next.

[z Add Roles and Features Wizard - O x
. . DESTINATION SERVER
Select destination server Server2022
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ) Select a server from the server pool |
Server Selaction () Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name I Address COperating System
10.10.1.22 Microsoft Windows Server 2022 Standard
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,
| < Previous | I Mext = I Install Cancel
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6. Check Active Directory Domain Services from the Roles section in the Select Server
Roles wizard and click Next.

Note: If the Add Roles and Features Wizard pop-up window appears, click Add Features.

Fﬁ Add Roles and Features Wizard

Select server roles
Before You Begin

Server Selection
Featuraes
AD DS

Confirmation

Select one or more roles to install on the selected server.

Installation Type Roles

|| Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

] DNS Server

] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

] Hyper-v

[] Network Policy and Access Services

[ Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[m] Web Server {lIS) (23 of 43 installed)

1 Windows Deployment Services

[] Windows Server Update Services

DESTINATION SERVER

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain contrellers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous | I MNext » I Install

- O X

Server2022

| Cancel
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EC-Council

In the Select features section, click Next to continue.
The Active Directory Domain Services scction appears; click Next to continue.

The Confirm installation selections scction appears; check the Restart the destination
server automatically if required option and click Install.

Note: If the Add Roles and Features Wizard pop-up window appears, click Yes.

Befors You Begin
Installation Type

r selection

5

i}

Y

[if]

i
in

r RO

Serv

i1}

AD D

Confirmation

&= Add Roles and Features Wizard - ] X
Confirm installation selections e

To install the following roles, role services, or features on selected server, click Install.

¥ Restart the destination server automatically if required |

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > I Install Il Cancel
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10. Once the installation has finished, click the Close button in the Add Roles and Features

Wizard window.

Fﬁ Add Reles and Features Wizard

Installation progress Server2022

DESTINATION SERVER

View installation progress

o Feature installation

Coenfiguration required. Installation succeeded on Server2022,

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,

Promote this server to a domain controller
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next = I Close I Cancel

11. In the Server Manager window under Dashboard, click the Flag (E) icon and then the
Promote this server to a domain controller link, as shown in the screenshot below.

[ Server Manager

Server Manager * Dashboard @) | FA Manage  Tools

Dashboard
B Local Server
ii All Servers
il ADDs
¥§ File and Storage Services b

e us

Post-deployment Configura...

Configuration required for Active Directory Domain
Services at SERVER2022

IPromote this server to a domain controllerl

| server

auig o Feature installation
fes

Configuration required. Installation succeeded on
Server2022. ”“Iar*lage

Add Roles and Features
WH!

Is

Task Details

— e O C|OU SErVices

Hide

LEARN MORE
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EC-Council

12. The Active Directory Domain Services Configuration Wizard window appears. In the
Deployment Configuration scction, sclect the Add a new forest radio button and type
CEH.com in the Root domain name field; click Next.

[z Active Directory Domain Services Configuration Wizard - O *
D | C _Ig . TARGET SERVER
eployment Configuration Server202

Deployment Configuration

Select the deployment operation

Domain Controller Options § . o i
() Add a domain controller to an existing domain

Additional Cptions ) Add a new domain to an existing forest

Paths ® Add a new forest
Review Options ) o . ' .

Specify the domain information for this operation
Prerequisites Chack

Boot domain name: ICEH.CDH"‘ I

More about deployment configurations

< Previous Install Cancel
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13. In the Domain Controller Options scction, enter Pa$$wOrd in the Password and Confirm
password fields. Then, click Next.

Note: Wait until Domain Controller Options loads. This may take some time.

= Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration
DMNS Options

Additicnal Cpticns

Paths

Review Options

Frereguisites Chack

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain contreller capabilities

Domain Name System (DNS) server
+f| Global Cataloeg (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

- d X

TARGET SERVER
Server2022

Password: Ioonooono

Confirm password: Iu-u.-.

More about domain controller options

<Erevio|.|5|| MNext > I

Install Cancel
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14. The DNS Options scction appears. Ignore any alerts and click Next.

15. The Additional Options scction appears; verify that the NetBIOS domain name is CEH and

click Next.
[ Active Directory Domain Services Configuration Wizard - O >
o . TARGET SERVER
Additional Options Server2022

Deployment Configuration . . . o
i - Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DMS Options

The NetBIOS domain name: |cen |

aths
Review Options

Frerequisites Check

ilore about additional options

< Previous | I MNext = I Install Cancel
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16. In the Paths section, click Next.

17. The Review Options scction appears; review your selection and click Next.

Review Options

Deployment Configuration

Domain Controller Cptions
DMNS Cptions

Additional Cptions

Paths

Review Opti

Prereguisites Check

[ Active Directery Domain Services Configuration Wizard

= O x

TARGET SERVER
Server2022

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest.
The new domain name is "CEH.com™, This is also the name of the new forest.

The NetBIOS name of the domain: CEH

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016

Additional Opticns:

Global catalog: Yes

DMS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

< Previous | I MNext > I | Install | Cancel
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EC-Council

18. Wait until the process finishes. Then, click Install in the Prerequisites Check scction.

[ Active Directory Domain Services Configuration Wizard - O it

. . TARGET SERVER

Prerequisites Check Server2022
| Q All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . i i ) i L )
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DNS Oplions Rerun prerequisites check
Additional Opticns
Paths @ View results

1. Windows Server 2022 domain controllers have a default for the security setting named
— "Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
Prerequisites Check cryptography algerithms when establishing security channel sessions.

Review Options

For more infarmation about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/7Linkld=104751).

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zane to ensure reliable name rescluticn frem outside the
domain "CEH.com". Otherwise, no action is required.

1. I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisited

< Previous Next = I Install I | Cancel

19. A You’re about to be signed out pop-up window appears; click Close.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or

removed.
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20. Once the machine has restarted, the lock screen appears. Press the Send Ctri+Alt+Delete to

this virtual machine ( = ) icon from the menu bar. By default, the CEH\Administrator
account is selected. Log in with Pa$$word as the password.

CEH\Administrator

Ty o8 —

R CEH\Administrator

R Other user
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Configure Group Policy Management

21. Click the Windows icon in the lower-left corner of the screen. The Start menu appears; click

Windows Administrative Tools = Group Policy Management.

22. The Group Policy Management window appears. Expand Forest: CEH.com = Domains >

CEH.com and select Default Domain Policy.

'z Group Policy Management

5l File Action View Window Help
@= |5 4l

— O X

-8 =

| =L Group Policy Management
w _ﬁ Forest: CEH.com
v (55 Domains

Group Policy Management
Contents

~ F3 CEH.com Mame :
@ Default Domain Policy
?_ Daomain Controllers
=t Group Policy Objects
& WMI Filters
m Starter GPOs

@ Sites

sii' Group Policy Modeling

4 Group Policy Results

_ﬂ Forest: CEH.com

23. The Group Policy Management Console dialog box appears; click OK.

Group Policy Management Console

You have selected a link to a Group Policy Object (GPQ). Except for
changes tao link properties, changes you make here are global to the GPO,
and will impact all other locations where this GPO is linked.

] Do not show this message again

>

24. The Default Domain Policy window appears; select the Settings tab.
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25. Right-click anywhere in the section and then select the Edit... option from the context menu.

1= Group Policy Management - O *
|5l File Action View Window Help -5 4
| 25 dlH
5, Group Pelicy Management Default Domain Policy
y —'_L\ Fr._:lrest: CE.H.com Scope Details Delegation
w | z5 Domains
w 3 CEH.com - .
tH = - : Default Domain Policy
=/ Default Domain Policy
— . Data collected on: 2/1/2022 4:09:46 AM show all
» 2| Domain Controllers
> [t Group Pelicy Objects General )
= . Edit... | hide
> [ WMI Filters Detail :
> [ Starter GPOs Print S
> (@ Sites Links: Save Report...
5% Group Policy Modeling ) show
(4 Group Paolicy Results Security Filtering SIjezEsii
Select All show
Refresh ERan
Computer Configuration (Enabled)
hide:
Windows Settings
hide:
Security Settings
show
User Configuration (Enabled)
hide:
No settings defined.

26. The Group Policy Management Editor window appears; expand Computer Configuration
- Policies > Windows Settings - Security Settings > Account Policies and select

Password Policy.

27. The password policies appear in the right pane. Double-click Enforce password history.

=/ Group Policy Management Editor
File Action View Help

T EEENEE

- O >

Default Domain Policy [SERVER2022.CE A
i Computer Configuration
w || Policies
5 | | Software Settings
Iv ] Windows Settingsl
> || Mame Resclution Policy
= Scripts (Startup/Shutdow
v i Security Settings
v _:jﬂ Account Policies
¥ _;a Password Policy
» A Account Lockout
_Ea Kerberos Policy

>
= .
< >

Policy

Policy Setting

I-a'u Enforce password history

24 passwords remembered I

1| Maximum password age
l2) Minirnum password age
12 Minirmum password length

l2e| Minirmum password length audit

lzg| Relax minimum passwerd length limits

|2z Store passwords using reversible encryption

l2iy) Password must meet complexity requirements

42 days

1 days

7 characters
Mot Defined
Enabled
Mot Defined
Disabled
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28. The Enforce password history Properties window appears. Type 0 in the passwords
remembered ficld; click Apply and then OK.

Enforce password history Properties ? >

Security Policy Setting  Explain

Enforce password histany

Diefine this policy setting

Do not keep password histary.

passwords rememberad

I (0]4 I Cancel | Apphy

29. Double-click the Maximum password age option in the right-hand pane.

=] Group Policy Management Editor - O *
File  Action View Help

e - EENE

_=[ Default Domain Policy [SERVER2022.CE » Palicy - Policy Setting
v Ccomplft.er Cenfiguration Enforce password histol 0 passwords remembered
M Pif:lhaes . Maximum password age
’ % ;::ft:are Sseth-ngs g Minimum password age 1 days
¥ _>| ijz:se RE:::E;O” Policy 125 Minimum password length 7 characters
= Scripts (Startup/Shutdow 1) Minimum password length audit Mot Defined
v .i Security Settings 2] Password must meet complexity requirements Enabled
v EL:‘J Account Policies l2) Relax minimum password length limits Mot Defined
N Ea Password Policy |25 Store passwords using reversible encryption Disabled
3 _:jﬂ Account Leckout
> :fj Kle'r‘b?rcl»s Policy
< > < >
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30. The Maximum password age Properties window appears. Type 0 in the days field; click

Apply and then OK.

0

.

-

Maximum password age Properties

Securty Policy Setting | Explain

::45. Maximum password age

Define this policy setting

Pazgword will not expire.

days

Cancel

Pt

Ppply

31. Double-click the Minimum password age option in the right-hand pane.

32. The Minimum password age Properties window appears. Type 0 in the days field; click

Apply and then OK.

33. Double-click the Minimum password length option in the right-hand pane.

34. The Minimum password length Properties window appears. Type 0 in the characters
field; click Apply and then OK.
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35. Double-click the Password must meet complexity requirements option in the right-hand
pane.

=|' Group Policy Management Editor - O x
p Policy Manag
File Action View Help

o | nFXEE HE

\=[ Default Domain Policy [SERVER2022.CE A Policy - Policy Setting
v & C‘?mpgt-er Configuration ls| Enforce password history 0 passwords remembered
e _>| EHEC-:::ware Settings .w M-ax-imum password age 0
v [ Windows Settings g M!n!mum password age 0 days
12 Minimum password length 0 characters

» [ Mame Resolution Policy

. Minimum password length audit MNot Defined
=] Scripts (Startup/Shutdow 2 d ;
v T Security Settings st meet com 3 LI
- ;a Account Policies || Relax minimum password length limits Not Defined
3 ._._I._:.' Password Policy |2y Store passwords using reversible encryption Disabled

> :ﬁ Account Lockout
> 55 Kerberos Policy v
< > < b3

36. The Password must meet complexity requirements Properties window appears. Select
the Disabled radio button, click Apply, and then click OK.

Password must meet complexity requirermnents Properties ? X

Security Folicy Setting  Explain

Passward must meet compleadty requirements
Bl L

Diefine this policy setting:
() Enablzd

I QK I Cancel . Apply

37. Once done, close all windows.
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Create and Configure User Accounts

38. Click the Windows icon in the lower-left corner of the screen to make the Start menu
appear and then click Windows Administrative Tools = Active Directory Users and

Computers.

39. In the Active Directory Users and Computers window, expand the CEH.com node, right-
click Users, and click New and User from the context menu, as shown in the screenshot

below.

File Action View Help

: Active Directory Users and Computers

YNEEEN R Yk

—

£ B

| Saved Queries

| Builtin
| Computers
2| Domain Controllers

Find...

] Active Directory Users and Com

| ForeignSecurityPrincipal:

Managed Service Accour

Delegate Control...

MName

Z3CEH.com

[ Saved Queries

I Mew

All Tasks
Properties

Help

<

Type Description

Damain

Computer

Contact

Group

InetOrgPerson
msD5-KeyCredential
msDS-ResourcePropertyList
msDS-5hadowPrincipalContainer
mslmaging-P5Ps

MSMQ Queue Alias

Printer

Felder to store your favo...

[Create a new object...

User

Shared Folder
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40. A New Object - User dialog box appears; fill 1

n the required fields.

41. Type Jason in the First name: field, initials of your choice, and Jason in the User logon

name: field. Then, click Next.

Mew Object - User

& Create in:  CEH.com/Users

s

First name: IJasun
Last name: |
Full name: |Jasnn M.

I Iritials: D
|
|

lUser logon name:

jason @CEH.com A
User logon name (pre-Windows 2000):
CEHM | |iasun |
< Back Mead = Cancel

42. Type qwerty in the Password and Confirm password ficlds, uncheck User must change

password at next logon, and check the Pass

word never expires option. Then, click Next.

Mew Object - User

& Createin:  CEH.com/Users

s

Passwaord: Iu--u

Canfim passward:

[] User must change password at next logon

[ ] User cannot change password

Password never expires
[] Accourt is disabled

Mext = Cancel
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43. Once the User is successfully created, click Finish.

Mew Object - User

& Createin: CEH.com/Users

When you click Finish, the following object wil be created:

Full name: Jason M.
|User logon name: jason@CEH.com

The password never expires.

Cancel

44. Now, click Users from the left-hand pane, right-click on the created user (here, Jason M.),

and click Properties from the context menu.

| Active Directory Users and Computers - O X
File Action View Help
N . | = = B [ o | 4@ g e o 1
e nE {8 XEC2 BEIPETE%
: Active Directory Users and Com|| pame Type Description A
’ g‘ SC'EE":d Queries %Administrator User Buili_in sccount foe ad
v Cf BCCI":” B2 Allowed RO... Security! Copy..
z :: S B2 Cert Publish... Security!  Addto a group...
y (& DomFa}in Cantrollers % Cloneable D... Security | Disable Account
» [] ForeignSecurityPrincipal: B2 Denied R_OD"' 5ecur!tyl Reset Password...
» || Managed Service Accour %g"sﬁd:m; :ecur!tyl Move...
7] Users nsUpdateP... Securty!
%Domain Ad.. Security! Era iR o
&2 Domain Co...  Security | send Mail
%Domain Con.. Security ! All Tasks 3
%Domain Gue... Security!
%Domain Users Security ! Cut
%Enterprise A.. Security Delete
%Enterprise K. Security! Rename
%Enterprise R.. Security!
%Group Polic..  Security II SR I
¥y Guest
Key Admins  Security Group... Members of this group ...
% Protected Us... Security Group... Members of this group ...
% RAS and [AS ... Security Group.. Servers in this group can...
< > %Read—only D... Security Group.. Members of this group ... ke
Opens the properties dialog box for the current selection,
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45. In the user Properties window, click the Member Of tab and then the Add... button.

Jason M. Properties

? bt
Remote control Remote Desktop Services Profile COM+
General Address Accourt Profile Telephones Organization
Member Of Dialdin Environment Sessions
Member of
Mame Active Directory Domain Services Folder
Domain Users CEH.com/Users

Primary group: Diomain Users

Set Primany Group There is

[ ox ]

you have Macirtosh clients or POSE¥-compliant
applications.

no need to change Primary group unless

Cancel

Apply Help

46. In the Select Groups window, type Administrators and click OK. This will make the user a

member of the Administrators group.

Select Groups .
Select this object type:

Groups or Builtin securty principals Object Types...
From this location:

CEH.com Locations...
Enter the object names to select (zamples):

Administrators Check Names

Advanced. .. I oK I Cancel

e a
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47. Click Apply and OK in the user Properties window.

Set Primany Group
applications.

o]

Cancel

Jazon M. Properties 7 >
Remote control Remote Desktop Services Profile COM+
General Address Accourt Prafile Telephones Organization
Member Of Dialn Environment Sessions
Member of:
Mame Active Directory Domain Services Folder
Adminigtrators CEH.com./Builtin
Domain Users CEH.com/Users
Add... Remove
Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant

Apply

Help
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48. Similarly, create the following users in the Active Directory by following steps 39—43:

I

II.
I11.
1V.

V.
VL

Note: You may also

Username: Martin J; Password: apple

Username: Shiela; Password: test

Username: Mark; Password: cupcake

Username: SQL_srv; Password: batman

Username: Joshua; Password: cupcake

Username: DC-Admin; Password: advance!

steps 45—47.

assign admin privileges to any of these accounts by continuing through

File

>

[ ) Y YRy Y Y A L

ﬁ Active Directory Users and Computers

Action View Help

Qllb‘

| Saved Queries

v ij CEH com

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipal:
Keys

LostAndFound
Managed Service Accout|
Program Data

System

Users

NTDS Quotas

TPM Devices

Act:ve Directory Users and Com|

Name Type Description

E) Administrator  User Built-in account for ad...
%Allowed RO... Security Group.. Members in this group c...
%Cert Publish... Security Group... Members of this group ...
2 Cloneable D... Secur'rty Group... Members of this group t...
ochomn —vser ]
% Denied ROD... Secunty Group... Members in this group c..
%DnsAdmms Security Group... DNS Administrators Gro...
58 DnsUpdateP... Security Group... DNS clients who are per...
% Domain Ad... Security Group... Designated administrato...
%Domain Co... Security Group... All workstations and ser...
% Domain Con... Security Group... All domain controllers i...
%Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users

% Enterprise A... Security Group... Designated administrato...
% Enterprise K... Security Group... Members of this group ...
% Enterprise R... Security Group... Members of this group ...
% Group Polic... Security Group... Members in this group c...
!.;Guest User
Jason M. User
‘ Joshua User
&3 Key Admins  Security Group... Members of this group ...
E.; krbtgt User Key Distribution Center ...
‘ Mark User

‘ Martin J. User

% Protected Us... Security Group... Members of this group ...
% RAS and IAS ... Security Group... Servers in this group can...
%Read-ody D... Security Group... Members of this group ...
%Scherna Ad... Security Group.. Designated administrato...
s Shiela D. User

Built-in account for gue...

s SQL_srv User

42 50| RUserGr... Securitv. Groun.... SOLRUserGrounSOLEXP.
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49. Follow 45-47 steps and add Mark user to Domain Users, Remote Desktop Users, Remote
Management Users and Domain Computers groups.

ﬂark Properties ? X
Security Environment Sessions Remote control
Remote Desktop Services Profie COM+ Attribute Editor

General Address  Account  Profile Telephones  Organization
Published Certificates  Member Of  Password Replication  Dialin ~ Object

Member of:

Name Active Directory Domain Services Folder
Domain Admins CEH.com/Users
Domain Computers CEH.com/Users
Domain Users CEH.com/Users
Remote Desktop ... CEH.com/Builtin
Remote Manage... CEH.com/Buitin

e

Primary group: Domain Users
There is no need to change Primary group unless

S TN S oy have Macintosh clients or POSIX-compliant
applications

oK || Cancel Zoply Hep

50. Now in the Mark Properties window, select Remote Control tab and uncheck Require
user’s permission checkbox and click OK.
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Mark Properties ? X

General Address Account Profile Telephones Organization
Published Certificates  Member Of  Password Replication Dialin ~ Object
Remote Desktop Services Profile COM+ Attribute: Editor
Security Environment Sessions Remote control

Use this tab to configure Remote Desktop Services remote control settings.

To remotely control or observe a user's session, select the following
check box:

[V Enable remote control

To require the user's pemission to control or ohserve the session, select
the following check box:
7]

Iri
i~ Level of control
Specify the level of control you want to have over a user’s session
" View the user's session
@ Irteract with the session

OK B Apoly Help #
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51. Similarly add user SQL_srv to Administrators, Domain Admins and Domain Computers

group.

SCL_srv Properties ? s
Security Environment Sessions Remoate control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Accournt Profile Telephones Organization
Published Certfficates ~Member Of  Password Replication ~ Dialin ~ Object

Member of:
Name Active Directory Domain Services Folder
Administrators CEH.com/Buittin

Domain Admins CEH.com/Users
Domain Computers  CEH.com/Users
Domain Users CEH.com/Users

=

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or PO S1X-compliant
applications.

Set Primary Group

QK Cancel Apply Help

52. Similarly add DC-Admin user to Administrators, Domain Admins, Domain Computers,
Domain Controllers, Domain Guests, Domain Users, Remote Desktop Users, Remote
Management Users groups.
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C-Admin Properties ? X
Security Environment Sessions Remoate control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Profile Telephones Organization
Published Certficates ~ Member Of  Password Replication  Dialin ~ Object

Member of:
Mame Active Directory Domain Services Folder
Administrators CEH.com./Buittin

Domain Admins CEH.com/Users
Domain Computers  CEH.com/Users
Domain Controllers  CEH.com./Users
Domain Guests CEH.com./Users
Domain Users CEH.com/Users
Remoate Desktop ... CEH.com./Builtin
Remote Manage... CEH.com/Builtin

e

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or PO SIX-compliant
applications.

Set Primary Group

0K Cancel Apphy Help
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53. Open Properties window of user Joshua and navigate to Account tab and scroll down in
Account options section and check Do not require Kerberos preauthentication checkbox
and click on OK.

r
Joshua Properties ? X

Published Certfficates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Profile Telephones  Organization

User logon name

Joshua ' @CEH.com v
User logon name (pre-Windows 2000)
CEH\ Joshua

Logon Hours... LogOn To...

[J Unlock account

Account options

[J Use only Kerberos DES encryption types for this account A
[J This account supports Kerberos AES 128 bit encryption
[[J This account supports Kerberos AES 256 bit encryption
Do not require Kerberos preauthentication =

Account expires
(@ Never
OEndof Sunday y 14,2024

Concel | [ oy | [ e

-

54. Now open Command Prompt window as an administrator and run setspn -a -AD-DC/SDC-
Admin.CEH.com:60111 CEH.com\DC-Admin.

rincipalMames for CN=DC
in.CEH.com:68111

55. Close all the windows in Windows Server 2022.

Back to Configuration Task Outline
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CT#31: Configure the SNMP Service in the Windows
Server 2022 and Windows Server 2019 Virtual

Machines

Configuring the SNMP Service in Windows Server 2022

As you have already installed the SNMP service on the Windows Server 2022 virtual machine, you
only need to configure it on this machine. To do so, launch Services.

1. On the Windows Server 2022 virtual machine, click the Search icon in the taskbar, type
services in the search field, and then click Services Desktop app from the search results.

Best match

L

' App

Services

Apps

&  Microsoft Azure Services

@ Active Directory Sites and Services

% Internet Information Services (IIS) 6.0 Manager

Settings

[9 Use online services with Narrator

2 Do not allow Microsoft to use your voice to improve speech services

# Component Services

Internet Information Services (II1S) Manager

Il O services

I
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2. The Services window appears; right-click SNMP Service and click Properties from the
context menu.

% Services - 0 ~;
File Action View Help
F‘$||BQ@IE| P ® oI

‘?:.(r Services (Local)

" Services (Local)

e

SNMP Service Name Description Status Startup Type ™
. @;Secondary Legon Enables star.. Running  Manual
g\t_eos%a?fhs:?:rc\.reice :»..'::‘J_‘;Secur.e Socket Tunneling Protocel Ser.. Start Manual .
&} Security Accounts Manager : Automatic
'-.‘:%; Sensor Data Service top Disabled
Eesg'pt';": N v G Sensor Manitoring Service Pause Manual (Tric
nables Simple Netwar i - Res -
Management Protocaol (SNMP) I\,‘J‘,Sensor service ssume Manual (T"'E
requests to be processed by this G Server Restart Automatic (
computer, is service is stopped, 5k Share ccount Manager isable
ter. If th st d G Shared PC A Manag Al Tock Disabled
r . . ¥ .
the Comgﬁij’p"‘”” bestunah?iito . . Shell Hardware Detection e Automatic
process requests. is service o )
is disabled, any services that explicitly I;':':!;Slmple Mail Transfer Protocol (SMTP) Refresh Manual .
depend on it will fail to start. Gk Smart Card - Manual (Tric
Gk Smart Card Device Enumeration Servi., I fopeties I Disabled

'-Q‘;Smart Card Rermoval Policy
SNMP Service

£ SNMP Trap

& Software Protection

k

oy
E R O N G NS DU JU O [ P

<

Help

Receives tra...
Enables the ...

Al [ I— '

Manual

Automatic
Manual

Automatic [
"

>

Extended j:‘ Standard /

selection.

3. Click the Security tab in the SNMP Service Properties (Local Computer) window and then
the Add... button under the Accepted community names section.
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SNMP Service Properties (Local Computer)
General logOn Recovery Agert Traps | Securty | Dependencies
Send authentication trap
Accepted community names
Community Rights
Edit ... Remowve

() Accept SNMP packets from any host
{®) Accept SNMP packets from these hosts

localhost

Add... Edit... Remaove
I QK | Cancel Apply

x
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EC-Council

4. The SNMP Service Configuration window appears. Community rights should be READ
ONLY. In the Community Name scction, type public (lowercase only) and click the Add

button.
SMMP Service Configuration *
Community rights:
READ ONLY “
Community Name: ol
pubilic

5. After adding the Accepted community names details, select the Accept SNMP packets
from any host radio button; click Apply and then OK.

SNMP Service Properties (Local Computer) X

General logOn Recovery Agent Traps Secuity Dependencies

Send authertication trap
Accepted community names
Community Rights
public READ OMLY
Add... Edit... Remove

I(_@) Accept SMMP packets from any host
i) Accept SNMP packets from these hosts

Add... Edit... Remove

Cancel | [ 7only

6. Close all windows.

7. Similarly, configure the SNMP Service on the Windows Server 2019 virtual machine.

[Back to Configuration Task Outline]
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CT#32: Configure the SMTP Service in the Windows
Server 2019 Virtual Machine

1. On the Windows Server 2019 virtual machine, click the Search icon in the taskbar, type iis
in the search field, and then click Internet Information Services (11S) 6.0 Manager from the
search results.

b &
o~ Best match

‘I;‘ Internet Information Services (l1S) Manager

Ueskiop app

Apps

“s Internet Information Services (11S) 6.0 Manager

£ Internet Information Services (IIS) 6.0 Manager
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2. 'The Internet Information Services (11S) 6.0 Manager window appears. In the left-pane,
expand the SERVER2019 (local computer) node. Then, right-click the [SMTP Virtual

Server #1] node and select Properties.

‘:] Internet Information Services (IIS) 6.0 Manager
[ File Action View Window Help

N EEY IR

_5':+

¥ Intemnet Information Services
v j.l SERVER2019 (local computer)
. [ TSMTP Virtual Server #11]
Start

Computer

WISERVER2019 (local computer)

Stop

Pause
New >
New Window from Here

Rename
Refresh

| Propetties |
Help

Local Version

Yes ISV7.5

Stati

3. The [SMTP Virtual Server #1] Properties window appears. Navigate to the Access tab and
click the Authentication button in the Access control section.

[SMTP Virtual Server #1] Properties

Access control

?

Genera! Messages Delivery LDAP Routing Security

Edit the authentication methods for this
resource.

X

Secure communication
TLS is not available without a certfficate.

Il Require TLS encryption

—Connection control

Grant or deny access to this resouce using -
IP addresses or Intemet domain names. Coanection I
Relay restrictions
Grant or deny permissions to relay e-mail Rela I
through this SMTP virtual server. ==
OK | | Cancel Apply . Help
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4. An Authentication window appears; ensure that the Anonymous access checkbox is
selected and click OK.

Authentication

No user name or password required.
[T Basic authentication
commands.

r Requires TLS encryption
Default domain:

Select acceptable authentication methods for this resouce.

The password will be sent over the network in clear text using standard

X

™ Integrated Windows Authentication

Interface.

The client and server negotiate the Windows Security Support Provider

OK

(8

Cancel Help

5. In the [SMTP Virtual Server #1] Properties window, click the Relay... button in the Relay
restrictions section.
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[SMTP Virtual Server #1] Properties

Access control

resource.

General [ Access | Messages Delivery LDAP Routing  Securty

Edit the authentication methods for this

? X

Secure communication

[T Require TLS encryption

TLS is not available without a certfficate.

—Connection control

Grant or deny access to this resouce using

|P addresses or Intemet domain names. Connection...
Relay restrictions
Grant or deny pemissions to relay e-mail I Relay I
through this SMTP virtual server.
0K | Cancel
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6. A Relay Restrictions window appears. Select the All except the list below radio button

and click OK.

7. In the [SMTP
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e

Relay Restrictions X

Select which computer may relay through this virtual server:
" Only the list below

Access | IP Address (Mask) / Domain Name

Add... I Bemove

[V Alow all computers which successfully authenticate to relay, regardless
of the list above.

oK Cancel Help

" |
Virtual Server #1] Properties window, click Apply and then OK.

[SMTP Virtual Server #1] Properties ? X

General Access Messages Delivery LDAP Routing Security

Access control

Edit the authentication methods for this N~
e Authentication...

Secure communication
TLS is not available without a cetificate.

r Hequire TLS encryption

—Connection control

Grant or deny access to this resouce using
IP addresses or Intemet domain names.

Copnection... I

Relay restrictions
Grant or deny pemissions to relay e-mail
through this SMTP virtual server.

] e
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EC-Council

8. The [SMTP Virtual Server #1] node is created; ensure that the service is running.

Note: If the service is not running, right-click the [SMTP Virtual Server #1] node and click

Start.
€8 Internet Information Services (IIS) 6.0 Manager — O >
K9 File Action View Window Help -y
Y EEEN EILE
f. Internet Information Services Name
v 58 SERVER2019 (local computer %Dumains

| [SMTP Virtual Server #1]

Current Sessions

9. Close all open windows.

[Back to Configuration Task Outline]

CT#33: Configure the LDAP Service on the Windows
Server 2022 Virtual Machine

1. Login to the Windows Server 2022 virtual machine with the credentials CEH\Administrator

and Pa$$wOrd.

Click the Search icon in the lower-left corner of the screen and type adsi in the search field.
Click ADSI Edit from the search results.

|#  Best match

S| s ADSI Edit

App

s G em

Lab Setup Guide Page 245 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




3. The ADSI Edit window appears; click Action and select Connect to... from the drop-down

menu.

2" ADSI Edit

File View Help

@ !I Connect to...

Al Refresh

Help

Welcome to ADSI Edit

Microsoft's AD DS/LDS.

Active Directory Services Interfaces Editor (ADSI Edit) is a low-level editor for
Active Directory Domain Services / Active Directory Lightweight Directory
Services, It allows you to view, modify, create, and delete any ohject in

To create a connection to AD DS/LDS, on the Action menu, click Connect To.

4. A Connection Settings window appears. In the Name field, enter Configuration, and under
the Select a well known Naming Context radio button, select Configuration from the
drop-down menu. Click OK.

Connection Settings

ot

Mame: | Configuration

Path: |LDAP:HServer?_U?_Z.CEH.mmeonﬁguraﬁon

Connection Point
() select or type a Distinguished Name or Maming Context:

| ~ |

(®) Select a well known Naming Context:

ICnnﬁguraﬁnn VI
Computer
() select or type a domain or server: (Server | Domain [:port])

(®) Default (Domain or server that you logged in to)
[Juse 55L-based Encryption

Advanced... Cancel

Lab Setup Guide Page 246

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

5. Double-click the Configuration [Server2022.CEH.com] node from the left pane.

6. Similarly, double-click the CN=Configuration,DC=CEH,DC=com node and expand it.

2 ADSI Edit — O >
File Action View Help
== 2@ XEGE=|H
Z P_;DSI Edit MName Class Distinguishi | Actions
1 j Cfonél:ur;tlo:[Ser;erE?}lé.CéEHHcgrcn] ] CM=DisplaySpecifiers container CM=Display| | CN=Confi... Al
LA = —CNonDl_gulra I:n' 'F_ —3 | [ CM=Extended-Rights container Ch=Extend More .. B
ZII CN_E;p a:' :IERC_I |:;5 ] CM=ForestUpdates container CM=Forestl
=Extended-Rights .
= CN—ForestUpdatzs || CM=LostAndFoundConfig lostindFound  CM=Lost&n
=] CN=LostAndFoundConfig ] CN=NTDS Quotas msDs-Cuota.., CM=NTDS(
[ CN=NTDS Quotas [] CN=Partitions crossRefCon.,  CMN=Partitic
] CM=Partitions j CM=Physical Locations physicalloca.., CM=Physici
71 CN=Physical Locations | CM=Services container CM=5ervice
[ CM=Services ] CM=Sites sitesContainer  CM=5ites, C
] CM=5ites [ CN=WellKnown Security Pri... container CM=WellKn
| CN=WellKnown Security Princi

7. Navigate to CN=Services > CN=Windows NT, right-click the CN=Directory Service node,
and select Properties from the options.
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2" ADSI Edit — O b4
File Action View Help
e |25 XEG:| HE
=z ‘EDSl Edit MName Class Distin| | Actions
Y -j Ch.onﬁgurat|orl1[Ser\.lierZ'D?_Z.CEH.com] ;ICN:OptionaIFeatures container CM=(| CM=Direct... A‘
¥ CN:Conﬁ-guratlon,p;:CEH,DC:com = CM=Cuery-Policies container CN=( M »
[ CM=DisplaySpecifiers Ore ...
[ CM=Extended-Rights
|| CM=ForestUpdates
[ CM=LostAndFoundConfig
[] CN=NTDS Quotas Move
| CMN=Partitions Mew Connection from Here
e = ical L ocations
w [ ] CM=Services New >
|| CMN=AuthM Policy Config iew 3
[ CM=Claims Configuratiol
|| CN=Group Key Distributis Delete
;I CM=Microsoft SPP Rename
J. CM=MsmqServices Refrech
|| CM=MetServices Exoort List
[ CN=Public Key Services port Hst..
[] CN=RRAS I Properties I
| CM=Shadow Principal Co
[~ = cN=windows NT) Help
|> | CN=Directory Service|
] CM=Sites
[ CN=WellKnown Security Principals
< || £ >
0 . i o
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EC-Council

8. A CN=Directory Service Properties window appears; double-click dSHeuristics from the
attributes list.

CM=Directory Service Properties ? X

Attribute: Editor  Security

Attributes:
Attribute Yalue 2
adminDescription <nat set>
admin DisplayMame <not set>
cn Directory Service
description <not set>
displayMName <not set>

displayMamePrintable  <not set>

distinguishedMame CM=Directory Service CN=Windows NT CN=
dSASignature <not set>

dSCorePropagationD ...
dSHeuristics
extensionName

flags

FSMORaleCwner

garbageCollPeriod <

£ >
Edit Fitter

[ ok ]| cancel || ey | Hep ]‘

9. A string Attribute Editor pop-up appears; enter 0000002 as the Value and click OK.

String Attribute Editor >
Aftribute: dSHeuristics
Value:
{oooonoz |
Clear Cancel

10. In the CN=Directory Service Properties window, click Apply and then OK.

11. Click on the Start icon in the bottom-left corner of the Desktop. Click Server Manager
from the available applications.

12. In the Server Manager window, navigate to Tools = Active Directory Users and
Computers.

[ Server Manager

Server Manager * Dashboard ' Manage | Tools | View

Active Directory Administrative Center

Active Directory Domains and Trusts
Dashboard WELCOME TO SERVER MANAGER . )
asnboar Active Directory Module for Windows Po
i Local Server Active Directory Sites and Services
ii All Servers o C f i . | | I Active Directory Users and Computers
= ontgure tis 10Ca :
fgl AD DS b ADSI Edit
P Component Services
= DNS QUICK START
N - Add roles and featur Computer Management
i i £ AQaroles ar eaturg
W§ File and Storage Services P © Defragment and Optimize Drives
o IIs e Dddatbercapyareta Disk Cleanup
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EC-Council

13. An Active Directory Users and Computers window appeats; navigate to View =
Advanced Features.

] Active Directery Users and Computers

File  Action Help

| 7

: Auctive Direc

[ Saved O
v 3 CEH.cor
| Built
Cormr
Dorr

Add/Remove Columns...

Large lcons 1

Small lcons count for ad...

List n this group c..

Dretail of this group ..
of this group t..

Users, Contacts, Groups, and Computers as containers n this group c...

Fore
Man

Advanced Features

nistrators Gro...

Lo 8 o

User

Filter Options... s who are per..,

1 administrato...

Customize... .
stions and ser...
:%Dumain Con.. Security Group... &l domain controllers i...

%Domain Gue... Security Group... All domain guests

14. Right-click the CEH.com node and select Properties from the options.
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] Active Directory Users and Computers — O X
File Action View Help
L - (=] = == | W@ g e e 1
e« 2E BBz BRIt euETES
| Active Directory Users and Com|| pame Type Description
> e Saved Queries [ Builtin builtinDomain
t s - Coer Default container for up,
| Builti Delegate Control.. i
j CUI " S stional...  Default container for do...
om :
= Dom: R =r Default container for sec...
T‘ . Change Domain... cturell...
|| Foreig
7 Keys Change Domain Centroller... =r Default container for ke...
[ LostAs Raise domain functicnal level... ~aund Default container for or...
7] Manar Operations Masters... =r Default container for ma...
7] Progrz uotaC... Quota specifications co...
[ ] Systen New *oer Default location for stor...
] Users All Tasks > oEr Builtin system settings
] NTDS ) Infar...
= View ¥ .
[ TPME =r Default container for up...
Refresh
Export List...
Properties I
< Help
Opens the properties dialog box for the current selection,
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15. A CEH.com Properties window appears; navigate to the Security tab and click Advanced.

CEH.com Properties ? >

General Managed By Object | Security | Attibute Editor

——

GI’OIJD ar user names:

Everyone ~

H2 CREATOR OWNER

BB SELF

BB Atherticated Users

HR SYSTEM

£R Entemrse Read-only Domain Controllers (CEH"Ertemrise Read-.. ¥

Add... Remove
Permissions for Everyone Allow Dery

Full contral [l a o~
Read O O
Write O |
Create all child objects O O
Delete all child objects | [ o

For special permissions or advanced settings, click
Advanced.

Cancel . Apply Help ‘

16. In the Advanced Security Settings for CEH window, click the Add button.

Permissions

Permission entries:

Auditing

Advanced Security Settings for CEH

Cwner: Administrators (CEHVAdministrators) Change

Effective Access

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from Applies to &

SR Allow  Pre-Windows 2000 Comnpatib... Special MNone Descendant InetOrgPerson o...

H2 Allow  Pre-Windows 2000 Compatib... Special MNone Descendant Group objects

SR Allow  Pre-Windows 2000 Compatib... Special Mone Descendant User ohjects

H2 Allow  Authenticated Users Enable per user reversi..  None This object only

SR Allow  ENTERPRISE DOMAIM CONT...  Replicating Directory ...  Mone This chject only

SR Allow  Authenticated Users Unexpire password MNaone This object only

H2 Allow  Authenticated Users Update password notr... None This object only

S% Allow  ENTERPRISE DOMAIM CONT...  Replicating Directory ...  Mone This chject only

2 Allow  ENTERPRISE DOMAIM CONT...  Replication synchroniz.. Mone This object only

% Allow  ENTERPRISE DOMAIM COMT.. Manage replicationto.. Mone This object only

H® Allow  ENTERPRISE DOMAIN COMT...  Read only replication s...  Mone This object only o
Add Remove View Restore defaults

| OK |I Cancel | Apply

d
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EC-Council

17. In the Permission Entry for CEH window, click the Select a principal link.

Permission Entry for CEH

Principal: | Select a principal |

Type: Allow

Appliesto: | This object and all descendant objects

18. A Select User, Computer, Service Account, or Group window appears. In the Enter the
object name to select ficld, enter Anonymous Logon and click the Check Names button.
Click OK.

Select User, Computer, Service Account, or Group *

Select this object type:
|User. Group, or Built4n security principal | Object Types...

From this location:
|CEH.cnm | Locations...

Enter the object name to select (examples):

NONYMOUS LOGON| | Check Names |

Advanced. .. I QK I Cancel
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19. In the Permission Entry for CEH window, click OK.

EC-Council

20. A new permission entry has been created, as shown in the screenshot below. Click Apply
and then OK.

Owner:

Permissicns

Advanced Security Settings for CEH

Administrators (CEHVAdministrators) Change

Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from Applies to £
H2 Allow  Authenticated Users Special Mone This object only
HE Allow  SYSTEM Full control Mone This object only
S Allew  Domain Admins (CEH\Doma...  Special Mene This ebject only
S% Allow  Enterprise Admins (CEH\Ente... Full control Mone This chject and all descendan...
S Allow  Pre-Windows 2000 Compatib... Special Mone This chject only
HR Allew  Pre-Windows 2000 Compatib... List contents Mone This object and all descendan...
H2 Allew  Administrators (CEH\Admini... Special Mone This object and all descendan...
S Allow  Everyone Read all properties Mone This chject only
S Allow  ENTERPRISE DOMAIN CONT...  Special MNone This chject only
S8 Allow  ANONYMOUS LOGON Special MNone This chject and all descendan... I
H2 Allow  Pre-Windows 2000 Compatib... Special Mone Descendant InetOrgPerson 0.,
Add Remove Edit Restore defaults

I oK I Cancel I Apply I

21. In the CEH.com Properties window, click OK.

22. Close all open windows.
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CT#34: Install MS SQL Server 2022 Express Edition
on the Windows Server 2019, Windows Server 2019
(AD) and Windows Server 2022 Virtual Machines
Note: Ensure that the Windows 11 virtual machine is running.

Configuring the SNMP Service on Windows Server 2019

1. On the Windows Server 2019 virtual machine, navigate to Z:N\CEHv13 Lab
Prerequisites\MSSQL Server Express 2022 and double-click SQL2022-SSEI-Expr.exe.

2. If a User Account Control pop-up appears, click Yes.
3. The SQL Server 2022 window appears; click Custom.

SQL Server 2022
Express Edition

Select an installation type:

Basic Custom Download Media

Select Custom installation type
to step through the SOL Server
installation wizard and choose
what you want to install. This
installation type is detailed and
takes longer than running the
Basic install.

er transmits information about your installation experie s other usage and pe:
» learn more about data processing and privacy o turn off the collects
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4. 'The Specify SQL Server media download target location scction appears; click Install.

SQL Server 2022
Express Edition

Specify SQL Server media download target location

MEDIA LOCATION *: MINIMUM FREE SPACI

CASQL2022
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5. The program starts downloading the setup files. Wait for Installation Center to launch.

SQL Server 2022
Express Edition

Downloading install package...

Acquiring setup files... 21.059 MB / 544.186 MB 70.513 Mbps

lso available for Linux

To obtain the SOL Server 2022 Linux images, including Containers, please see here (b
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6. The SQL Server Installation Center window appears with the Installation section displayed
by default. Click the New SQL Server stand-alone installation or add features to an
existing installation link and wait for the command to process.

T4 50L Server Installation Center

Planning
Installation
Maintenance
Teols

Resources

Options

Microsoft SQL Server 2022

®

- O X

Mew SCL Server standalene installation or add features to an existing installation

Launch a wizard to install 50L Server 2022 in a non-clustered environment or to add
features to an existing SOL Server 2022 instance.

Install SOL Server Reporting Services

Launch a downleoad page that provides a link to install SOL Server Reporting Services. An
internet connection is required te install 55RS,

Install SOL Server Management Tocls

Launch a downleoad page that provides a link to install S3QL Server Management Studie,
SQOL Server command-line utilities (SQLCMD and BCP), 5CL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor, An internet connection is required to
install these tools.

Install SOL Server Data Tools

Launch a downlead page that provides a link to install SCL Server Data Tools (S50T). 50T
provides Visual Studio integration including project system support for Microsoft Azure
SCL Database, the SCL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install 550T.

Upgrade from a previous versien of SCL Server

Launch a wizard to upgrade a previous versien of SQL Server to SOL Server 2022,
Click here to first view Upgrade Documentation
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7. The SQL Server 2022 Setup window appears; read the software license terms in the License
Terms scction, check the option 1 accept the license terms, and then click Next.

5 SOL Server 2022 Setup - O *

License Terms

To install SOL Server 2022, you must accept the Microsoft Software License Terms,

License Terms
Global Rules
Microsoft Update
Product Updates

5QL Server 2022 Express Edition

YOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW. Please  *

read the full license terms provided at (aka.ms/useterms).
Install Setup Files

Install Rules DATA COLLECTION. The software may collect information about you and your
use of the software and send that to Microsoft. Microsoft may use this
information to provide services and improve Microsoft's products and services.
Your opt-out rights, if any, are described in the product documentation. Some
features in the software may enable collection of data from users of your
applications that access or use the software. If you use these features to enable
data collection in your applications, you must comply with applicable law,
Complete including getting any required user consent, and maintain a prominent privacy
policy that accurately informs users about how you use, collect, and share their
data. You can learn more about Microsoft's data collection and use in the
product documentation and the Microsoft Privacy Statement at

Azure BExtension for SOL Server
Feature Selection

Feature Rules

Feature Configuration Rules

Installaticn Pragress

Rttt fMimm mmirracaft com Halink 21 inldA_E21020 VAo amras to camnhs weith all 2
E=Y =
Copy Print

| accept the license terms and  Privacy Staterent

SOL Server transmits information about your installation experience as well as other usage and
performance data. Azure Arc connection also transmits the configuration data to allow you to manage
and protect your SQL Server instance using Azure Portal and services. To learn more about data
processing and privacy controls, and to tumn off the collection of certain information, see the
documentaticn,

=< Back Mext » Cancel

8. The Microsoft Update scction appears; click Next.
9. The Install Rules verifies the system state of your computer before the setup continues.

10. After verification has finished, click Next.
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11. In Azure Extension for SQL Server window, uncheck Azure Extension for SQL Server

option and click Next.

—
T SQL Server 2022 Setup

Azure Extension for SQL Server

License Terms

[JiAzure Extension for SQL Server :

Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules Use Azure Login
Azure Extension for SQL Serv... Use Service Principal
Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress Azure Subscription D

Complete Azure Rescurce Group™

Azure Regicn™

Azure Tenant D7

Azure Service Principal ID*

Azure Service Principal Secret™

Proxy Server URL (opticnal)

Azure Extension for SQL Server is required to enable Microsoft Defender for Cloud, Purview, and Azure Active Directory.

To install Azure extension for QL Server, provide your Azure
account or a service principal to authenticate the SOL Server
instance to Azure, You also need to provide the Subscription 1D,
Resource Group, Regien, and Tenant ID where this instance will be
registered. For more information for each parameter, visit
https://aka.ms/arc-sql-server,

< Back Mext » Cancel

12. In the Feature Selection window, select the express features for installation.

13. Click the Select All button to select all the features and then click Next.

Note:

= A description for cach feature group appears in the right pane after you select the

feature.

®  You can select any combination of checkboxes.

® To change the installation path for the shared components, either update the path in
the Shared feature directory and Shared feature directory (x86) ficlds or click the
Browse button to select another installation directory.

® The default installation path for the shared feature directory is C:\Program

Files\Microsoft SQL Server\.
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® The default installation path for the shared feature directory (x80) is C:\Program Files

(x86)\Microsoft SQL Server\.

T SOL Server 2022 Setup

Feature Selection

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SOL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installaticn Progress

Complete

Select the Express features to install.

5 ] Looking for Reporting Services?

Features:

Instance Features
Database Engine Services
SOL Server Replication
Machine Learning Services and Language Ext
Full-Text and Semantic Extractions for Search
PolyBase Query Service for External Data

Downlead it from the web

Feature descripticn:

The cenfiguration and cperation of each
instance feature of a SQL Server instance is
isolated from other SQL Server instances. SQL
Server instances can operate side-by-side an
the same computer,

Prerequisites for selected features:

Shared Features

LocalDB

Redistributable Features

- Microsnft MPI w10

Already installed: ~
. Windows PowerShell 3.0 or higher
To be installed from media:
‘.. Microsoft Visual C++ 2017 Redistributable
v

Disk Space Requirements

available

Drive C: 10252 MB required, 53025 MB

Select All Unselect All
Instance root directory:

Shared feature directony:

Shared feature directory (x86):

|C:\Program Files\Microsoft SOL Server\,

|C:\Program Files\Microsoft SQL Server\

|C:\Program Files (x86)\Microsoft SOL Server\,

< Back

Cancel

14. The Feature Rules scction appears and verifies the prerequisites for the installation. Then,
click the Show details >> button.

15. If all the prerequisites are present, click Next.

16. In the Instance Configuration scction, check that Named instance is specified. Leave the
Instance ID option set to default and click Next to continue.

17. The PolyBase Configuration scction appears. Ensure that the Use this SQL Server as
standalone PolyBase-enabled instance option is selected and click Next. Leave the port
range for PolyBase services set to default and click Next.
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18. The Server Configuration scction appears. Leave the account names and passwords set to
default. Change the Startup Type to Automatic for SQL Server Browser and click Next.

T2 SOL Server 2022 Setup = O x

Server Configuration

Specify the service accounts and collation cenfiguration.

License Terms Service Accounts  Collation
Global Rules

Microsoft Update Microsoft recommends that you use a separate account for each SOL Server service,

Product Updates Service Account Name Password Startup Type
Install Setup Files SQL Server Database Engine NT Service\MS50LSS0L... Automatic |+~
Install Rules SOL Server PolyBase Engine NT AUTHORITYAMNETW... Automatic |~
Azure Extension for SOL Server SOL Server PolyBase Data Movem... |NT AUTHORITY\NETW... Automatic |
Feature Selection SQOL Server Launchpad NT Service\MS55CLLaun... Automatic |~
Feature Rules SQL Full-text Filter Daemon Launc... | NT Service\MSSQLFDLa... Manual

Instance Configuration SQL Server Browser NT AUTHORITY\LOCAL ... Automatic v
PolyBase Configuration

Server Configuration [] Grant Perform Volume Maintenance Tasks privilege to SOL Server Database Engine Service
Database Engine Configuration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

Feature Configuration Rules to information disclosure by allowing deleted content to be accessed.
Installation Progress Click here for details

Complete

< Back Mext > Cancel

j

19. The Database Engine Configuration section appears; select the Mixed Mode (SQL Server
authentication and Window authentication) radio button and input the password
qwerty@123 in both the Enter password and Confirm password text fields.
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displayed in the Specify SQL Server administrators scction. Click Next.

20. Click the Add Current User button. You are added as the user (here, Administrator), as

T SOL Server 2022 Setup

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SOL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Server Configuration

Database Engine Configuration

Data Directories  TempDBE  Memory  User Instances

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Specify the authentication mode and administraters for the Database Engine.

Authentication Mode

(0 Windows authentication mode

(® Mixed Mode (SOL Server authenticaticn and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

FILESTREAM

Enter password: |""0"000

Confirm password: |""0"000

Specify SOL Server administrators

SQL Server administrators have unrestricted

access to the Database Engine.

Add Current User Add...

oo

Cancel
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21. The Consent to install Microsoft R Open scction appears. Click the Acecept button and then

Next.

5 SOL Server 2017 Setup

License Terms

Global Rules
Microseft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Configuration
PolyBase Configuration
Server Configuration

Database Engine Configuration

Consent to install Python
Feature Configuration Rules
Installatien Progress

Complete

Consent to install Microsoft R Open

Download and install necessary pre-requisite.

Consent to install Microsoft R ...

— 0 % |

Microseft R Open is an enhanced distribution of R made available by Microsoft under the GNU General
Public License v2.

Ris @ the R Foundation for Statistical Computing. For more information on R-related products and services,
wvisit http://r-project.org.

By clicking "Accept” you are choesing to download Microsoft R Open and install it en your machine, and
agreeing to accept patches and updates to this software according to your SOL Server update preferences.

< Back Mext » Cancel

22. The Consent to install Python scction appears; click the Accept button and then Next.

23. The setup starts to install the SQL server, showing the progress in the Installation Progress

section.

24. Wait for the installation to complete.

Note: If a Computer restart required pop-up appears, click OK.

25. The Complete window appears, providing a link that redirects to the location of the
summary log file for the installation and other important notes.
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26. Click Close to finish the installation.

EC-Council

T SO Server 2022 Setup

Complete

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Your SOL Server 2022 installation completed successfully with product updates.

Infermation about the Setup operaticn or possible next steps:

Feature

© Full-Text and Semantic Extractions for Search
@ PolyBase Query Service for External Data
@ Machine Learning Services and Language Extens... Succeeded

@ Database Engine Services Succeeded

@ S0L Server Replication Succeeded

@ SOL Browser Succeeded

@ SOL Writer Succeeded

@ LocalDB Succeeded o
i W - - - P

Details:

Status t
Succeeded
Succeeded

Install successful.

Summary leg file has been saved to the following location:

ChProgram Files\Microsoft SOL Server\ 160\ Setup Bootstraphlogh20240501 225238

“Surnmary Server2019 20240501 225238

Close

27. Switch to the SQL Server Installation Center window and click the Install SQL Server

Management Tools link.

ﬁ SQOL Server Installation Center

Planning
Installation
Maintenance
Tools

Resources

Options

LH Mew S0L Server standalone installation or add features to an existing installation

Launch a wizard to install SQL Server 2022 in a non-clustered environment or to add
features to an existing SQL Server 2022 instance.

4™ Install SOL Server Management Tools

Install SOL Server Reporting Services

Launch a download page that provides a link to install 5QL Server Reporting Services, An
internet connection is required to install 55R5.

= [m] >

% Launch a download page that provides a link to install 50L Server Management Studio,
SOL Server command-line utilities (SOLCMD and BCP), SOL Server PowerShell provider,
SQOL Server Profiler and Database Tuning Advisor. An internet connection is required to

Microsoft SQL Server 2022

install these tools,

Install SOL Server Data Tools

Launch a download page that provides a link to install SQL Server Data Tools (S50T). 55DT
provides Visual Studio integration including project system support for Microsoft Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install 550T.

Upgrade from a previous version of SOL Server

Launch a wizard to upgrade a previous version of SQL Server to 5OL Server 2022,
Click here to first view Upgrade Documentation
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28. The link opens in your browser; scroll down to Download SSMS 20.1 and click Download
SQL Server Management Studio 20.1. Save the file in your system.

Note: If an Internet Explorer 11 notification appears, click Ask me later.

Note: The software version may vary in your lab environment.

v B Download SQL Server Manager X + - a )(T
C M 23 learn.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver16 w a2
-
Version \Download SSMS
l SQL Server 2022 v ’ Ii Download SQL Server Management Studio (SSMS) 20.1¢
‘ S8 Filter by title [ SSMS 20.1 is the latest generally available (GA) version. If you have a preview version of
(g i SSMS 20 installed, uninstall it before installing SSMS 20.1. Installing SSMS 20.1 doesn't
Download SSMS upgrade or replace SSMS 19.x and earlier versions.

Release notes
e Release number: 20.1

PN * Build number: 20.1.10.0
> Quickstarts ® Release date: April 9, 2024
> Tutorials
By using SQL Server Management Studio, you agree to its license terms and privacy
> Concepts > .
i statement . If you have comments or suggestions or want to report issues, the best
> How-to

way to contact the SSMS team is at SQL user feedback &,

> References

The SSMS 20.x installation doesn't upgrade or replace SSMS 19.x and earlier versions.
SSMS 20.x installs alongside previous versions, so both versions are available. However,

> Resources

> SqlPackage 5 5 3 i ) A .
if you have an earlier preview version of SSMS 20 installed, you must uninstall it before

> SQL Server Profiler installing the latest release of SSMS 20. You can see if you have a preview version by

> Visual Studio native helpers going to the Help > About window.
> Extended Features . . . : &
If a computer contains side-by-side installations of SSMS, verify you start the correct

> Visual Studio Code . i i s
' version for your specific needs. The latest version is labeled Microsoft SQL Server

> Tutnrniale

= Management Studio v20.1.
L Download PDF

i

29. Open your Downloads folder and double-click the application downloaded in the previous
step. Click Run if a security warning pop-up appears.

Open File - Security Warning >
Do you want to run this file?
MName: ..Users\Administrator,Downloadsl55M5-5Setup-EMNLU. exe

Publisher: Microsoft Corporation

Type: Application
From: Ch\Users\AdministratorDownloadsi55M5-5etup-ENU....

I Run I | Cancel

Always ask before opening this file

harm your computer. Only run software from publishers you trust.

l..»x! While files from the Internet can be useful, this file type can potentially
A What's the risk?
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30. The Microsoft SQL Server Management Studio welcome screen appears; click Install to
begin the setup.

o "E RELEASE 20.1

2. 2% Microsoft SQL Server Management Studio

Welcome. Click "Install” to begin.

Location:

C:\Program Files (x86)\Microsoft SQL Server Management Studio 20

By clicking the “Install* button, | acknowledge that | accept the Privacy Statement and
the License Terms for SQL Server Management Studio
SQL Server Management Studio transmits information about your installation experience, as well as other

usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

Install Close

31. Microsoft SQL Server Management Studio begins its setup. Wait for the setup to finish.

o "E RELEASE 20.1

1. 2% Microsoft SQL Server Management Studio

Cancel
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32. A screen indicating the completion of the Microsoft SQL Server Management Studio sctup
appears; click Restart to complete the installation.

@ “*"s  RELEASE 20.1

222 Microsoft SQL Server Management Studio

Restart required in order to complete setup.
All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.

33. The system restarts.

34. After the system reboots, log in to the Windows Server 2019 virtual machine with the
credentials Administrator and Pa$$word.

35. Similarly follow the above steps to install MS SQL Server 2022 Express Edition on the
Windows Server 2019 (AD).

Important Note:

To execute XP command shell scripts in the CEH demo websites, follow the steps below for SQL
Server Management Studio. Otherwise, none of the XP command shell lab exercises will work

propetly.
1. To launch SQL Server Management Studio, click the Windows icon in the lower-left corner

of the screen. In the search field, search for SQL Server Management Studio and launch the
application.

2. The main window of SQL Server Management Studio appears along with a Connect to
Server dialog box.
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3. Ensure that the Server name field is pre-populated with the name of the Windows machine.
Under Connection Security section change the Encryption to Optional and click Connect..

Login

o® Connect to Server

Server

Servertype:
Server name:

Authentication:

Connection Security

Encryption:

Host name in certficate: |

Connection Properties

SQL Server

Database Engine

Always Encrypted  Additional Connection Parameters

X

SERVERZ20NSSQLEXPRESS w

Windows Authentication

SERVER 2019 Administrator

Cptional

[ Trust server cenflicate

Corcl

Help Options <<

Note: If the Server name ficld does not contain the server name, then navigate to Control
Panel > All Control Panel Items > System, note the machine’s name present in the
Computer name fiecld, and enter it in the Server name ficld of the Connect to Server dialog

box.
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4. When the server is connected, click the New Query button from the menu bar.

;.‘; Microsoft SOL Server Management Studic (Administrator) Quick Launch (Ctrl+Q) Pl F x
File Edit View Tools Window Help
Sol@Ees o e By BS80S |9-¢-|&| -5 mEeEaE-
‘ ‘ Execute | | | | | -

Object Explorer
Connect~ ¥ *¥f

Databaszes
Security
Server Objects
Replication
Management
{¥] XEvent Profiler

5. An SQL Query pane appears on the right side of the window.
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In this query page, type the following query and then click the Execute button:
EXEC sp_configure 'show advanced options', 1

GO

RECONFIGURE

GO

EXEC sp_configure 'xp cmdshell',6 1

GO
RECONFIGURE
GO
.+ 50LQueryl sql - SERVER2019\SOLEXPRESS.master (SERVER2D19\Administrator (158))* - Microsoft SOL Server Management Stu... Cuick Launch (Cul+0) P -8 x
File Edit View Query Project Tools Window Help
0-0|H- -2 MM BNwaey PROKD XA |90 -8 -5 S RAsED-.
F | master - b Becte » v EEE[H] S| E@EOC =%,
—
Otjec plore R soLcuco 101 st amnsecr 150 = > I
. B EXEC sp_configure 'show advanced options', 1 +|
Connect~ ¥ ¥ (VS o i
= @ SERVER2D19\SQLEXPRESS (SQL Server | RECONFIGURE
Databases GO
Security EXEC sp_configure 'xp_cmdshell', 1
Server Objects GO
Replication RECONFIGURE
GO =i
Management
KEwvent Profiler
-
100% -
< > |l ¥z Connected. (1/1) SERVER2019,\SQLEXPRESS (16.0... | SERVER201%\Administrat... | master  00:00:00 0 rows
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7. After the query is successfully executed, close SQL Server Management Studio.

/' S0LQueryl.sql - SERVER2019\SQLEXPRESS.master (SERVER2019\Administrator (158))* - Microsoft SOL Server Management Stu.., Cvick Launch (Ctrl+ Q) Fla B X
File Edit View Query Project Tools Window Help
fe 0@ -t W Brwoey BE SRS XD 2-0 - B -5 S RmEesE-
£ g N[ master - pbeae » vy EEEHE]FED| @O =E|EE] 0.
E—
Object Explorer SN 0 Query.sql - SER...dministrator [158])° + X
L § o EXEC sp_configure 'show advanced aptions’, 1 +]
Connect~ ¥ *¥ (VIS o =
= I@ SERVER2019\SCQ EXPRESS (SCUL Server 1 RECONFTGURE
Databases GO
Security EXEC sp_configure 'xp_cmdshell®, 1
Server Objects Go
Replication RECONFIGURE
GO
Management
{#] XEvent Profiler
N
100% =
Eﬁ Messages

Configuration option 'show advanced options' changed from 0 te 1. Run the AECONFIGURE statement to ira
Configuration option 'xp_cmdshell' changed from 0 to 1. Run the RECONFIGURZ statemsnt to install.

Completion time: 2024-05-02T00:18:28.0040881-07:00

-

00% - 4 3
< > 0 @ Query executed successfully. SERVER2019\SOLEXPRESS (16.0... | SERVER2019\Administrat... master | 00:00:00 0 rows

8. If prompted to save the query, click No and exit from SQL Server Management Studio.

9. Again start the SQL Server Management Studio, the main window of SQL Server
Management Studio appears along with a Connect to Server dialog box.

10. Ensure that the Server name field is pre-populated with the name of the Windows machine.
Set the Authentication ficld to SQL Server Authentication. Type the password as
qwerty@123 and under Connection Security section set the Encryption as Optional. Click
on Connect.

oF Connect to Server =

SQL Server

Login  Connection Propetties  Always Encrypted  Additional Connection Parameters

Server

Server type: Database Engine ~

Server name: |SERVER2D1 S\SQALEXPRESS v|

Authentication: SGL Server Authentication ~
Login |sa i |
Password: | """"" |

[[] Remember password
Connection Security

Encryption: Optional ~

[] Trust server cerficate

Host name in certfiicate: |

Cancel Help Options <<
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11. Expand the Security tab and right click on Logins tab and select New Logins.. . Login -
New window appears, check SQL Server authentication radio button and fill the Login
name as ECCUser and password as 123456. Uncheck Enforce password policy and click

OK.

File Edit View Tools Window
| Brnewaney B8RS |

Execute | | ‘

R

.+ Microsoft QL Server Management Studio (Administrator)
Help

Connect- ¥ *§ = ¥ &

Object Explorer v x

Databases
a Security

Cr Filter
Auyl
Start PowerShell
Ser
Server Reports
Replic
Mana Refresh

XEvent Profiler

@ SERVER2019\SQLEXPRESS (SOL Server 1

=TT

3

Quick Launch {Ctrl+Q) Pl x

B Login - New
lecta page

J General

J Server Roles
K User Mapping
J Securables
K Status

Connection

Connection
5a

|Progress
Ready

Server:
Server2019\SOLEXPRESS

LT scipt + @ Hep

Login name: ECCUser

Search...

(O Windows authentication
(O) Microsoft Entra ID authentication
(® 5L Server authentication

Password: |uuu
Corfirm password: |uuu
[[JEnforee password policy;

(O) Mapped to cetificate
() Mapped to asymmetric key
[] Map to Credential

y¥ View connection properties

Mapped Credentials Credential
<
Default database: master

Default language: <default>

> Remove

Cancel

12. Close all open windows.
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Installation for xp_cmdshell lab
1. In Windows Server 2022, launch SQL Server Configuration Manager.

2. Expand the SQL Server Network Configuration tab and click on Protocols for
SQLEXPRESS.

E Sql Server Configuration Manager
File Action View Help

YCIEEEN)

{8 SOL Server Configuration Manager (Local) || Protocol Name Status
[ SQL Server Services . || % Shared Memory Enabled
_E_ SOL Server Network Configuration (32bit %= Named Pipes Disabled
% S0L Mative Client 11.0 Configuration (324 S TCP/P e Disabled

B0 Azure Extension For SOL Server

~ _E_ SOL Server Network Configuration
B~ Protocols for SOLEXPRESS

% SQL Mative Client 11.0 Configuration

B Azure Extension For SOL Server
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3. Right click on TCP/IP protocol and click on Enable.

(Note: If any pop-up appears click OK)

E Sql Server Configuration Manager
File Action View Help

=7 |BEH

‘@ SQL Server Configuration Manager (Local)
] SOL Server Services
8 50L Server Network Configuration (32bit
> @ SQL Mative Client 11.0 Configuration (321
B Azure Extension For SOL Server
v ﬂ SCL Server Network Configuration
|3~ Protocols for SOLEXPRESS
> 2 50l Native Client 11.0 Configuration
B Azure Extension For SOL Server

Protocel Name

%~ Shared Memory
¥ Mamed Pipes

Status
Enabled
Disabled

Enable
Disable

Properties

Help

ble selected protocol.

4. 'The status of TCP/IP protocol changes to Enabled.

5. Again, right click on TCP/IP protocol and click on Properties. TCP/IP Properties window

appears.

Protocol

TCP/IP Properties

IP Addresses

=]

General

Enabled Yes

Keep Alive
Listen All

Enabled
Enable or disable TCP/IP protocol far this server instance

[ ox ]

Help
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6. Click on IP Address tab and scroll down to IPAIl section, here type 1433 in the TCP Port
field. Click Apply and OK. If any pop-up appears click OK.

TCR/IP Properties ? *
Protocol  IP Addresses
TCP Dynamic Ports ] -~
TCP Port
= 1p3
Active Yes
Enabled Mo
IP Address a1
TCP Dynamic Ports ]
TCP Port
= ips
Active Yes
Enabled Mo
IP Address 1270004
TCP Dynamic Ports o
TCP Port
= 1pan
TCZP Dynamic Ports 0
ER N
[¥]
TCP Port
TCP port
Cancel Apply Help

7. Close all windows.

8. Similarly follow the above steps from Installation for xp_cmdshell lab scction in Windows
Server 2019 (AD) virtual machine to enable xp_cmdshell.

Configuring the SNMP Service in Windows Server 2022

1. On the Windows Server 2022 virtual machine, navigate to Z:\CEHv13 Lab
Prerequisites\MSSQL Server Express 2022 and double-click SQL2022-SSEI-Expr.exe.

2. If a User Account Control pop-up appears, click Yes.
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3. The SQL Server 2022 window appears; click Basic.

SQL Server 2022
Express Edition

Select an installation type:

Basic Custom Download Media

Select Basic installation type to
install the SOL Server Database
Engine feature with default
configuration.

er transmits information about z other usage a
o tumn off the c information after installatio

4. In the Microsoft SQL Server License Terms scction, click Accept.

5. The Specify SQL Server media download target location section appears; click Install.

SQL Server 2022
Express Edition

Specify SQL Server install location

INSTALL LOC N * MINIMUM FREE SPACE

CA\Program Files\Microsoft SQL Server

Install
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6. The program starts downloading the setup files, and the installation begins. Wait for it to

complete.

SQL Server 2022
Express Edition

Download successful!

Installing...

Installing SOL Server... Running Action: SetPackagelnstallStateAction
Samples

cial Microsoft GitHub Repository co
samples on connecting to a 5Q

Serve

QL
lopment sam)

aining code
ver datal

ynnection string when using these samples.

Cancel

7. 'The Installation has completed successfully! section appears; click Close.

SQL Server 2022
Express Edition

Installation has completed successfully!

INSTANCE NAME CONNECTION STRING

SOLEXPRESSO1

SQL ADMINISTRATORS SQL SERVER INSTALL LOG FOLDER

CEHVAdministrator ogram File:

FEATURES INSTALLED INSTALLATION MEDIA FOLDER

SQLENGINE ss_ENU

VERSION INSTALLATION RESOURCES FOLDER

16.0.1000.6, RTM

\Program Fi
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8. In sQL Server Installer pop-up, click Yes.

9. Close all open windows.

[Back to Configuration Task Outline]

CT#35: Enable a Remote Desktop Connection on all
Windows Virtual Machines
Windows Server 2019

Follow the steps below to enable a remote desktop connection in Windows Server 2019.

1. Login to the Windows Server 2019 virtual machine with the credentials Administrator and
Pa$$woOrd.

2. Click the Search icon in the lower-left corner of the screen and type remote settings in the
search field. Click the Allow remote access to your computer option from the search results.

BH O @

Best match

I:za System

Control panel

Settings

| 4 Allow remote access to your computer

%X Remote Desktop settings

3. The System Properties dialog box appears; select the Allow remote connections to this
computer radio button.
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A Remote Desktop Connection pop-up appears. Click OK.

Observe that Allow connections only from computers running Remote Desktop with
Network Level Authentication (recommended) is checked. Uncheck this option.

6. In the System Properties window, click Select Users....

System Properties x

Computer Mame  Hardware  Advanced Remote

Remote Assistance

Allow Remote Assistance connections to this computer

Advanced. ..

Remate Desktop
Choose an option, and then specify who can connect.

(") Don't allow remote connections to this computer

I@ Allow remote connections to this computer I

[] Allow connections only from computers running Remote
Desktop with Netwaork Level Authentication (recommended)

Help me choose Select Users..

| QK I Cancel Apphy

7. The Remote Desktop Users window appears. Click the Add... button.
8.

il

In the Select Users window, type SERVER2019\Jason in the Enter the object names to
select ficld and click OK.

Select Users *
Select this object type:
Users or Builtin securty principals Chject Types...
Eram this location:
SERVER2015 Locations. ..
Enter the object names to select (examples):
SEHVEHEE'IHMESDHH Check Mames
Advanced. . QK Cancel
il
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9. Click OK in the Remote Desktop Users window.

10. In the System Properties window, click Apply and then OK.

Systemn Properties

Computer Name  Hardware Advanced Remote
Remaote Assistance

Allow Bemote Assistance connections to this computer

Advanced...

Remote Desktop

Choose an option, and then specify whao can connect.
(") Don't allow remote connections to this computer
(@) Allow remote connections to this computer

[] Allow connections only from computers running Remote
Desktop with Network Level Authertication irecommended)

Help me choose Select Users. ..

Cancel Aply

11. Similarly, enable a remote desktop connection on the Windows Server 2022 and Window 11

virtual machines.

Note: For the Windows Server 2022 virtual machine, implement steps 1-5. In step 6, click Apply
and then OK in the System Properties window.
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12. On the Windows 11 virtual machine, make the following changes:

> Click the Type here to search ficld in the lower-left corner of the screen and type Allow
remote connections to this computer in the search field. Click the Allow remote
connections to this computer option from the search results.

» The Settings window appears; in the Remote Desktop scction, click Show settings.

> 'The System Properties dialog box appears; click the Allow remote connections to this
computer radio button.

» 1f 2 Remote Desktop pop-up appeats, click OK.

» Observe that Allow connections only from computers running Remote Desktop with
Network Level Authentication (recommended) is checked. Uncheck this option.

» 1In the System Properties window, click Select Users....

System Properties x

Computer Mame Hardware Advanced System Protection HRemote
Remaote Assistance
B Allow Remote Assistance connections to this computer

Al

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
Q) Allow remote connections to this computer

[] Allow connections only from computers running Remate
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

QK Cancel Apply

» 'The Remote Desktop Users window appears. Click the Add... button.
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» In Select Users window, type WINDOWS11\Jason in the Enter the object names to

select field and click OK.

Select Users

Select this object type:

|sers ar Built4n securty principals

bt

Object Types...

From this location:
WINDOWST1

Locations...

Enter the object names to select (sxamples):

WINDOW 51 1% ason

Advanced... Cancel

Check Mames

» Click OK in the Remote Desktop Users window.

» In the System Properties window, click Apply and then OK.
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CT#36: Turn Off Screen Savers on all Windows

Virtual Machines

Note: Before performing this CT, you must activate the Windows virtual machines.

1. Inthe Windows 11 virtual machine, right-click on the Desktop and sclect Personalize to open
the personalization settings.

oo
oo
T
G

@
LAl

Wiew >
Sort by >
Refresh

Mew >
Display settings

a

Personalize

&3

Open in Windows Terminal

Show more options shift+F10

2. The Settings window appears. Click Personalization in the left pane

Lock screen in the right pane.

. Scroll down and click

€ Settings
R Admin
Local Account

Find a setting

Personalization

= Agccent color, transparency etfects, color theme

/ Themes

System

Bluetooth & devices

Metwork & internet

Personalization

BE N\ ¢ © 1

Apps

Accounts

D Time & language
#  Gaming
Accessibility

Privacy & security

Install, create, manage

Q Lock screen

Lock screen images, apps, animations

Touch keyboard

Themes, size

Start

Recent apps and items, folders

Q Taskbar

Taskbar behaviors, system pins

% Fonts

Install, manage
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3. The Lock screen settings page appears; scroll down and click Screen saver.

€ Settings

R Admin
Local Account

[ P nsn puar e o e

Apps

= Accounts

£ Gaming

i

¥ Network & internet
#  Personalization
1

D Time & language

the sign-in screen

Related settings

Screen timeout

Personalization > Lock screen

W g

Find a setting 2
L Lock screen status
Choose an app to show detailed status on the
lock screen
System
Bluetooth & devices Show the lock screen background picture on

H Calendar -~

- [m] *

on @D

Screen saver

A

4. The Screen Saver Settings window appears; ensure that the (None) option is selected from

the drop-down list for Screen saver. Click Apply and then OK.

EZ Screen Saver Settings

Screen Saver

Screen saver

I(None] vI Settings... Preview

Wifait: 1 - | minutes ) On resume, display legon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

I 0K I Cancel

5. Close all windows.

Apply

6. Similarly, turn off the screen saver on Windows Server 2019 and Windows Server 2022.
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CT#37: Ping Test Among all Virtual Machines

1. On the Windows Server 2022 virtual machine, open a Command Prompt window.

7] Best match

Chror - Command Prompt
App

(71 | Settings (1)

2. Before pinging the virtual machines, ensure that they are running,.

3. Check for a reply from the virtual machines. Here, as an example, we are using the Windows
11 virtual machine with the IP address 10.10.1.11 (this IP address may be different in your
lab network).

ES Administrator: Command Prompt - O X

ply from 1 :
ply from 18.18.1.11: time<ims TT

ply from 18.18.1.11: by time=1ms TT

im C rip times in
Minimum Bms , mum = 1ms,
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4. Open Command Prompt in another virtual machine. Here, as an example, we are using the
Windows Server 2019 virtual machine.

5. Here, as an example, we are pinging Windows Server 2022 and Windows 11 from the

Windows Server 2019 machine (the IP address will be different in your lab network).
F

EX Administrator: Command Prompt

ft Windows [Version 16.0.177 3
2818 Microsoft Corporation. All rig reserved.

from ]
from 1
from 3
r from

1
4, !
rip times in
= 8ms, Maximum = 1ms, Average =

g 18.18
from 18.
from 18.:
from 18.:
; from 16.1

ent = 4, Received
ximate round trip times in
Minimum = ©ms, Maximum =

Administrato

6. Open Command Prompt in one of the virtual machines and execute the command Ping <IP
address of Virtual Machine>.

7. Repeat the above steps to ping all virtual machines (Windows 11, Windows Server 2019,
Windows Server 2022, Parrot Security, Ubuntu, and Android).

[Back to Configuration Task Outline]
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CT#38: Enable FTP Server and SMB Service and
Configure an FTP Server in the Windows 11 Virtual
Machine

1. Login to the Windows 11 virtual machine. Click the Type here to search icon in the
taskbar and type windows features in the search field. Click Turn Windows features on or
off, as shown in the screenshot below.

QI windows features I

All - Apps Documents  Web  More ~ L3
Best match
l L?‘ Turn Windows features on or off
: Control pane
Settings Turn Windows features on or off

Control panel
@. Change the language that
T Windows features appearin

K Open
Search the web

12 windows features - See web results >
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2. The Windows Features window appears. Check the .NET Framework 3.5 (includes .NET
2.0 and 3.0) checkbox as well as the FTP Server, Web Management Tools, and World Wide
Web Services checkboxes under Internet Information Services.

Windows Features — O x
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box rmeans that only part of the feature is turned on.

.NET Framework 3.5 (includes .NET 2.0 and 3.0}

@ MET Framework 4.8 Advanced Services

_ Active Directory Lightweight Directory Services

_ Containers

_ Data Center Bridging

~ Device Lockdown

~ Guarded Host

_ Hyper-V

_ Internet Information Services

B FTP Server

B web Management Tools

World Wide Web Services
[1" Internet Infermation Services Hostable Web Core

17 Legacy Components
| ™ Bedia Features

=
oCoodog

QK Cancel

3. Similarly, scroll down to check the SMB 1.0/CIFS File Sharing Support checkbox and click
OK to install these features.

Windows Features — O x
Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

=N | g Supp
a8 SMB 1.0/ CIFS Automatic Remowval
B~ SMB 1.0/CIFS Client
B SMB 1.0/CIFS Server
] SME Direct
[17 Telnet Client
[I7 TFTP Client
(17 Virtual Machine Platform
17 Windows Hypervisor Platform
(17 Windows Identity Foundation 3.5
B Windows PowerShell 2.0
] Windnws Process Activation Service

I Ok I Cancel
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4. In the next window, click the Let Windows Update download the files for you link, as shown
in the screenshot below.

|

< Windows Features

Windows needs files from Windows Update to finish installing some features.

— Let Windows Update download the files for you

— Don't download files. No changes will be made to your PC
Mo changes will be made to your PC,

Cancel

5. After the features have been successfully installed, click Close to exit the Windows Features
window.

6. Once done, close all windows and restart the Windows 11 virtual machine.

7. 'The Windows 11 machine restarts.
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8. Click the Type here to search icon in the taskbar and type iis in the search field. Click
Internet Information Services (1IS) Manager, as shown in the screenshot below.

ofid]

Al Apps Documents Web  More ~

03

Best match

_ Internet Information Services (lIS)
I u} Manager

App
Internet Information Services (IIS) Manager
Search the web App
52 iis - See web results b
2 Open
iis crypto b
@ Run as administrator
L iis manager U Open file location
O iis express 3 57  Pinto Start
)’f} Pin to taskbar
O iisreset >
O s logs >
2 is url rewrite >
O iisc summer fellowship >
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9. The Internet Information Services (11S) Manager window appears. Expand the root folder
(WINDOWS10 (WINDOWS10\Admin)) from the left-hand pane, right-click Sites, and select
Add FTP Site... from the context menu.

r
&5 Internet Information Services (IIS) Manager — O x
< |93 wWiNDOWST1 » TRl R
File  View Help
= Actons |
: ﬁ‘il WINDOWS11 Home
= Manage Server
€3 WINDOWS11 (Windows11 = Res
g VSI1 Windows TV | Fijger + % Go - 5 Show Al * Redg
i -} Application Pools P Start
b [ o Sites) £ - <
'@ Add Website... : @ Stop
G Refresh = View Application Pools
res| - .
FTP Directory View Sites
& Add FTP Site... Authorizat..  Browsing Change .MET Framework
= Version
2 Switch to Content View - ‘,!-'l i
- p—— ) Get Mew Web Platform
FTPFirewall  FTPIP  FTP Logging (omponents
Support  Address a.. '@' Help
i =0 =
LLlFTP) e
FTP Logon FTP FTP Request
Attempt R...  Messages Filtering
T
% ;gé%‘
[ Festures View |2 Cortent View
Reay =
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10. The Add FTP Site wizard appears. In the FTP site name: ficld, type Localhost; in the Content
Directory section, click the Browse button.

Add FTP Site

w Site Information

? X

FTP site name:

ILocthost

Content Directory
Physical path:

m

m

Finish Cancel

11. A Browse For Folder wizard appears. Choose €: (or any drive) and click Make New Folder.

Browse For Folder

Select the physical path for the new FTP site.

x

>
w [I-E Local Disk (C:)

Videos

>

-]
H
>
H

inetpub
PerfLogs

Program Files

Prograrn Files (x26)

sers

Windows

» oge DVD Drive (D)

Make Mew Folder

Ok

Cancel
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12. A new folder will be created. Rename it as FTP and click OK.

Browse For Folder X

Select the physical path for the new FTP site.

> n Videos

w =
—

>

WOOW N W

Local Disk (C:)
__ inetpub

~[FP_
_ Perflogs

~ Program Files

~ Program Files (x86)
~ LUsers

_ Windows

[ Make Mew Folder ] I Ok I Cancel

13. After the Physical path is provided, click the Next button.

Add FTP Site

Site Information

ETP site name:

Localhost

Content Directory

Physical path:
IC:\FI'P I

Previous Mext Finish Cancel
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14. In the Binding and SSL Settings section, enter the IP address of the Windows 11 virtual
machine in the IP Address ficld, leave the port number set to default as 21 under the Port
field, ensure that the Start FTP site automatically checkbox is selected, and ensure that the
No SSL radio button is selected in the SSL section. Then, click Next.

Add FTP Site 7 x

Binding and S5L Settings

Binding
IP Address: Port:
[10.100.1.11 ] |21 |

[ Enable Virtual Host Mames:

IH Start FTP site automaticallyl

S5L

() Allow S5L
] Require 55L

SSL Certificate:
Mot Selected

Previous Mext Cancel
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15. For the Authentication and Authorization Information options, check Basic under
Authentication, choose All users under Authorization, check the Read and Write options
under Permissions, and click Finish.

Add FTP Site

Authentication and Authorization Information

Authentication

[[] Anonymous

Authorization

Allow access to:

IAII USErS

Permissions

B Read
B Write

Previous

m

Cancel

16. The Localhost site will be created in the Sites folder, as shown in the screenshot below.

5 Internet Information Services (IIS) Manager — O *
& & » WINDOWST1 » Sites » Localhost » W @
Eile  Miew Help
l:ﬂ'lﬂtllﬂl' ns Actions
e Localhost Home
B Explore
83 WINDOWSTT (Windows11\Ad Filter  Go - G Show Al EdtPer e
|5} Application Pools ' — R | L =
i Edit Site
-[@| Sites FP - Bindi
> &8 Default Web Site . '”f'”r‘J-'"_'
1€ Localhost I GD) ) D Basic Settings...
FTP FTP Current Applications
Authentic... Authorizat... Sessions View Virtual Directories
-
? R = M FTP Sit (o)
A& anage e
FTP Directory FTP Firewall FTP IP Restart
Browsing Support  Address a.. Start
E=n =" Stop |
Here Advanced Settings...
FTP Logging FTP FTP Request
Messages Filtering @ Help
33
heady qi'
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CT#39: Configure the GoodShopping Website in the
Windows Server 2019 Virtual Machine

1. Turn on the Windows 11 virtual machine.

2. Log in to the Windows Server 2019 virtual machine with the credentials Administrator and
Pa$$woOrd.

3. Navigate to Z:\CEHv13 Lab Prerequisites\Websites.

4. Open the GoodShopping folder. Double-click setup.exe and follow the wizard-driven
installation steps.

ﬁ GoodShopping - InstallShield Wizard >

Welcome to the InstallShield Wizard for
GoodShopping

The InstallShield(R) Wizard will install GoodShopping on yaur
computer, To continue, dick Mext,

WARNIMG: This program is protected by copyright law and
international treaties,
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5. After completing the installation, click Finish.

]E GoodShopping - InstallShield Wizard >

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
Goodshopping. Click Finish to exit the wizard.

6. Open the GoodShopping folder from C:\inetpub\wwwroot\GoodShopping and then open
the Web.config file in Notepad++ or Notepad.

7. Scroll down to the connectionString tag (line no. 26) and enter your machine’s name as data
source=[Provide Your Host Machine Name]\SQLEXPRESS. Provide a user ID and password
as user id=sa and password=qwerty@123, respectively.

Note: Here, the host machine name is SERVER2019. The host machine name of the Windows
Server 2019 machine might vary in your lab environment.

'r:{ Chinetpub\wwwroot\GeodShopping\Web.config - Metepad++ [Administrater] = O X
File Edit Search View Encoding Language Settings Tools Macre Run  Pluging  Window 7 X
. T = = 5
LEiHE a8 s Mkt h 2% EBE 1 EEEAc® DENBE
rE Web corfig E3 |
19 <gection name="roleService" type="System.Web.Configuration.ScriptingRoleServiceSection, System.Web.Extensions, A
20 <fsectionGroup>
21 </sectionGroup>
22 </sectionGroup>
23 foconfigSections>
24 appSettings />
25 connectionStrings:
26 - name="shopConnectionString” Il:Dr,r,El:t.LDr,St.:ir,g="user id=sa;password=gwerty?123;data sourc:a=SEKVER2l]19\SQLEXPRESSId
fconnectionStrings>
system.web>
a1--
30 Set compilation debug="trus" to insert debugging w
< >
|eXtensible Markup Language file length: 8,615 lines: 124 Ln:26 Col:6 Sel:0|0 Windows (CRLF)  UTF-8 INS g

8. Save the file and close it.

9. Open the Default.aspx.cs file in Notepad++ or Notepad from the location
C:\inetpub\wwwroot\GoodShopping.
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10. Scroll down to line no. 24 and replace localhost with the IP address of the Windows Server
2019 machine (here, 10.10.1.19). Use the IP address of the machine where you are hosting

the website.

rr:_ﬁf *Chinetpub\wwwroot\GoodShopping'\Default.aspx.cs - Notepad++ [Administrator]

using System.Net.Mail;

public partial class BIC oceanplaza_Default :
=1

= O X
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7 X
L HEHER G shkioc/ay x5 |BE 1 FEEROAo® (@ =D EE
hWeb.conﬁg 4 [ Defautt.aspx.cs E3 |
10 using System.Web.UI.WebControls; ~

nusing System.Web.UI.WekbControls.WebParts;

using System.X¥ml.Ling;

using System.IO;

System.Wek.UI.Page

protected void Page_Load(object sender, EventRrgs e)

{
if (Request.QueryString["« ie"] != npmll)
i
string cookie = Request.QueryString[ ie"].ToString()
SendMail (cookie) ;
Responae . Write("Sorry, This site is not availabe.<br><br>Please click <a
}
}
protected void SendMail (string cookie)
{
MailMessage msy = new MailMessage ()
3 SmtpClient client = new SmtpClient();
31 m=sg.To.Add(new MailAddress("cchussereeefgmail.com")) W
< >
EE source file length : 1,801 lines: 50 Ln:24 Col:109 Pos: 771 Windows (CR LF}  UTF-8-BOM NS
Lo L Ly SIS s == -

Note: The IP address of the Windows Server 2019 machine might vary in your lab environment.

11. save and close the file.
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12. Launch Microsoft SQL Server Management Studio.

» Click the Type here to search icon (ﬂ) at the bottom of the Desktop and type microsoft.
From the results, sclect Microsoft SQL Server Management Studio 20.

> 'The Microsoft SQL Server Management Studio window appears, along with the Connect

to Server pop-up. In the Connect to Server pop-up, leave the settings to default and click
the Connect button.

o® Connect to Server *

SQL Server

Login  Connection Properties  Alwavs Encryoted  Additional Connection Parameters

Server

Server type: Database Engine w
Server name: SERVER2019%5QLEXPRESS w
Authentication: Windows Authentication ~

SERVER201 9" Administrator

Connection Security
Encryption: Cptional -

[] Trust server cerificate

Host name in certfficate: |

Cancel Help Options <<
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13. In the Microsoft SQL Server Management Studio window, right-click on Databases and
select New Database....

I_J;; Microsoft SOL Server Management Studio (Admini... Quick Launch (Ctrl+ Q) P - B X

File  Edit View Project Tools Window  Help
: - | ."*‘3 T - & m | J:E‘I New Cuery E I-Iﬁ)::a HX :'fﬂ. DAL | | - ~ | @ :
| | Execute | |

Object Explorer » 0 X
Connect~ ¥ *f ¢ .
= i@ SERVER201S\SQLEXPRESS (SQL Serv

Security I New Database... I

Server Ob
Replicatid

Attach...

PolyBase Restore Database...

Managel Restore Files and Filegroups...
KEvent Pr

Deploy Data-tier Application...
Import Data-tier Application...

Start Powershell

Reports

Refresh

14. The New Database window appears; specify GoodShopping as the Database name.

E Mew Database - O *
lect a page HScriptvoHelp
F General
J Options 1
& Filegroups Database name: |GoodShapping |
Owner: |
Database files:
Logical Mame  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize A
GoodShopp... ROWS..  PRIMARY By 64 MB, Unlimited | 4
GoodShopp...  LOG Not Applicable By 64 MB. Unlimited 0
.Funnm:iun
Server:
SERVER2019.SQLEXPRESS
Connection:
SERVER2019"Administratar
ﬁ View connection properties
"rogms
Ready i z
Add Remove
| QK | Cancel |
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EC-Council

15. Select Options from the left pane and ensure that the Simple option is selected in the
Recovery model ficld. Click OK.

i MNew Database

ecta page
& General

* BT

& Filegroups

l:umnm:im

Server:

SERVER20M$SQALEXPRESS

Connection:
SERVERZ019Administratar

ﬁ View connection properties

[Progress

Ready

— O *
LT Script ~ @) Help
Collation: <default> ~
Recovery model: ISirane VI
Compatibility level: SQL Server 20017 (140) w
Containment type: Mone v
(Other options:
A=
v Database Scoped Configurations ~
Legacy Cardinality Estimation OFF
Legacy Cardinality Estimation For Secondary PRIMARY
Max DOP 0
Max DOP For Secondary
Parameter Sniffing ON
Parameter Sniffing For Secondary PRIMARY
Guery Optimizer Fixes OFF
Guery Optimizer Fixes For Secondary PRIMARY
v FILESTREAM
FILESTREAM Directary Name
FILESTREAM Non-Transacted Access OFf
v Misc
Allow Scripting True
HideFile Settings False
~ Miscellanecus
Allow Snapshot lsolation False
ANSERMUILL Diefank Falzea =
Allow Snapshot lsolation
I QK I Cancel
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16. Expand the Databases node. Observe that the GoodShopping database folder appears in
the Object Explorer scction, which implies that the GoodShopping database has successfully

been created.

17. Right-click on the GoodShopping database and select Tasks = Restore = Database....

,_52 Microsoft SOL Server Management Studio (Administrataor)

File Edit View Project Tools Window  Help
fe-o|@ -0 BNewvquey B R
| | Execute
Object Explorer * @ x

Connect~ ¥ ¥ ¢ W

= @ SERVER2019\SOLEXPRESS (SQL Serv
System Databases
Database Snapshots
@ DW(Configuration
W DWDiagnostics
W DWQueue
=] GoodShopping

MNew Database...

Security

Server Objects New Query

Replication Script Databaseas  »

PolyBase

Management I ilsks 4 I

[#] XEvent Profiler Policies »
Facets

Start PowerShell

Quick Launch (Ctrl+ Q) Pl - [m| x
nnx:ﬁna:| ET" | - '|E|P '|mﬁ:
| | | | | % <
Detach...
Take Offline
Bring Online
Enable

Encrypt Columns...

Data Discovery and Classification

Vulnerability Assessment

4 I Database... I

Files and Filegroups...

Export Data-tier Application...
Upgrade Data-tier Application...

Transaction Log..

Azure Data Studio 4 il i’
Reports » el
—I Restore
Rename
Delete Generate Scripts...
Refresh Extract Data-tier Application...
. Deploy Database to Microsoft Azure SOL Database...
Properties

Import Flat File...
Import Data...
Export Data...

18. The Restore Database - GoodShopping window appears, displaying the database name
(GoodShopping) in the Database ficld in the Destination section.
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19. Select the Device radio button in the Source section and click the button located parallel
to the Device ficld.
_% Restore Database - GoodShopping = O X

@ Mo backupset selected to be restored.

ect a page
K General
K Files
& Options

I:urnedinn
¢¥ SERVERZD19"SQLEXPRESS
[SERVER2015"\Administratar]

View connection properties

[Frogress
@ Done

LT Script ~ | @ Help

Source

(O) Database:

|

Database: |

Destination

Database: FoodShopping

~]

Restore to: |

Timeline...

Restore plan

Backup sets to restore:

Restore  Mame Component  Type

Server  Database

Postion  First LSN  Last LSN  Checkpoint LSN  Full LS

>

Verfy Backup Media

OK | Cancel | | Help
20. The Select backup devices dialog box appears; click the Add button.
= Select backup devices O >
Specify the backup media and its location for your restore operation.
Backup media type: File w |
Backup media:
I Add I
Remaove
OK | Cancel | Hep |
| = .
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21. In the Locate Backup File window, navigate to the backup file (Jgoodshopping.bak) located
in C:inetpub\wwwroot\GoodShopping\DB.

22. Select the backup file and then click OK.

Backup File

@ Locate Backup File - SERVERZ019\S0OLEXPRESS

location:

IC:\jne‘tpub\wwwmot\GoodShopping\DE

1[&]]

- C:

: inetpub

SRecycle.Bin

Documents and Settings

custer
ftproot
histony
logs
mailroot
temp

|- B8 wwwroot

; aspnet_client

= GoodShopping
-1 bin

css

DB

font

images

is

pdf

D goodshopping bak

File name; |goodshopping.bak

!

| Backup Files(” bak;"tm;" log)

Cancel

23. The Select backup devices window appears; in the Backup media section, the location of

the goodshopping.bak website is listed. Click OK.

w= Select backup devices O .
Specify the backup media and its location for your restore operation.
Backup media type: File e
Backup media:
CNinetpubtwwwroot Good Shopping D E‘\gnndshupping.bakl Add
Contents
Cancel Help

i
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24. Observe that the backup file has been successfully added. Ensure that the backup file is
checked.

_% Restore Database - GoodShopping = O X
Ready
ect a page LT Script ~ | &) Help
F General
K Files s
F Options ouree
(O Database: v
® Device: |C:\inetpub\wwwroot\.GoodShopping\DE\goodshopping.bak | l:l
Database: |good5hopping o |
Destination
Database: |G°°d5h°DPi”9 ~ |
Restore to: |The last backup taken (Monday, May 12, 2014 10:11:28 AM) | | Timeline... |
Restore plan
Backup sets to restore:
Name Comporent  Type  Server Database Positic
goodshopping-Full Database Backup  Database Full ADMIN'MSSQLSERVER1 goodshopping 2
IZurnedinn
y¥ SERVER2019\SQLEXPRESS
[SERVER2015\Administrator]
View connection properties
@ Done < >
Verify Backup Media
OK | Cancel || Help
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25. Click Options in the left pane and check Overwrite the existing database (WITH REPLACE)
in the Restore options section; click OK.

_% Restore Database - GoedShopping — O %
| Ready

ect a page LT Script ~ | @) Help
F General
Files

Restore options

|E21 Overwiits the existing database (WITH REPLACE) |
[ Preserve the replication settings (WITH KEEP_REPLICATION)
[ Restrict access to the restored database (WITH RESTRICTED_USER)

Recovery state: RESTORE WITH RECOVERY ~
Standby file: C:\Program Files'Microzoft SQL Server'\MSSQL14 SQLEXPRESSYMSSQLLE

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction loge cannot be restored.

Tail-Log backup

Backup file: C:\Program Files'Microsoft SGQL Server'\MS5GL14 SQLEXPRESS'MSSGLAE
Server connections
[] Close existing connections to destination database

t: tion Prompt

‘ﬁ SERVER2019\SQLEXPRESS [] Prompt before restoring each backup

[SERVER 2019 Administrator] = The Full-Text Upgrade server property controls whether fulltext indexes are imported, rebuilt, or reset for the restored
LJ) database.

Miew connection properties

Progress
@ Done

Cancel Help

26. The Microsoft SQL Server Management Studio pop-up appears, stating that the database has
been successfully created; click OK.

27. You have successfully restored the GoodShopping database on your machine; the
GoodShopping website is now hosted by your local machine.
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28. Now, click the Start button and click Windows Administrative Tools —> Internet
Information Services (1I1S) Manager.

l Windows Accessones

. Windows Administrative Tools
Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup
Event Viewer
Group Policy Management
Internet Information Services (115)...
Internet Information Services (115)...

1SCSI Inrator

29. The main window of Internet Information Services (11S) Manager appears. In the left pane
of the window, expand Machine Name, right-click on Sites, and click Add Website... from

the context menu.

5 Internet Informaticn Services (/IS) Manager — O *
(« €3 » SERVER2012 » > @ -
File  View Help
- @) SERVER2019 Home
5T L * Manage Server
&5 Start Page . *  Rectart
| Filter: - G 2 Show All
«[¥= SERVER2019 (SERVER201VAD] | o - (g Show _
... [2} Application Pools ASP.NET - B Stop
L ‘@J- =
@ | Add Website... | NZ 4
MNET MET Error MNET
M3 Refresh Compilation Pages Globalization
& Add FTP Site... 3
— _ | o
iz Switch to Content View T . -
— e Application  Connection  Machine Key —
L Levels Settings Strings [ & Help
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EC-Council

30. The Add Website wizard appears. Enter the site name in the Site name: field and click on the
Browse button in the Physical path: section.

Note: As we are installing the GoodShopping site here, we have entered GoodShopping in
the Site name: field.

Add Website

Site name:

IGoodShopping

I |Good5hopping

| Select...

Content Directory

Physical path:

Connect as...

Binding
Type:
http

Host name:

Pass-through authentication

IP address:

e

Port:

~ | |All Unassigned

vl |

31. A Browse for Folder pop-up appears. Navigate to

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

Cancel

GoodShopping folder, and click OK.
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Browse For Folder

Select a directory for the application.

X

w wwwroot

aspnet_client

A GoodShopping

bin

433

DB
font
images

I3

Make MNew Folder

Cancel

C:linetpub\wwwroot, choose the
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EC-Council

32. In the Binding section of the Add Website window, choose http in the Type: field. Choose
the host machine IP address (here, 10.10.1.19) in the IP address: ficld and type 80 in the
Port: ficld.

33. Type www.goodshopping.com in the Host name: ficld. Ensure that Start Website
immediately is checked and click OK.

Add Website ? bt

Site name:

|GDDdSthping ‘ ‘Goodihopping Select...

Content Directory
Physical path:

‘C:\inetpub\wwwroat\GDDdShapping

Pass-through authentication

Connect as... Test Settings...
Binding
Type: P address: Port:
http v| [1040.1.19 ~| [s0 |
Host name:
www.goedshopping. corm| |
Example: www.contoso.com or marketing.contoso.com

Start Website immediately

34. Close all windows.

[Back to Configuration Task Outline]
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http://www.goodshopping.com/

CT#40: Configure the moviescope Website on the
Windows Server 2019 Virtual Machine

1. Navigate to Z:\CEHv13 Lab Prerequisites\Websites\moviescope.
2. Double-click on Moviescope.exe and follow the wizard-driven installation steps.

3. After completing the installation, click Finish.

]ﬂ MoviescopeSetup - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed
MoviescopeSetup, Click Finish to exit the wizard.

Cancel

4. Open the moviescope folder located at C:\inetpub\wwwrootimoviescope and then open
the Web.config file in Notepad++ or Notepad.

< Back

5. Scroll down to the connectionString tag on line no. 26 and enter your machine’s name in
data source=[Provide Your Host Machine Name]\SQLEXPRESS. Provide a user ID and
password in user ID=sa and password=qwerty@123, respectively.

Note: Here, the host machine name is SERVER2019. The host machine name of the Windows
Server 2019 machine might vary in your lab environment.

@ Chinetpublwwwroot\moviescope\Web.config - Motepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools
cEHHeRLE sk elhhl x| BE
rEWeb.coHﬂg %] |

Macro  Run  Plugins Window 7 X

ST EERRa®| =BG

20 </sectionGroup:
21 </sectionGroup>
22 </sectionGroup>
</configSections>
<appSettings />
<connectionStrings:>

= <section name="roleService" type="S5ystem.Web.Configuration.ScriptingRoleServiceSection,

System.Web.Extensions, Vi A

- name="movieConnectionString” I: onnectionString="user id=sa;password=gqwerty(123:data source=SERVER2019\5QLEXPRESS I di

</connectionStrings>
<system.web>

<1e-

30 Set compilation debug="trus" to insert debugging LY
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6. Save the file and close it.
7. Launch Microsoft SQL Server Management Studio.
» Click the Type here to search icon (n) from the lower section of the Desktop and type
microsoft. From the results, select Microsoft SQL Server Management Studio 18.

» The Microsoft SQL Server Management Studio window appears along with the Connect
to Server pop-up. In the Connect to Server pop-up, leave the settings to default and click
the Connect button.

=¥ Connect to Server x

SQL Server

Servertype: Database Engine w
Server name: SERVERZ2015.50 EXPRESS w

Authentication: Windows Authentication w
SERVERZ015"Administrator

Cancel Help Options >3

8. In the Microsoft SQL Server Management Studio window, right-click on Databases and
select New Database....

I_ﬁ,g Microsaft SOL Server Management Studio (Admini... Zuick Launch (Cirl+C) P - B x
File  Edit View Project Tools Window  Help
- | al*lj‘ - -2 # | J% NEWQUEW J:E‘I WDI' W1 ﬁl DAT | | - -

| Execute |

Object Explorer » 0 X
Connect~ ¥ *¥ (VD

= E SERVERZ019\SQLEXPRESS (SQL Serv

Security I MNew Database... I

S Ob
# Erver Attach...

£ Replicatig
= PolyBase Restare Database...

3] Manage Restore Files and Filegroups...

XEvent Pr

Deploy Data-tier Application...
Import Data-tier Application...

Start PowerShell

Reports

Refresh
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EC-Council

9. The New Database window appears; specify moviescope as the Database name.

B Mew Database — O x
# General
& Options 1
& Filegroups Database name: Imoviescope |
Cwner: | <default> |
Database files:
Logical Mame  File Type  Filegroup Inttial Size (MB)  Autogrowth / Maxsize F
moviescope ROWS... PRIMARY By 64 MB, Unlimited | 0
moviescope...  LOG Mot Applicable 8 By 64 MB, Unlimited .| (
Server:
SERVER2015SQLEXPRESS
Connection:
SERVER2015"Administrator
lﬁ Wiew connection properties
Ready & .
Add Remove
Cancel

wd
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10. Select Options from the left pane.

EC-Council

11. Ensure that the Simple option is selected in the Recovery model ficld and click OK.

B Mew Database — | X
& General
1
Filegroups Collation: <default = ~
Recovery model: ISimpIe VI
Compatibility level: SQL Server 2017 (1400 ~
Containment type: Maone e
Cither options:
=]
+ Database Scoped Configurations ~
Legacy Cardinality Estimation OFF
Legacy Cardinality Estimation For Secondary PRIMARY
Max DOP 0
Max DOP For Secondary
Parameter Sniffing ON
Parameter Sniffing For Secondary PRIMARY
F"“’:E" Guery Optimizer Fixes OFF
Server: CGuery Optimizer Fixes For Secondary PRIMARY
SERVERZ0NSSQLEXPRESS + FILESTREAM
Connedtion: FILESTREAM Directory Name
SEHVEHE'IB\Mministrator FILESTREAM Non-Transacted Access OFf
w  Misc
ﬁ Wiew connection properties Allow Scripting True
HideFile Settings False
w  Miscellanecus
Allow Snapshot Isolation False
*, ARSI Dtk Falzs N
Allow Snapshot Isolation
Ready
Cancel |
|

Lab Setup Guide Page 312

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




12. Expand the Databases node in the Object Explorer section. Observe that the moviescope
database folder appears, which implies that it has been successfully created.

13. Right-click on the moviescope database and sclect Tasks = Restore = Database....

I_!;; Microsoft S0L Server Management Studio (Administrator) Quick Launch (Ctrl+Q) Pl - B x

File Edit View Project Tools Window Help

i - |a‘ﬁ' - & ﬂ"|J:E—'|NewCluer}f %@nn::ﬁﬁm:l |:'|—‘I | - '|Q|P '||T-|;
| | b Becute | | ERETES

Object Explorer * 1 X

Connect~ ¥ ¥ ¢ M

= @ SERVERZ01T9\SQLEXPRESS (SQL Serv

System Databases
Database Snapshots
@ DWConfiguration
@ DWDiagnostics

W DWQueue Detach...
@ GoodShopping -
= . Take Offline
Security New Database... Bring Online
Sen.r.er O.bjects Mew Query Enable
Replication Script Databaseas  »
PolyBase Encrypt Columns...
M t Tasks 2
anagemeh I I Data Discovery and Classification 4
{#] XEvent Profiler ..
Policies L Vulnerability Assessment 3
Facets
Shrink 3
Start PowerShell
Back Up...
Azure Data Studio 3
—I Restore 4 I I Database... I
Report: 3 - -
Eports Generate Scripts... Files and Filegroups...
Rename i T Transaction Log...
Extract Data-tier Application...
Delete i
Deploy Database to Microsoft Azure SOL Database...
Refresh Export Data-tier Application...
Properties Upgrade Data-tier Application...

_ m rt Elat File.
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EC-Council

14. The Restore Database - moviescope window appears, displaying the database name
(moviescope) in the Database ficld in the Destination section.

15. Select the Device radio button in the Source section and click the D button located parallel
to the Device field.

- -
.+ Restore Database - moviescope

— O =
@ Mo backupset selected to be restored.
ect a page Script | @ Help
F General
K Files S
& Options Qe
(O Database:
O
Database: i
Destination
Databasze: Imouiescope - I
Restore to: | Timeline
Restore plan

Backup sets to restore:

Restore  Mame Component Type Server Database Postion  First LSN  Last LSN  Checkpoint LSN  Full LS

*annectinn
¢ SERVERZ019\SQLEXPRESS
[SERVER2019" Administrator]

View connection propetties

>
@ Daone . -kup Media

oK Cancel Help
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16. The Select backup devices dialog box appears; click the Add button.

17. In the Locate Backup File window, navigate to the backup file (moviescope.bak) located at
C:\inetpub\wwwroot\imoviescope\DB.

18. Select the backup file and then click OK.

W Locate Backup File - SERVER2019\SQLEXPRESS O x

Backup File location: IC:‘\inetpub\wwwmmMﬂouiescope\DEl I (o] | |

custer ~
ftproot
histony
logs
mailroct
temp
wvwroot
aspret_client
GoodShopping
moviescope

bin
css
DB
images
is
oceanplaza
[F-00 twitter
- Perflogs
[+~ Program Files
- Program Files {(x86) v
File name: |m0viescnpe.bak | Backup Files(" bak;"tm;" log) w

19. In the Select backup devices window, the location of the moviescope.bak website is listed
in the Backup media section. Click OK.

= Select backup devices O >

Specify the backup media and itz location for your restore operation.

Backup media type: File w
Backup media:
CNinetpub wwwroot \moviescope\DB\moviescope bak Add

Cancel Help

il
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20. Observe that the backup file has been successfully added. Ensure that the backup file is

checked.
. Restore Database - moviescope - O *
Ready
ect a page LT Script ~ | ) Help
& General
K Files s
& Options ouree
() Database: w
® Device: [C:\inetpub \wwroot \moviescope \DB \moviescope bak | [=]
Database: | moviescope: ~ |
Destination
Database: |rno\tiescope w |
Restore to: |The last backup taken (Monday, January & 2018 5:04:27 PM) | | Timeline... |
Restore plan
Backup sets to restore:
Rlest: Name Component  Type  Server Database Position  First LSN
| moviescope-Full Database Backup  Database Full RODW-01% moviescope 2 3300000001
I:urnedinn
y¥ SERVERZ01S\SQLEXPRESS
[SERVER2013"Administrator]
View connection properties
@ Daone < >
Verify Backup Media
ok | | Cancel | | Help |
|- d
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21. Click Options in the left pane, check Overwrite the existing database (WITH REPLACE) in
the Restore options section, and then click OK.

. Restore Database - maoviescope —_ O W
I Ready

ect a page LT Script = | ) Help
& General
J Files

Restore options

|41 Ovenwiite the existing database (WITH REPLACE) |
[] Preserve the replication settings (WITH KEEF_REFLICATION)
[] Restrict access to the restored database (WITH RESTRICTED_USER)

Recovery state: RESTORE WITH RECOVERY R
Standby file: C:\Program Files'\Microzoft SQL Server'\MSSQL14. 5SQLEXPRESSWMSSQLNE

Leave the database ready to use by roling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backup

Backup file: C:“\Program Files'Microsoft SGL Server'\MS5GQL14 SALEXPRESS'WMSSGLNE
Server connections
[] Close existing connections to destination database

Fnrnedinn Prompt

¥ SERVER2019\SQLEXPRESS ] Prompt before restoring each backup
[SERVER 2015 Administrator] + =~ The Full-Text Upgrade server property controls whether fulltext indexes are imported, rebuilt, or reset for the restored
ld) database.

Miew connection properties

Progress
@ Dane

Cancel Help

22. A Microsoft SQL Server Management Studio pop-up appears, stating that the database has
been successtully created. Click OK.

23. You have successfully restored the database of moviescope on your machine.
24. Close the Microsoft SQL Server Management Studio window.

25. Follow steps 28—34 from the previous GoodShopping configuration task to configure the
MovieScope site as www.moviescope.com.
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http://www.moviescope.com/

EC-Council

26. Navigate to C:\inetpub\wwwroot\imoviescope and open the login.aspx.cs file in

Notepad++ ot Notepad.

27. Scroll down to the emd.CommandText tag on line no. 34 and 64 and replace the keyword

Upwd with password in both the lines.

@ Chinetpubwwwroot\moviescopeilogin.aspx.cs - Motepad++ [Administrator]
File Edit Search View Enceding Language Settings Tools Macro  Run
cHEHERLE dmhoeny| 2= |ER
Eabmnﬂﬂunsml

Plugins

=1

Window 7 it
EEAE®|6 =D BE

cmd.Connection = con;
|cmﬂ.CnmmandText ="
SglDatalidapter da =
DataSet ds =
da.Fill (ds) ;
if (ds.Tables[0].Rows.Count > O)

t * from User :
new SglDataldapter (cmd) !
new DataSet():

Login

// lblerror.Text = "Invalid username/password™;
B

1 (Exception ex) { }

i void btnlogin Click(object sender, EventArgs e)

= Uname="" 4 txtusername.Text.ToLower() + "'

"] = ds.Tables[C] .Rows[0] ["Unam="].ToString() s
11

= {
Session["uss
Session[" "] = ds.Takles[C0] .Rows[C
2 Response.Redirect ("1 H.aspx");
3 L}
44 else
as [ {
46 lblerror.Text = "Ir
47 - }
48 ]
45 zlse
=)

&

id"].ToString () ;

=] =

58

5

60 if (!string.IsNullCrEmpty (txtusername.Text.Trim()) && !string.IsHNullCrEmpty(txtpwd.Text.Trim()))

61 It

62 SglCommand cmd = new SglCommand () ;

63 cmd.Connection = con;

64 cmd . CommandText = "select * from User Logi r2 Uname="" 4 txtusername.Text.ToLowexr{) + "' and +

65 SglDataldapter da = new SglDataldapter (cmd) ; b
£ >
£¥ source file length: 4436 lines: 111 Ln:34 Col:17 Sel:0]0 Windows (CRLF)  UTF-8-BOM NS

28. Save the file and close it.
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29. Click the Type here to search icon (ﬂ) from the lower section of Desktop and type
microsoft. From the results, click Microsoft SQL Server Management Studio.

30. The Microsoft SQL Server Management Studio window appears; click Connect. Expand the
Databases node and the moviescope node from the left-hand pane. Under the moviescope
node, expand the Tables node. From the available tables under the Tables node, right-click
the dbo.User_Profile table. From the context menu, select the Select Top 1000 Rows option.

l_i\; Solution1 - Microsoft SQL Server Management Studio (A... 2uick Launch (Ctrl+ Q) P - B X
File Edit View Project Tools Window  Help

@" |ﬁ3' - HH|J%NEWQUET}’ Eﬁnnxxﬁnu| |:'|—'| ‘ - -

| Execute |

> 0 x

Object Explorer

Connect~ ¥ *¥ ¢ M
= @ SERVER2019\5SQLEXPRESS (SOL Serv A
<[ D]
System Databases
Database Snapshots
W DWConfiguration
g DWDiagnostics
G DWCueue
i@ GoodShopping
W LGCMCScanResults12
W LMS5ScanResults]2
8 o]
Database Diagrams I I —
EI-Tables glect Top ows

Table...
Design

System Tables Edit Top 200 Rows
FileTables Script Table as »
External Takles
Graph Tables View Dependencies
FR dbo.Comments Memory Optimization Advisor

B dbo.Customerlc
B dbo.Movie_Deta
F dbo.Offices Full-Text index »
FA dbo.OrderDetails

Encrypt Columns...

EEEEHEEEEEEEEE @M

EH dbo.OrderDetailgill S1o73c 4
B dbo.Orders Stretch »
B dbo.Orders1 —
FR dbo.thlContact Policies »
FR dbo.User Login Facets
db User_Profile
- f&ws SO e Start PowerShell
T
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EC-Council

31. The content of the dbo.User_Profile table appears, as shown in the screenshot below.

I_!,; SCLQuery5.sql - SERVER2019\5QLEXPRESS. moviescope (SERVERZ01 P Admin... Quick Launch (Ctrl+ Q) ol | X*
File  Edit View Query Project Tools Window  Help
i~ |#j- -"Hd”éé‘lNeruery @@n@:ﬁn@|%@ | - 'E|P:
~F | roviescope M | P Execute Vv ES | B Ao @l | r:'u;ilmr:l | | | I
Object Explorer S8l 501 Query5.sgl - SE. Administrator (62)) + > -
Connect~ ¥ *¥ ¢ frEEEE= Scr:'Ept for Snj:lectTopNRnws command from SSM5  FEEEEE) =+
S|SELECT TOP (1@@d) [Uid] “
5 i@ moviescope , [username] i
Database Diagrams , [firstname]
=] Tables »[lastname]
Systemn Tables »[email]
FileTables [eteotbirth]
External Tables :[age]
Graph Tables ,[address]
B dbo.Comments , [contactnumber]
BB dbo.CustomerLogin FROM [moviescope].[dbe].[User Profile] -
B dbo.Movie_Details 100% - 4 »
ER dbo.Offices
FR dbo.OrderDetails E Rests EfA Messages
ER dbo.OrderDetails] _Uid usemame fistname  lastname  email gender dateofbith  age
BB dbo.Orders 1 sam sam houston  sam@moviescope.com  male 10101573 38
B dbe.Ordersi 2 2 john john smith john@moviescope.com  male 15-12-1968 45
R dbotblContact i 3 kety kety permy kety@moviescope.com  female 060711980 33
EH dbo.User_Login 4 4 steve steve jobs steve@moviescope.com  male 20-05-1983 30
ER dbo.User_Profile 5 5 lee lee bret lee @moviescope com male 0081388 25
Views
External Resources < z
SERVER2019\SOLEXPRESS (14.0... | SERVER2019Administrat... | moviescope | 00:00:00 | 5 rows

Col1 INS
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EC-Council

32. Note the values in the dbo.User_Profile table, as we will add these values to the
dbo.User_Login table.

33. From the left pane under the Tables node, right-click on the dbo.User_Login table and
navigate to Script Table as - CREATE To ~> New Query Editor Window.

I_ﬁ; SOLQuery7.sql - SERVER2019\SOLEXPRESS. moviescope (SERVER2019\Administr... Quick Launch (Ctrl+ () P - B X
File  Edit View Project Tools Window  Help
< IR |ilﬁ' 'C’H#|ENEWQUEW J%@ ﬁlnn| |:'|—‘I | - '§|P;
| Execute |
Object Explorer ARl SOLQuery7.sql - SE..Administrator (59)) ® X -
Connect~ ¥ "% ¢ Jr¥Ee*Ex® Seript for SelectTopNRows command from SSMS  **x*x®/ %_
—|SELECT TOP (1@88) [Uid] -
External Tables ,[username] 1]
Graph Tables ,[firstname]
F dbo.Comments ,[lastname]
FH dbo.CustomerlLogin s [email]
BB dbo.Movie_Details »[gender]
. , [dateofbirth]
FH dbo.Offices [age]
FE dbo.OrderDetails ’[agdress]
B dbo.OrderDetails1 , [contactnumber]
fH dbo.Orders Table .[dbe]. [User_Profile]
R dbo.Ordersi o -
HR dbo.thiContact Design »
zzz] dbo.User_Login Select Top 1000 Rows
B dbo.User_Profild r
Views s ail gender  datecfbith  ag
External Resources Script Table as I CREATE To » I EI MNew Query Editor Window
Synonyms View Dependencies ALTER To BT File..
Programmability Memary Optimization Advisor e & Clipboard
Service Broker DROP To »
Encrypt Columns... I 0s-08-1988 # VY
Storage DROP And CREATETo  » maie N
Security Full-Text index
< SELECT To y noviescape | 00:00:00 5 rows
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EC-Council

34. A query tab appears. Press Ctri+A to select the query and press Ctrl+C to copy it.

Note: We will use this SQL query to create a new table.

,_32 SOLQuery8.sql - SERVER2019\SOLEXPRESS. moviescope (SERVER201,,,  Quick Launch (Cirl+ 0] P - O )-(1I
File  Edit View Query Project Tools Window  Help
-0 @ -t EWE BNy BE KRS XT |90 B L
~F | moviescope - | P Execute v ES | A =T | m%m"j | = %= | i
Object Explorer pall SOl Query8.sgl - SE..Administrator (33)) & X 5
Connect~ ¥ ¥ USE [moviescope] =+
G0 a
External Tables ~
Graph Tables [¥****%* gbject: Table [dbo].[User_Login] Script Date: 1/2/28|
f dbo.Comments SET ANSI_NULLS ON
fH dbo.CustomerLog G0
A dbo.Movie_Details al
BT dbo.Offices iT QUOTED _IDENTIFIER ON
F dbo.OrderDetails
B dbo.OrderDetails| ~ICREATE TABLE [dbo].[User Login](
FH dbo.Orders [Uid] [int] IDENTITY(1,1) NOT NULL, |
fH dbo.Orders1 [Uname] [nwvarchar](58) NULL,
FR dbo.tblContact [password] [varchar](58) NULL,
B dbo.User_Login [isAdmin] [bit] NULL
FR dbo.User_Profile ) ON [PRIMARY]
Views |
External Resources
Synocnyms
Programmability
Service Broker
Storage -
Security 1Wo% = 4 3
WER20TSOLEXPRESS (14.0... | SERVER201MAdministrat... moviescope | 00:00:00 | 0 rows
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EC-Council

35. Right-click the dbo.User_Login table from the left-hand pane and click Delete from the

options to drop the table.

£F dbo.tblContact Table...
zz] dbo.User_Login Design

B dbo.User_Profil Select Top 1000 Rows
Yiews Edit Top 200 R
External Resources nlop ows
Synonyms Script Table as b

Programmability
Service Broker

View Dependencies

Memory Optimization Advisor

HEEHEEER

Storage

Security Encrypt Columns...
| Security
b Server Objects Full-Text index 4
| Replication Storage »
I PolyBase
| Management Stretch 1
] XEvent Profiler Palicies N

< Facets

Start PowerShell

Reports 2

Rename

Delete

36. In the Delete Object window, click the OK button. The table is deleted.

37. Click the New Project icon ﬁi‘ from the toolbar. A New Project window appear
SQL Server Scripts and click OK.

s; select

Mew Project ? *
L
b Recent Sort by: |Default - Search (Ctrl+E) P
:
d |nstalled . -
SOL Server Scripts 501 Server Management 5 Type: 3QL Server Management Studio Pro
SQL Server Management Studic Projects A project for creating and maintaining
5QL Server Management Studio Solution D@ Analysis Services Scr...50L Server Management § SQL Server items.
4 3
Mot finding what you are looking for?
Open Visual Studio Installer
Mame: 50L Server Scriptsi
Location: | C:\Users\Administrater\Decuments\SQL Server Management Studio | Browse...
Solution: |Create new solution '|
Solution name: SOL Server Scripts] Create directory for solution
_OK Cancel
| S =}
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EC-Council

38. The Solution Explorer pane appears on the right side of the window. Right-click the Queries
option and click New Query.

,_5; SOL Server Scripts1 - Microsoft SOL Server Manage.., Cuick Launch (Cirl+C) P - B0 x
File Edit View Project Tocls Window  Help

' =] = L1

OB U P BNy AR SRRXPA|2-C-|BL

| | Execute | | | =

Object Explorer Solution Explorer
Connect~ ¥ ¥ & - Gﬁl":u-|'®-E"T'
ERVER20TRSQLEXPRESS (SOL Server A Search Solution Explorer (Ctrl+;)

Databases @ Solution 'SOL Server Scripts1' (1 project)

Systern Databases 4 W 501 Server Scriptsi
Database Snapshots [ Connections

DWConfiguration [ Queries
DWhDiagnostics
DWQueue
GoodShopping
LGCMCScanResults12
LMS55canResults12
maoviescope
Database Diagrams
Tables
Systemn Tables
FileTables
External Tables
(iranh Tahlex

[T T T )

3 New Query

[ET ]

[E3]

El
el o o) 0F o 01 o 0]

1)

HEBHBE

39. Press CtrI+V to paste the SQL query copied in Step 34. Press Ctrl+A to select the query and
click Execute from the toolbar to execute the query.

,_5; SQL Server Scripts1 - Microsoft SQL Server Management Studic (Administrat... 2uick Launch (Cirl+0)
File Edit View Query Project Tools Window  Help

e-o @ -a-2 Wl Brevoey BERBH ATH[20 B L
\zf'| moviescope - | Vv ES |E'ﬂ ) i—h|||:'n?i|mr:|| = "_§|:E ::|'2§)=

Object Explorer M S Al 50 Queryl.sql - SE..Administrator (56))* R < Solution Explorer * 0 X

Connect~ ¥ *¥ ¢ USE [moviescope]
a0

(ERVER20T9\SOLEXPRESS (SQL Server Search Solution Explorer 2 ~
Databases fre**xx object: Table [dbo].[User_Login]

# Selution 'SOL Server Scrip
SET ANSI_NULLS ON
B System Databases B = 4 g¥ 5QL Server Scriptsi

e = E::acbas: Snazshots 4 [ Connections
3 ontiguration SET QUOTED TDENTIFIER ON § SERVERZ019\5Q
5 @ DWDiagnostics = .

DWQ a0 4 [ Queries
o . Heue W SOLQueryl.sql

© @ GoodShopping < CREATE TABLE [dbo].[User Login]( [ Miscellaneous
5 @ LGCMCScanResults12 [Uid] [dint] IDENTITY(1,1) NOT NULL,

Miscellanecus Files

Bl LNSS..ScanResuItsQ [Uname] [nvarchar](5@) nuLL, a SQLQuery 105!
5 @ moviescope [password] [varchar](5@) NULL,

[isAdmin] [bit] nUL_ W SQLQuenS.sql
) ON [PRIMARY]
a0

Database Diagrams
=] Tables
Systemn Tables
FileTables
External Tables
Graph Tables
B dbo.Comments
BB dbo.CustomerLogin ., @100% - 4 »
> SERVER2019\Administrat... | moviescope | 00:00:00 @ 0 rows

=

B &®

=
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40. The SQL query executes successfully; observe that the Commands completed successfully
message appears in the lower section of the window.

41. Close the current tab.
42. A Microsoft SQL Server Management Studio notification appears; click No.
43. Close Solution Explorer in the right-hand pane.

44. Now, right-click the dbe.tb1Contact table from the left-hand pane, and from the context
menu, click Edit Top 200 Rows.

,_52 SQL Server Scripts2 - Microsoft SOL Server Manag.., “ick Launch (Ctrl+0) P - B X
File Edit View Project Tools Window  Help

G- | ilﬁ' - - o |J" | J% Mew Query J% ﬁ' MY :'f.ﬁ DAL | |:'|—'| | - =

: | | Execute | | ;

Object Explorer
Connect = ? K*

FileTables ~

External Tables

Graph Tables
R dbo.Comments Table...
B dbo.Customerl| Design
A dbo.Movie_Det

=z Select Top 1000 Rows

dbo.Offices :

 dbo.OrderDetai Edit Top 200 Rows

Bl dbo.OrderDetai Script Table as N

F dbo.Orders
B dbo.Crdersl
Bl dbo.sglmapout
E Encrypt Columns...
Bl dbo.User_Login
FR dbolUser_Profil

View Dependencies

Memory Optimization Advisor

Full-Tesxt index *

EEHEEHEEEEEBREE BEBE

Storage 3
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45. A new tab appears, displaying the content of dbe.tb1Contact. Delete the content in the first

-

row.
I_g.; SQL Server Scripts3 - Microsoft SQL Server Man... Quick Launch (Ctrl+0) P A x
File  Edit View  Project Query Designer Tools  Window  Help
f0-0 [l -2 BNewauey BR 2R D glo-m;
i | | Execute | | | -

Object Explorer SERVER20THMSCLEXP...e - dbo.tbiContact = X
Connect~ ¥ i VI Contact_id Contact_name Contact_msqg

External Tables - 1
Graph Tables NULL MNULL

FR dbo.Comments

FH dbo.CustomerLogin

B dbo.Movie_Details

FA dbo.Offices

B dbo.OrderDetails

FA dbo.OrderDetails

F dbo.Orders

FR dbo.Orders1

B dbo.sglmapoutput

B dbo.thlContact

Bl dbo.User_Login

FH dbo.User Profile

HEHEBBE

B ®

1 E E

46. Close the current tab.

47. Click the Disconnect icon m in the Object Explorer section in the left-hand pane.

,_’5; SQL Server Scripts1 - Micro.., Quick Launch (Ctrl+0) P - O x

File Edit View Project Tools Window  Help
G' ‘ﬁj'*ﬂ'{} W|J%NEWQUEW Eﬁnu:ﬁnu| =

L1
| Execute | !
=

Object Explorer

Connect~ ¥

g DWQueue

g GoodShopping

W LGCMCScanResults12
g LMSSScanResults12
g moviescope

Database Diagrams
= Tahbles
Systemn Tables
FileTables
External Tables
Graph Tables
+ FH dbo.Comments
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48. After the server disconnects, click the Connect Object Explorer (E) icon in the Object
Explorer section in the left-hand pane.

Lﬁg S0L Server Scripts1 - Micro... Quick Launch (Ctrl+Q) P - B x

File  Edit View Project Tools Window  Help

e-o|B@-na-2 | B Newouey B0 R @D | -
| | Execute | :

Object Explorer

Connect =

49. A Connect to Server window appears; click the Connect button.

50. From the left-hand pane, expand the Databases node and navigate to moviescope = Tables.
Right-click the dbo.User_Login table and select Edit Top 200 Rows.

I_g.; SOL Server Scripts1 - Microsoft SOL S... Quick Launch (Ctrl+0) P - A x
File Edit View Project Tools Window  Help
|iﬁ'*|:|"’ w|d:§‘INEWQUEW E@nu:ﬁnu| |:'|—'| |;

L I

4l =

Execute

Object Explorer
¥

Connect = s ¢ o,
Database Diagrams
Tables
System Tables
FileTables
External Tables
Graph Tables
FR dbo.Comments
ER dbo.CustomerLogin
B dbo.Movie Dets
B dbo.Offices
B dbo.OrderDetai
FH dbo.OrderDetai
FR dbo.Orders
FA dbo.Orders?

FR dbothiContact

=

HEEEBEEB

=]

Table...

Design

Select Top 1000 Rows
Edit Top 200 Rows

Script Table as

zz=] dbo.User_Login
FR dbo.User_Profils

Views

View Dependencies

Memuory Optimization Advisor

Encrypt Columns..,
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EC-Council

51. The Edit the dbo.User Login table tab appears. Enter the Uname values by using the
information gained in Step 31. Enter the passwords for the users in the password column, as
shown in the screenshot below. In the isAdmin column, you can assign admin privileges to

the users. Here, we are assigning admin privileges to the users sam and john.

,_53 SQL Server Scripts1 - Microsoft SOL Server M..,  Cuick Launch (Ctrl+0) -
File Edit View  Project Query Designer Tools  Window  Help

G - | [l - & u | EHEWQUEW s I | L | - :
- | | Execute | |

Object Explorer
Connect~ ¥ *¥ [ password isAdrmin
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B dbo.Orders1 test True
B dbotblContact 2 querty True
dbo.User_Login ] apple Falze
? dbo.User_Profile password Falee
iews

External Resources test False
Synonyms MULL NULL MNULL

Programrmability
Service Broker
Storage

Security

Security

Server Objects
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EC-Council

52. Close the tab, right-click dbo.User_Login from the left-hand pane, and click the Select Top

1000 Rows option from the conte

Xt menu.

53. Observe that the table content appears in the Results tab in the lower section of the window,

as shown in the screenshot below.

Ohbject Explorer
Connect = * K‘*

B dbo.Orders1

B dbo.tblContact

= T

B dbo.User_Profile

YViews

External Resources 100 %

L’S{-fl SQL Server Scripts1 - Microsoft SQL Server Man,.. Zuick Launch (Ctrl+0) P - B x
File Edit View Project Tools Window Help

Q- | i*lj - - ol W IJ" | J:i‘l Mew Query J% ﬁ DHX :ﬂ DAY | |:'|—'| | - :

: | | Execute | | ;

JrE®E=EE®E seript for SelectTopNRows command
SELECT TOP (1@@8) [Uid]

,» [Uname ]

» [password]

,[1sAdmin]
[

FROM [moviescope].[dbo].[User_Login]

| 4

Synonyms FH Resuts E Messages

Programmability
Service Broker
Storage

Security

Security

Server Objects
Replication

Uname password  isAdmin
| sam test 1

jahn qwerty 1

hety apple 0

steve password 0

lee test 0

(14.0...

SERVERZ01 M Administrat... = moviescope | 00:00:00 | 5 rows

54. Close the current tab and the Microsoft SQL Server Management Studio window.

55. If a Save changes to the following items? wizard appears, click No.
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CT#41: Configure the Hosts File on all Virtual
Machines

Configuring the Hosts File on the Windows Server 2019 and Windows
Server 2022 Virtual Machines

1. In Windows Server 2019, navigate to C:\Windows\System32\drivers\etc, right-click on the

hosts file, and click Edit with Notepad++ from the context menu.

2. The hosts file opens in Notepad++. Type <IP Address of the Windows Server 2019>
www.goodshopping.com, <IP Address of the Windows Server 2019>
www.moviescope.com, and 127.0.0.1 fonts.googleapis.com; then, click the Save button

and close the Notepad++ window.

Note: Start typing from Line#23 onward.

B{ CAWindows\System32\drivers\etc\hosts - Notepad++ [Administrator] — O X
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins  Window 7

o'-] eeLEM | |ﬁﬂbﬁ|% 3|‘—'.‘|.'i_‘|. E?-E:ELJ'-EIB'—I‘ (o] ]
E
F_-]hcstsﬂl

15 #

16 ¥ 102.54.94.97 rhino.acme.com # source server

17 38.25.63.10 X.aCHe . com # x client host

1 # localhost name resclution is handled within DNS itself.

20 ¥ 127.0.0.1 localhost

21 ¥ =:1 localhost

23 10.10.1.19 www.goodshopping.com
24 10.10.1.19 www.moviescope.com
s 127.0.0.1 fnnts.googleapis.ccmﬂ

Mormal text fi length : 922 lines: 26 Ln:25 Col:31 Pos: 921 Windows (CR LF) UTF-8 INS

3. Similarly, follow the above two steps to configure the hosts file in Windows Server 2022.
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http://www.goodshopping.com/
http://www.moviescope.com/

Configuring the Hosts File on the Windows 11 Virtual Machine
1.

On the Windows 11 virtual machine, navigate to C:\Windows\System32\drivers\etc and copy
the hosts file to the Desktop. Right-click on the hosts file and click Edit with Notepad++
from context menu.

The hosts file opens in Notepad++; type <IP Address of the Windows Server 2019>
www.goodshopping.com, <IP Address of the Windows Server 2019>
www.moviescope.com, and 127.0.0.1 fonts.googleapis.com. Then, click the Save button
and close the Notepad++ window.

[ C\Windows\System32\drivers\etc\hosts - Notepad++ = O X
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7 X
| © B, N 1| = = = =
o = eeL‘EM | |ﬂ ;H|<§ >|~'.‘—.| ) =.-'—-JH|JB'—-‘|E ]
3
E,lhostsrﬂl
E # entry should ke kept on an individual line. The IP address should
7 # be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
10 ¥
11 # Rdditionally, comments (such as these) may be inserted on individuwal
12 # lines or following the machine name denoted by a '#' svmbol.
1 #
14 # For example:
15 #
16 # 102,54.94,97 rhino.acme.com # source server
17T # 38.25.63.10 X.acCme.com # x client host
1 # localhost name resolution is handled within DNS itself.
20 # 127.0.0.1 localhost
21 # 1l localhost
2 10.10.1.19 WwwW.moviescope.com
24 10.10.1.1% www.goodshopping.com
25 127.0.0.1 fonts.googleapis.corﬂ
Bormal text file  length: 922 lines: 26 Ln:25 Col:31 Pos:%21 Windows (CRLF) _ UTF-2 IS

3. Copy this edited hosts file and paste it in the following location:
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C:\Windows\System32\drivers\etc

Note: Here, you need to replace the hosts file at the location
C:\Windows\System32\drivers\etc.

Note: If a Destination Folder Access Denied notification appears, click Continue.
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http://www.moviescope.com/

Configuring the Hosts File on the Parrot Security Virtual Machine

1. Launch and log in to the Parrot Security virtual machine. The attacker username will be
selected by default on the login screen. Enter toor in the Password ficld to log in to the
machine.

2. Click the MATE Terminal icon at the top of the Desktop window to open a Terminal window.

QAppUcaiions Places System '-) >~ 1

3. A Terminal window appears. type sudo su and press Enter. In the [sudo] password for
attacker field, type toor and press Enter.

Note: The entered password will not be visible.
4. Now, type ed and press Enter to change the directory to home.
5. Type pluma /etc/hosts and press Enter, to open the hosts file in the text editor.
LN Parrot Terminal
File Edit ch Terminal Help

Lab Setup Guide Page 332 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




6. The hosts file opens in a text editor window; type <IP Address of the Windows Server
2019> www.moviescope.com, <IP Address of the Windows Server 2019>

www.goodshopping.com, and 127.0.0.1 fonts.googleapis.com. Then, click the Save button
and close the window.

Help

™= Undo

Plain Text ~ TabWidth: 4 ~ Ln10, Col 31
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Configuring the Hosts File in the Ubuntu Virtual Machine

1. Launch and log in to the Ubuntu machine; click the Terminal icon from the launcher bar.

Activities

2. Type sudo gedit /etc/hosts and press Enter in the terminal window. This prompts you to
enter the root password; type toor in the password field and press Enter.

[+1 ubuntu@ubuntu-virtual-machine: ~

: S5 |sudo gedit fetcfhosts
[sudo] password for ubuntu: I
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3. The hosts file opens in a text editor window; type <IP Address of the Windows Server
2019> www.moviescope.com, <IP Address of the Windows Server 2019>
www.goodshopping.com, and 127.0.0.1 fonts.googleapis.com. Then, click the Save button
and close the window.

Open [+ *hfﬁts = - H x

1127.0.0.1 localhost
2127.0.1.1 ubuntu-virtual-machine
3
4 # The following lines are desirable for IPv6 capable hosts
5::1 ip6-localhost ip6-loopback
6 Te@0::0 ip6-localnet
7 Tf00::0 ip6-mcastprefix
8 ff02::1 ip6-allnodes
9 ff@2::2 ip6-allrouters
10

11/10.10.1.19 www.moviescope.com
12{10.10.1.19 www.goodshopping.com
13]127.0.0.1 fnnts.gungleapis.cum|

Plain Text ~ Tab Width: 8 ~ Ln 13, Col 31 ~ INS

Note: Once you have configured the hests file on all the machines, turn on the Windows
Server 2019 virtual machine, open any browser, and browse www.goodshopping.com and
www.moviescope.com using each of the virtual machines.

[Back to Configuration Task Outline]
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CT#42: Install WampServer on the Windows Server
2022 Virtual Machine

1. Turn on the Windows 11 virtual machine.

2. Log in to the Windows Server 2022 virtual machine using the credentials Administrator and
Pa$$woOrd.

3. To install WampServer without any errors, we must first install Microsoft Visual C++ 2012
Redistribute.

4. Navigate to Z:\CEHv13 Lab Prerequisites\Microsoft Visual C++ Packages and double-click

VisualCppRedist_AlO_x86_x64.exe. (If Open File - Security Warning window appears click
Run.)

5. The Microsoft Visual C++ 2012 Redistributable (x64) sctup window appears. Accept the
license terms and click Install.

ol Microsoft Visual C++ Redistributable Setup >

Visual C++ Redistributable Setup

(> e )

Visual Studio

6. Click Next and let the installation complete. It will install all the necessary visual C ++
packages required for WampServer.
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7.

EC-Council

If a pop up appears, select the radio button besides Automatically close applications and

attempt to re

start them after setup is complete option and click OK.

Microsoft Visual C++ 2010 x64 Redistributable - 10,0.40219 h4

The following applications should be closed before continuing the
install:

SQL Server (SALEXPRESS)
SGL Server (SQALEXPRESS01)

Automatically close applications and attempt to restart them after
setup iz complete.

() Do nat close applications. (4 Reboot may be required.)

Cancel

8. Multiple pop-ups might appear, follow the same process as in above step and continue the

installation.

9. Once the installation is complete, click Finish.

captoh
IS

hi,

o Microsoft Visu

w Visual C++ Redistributable has been installed.

ual Studio

al C++ Redistributable Setup >

Installation Is Complete
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10. Navigate to Z:\\CEHv13 Lab Prerequisites\WampServer and double-click
wampserver3.3.5_x64.exe.

11. If an Open File - Security Warning window appears, click Run.

12. The Select Setup Language window appears; click OK.

Select Setup Language ot

@ Select the language to use during the installation.

\—

English w

Cancal

13. In the License Agreement scction, accept the license agreement and click Next.

&} Setup - Wampserverfi4 3.3.5 -
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation,

= WampServer

Creator : Romain Bourdon

Maintainer Jpgrade to 2.5 : Herve Lederc

Upgrade 2.5 to0 3.0.0 : Otomatic (wampserver @otomatic. net)
http: {fforum. wampserver .comfindex. php

GMU LESSER. GEMERAL PUEBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <htto://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thir warcinm nf tha (Zhil 1] acear Ranaral Dohklic | icancas incarnnratac

(@1 accept the agreement

i_) I do not accept the agreement

o)
W

>

14. The Information section appears. Ensure that you have the redistributable packages

mentioned here and click Next.

15. The Select Destination Location section appears; specify a location where you want to install

the server and click Next.
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EC-Council

16. The Select Components scction appears. Retain the default selections and click Next.
17. The Select Start Menu Folder scction appears; click Next.

18. The Ready to Install section appears; click Install.

r
&) Setup - Wampserverbd 3.3.5 - X 1
Ready to Install
Setup is now ready to begin installing Wampservera4 on your computer, w

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location: ~
o wampe4

Setup type:
Default installation

Selected components:
Wamprmanager
Apache 2.4.51
PHP 5.6.40
FHP 7.4.26
PHP 8.0.13
PHP 8.1.0
MariaDB

MariaDE 10.5.5
MyS0oL

MyS0L 5.7.36
Applications

FhpMyadmin 5.1.1

Pk & Ao A M7

Back Install Cancel

8 d

19. The Installing section appears, and the installation process begins.

20. A setup pop-up appears, asking if you want to choose the browser to be used by WampServer;

click No.
Setup
Edge
will be used as Browser by Wampserver,
Do you want to choose another Browser installed on your
system?
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21. Another Setup pop-up appears, asking if you want to choose the text editor to be used by

WampServer; click No.

Setup

notepad.exe (The Motepad)
will be used as Text Editor by Wampserver,

Do you want to choose another text editor installed on your system?

22. The Information scction appears; click Next.

23. The Completing the Wampserver64 Setup Wizard scction appears; click Finish.

w Setup - Wampserverfd 3.3.5

W
Wampserver
Romain Boudon

Hervé Leclerc
(2.0-2.5)

Dominique Ottello
alias Otomatic
GH

Wampserver
3.3.5

Completing the Wampserver64 Setup
Wizard

Setup has finished installing Wampservera4 on your computer, The
application may be launched by selecting the installed shortouts,

Click Finish to exit Setup.

24. Click the Windows icon in the lower-left corner of the screen. The Start menu appears; click

Wampserver64.
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EC-Council

25. Click show hidden icons ('), right-click the Wampserver icon, and navigate to Tools =

Port used by Apache: 80 - Use a port other than 80.

Restart DNS
Check state of services

Check DMS search order

Check Compiler VC, compatibility and ini files
Verify symbolic links

Check relationships Alias <-> Directory
Check for unused xDebug dlls

Show the ports excluded by the system

TR VR R

Apache Tools L4

I Port used by Apache: 80

= Add a Listen port for Apache
= lest Port 80

o Urespocamernansd
Default DBMS: MySQL 8.3.0
= Invert default DBMS MySOL <-> MariaDB

Port used by MySQL: 3306

= lest port 3306

= Use a port other than 3306

I Port used by MariaDB : 3307 "—G Language
= Test MariaDB port used: 3307 _

= Use a port other than 3307 $|_Wamp Settings
Apache - PHP - MySQL - MariaDB

1.!_,,1 About...

Wampserver - 3.3.5 - 64bit
Launched on: 2024-05-14 10:52 AM

j Delete unused versions v | i Help
Iﬁi Add Apache, PHP, MySQOL, MariaDEB, etc. versions,
T T, O Refreh
= Command windows v | |4 Restartfrom zero
= Empty logs 3 Exit

= Reinstall all services

= Create Wampserver Configuration Report

26. The Port for Apache window appears. Retain the default port number, 8080, and click OK.

Port for Apache

Enter the desired port number

x

8080

Ok Cancel

27. Navigate to C:\wamp64\bin\apache\apache2.4.59\conf and open the httpd.conf file with
Notepad++ (right-click on the httpd.conf file and select Edit with Notepad++).
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28. Scroll down to line no. 311 and change Require local to Require all granted.

*Chwamptdibin\apache\apachel 4.3% confihttpd.conf - Motepad++ [Administrator] -
File Edit Search View Encoding Language Settings Tools Macro Run Pluging Window 7

cHHBE RS s DR oc| @y * x| =1 EEE0Re®| @™ B

httpd.conf EJ 1

Indexes Includes FollowSymLinks SymLinksifCwnerMatch ExecCGI MultiViews

Note that "MultiViews" must ke named *explicitly* --- "Options Al11"
doesn't give it to you.

The Cptions directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.4/mod/core . himl{options
for more information.

L I T A T T T T

Cptions +Indexes +FollowSvmLinks +Multiviews

#

# BllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# AllowCverride FileInfo AuthConfig Limit

#

RllowCverride all

#

# Controls who can get stuff from this server.

modifyv this line - Instead modify Reguire of VirtualHost in httpd-vhost.conf

I Reguire all granted

</Directory>

i3
# DirectoryIndex: sets the file that Apache will serve if a directory
# is reguested.
#
<IfModule dir module>

DirectoryIndex index.php index.php3 index.html index.htm
</IfModule>

#

# The following lines prevent .htaccess and .htpasswd files from being
# viewed by Web clients.

#

<Files ".ht*">

ﬂnrma\. text file lEngth:EQTO lines : 594 Ln:311 Col:24 PCE: 13,390 Windows (CRLF)  UTF-28

29. Click File from the menu bar and then click Save.
Note: You can also press Ctri+S on the keyboard to save the file.

30. Navigate to C:\wamp64\bin\apache\apache2.4.39\conflextra and open

the httpd-

vhosts.conf file with Notepad++ (right-click on the httpd-vhosts.conf file and sclect Edit with

Notepad++).
31. On line no. 10, change Require local to Require all granted.
@f’ *Chwampbd\bin\apache\apachel 4.5%\ conf\extra\httpd-vhosts.conf - Notepad++ [Administrator] = O >
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7 + ¥ X
cEHBRGE| s HE |t & | =1 DR ® @ ]
Ehttpd.conf 1 = hitpd-vhosts.conf ﬂl
1 # Virtual Hosts ~
2 #
<VirtualHost _default_:8080>
4 ServerName localhost
& ServerlAlias localhost
& DocumentRoot "${INSTALL DIR}/www"
7 <Directory "${INSTALL DIR}/www/ ">
8 Cptions +Indexes +Includes +FollowSymLinks +MultiViews
i} BllowQOverride All
10 | Require all grante
11 </Directory>
12 </VirtualHost>
ik 3
ormal text f length: 313 lines: 13 Ln:10 Col:24 Pos:280 Windows (CR LF)  UTF-3 INS |

32. Click File from the menu bar and then click Save.

Note: You can also press Ctri+S on the keyboard to save the file.
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EC-Council

33. Close the file and all the other open folders. Click the Wampserver icon from the system tray
and then click Restart All Services.

34. Wait until the icon turns green.

[Back to Configuration Task Outline]

CT#43: Install and Configure a WordPress Website on
the Windows Server 2022 Virtual Machine

1. On the Windows Server 2022 virtual machine, navigate to
C:\Windows\System32\drivers\etc, right-click on the hests file, and click Edit with
Notepad++ from the context menu.

2. The hosts file opens in Notepad++. Type 127.0.0.1 https://localhost:8080/; then, click the
Save button and close the Notepad++ window.

@f CAWindows\System32\drivers\etc\hosts - Notepad++ [Administrator] - O X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins  Window 7 X
cHEHER LA s BB einy x5 HES1 EEERRo® B EDFG
.Ehcstsml
16 # 102.54.94.97 rhino.acme.com # sSource sServer ~

17 # 38B.25.63.10 x.acme.com # x client host

9 # localhost name resolution is handled swithin DHNS itself.
9] E 3 127.0.0.1 localhost
21 E 3 ::1 localhost

23 10.10.1.1% www.moviescope.com
B 10,10.1.1% www.goodshopping.com
25 127.0.0.1 fonts.googleaplis. com
26 [127.0.0

.1 http://localhost: 8080

ﬂ.ormal.textf length : 898 lines: 27 Ln:26 Col:33 Pos: 897 Windows (CR LF)  UTF-8 INS

3. Close all the open windows.
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4. Click the WampServer icon in the notification area and select Localhost.

Note: If an Microsoft Edge notification appears, close it.

ampsen'e b
ad ance by Dominig
'm' Localhost
e PhphMy&Admin r
g%  Adrniner 4.8.1
( E Your VirtualHosts r
/" Apache 2459 ¢
4 B PHp 8218 ¥
L Default DB q I
E7 MysaL 830
- F5 MariaDB 11.3.2 »
(] Help MariaDB - MySQL
Start All Services I
Stop All Services
Restart All Services

5. Assoon as you click the icon, the WAMPSERVER home page appears in the default browser.
Click the PhpMyAdmin 5.2.1 link in the Your Aliases section.

Apache 2.4 - MySQLS5 &8 - MariaDB 10 - PHP S5, 7 &8

®

2 [im] W) WAMBSERVER Homepage ®x 4 — & XT
C @ localhost:8080 Ay M R o
Wampserver

Server Configuration
Apache Version:

Server Software:
PHP Version:

2.4.59 - Documentation Apache

[FceI] 7.4.33 - 8.0.30 - 8.1.28 - B.2.18 - 8.3.6 - FCGI mode help
MySQL Version:
MariaDB Version:

Apache/2.4.59 (Wing4) PHP/8.2.18 mod_fcgid/2.3.10-dev - Port defined for Apache: 8080
[Apache module] 8.2.18 - Documentation PHP - Loaded PHP extensions - Use of PHP versions

8.3.0 - Port defined fer MySQL: 3306 - default DEMS - Documentation MySQL
11.3.2 - Port defined for MariaDB: 3307 - Documentation MariaDB - MySQL - MariaDB

Tools Your Projects () Your Aliases (2)
Jb phpinfo() No projects yet. % adminer 4.8.1

; To creste 3 naw one, just create a directory in
L,’-b xdebug_info() IS L PhpMyAdmin 5.2.1

#* PhpSysInfo 3.4.3
L,’-'b Add a Virtual Host

Your VirtualHost (1)
g localhost

Wampserver Forum
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6. The phpMyAdmin login page appears; type root as the username and click Log in.

phpMyAdmin
Welcome to phpMyAdmin
1 Language |
English v
Login & |
Username: | root |
Password | |
Server choice: MySQL v

The phpMyAdmin webpage appears; click the Databases tab.

8. The Databases webpage appears. Type wordpress in the Create database text ficld, leave
the drop-down list set to default (latin1_swedish_ci), and click Create to create a database

named wordpress.

Gl Server MySQL:3306

Check all |/ Drop

Database
information_schema
mysql
performance_schema
sys

Total: 4

L] sQL (g Status = =7 Useraccounts =} Export [ Import ¥ More
Databases
{ | @ Create database @ ‘
Iwordpress | | latin1_swedish_ci | I Create I
I 4 ‘Search

Collation

utf8mb3_general_ci
utfemb4 @908 ai ci
utf8mb4 @960 ai ci

utf8mb4 @966 ai ci

Action
az| Check privileges
az| Check privileges
=z Check privileges

=z Check privileges

Enable statistics

/i, Note: Enabling the database statistics hare might cause heavy traffic between the web server and the MySQL server.
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9. On successful creation of the database, a pop-up appears stating that the database has been
created.

10. The newly added database appears in the left pane. Click on it.
11. The wordpress database’s webpage appears; click the Privileges tab.

Note: If you are unable to see the Privileges tab, click More and select Privileges.

Tz’ im] Wl 1ocalhostB080 / MySOL /wordp X | = = o XT
< &)} @ localhost8080/phpmyadmin/index.php?route=/server/databases A [} e & o
ph P N CT Server MySQL:3306 » @ Database: wordpress [ o 3

A4 Structure | [ SQL | 4 Search | (J Query =} Export [& Import 4° Operations ¥ More

RElel 56

Current server:

[ /+, No tables found in database.

]

| z| Privileges |

MySQL v
Routines
Recent Favorites |53 Create new table i | I
@ Events
- e
Table name Number of columns ‘
|—,g New 2% Triggers
[+ information_schema 4 Create )
I = g5 Designer
[T___J mysgl || |
[T*__J performance_schema _
-3

sys

12. Here, we will add a user to the database. To add, click the Add user account link.

g' im] b ocalnestB080 / MySOL / wordp: X — ] %
<« C (@  localhost:3080/phpmyadmin/index.php?route=/server/privileges&db=wordpress&... A {7 ol 5= % o

B CT Server MySQL:3306 » @ Database: wordpress

php
REle]Ee

Current server:

4 Structure [ SQL 4 Search [J Query =} Export | [& Import 4° Operations ¥ More

MvsaL & Users having access to "wordpress”
y v

User name Host name Type Privileges Grant Action

Recent Favorites

@ [ mysqglinfoschema localhost global seLecCT No & Edit privileges ] Export
i root lacalhost global ALL PRIVILEGES Yes ; Edit privileges =} Export
i & New ] localh lobal e Edit privil E
|+ | information_schema
@@ mysql t O Checkall With selected: =] Export
ol
IT—__J performance_schema
|'||‘_WJ Sys New

= | wordpress

&, Add user account

13. The Add user account page appears.
In the Login Information section, perform the following steps:
> 'Type admin in the User name text field.
> Select Local from the Host name drop-down list.
» Type qwerty@123 in the Password and Re-type password text fields.
» In Authentication plugin sclect Native MySQL authentication option from drop down.
In the Global privileges section, perform the following step:

> Select the Check all checkbox.

Lab Setup Guide Page 346 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




14. Click the Go button at the bottom of the page.

I.= im} sl localhost:8080 / MySQL | phpMy X

< & (@ localhost:8080/phpmyadmin/index.php?route=/server/privileges&adduser=...
M 7 Server. MySQL:3306

a A % oo a % - O

phpMyAdmin
aflen&e || Databases | SQL (& Status = Useraccounts =4 Export [« Import ° Settings ¥ More
Current server
ea — Add user account
Recent  Favorites { Login Information |
e
—.p New User name: | Use text field hd

+— 1 information_schema

If_"" mysal Host name ILucaI v”localhost @
[+~ | performance_schema
I+~ sys
Password: | Use fexi field L Strength: Good
=4 wordpress
o
Authentication plugin Mative MySQL authentication v

Generate password [‘ Generate *]

1 Database for user account ‘

[T} Create database with same name and grant all privileges.
) Grant all privileges on wildcard name (username)_%).

Grant all privileges on database wordpress.

{ Global privileges I Check all I

Note: MySQL privilege names are expressed in Englich.
, Console -

15. Observe the newly added user in the wordpress database’s webpage, as shown in the

screenshot below.

I.' 44 localhost8080 / MySOL | phpMy X

< G @ localhost:8080/phpmyadmin/index.php?route=/server/privileges&ad...

phpMyAdmin
oo Se | Databases L] SQL (G Status = Useraccounts |=+ Export |[= Import ° Settings | Replication ¥ Mol
Current server:
MySQL - «” You have added a new user.

3 "admin'@'localhost' IDENTIFIED WITH mysql_native password BY '*++%';GRANT ALL PRIVILEGES ON *.* TO
ocalhost” WITH GRANT OPTION;ALTER USER 'admin'@'localhost' REQUIRE NOME WITH MAX_QUERIES_PER_HOUR @

Recent Favorites CEE

i *admin®
= MAX_COMNECTIONS_PER_HOUR @ MAX_UPDATES_PER_HOUR @ MAX_USER_COMNECTIONS @;GRANT ALL PRIVILEGES ON “wordpress™ .* TO
EE-GN;GW *admin’@’ localhost”;
+— i infi *~n_schema
g m [ Edit inline ] [ Edit] [ Create PHP code ]
[+~ performance_schema Database  Table  Routine  Login Information
If)—__-. sys
|=—4 wordpress H e . ! . ] !
' Edit privileges: User account 'admin'@ 'focalhost' - Database wordpress

Lab Setup Guide Page 347 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




16. Close the web browser.

17. Navigate to C:\wamp64\www and create a new folder named CEH.

= | www

h Home Share View

e o

w C)I Search www y-

> g Quick access
> [ Thispc

> o Metwork

» This PC » Local Disk (C:) » wamp8d > www »
~
Name Date modified Type Size
| cen 5/14/2024 4:42 AM File folder |
wamplangues 5/14/2024 3:40 AM File folder
wampthemes File folder
D add_vhost.php PHP File 45 KB
@ favicon.ico lcon 198 KB
[ index.php PHP File 29 KB
[] test_sockets.php PHP File 1KB
D testmysal.php 2021 4:43 PM PHP File TKB

18. Navigate to Z:\CEHv13 Lab Prerequisites\Websites\CEH WordPress Website and copy all

the contents in the location.

19. Navigate to C:\wamp64\www\CEH and paste all the contents copied from Z:\CEHv13 Lab
Prerequisites\Websites\CEH WordPress Website.

= | CEH
Home

4]

Search CEH 2

> 3 Quick access

~ [ This PC
> _jl 3D Objects
» [ Desktop
Documents
‘ Downloads
J’! Music
= Pictures

v

v

w

w

w

B Videos
‘i Local Disk (C:)

v

v

> |_j Network

== CEH-Tools (WWIND

Share View
« = v 1 | » This PC » Local Disk (C) » wampB4 » www > CEH » -

Mame - Date modified Type Size

wp-admin 5/14/2024 4:42 AM File folder

wp-content 5/14/2024 4:42 AM File folder

wp-includes 5/14/2024 4:42 AM File folder
| ] index.php 2/5/2020 10:33 PM PHP File 1KB
D licensebit 12/31/2023 4:02 PM Text Document 20 KB
e' readme.htrml 12/8/2023 6:13 AM Microsoft Edge H... 3KB
D wp-activate.php 2/13/2024 6:19 AM PHP File KB
D wp-blog-header.php 2/5/2020 10:33 PM PHP File 1KB
D wp-comments-post.php 6/14/2023 7:11 AM PHP File 3KB
D wp-config-sample.php 11/22/2023 9:44 AM PHP File 3KE
D wp-cron.php 5/30/2023 11:48 AM PHP File EKB
D wp-links-opml.php 11/26/2022 1:01 PM PHP File 3KE
|| wp-load.php 7/16/2023 5:16 AM PHP File 4KB
D wp-login.php 1/16/2024 9:31 AM PHP File 50 KB
|| wp-mail.php 9/15/2023 11:50 PM PHP File 9KB
D wp-settings.php 3/2/2024 2:47 AM PHP File 28 KB
D wp-signup.php 6/19/2023 11:27 AM PHP File 34 KB
D wp-trackback.php 6/22/2023 T:36 AM PHP File 5KB
D xmlrpc.php 3/2/2024 5:49 AM PHP File 4KB

= -XJ

20. Launch any web browser and open the URL http://localhost:8080/CEH.
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21. The Setup Configuration webpage appears; click Continue.

Note: Screenshots may differ if you are using a different browser or a different version of
WordPress.

TV & WordPress » Setup Configuratic X ar - x

€« ¢ (@ localhost:8080/CEH/wp-admin/setup-config.php w a

& |

English (United States)
Afrikaans

ATICE

Aragonés

Al

Ll g !

SIS

oladd 658
Azarbaycan dili
Benapyckan moea
bBrnrapcku

el

g5flg

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch (Osterreich)
Deutsch (Sie)

L Deutsrch -

Continue
A
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22. The Setup Configuration webpage appears; click the Let’s go! button.

TV @ WordPress : Setup Configuratic X ar = X T

<« > C @ localhost:8080/CEH/wp-admin/setup-config.php?step=0 ¥ -

Welcome to WordPress. Before getting started, you will need to know the following items.

1. Database name

2. Database username
3. Database password
4. Database host

5. Table prefix (if you want to run more than one WordPress in a single database)

This information is being used to create a wp-config. php file. If for any reason this automatic file creation
does not work, do not worry. All this does is fill in the database information to a configuration file. You
may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as wp-
config.php. Need more help? Read the support article on wp-config. php.

In all likelihood, these items were supplied to you by your web host. If you do not have this information, then you
will need to contact them before you can continue. If you are ready...

Lab Setup Guide Page 350 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




23. Specify the following database connection details:
» wordpress in thc Database Name ficld
» admin in the Username field
> qwerty@123 in the Password ficld
» localhost in the Database Host ficld
> wp_ in the Table Prefix ficld
24. Click the Submit button.

TV & waordPress » Setup Configuratic X arF = X

13 @ (@ localhost:B080/CEH/wp-admin/setup-config.php?step=1 o= + 4 F3

Below you should enter your database connection details. If you are not sure about these, contact your host.

Database Name |WO rdpress |

The name of the database you want to use with WordPress.

Username |admin |

‘Your database username.

Password |qwerty@123 H @ Hide ]

Your database password.

Database Host | localhost |

You should be able to get this info from your web host, if Llocalhost does not work.

Table Prefix |Wp_ |

If you want to run multiple WordPress installations in a single database, change this.

| Submit | ‘ |

25. In the next page, click the Run the installation button.
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26. A welcome page appears; scroll down the webpage and follow the
> 'Type CEH Demo Website in the Site Title ficld.
> 'Type admin in the Username ficld.
» Type qwerty@123 in the Password ficld.
» Check the box in the Confirm Password ficld.
» Provide your personal email ID in the Your Email text field.

27. Click the Install WordPress button.

steps below:

TV W WordPress » Installation x ar = X T
&« ¢ @ localhost:8080/CEH/wp-admin/install.php?language=en_US G @ Yy &
-

Welcome
Welcome to the famous five-minute WordPress installation processt Just fill in the information below and you'|
be on your way to using the most extendable and powerful persenal publishing platform in the werld.
Information needed
Please provide the following information. Do not worry, you can always change these settings later.
Site Title | CEH Dema Website |
Username Iadmin I

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,

periods, and the @ symbol.
Password querty@123 | P Hide ‘

Weak

Important: You will need this password to log in. Please store it in a secure location.
Confirm Password II;I Confirm use of weak password I
Your Email I o — I

Double-check your email address before continuing.
S_E?rfr_' engine (T Discourage search engines from indexing this site
visibility

t is up to search engines to honor this request.
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28. On successful installation, a webpage appears
the Log in button.

stating that the installation was successful; click

WordPress has been installed. Thank you, and enjoy!

Username admin
Password Your chosen password.
Logn

TV W WaordPress » Installation x 2P = X T
<« c @ localhost:8080/CEH/wp-admin/install.php?step=2 o Ty - :
Success!

29. The Log In webpage appears; type admin in the Username ficld and qwerty@123 in the

Password field. Click the Log In button.

TV W@ LogIn:CEH Demo Website — X ar

<« c @ localhost:3080/CEH/wp-login.php

Username or Email Addres:

_xT

(o T + S 3

=3

admin

Password

LE R L N R RER RN

&

() Remember Me

Lost your password?

+— Go to CEH Demo Website

30. Once you have logged in to the website, the WordPress Dashboard appears.

Note: If an error page appears, log in again using the credentials admin and qwerty@123.

31. Hover the mouse cutrsor over the Settings ic
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# CEH Demo Website= B

& Dashboard

Home

Comments

Appearance
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C @ localhost:3080/CEH/wp-admin/index.php

g @ Dashboard « CEH Demo Websit X ar

Dashboard

Writing

Reading

Media

Welcome to WordPress!

Learn more about the 6.5.3 version.

patterns

bre pre-configured
se them to get
te new pagesin a

Permalinks

Privacy

Customize your entire
site with block themes
Design everything on your site —
from the header down to the

footer, all using blocks and
patterns.

Open site editor

Switch up your site’s
look & feel with Styles

Tweak your site, or give it a whole
new look! Get creative — how

about a new coler palette or font?

Edit styles

Screen Options v H
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32. The General Settings webpage appears; type http:/[IP Address of Windows Server

2022]:8080/CEH in the WordPress Address (URL) and Site Address (URL) ficlds.

Note: In this lab setup, the IP address of Windows Server 2022 is 10.10.1.22, and the port
on which the Apache web server is running is 8080. This address and port may vary in your
lab environment.

~

«

@ General Settings < CEH Demo 'V X 2P

&) @ localhost:8080/CEH/wp-admin/options-general.php

# CEH Demo Website
Dashboard

Posts
Media
Pages

Comments

Appearance
Plugins
Users

Tools

Settings

General

Wniting

p =+ New
General Settings

Site Title

Tagline

Site lcon

‘WordPress Address (URL)

Site Address (URL)

| CEH Demo Website

| Just another WordPress site

n a few words, explain what this site is about. Example: “Just another WordPress site.”

Choose a Site lcon

The Site Icon is what you see in browser tabs, bookmark bars, and within the WordPress
mobile apps. It should be square and at least 512 x 512 pixels.

I http://10.10.1.22:8688/CEH

I http://10.10.1.22:8688/CEH

Enter the same address here unless you want your site home page to be different from your

WordPress installation directory.

33. Scroll down to the end of webpage and click the Save Changes button.

34. On clicking the button, you will be redirected to the login page. Here, observe the IP address
of Windows Server 2022 in the URL field, instead of localhost.
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http://[ip/

35. Enter the user credentials (admin and qwerty@123) and click the Log In button.

v w Lag In « CEH Demao W

&« c A Notsecure  10.10.1.22:8080/CEH/wp-login.php?redirect_to=http%3A%2F%2Flocalhost%3A8080%2FCEH%2Fwp-ad... G0 & &

Username or Email Address

admin

Password

esccsscne &

[C) Remember Me

Lost your password?

— Go to CEH Demo Website

36. Once you are logged in to the website, click Users and then Add New.

w @ Dashboard < CEH Demo Websit X 2P = X
&« c A Not secure  10.10.1.22:8080/CEH/wp-admin/ ¥r a

# CEH Demo Website B

Screen Options ¥ Help

el Dashboard

X Dismiss

Welcome to WordPress!

Learn more about the 6.5.3 version.
Comments

Appearance

Plugins

content with  Customize your entire Switch up your site’s
_— patterns site with block themes look & feel with Styles

pre pre-configured Design everything on your site — Tweak your site, or give it a whole
I - - them to get from the header down to the new look! Get creative — how
inspired or create new pages in a footer, all using blocks and about a new color palette or font?
flash. patterns.

Edit styles
Add a new page Open site editor
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37. The Add New User webpage appears. Follow the steps below:

>

>
>
>
>

Enter CEHUser1 in the Username ficld.

Provide your personal email ID in the Email field.

Enter the First and Last Names, as shown in the screenshot below.
In the Password option, click the Show password button.

Type green in the Password ficld.

Note: We are creating a user account with the username CEHUser1 and password green.

38. Check the box in the Confirm Password ficld.

39. Scroll down the webpage, assign a role to the user (here, Editor), and click Add New User.

~ ) Add Mew User < CEH Dema We X + = X
<« c A Not secure  10.10.1.22:8080/CEH/wp-admin/user-new.php e @ ¥ -
# CEH Demo Website B + New Howdy, admin [l g
Dashboard Username (required) I CEHUser1 I
Posts
i : @cehc
Mexiia Email (required) I jason@ceh.com |
Pages
First Name I Jason I
Comments
Appearance Last Name I Brown I
Plugins
Website | |
Users
Password | Generate pa
Add New User
Profile green | @ Hide |
Very weak
# Tools 3
B settings -
Confirm Password II\_/I Confirm use of weak pass

<

Send User Notification Send the new user an email about their account

Add New User
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40. This creates a user account. Now, click Add New to create another user account.

hd @ Users < CEH Demo |

&« c A Mot secure

@ CEH Demo Website I =+ New

10.10.1.22:8080/CEH/wp-admin/users.php?id=2

Screen Options ¥ Help »
Dashboard Users | add New User
Posts I Mew user created. Edit user Q
Media
. All (2) | Administrator (1) | Editor (1) || Search Users
Pages
TS | Bulk actions ~ || Apply | Change role to... ~ ‘ Change | DS
O usemame % Namea Email Role Posts
Appearance
_ ) admin = .com Administrator 1
Plugins -
Users —
O CEHUserl Jason Brown Editor 4]
All Users
Profile [ Usermame % Name Email Role Posts
# Tools Bulk actions ~ || Apply | Change role to... ~ ‘ Change | 2 items

B settings

o

41. In the same manner, follow steps 37 and 39 to create a user account with the credentials

CEHUser2 and alpha.

42. Once done, the added user appears, as shown in the screenshot below.

- @ Users « CEH Demo Weksite — ® +

<« c A\ Not secure

10.10.1.22:8080/CEH/wp-admin/users.php?id=3

# CEH Demo Website I =+ New Howdy, admin .
Screen Options * Help
Dashboard Users | Add New User
A Posts I New user created. Edit user Q
Media
i All (2] | Administrator (1) | Editr (2) H Search Users
Pages
IS | Bulk actions v || Apphy ‘ Change role to... w | Change | 3 ffams
() Usemame % MName Email Role Posts
Appearance
- (B admin = .com Administrator 1
Plugins -
Users _ .
[ CEHUserl Jason Brawn jason@ce Editor 0
All Users
Add New
O CEHUser2 John Albert john@ceh.com Editor 0
& Tools
B Settings 0 usemame % Name Email Role Posts
0c Bulk acticns v || Apply ‘ Change role to.. v || Change | 3 items
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43. Once the users are successfully added, click Plugins from the left-hand pane; from the right-
hand pane, click the Add New button.

v @ Plugins  CEH Deme Website — X ar

<« c A\ Not secure

CEH Demo Website 0 + New

10.10.1.22:8080/CEH/wp-admin/plugins.php

Dashboard Plugins Add Mew Plugin
Posts All (2) | Inactive (2) | Auto-updates Disabled (2) Search installed plugins..
Media | Bulk acticns ~ | ‘ Apply 2 items
Pages ) Plugin Description Automatic Updates
(SIS (O] akismet Anti-spam: Spam Protection  Used by millions, Akismet is quite possibly the best way in th Enable auto-updates
Activate | Delete protect your blog from spam. Akismet Anti-spam keep
Appearance protected even while you sleep. To get started: activate the Akismet
. plugin and then go to your Akismet Settings page to set up your API
K¢ Plugins L 9 gotoy gs pag
£y
Installed Plugins Version 5.3.2 | By Automattic - Anti-spam Team | V tails
(] Hello Dolly This is not just a plugin, it symbelizes the hope and enthusiasm Enable auto-updates
Activate | Del entire generation summed up in two words sung most famo )
Lou mstrong: Hello, Dolly. When activated you will rand e a
Iyric from Hello, Dolly in the upper rigl ur admin screen on every
page.
Settings
Version 1.7.2 | By Matt Mullenweg | View details
) Plugin Description Automatic Updates
Bulk actions v | ‘ Apply | 2 items
Version 6.5.3
~ x ar = X
< C A Notseeure 10.10.1.22:8080/CEH/wp-admin/plugin-install.php aQ 2
CEH Demo Website I =+ New Howdy, admin | B3
Help
# Dashboard Add P\ugms
A Posts
Featured Popular  Recommended Favorites Keyword v H Search plugins...

03 Media
M rages
»

# Appearance

% Plugins

Installed Plugins
Add New Plugin

s Users

Plugins extend and expand the functionality

format by clicking the button at the top of this page.

Classic Editor

Enables the previous

"classic" editor and the
old-style Edit P

Msata Boxes, etc,
Supports all pluging
that extend this

f WordPress. You may install plugins in the WordPress Plugin Directory right from here, or upload a plugin in .zip

y i

Akismet Anti-
spam: Spam
Protection

The best anti-spam

prof on to block
spam comments and
spam in a contact
form. The most trusted.

Activate

More Details
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45. The Add Plugins page appears; click the Choose File button.

~ W Add Plugins < CEH Demo Web: X aF = x
&« c A\ Not secure  10,10.1.22:8080/CEH/wp-admin/plugin-install.php a 3 -
FH Demo Website I + New Howdy, admin . -
Help v
# Dashboard Add Plugms
A Posts
03 Media
- If you have a plugin in a .zip format, you may install or update it by uploading it here.
I Pages
»
# Appearance ND el hc=cy
K Plugins
Installed P
Add New Plugin
'. e Featured Popular  Recommended Favorites ‘ Keyword + || Search plugins... |
o Tools —
46. The File Upload window appears. Navigate to E:\CEH-Tools\CEHv13 Lab
Prerequisites\WampServer\Plugins, sclect leenkme_plugin.zip, and click Open.
¢ Open ey
« v A « WarmnpSe.. » Plugins » w Search Plugins 2
Organize « Mew folder ==+ [N 0
Lt
Marme Date medified Type
7 Quick access
I # 1cenkme_plugin.zip 5/16/2022 10:48 AM Win
= This PC m wp-upg.zip 51472024 2:56 AM WinR
oF Metwork
< >
File name: | leenkme_plugin.zip w | | WinRAR ZIP archive (*.zip) ~
Open Cancel
il
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47. Observe that the selected plugin file appears beside the Browse... button
(leenkme_plugin.zip). Click Install Now to install the selected plugin.
~ & Add Plugins < CEH Demo Webs X aF — *
<« & A\ Not secure 10.10.1.22:8080/CEH/wp-admin/plugin-install.php aQ a :

»
Dashboard
Posts
Media
Pages

Comments

Appearance

+ New

Add Plugins [ usiesd piugin

If you have a plugin in a .zip format, you may install or update it by uploading it here.

| Choose File |lzenkme_plugin.zip |

Howdy, admin .

Help *

48. The installation of the plugin begins. After it completes, click Installed Plugins from the left

pane.

49. The Plugins page appears. Observe that the newly added leenk.me plugin now appears, as
shown in the screenshot below.

~ @ Plugins < CEH Demo Website— X aF = X
&« c A Mot secure  10.10.1.22:8080/CEH/wp-admin/plugins.php b4 -
# CEHDemoWebsite <> 1 B + Mew Howdy, admin [ B
VIEW UELd
@ Dashboard
| Hello Dolly This is not just a plugin, it symbolizes the hope Enable auto-updates
o Posts Activate | Delete and enthusiasm of an entire generation summead
I up in two words sung most famously by Louis
q, Media Armstrong: Hello, Dolly. When activated you will
randomly see a lyric from Hello, Dolly in the
B Pages upper right of your admin screen on every page.
¥ Comments Version 1.7.2 | By Matt Mullenweg | View details
A Appearance || leenkme Automatically publish to your Twitter, Facebook Enable auto-updates
Activate | Delete Profile/Fan Page/Group, and Linkedin whenaver
K¢ Plugins 1 you publish a new post on your WordPress
website with the leenk.me social network
Installed Plugins connector, You need a leenk.me AP| key to use
Add New this plugin.
Version 2.5.0 | By Lew Ayotte @ leenk.me | View
& Users details
'}‘ Toats ¥ There is a new version of leenk.me available. View version 2.16.0 details or update now
Settings
o ) ) Plugin Description Automatic Updates
Bulk actions hd | [ Apply ] 3 items
¢ you for creating with WordPress. \Version 6.5.3
d
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50. Similarly, follow Steps#43-48 and install wp-upg plugin in wordpress.

v w Plugins « CEH Demo Website — X aF = x
<« C A Notsecure 10.10.1.22:8080/CEH/wp-admin/plugins.php w &
& CEHDemoWebsite <1 B + New Howdy, admin [l |8
Activate | Delste and enthusiasm of 2n entire generation summead
Dashboard up in two words sung most famously by Louis
Armstrong: Hello, Dolly. When activated you will
randomly see a lyric from Hello, Dolly in the
upper right of your admin screen on every page.
Version 1.7.2 | By Matt Mullenweg | View details
] leenk.me Automatically publish to your Twitter, Facebook Enable auto-updates
Comments Activate | Delete Profile/Fan Page/Group, and Linkedin whensver
you publish a new post on your WordPress
Appearance website with the leenk.me social network
connector. You need a leenk.me API key to use
K¢ Plugins 1 this plugin.
q Version 2.5.0 | By Lew Ayotte @ leenk.me | View
Installed Plugins i Iy - ol
details
Add New Plugin
£ There is a new version of leenk.me available. View version 2.16.0 details or update now.
"] User Post Gallery UPG - User Post Gallery. User can post
Activate | Delete content/images from frontend
Version 2.19 | By QDude Network | Visit plugin
site
() Plugin Description Automatic Updates
| Bulk actions v H Apply l 4 items
-

51. Once the plugin is successfully added, hover the mouse cursor over the admin account field

in the top-right corner and click Log Out.
[Back to Configuration Task Outline]
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CT#44: Install and Configure Damn Vulnerable Web
Application on the Windows Server 2022 Virtual
Machine

1. On the Windows Server 2022 virtual machine, click the WampServer icon from the
notification area and choose Localhost from the context menu.

o T I =

Wampserver - 64bit
Made in France by Dominique Ottello

7} Localhost
PhphyAdmin L4
Adrminer 4.8.1

T —

A
i

-

@ ] Your VirtualHosts L4

a #  Apache 2459 ¢

3 B PHP 8218 »

O Default DBMS: mysql

= F7 mysoL 830

G ,

E E5 MariaDB 1320
[[]] Help MariaDB - MySQL

Services

Start All Services

Stop All Services
Restart All Services

2. As soon as you click the icon, the WampServer home page appears in the default browser.
Click the PhpMyAdmin 5.2.1 link in the Tools section.

13' (im] i} WAMPSERVER Homepage x4+ — [a] xT
& G (® localhost:8080 e oA 9y = % o
lu\ Wampserver
u Apache 2.4 - MySQL5&B - MariaDB 10 - PHP5, 7 &8

Wersion 3.3.5 - 64bit | english | classic w

Server Configuration

& PhpSysInfo 3.4.3
& Add a Virtual Host

Apache Version: 2.4.59 - Documentation Apache
Server Software: Apache/2.4.59 (Win54) PHP/8.2.18 mod_fraid/2.3.10-dev - Port defined for Apache: 8080
PHP Version: [Apache module] 8.2.18 - Documentation PHP - Loaded PHP extensions - Use of PHP versions
[FoE1] 7.4.33 - B.0.30 - 8.1.28 - 8.2.18 - 8.3.6 - FOGI mode help
MySQL Version: 8.3.0 - Port defined for MySQL: 3306 - default DBMS - Documentation MySQL
MariaDB Version: 11.3.2 - Port dafined for MariaDB: 3307 - Documentation MariaDB - MySQL - MariaDB
Tools Your Projects (2) Your Aliases (2) Your VirtualHost (1)
& phpinfa() =« adminer 4.8.1 =« localhost
2 s i)

clere them

an use Right-Click, Wainp Seltings,
Wizrming! risky..., Allow links on projects...

Wampserver Forum
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3. 'The phpMyAdmin login page appears; type root as the username and click Log in.

: im} Hb  phpMyAdmin x = o X
« O @ localhost:5080/phpmyadmin/ a A 9 m = 95 o
phpMyAdriin
Welcome to phpMyAdmin
| Lanouace |
English ~
| Login & |
Username |ﬂ30t |
Password: ‘ |
Server choice: MySQL ~

4. The phpMyAdmin webpage appears; click the Databases tab.

5. The Databases webpage appears. Type dvwa in the Create database text field, leave the
drop-down list set to default (latin1_swedish_ci), and click Create to create a database named
dvwa.

z im} A& localhost:B080/ MySQL | phpMy. X

< (@] (@ localhost:3080/phpmyadmin/index.php?route=/server/databases e A gy 0 7= % o

: — Server: MySQL:3306
phpMyAdmin ARy
oEel B LI sQL (g Status =% Useraccounts | Export |= Import 4° Settings | Replication v Morej

Current server:
MySOL v Databases

Recent Favorites

B= | , Create datab o |
J__ & New
|.|t—..- information_schema Idea | I latin1_swedish_ci I I Create I
Er— | mysql

+— | performance_schema .
®3 sye Checkall | [@Drop | \ |Search ‘

[#— | wordpress
Database « Collation Ac