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Classroom Setup Instructions: CSA

This document contains setup instructions for the Certified SOC Analyst (CSA) course. The course
requires a standard modular classroom seating configuration, one computer for each student, one
computer for the instructor, a dedicated switch, dedicated firewall, and Internet connection. This class
teaches SOC processes.

Before beginning the class, install and configure all computers using the information and instructions
that follow.

The information contained in this document is subject to change without notice. Unless otherwise
noted, the names of companies, products, people and data used in this document are fictional. Their
use is not intended in any way to represent any real company, person, product or event. Users of this
document are responsible for compliance with all applicable copyright laws. No part of this document
may be reproduced or transmitted by any means, electronic or mechanical, for any purpose, without
the express written consent of the International Council of Electronic-Commerce Consultants, herein
after referred to as the EC-Council. If, however, your only means of access is electronic, permission
is hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights or other intellectual
property rights covering the material in this document. Except as expressly provided in any written
license agreement from the EC-Council, providing this document does not give you any license to
those patents, trademarks, copyrights or other intellectual property.

Certified SOC Analyst and CSA are either registered trademarks or trademarks of the EC-Council in
the USA and/or other countries. Other product and company names mentioned herein may be the
trademarks of their respective owners.

Classroom Requirements
This section describes classroom equipment required for the Certified SOC Analyst (CSA) course.
Classroom Equipment
The following equipment is required for the general classroom setup:
= Climate control system adjustable within the classroom
= Lighting controls, adjustable within the classroom
®  Whiteboard, 3 feet X 6 feet (Im X 2m) or larger
= Markers, whiteboard, assorted colors
® Eraser, whiteboard cleaner liquid
= FEasel with flipchart or butcher paper pad, 24 inches X 36 inches
= Felt tip pens, blue and black required, other colors optional, chisel tip (not fine-point)

= Screen, projection, 6 feet diagonal measurement (non-reflective whiteboard surface may be
substituted)

= Instructor station:
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o Desk, chair, and ergonomic keyboard

o Power outlet

o Network jack

o Projector, LCD, capable of 740 X 1280 pixels minimum w/ all connecting cables
® Student station (per student):

o Chair, ergonomic keyboard

o Workstation, minimum horizontal workspace 9 square feet (3 feet X 3 feet)

o Power outlet, one per student station

o Network jack, one per student station

Hardware

Hardware requirements for instructor, student and victim computers are identical:
= Intel Core i5 or equivalent CPU with minimum CPU speed of 3.2 GHz
®*  Minimum 16 GB RAM (16 GB is recommended)
= Hard disk, 500 GB or larger, 7200 RPM or faster
= DVD drive OVD R/W drive preferred)

*  One Network adapters (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

®=  Monitor (minimum requirement is 17-inch LCD
® Mouse or compatible pointing device, and sound card with amplified speakers
= Internet access

The following additional hardware is also required:

* An unmanaged switch, with sufficient ports to allow connection of all instructor and student
workstations plus at least 5 additional, unused ports for connection of additional equipment
or for use as “spares.”

Software

All computers in the class require the following software:
®  Microsoft Windows 10 Enterprise or Professional (64-bit) fully patched
= Adobe Acrobat Reader DC or later version
= WinRAR v5.60 or later version
= Web browsers: Internet Explorer, Firefox, and Chrome

*  Word, Excel, and PowerPoint Viewers or Microsoft Office 2016/Open Office
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® Hyper-V (built-in role in Windows 10 Enterprise or Professional (64 bit))
o Microsoft Windows Server 2016 Standard (64-bit)
o Microsoft Windows Server 2012 R2 Standard (64-bit)
o Microsoft Windows 10 Enterprise (64-bit)

o AlienVault_ OSSIM_64bits_5.3.0.iso (downloadable at
http://downloads.alienvault.com/c/downloadrversion=current_ossim_iso)

o Kali Linux (64 bit)
o SOC-Tools downloadable from Aspen portal.

Setup Document Overview

This document provides background information for technical staff responsible for setting up a
training room facility for the Certified SOC Analyst course. This guide describes the requirements for
the network equipment and computer stations that are installed and configured by the facilities
personnel for the training courses.

Training Room Environment

The training room environment consists primarily of the following equipment:

= Instructor’s Computer

= Student Workstation

Equipment Number Operating Minimum System Requirements
(Class of 12 System
Students)

Instructor’s 1 Microsoft Intel Core 15 or equivalent PC with 200 GB

Computer Windows 10 free disk space (with two logical partitions C:
enterprise or and D), minimum of 16 GB RAM, 1 NIC
Professional (64- (disable or unplug extras), 17-inch monitor,
bit) fully patched and compatible mouse

Student 12 Microsoft Intel Core 15 or equivalent PC with 200 GB

Workstations Windows 10 free disk space (with two logical partitions C:
Enterprise or and D:), minimum of 16 GB RAM, 1 NIC
Professional (64- (disable or unplug extras), 17-inch monitor,
bit) fully patched and compatible mouse
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Instructor’s Computer

The instructor’s computer must:

* Be installed with Windows 10 Enterprise or Professional (64 bit), later service packs and
tull patches applied

* Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed

* Be running IP protocol

* Have all SOC Essential Tools downloaded from Aspen to the hard drive in D:\SOC-Tools
folder for easy access (See CT#3 in Configuration Task section)

* Be installed with Hyper-V in Windows 10 host machine (see CT#4 in Configuration Task

section)

= Configuring Internal Network for Hyper-V (See Configuration Task CT#5)

® Be configured with Hyper-V VMs and guest operating systems

o Create and Configure Windows Server 2016 Standard Virtual Machine (See Configuration
Task CT#06)

Create a Virtual Machine and Install Windows Server 2016 Standard (See
Configuration Task CT#6.1)

Change the Computer Name of Windows Server 2016 Virtual Machine (See
Configuration Task CT#6.2)

Configure Static IP address for Windows Server 2016 Virtual Machine (See
Configuration Task CT#6.3)

Share SOC-Tools Folder from Host Machine and Map to Windows Server 2016
Virtual Machine (See Configuration Task CT#6.4)

Install WinRAR in Windows Server 2016 Virtual Machine (See Configuration Task
CT#0.5)

Install Web Browsers in Windows Server 2016 Virtual Machine (See Configuration
Task CT#6.0)

Install Notepad++ in Windows Server 2016 Virtual Machine (See Configuration Task
CT#6.7)

Install Java Development Kit 8u (JDK 8u) in Windows Server 2016 Virtual Machine
(See Configuration Task CT#06.8)

Install Splunk Enterprise in Windows Server 2016 Virtual Machine (See Configuration
Task CT#6.9)

Install Net Framework 3.5 (Includes .Net 2.0 and 3.0) in Windows Server 2016 Virtual
Machine (See Configuration Task CT#6.10)

o Create and Configure Windows Server 2012 Virtual Machine (See Configuration Task
CT#7)
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Create a Virtual Machine and Install Windows Server 2012 R2 Standard OS (See
Configuration Task CT#7.1)

Change the Computer Name of Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.2)

Configure Static IP address for Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.3)

Add 1IS roles in Server Manager of Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.4)

Share SOC-Tools Folder from Host Machine and Map to Windows Server 2012
Virtual Machine (See Configuration Task CT#7.5)

Install MS SQL Server 2016 Express Edition on Windows Server 2012 Virtual
Machine (See Configuration Task CT#7.6)

Install Microsoft SQL Server Management Studio on Windows Server 2012 Virtual
Machine (See Configuration Task CT#7.7)

Install Notepad++ in Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.8)

Install Web Browser in Windows Server 2012 Virtual Machine (See Configuration
Task CT#7.9)

Configure the LuxuryTreats Website in Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.10)

Configure Host File in Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.11)

Setup FTP Site on Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.12)

Install WinPcap on Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.13)

Create and Configure Windows 10 Virtual Machine (See Configuration Task CT#8)

Create a Virtual Machine and Install Windows 10 Guest OS (See Configuration Task
CT#8.1)

Create New User Account in Windows 10 Virtual Machine (See Configuration Task
CT#8.2)

Change the Computer Name in Windows 10 Virtual Machine (See Configuration Task
CT#8.3)

Configure Static IP Address for Windows 10 Virtual Machine (See Configuration Task
CT#8.4)

Share SOC-Tools Folder from Host Machine and Map to Windows 10 Virtual
Machine (See Configuration Task CT#8.5)
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e Install Web Browsers in Windows 10 Virtual Machine (See Configuration Task
CT#8.6)

e Install FTP Client in Windows 10 Virtual Machine (See Configuration Task CT#8.7)

e Turn off the Windows Defender Firewall in Windows 10 Virtual Machine (See
Configuration Task CT#8.8)

o Create and Configure kali Linux Virtual Machine (See Configuration Task CT#9)
e Create a Virtual Machine and Install Kali Linux OS (See Configuration Task CT#9.1)
e Configure Host File in Kali Linux (See Configuration Task CT#9.2)
e Updating Kali Linux (See Configuration Task CT#9.3)

o Install and Configure AlienVault OSSIM (See Configuration Task CT#10)

o Create and Configure Windows 10 Virtual Machine (SIEM2) (See Configuration Task
CT#11)

o Setting Checkpoints of Virtual Machines (See Configuration Task CT#12)
o Setting Time Zone of Virtual Machines (See Configuration Task CT#13)
o Has an LCD projector connected to an instructor’s machine?

o Use ghost images (recommended) to reduce the setup time in case of computer failure

Student Workstations

Student workstations must:

®= Be installed with Windows 10 Enterprise or Professional (64 bit), later service packs and
tull patches applied

= Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed
* Be running IP protocol

* Have all SOC Essential Tools downloaded from Aspen to the hard drive in D:\SOC-Tools
folder for easy access (See CT#3 in Configuration Task section)

* Be installed with Hyper-V in Windows 10 host machine (see CT#4 in Configuration Task
section)

*  Configuring Internal Network for Hyper-V (See Configuration Task CT#5)
* Be configured with Hyper-V VMs and guest operating systems

o Create and Configure Windows Server 2016 Standard Virtual Machine (See Configuration
Task CT#06)

e Create a Virtual Machine and Install Windows Server 2016 Standard (See
Configuration Task CT#6.1)

e Change the Computer Name of Windows Server 2016 Virtual Machine (See
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Configuration Task CT#06.2)

Configure Static IP address for Windows Server 2016 Virtual Machine (See
Configuration Task CT#0.3)

Share SOC-Tools Folder from Host Machine and Map to Windows Server 2016
Virtual Machine (See Configuration Task CT#06.4)

Install WinRAR in Windows Server 2016 Virtual Machine (See Configuration Task
CT#0.5)

Install Web Browsers in Windows Server 2016 Virtual Machine (See Configuration
Task CT#6.0)

Install Notepad++ in Windows Server 2016 Virtual Machine (See Configuration Task
CT#0.7)

Install Java Development Kit 8u (JDK 8u) in Windows Server 2016 Virtual Machine
(See Configuration Task CT#0.8)

Install Splunk Enterprise in Windows Server 2016 Virtual Machine (See Configuration
Task CT#6.9)

Install .Net Framework 3.5 (Includes .Net 2.0 and 3.0) in Windows Server 2016 Virtual
Machine (See Configuration Task CT#6.10)

o Create and Configure Windows Server 2012 Virtual Machine (See Configuration Task
CT#7)

Create a Virtual Machine and Install Windows Server 2012 R2 Standard OS (See
Configuration Task CT#7.1)

Change the Computer Name of Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.2)

Configure Static IP address for Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.3)

Add 1IS roles in Server Manager of Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.4)

Share SOC-Tools Folder from Host Machine and Map to Windows Server 2012
Virtual Machine (See Configuration Task CT#7.5)

Install MS SQL Server 2016 Express Edition on Windows Server 2012 Virtual
Machine (See Configuration Task CT#7.0)

Install Microsoft SQL Server Management Studio on Windows Server 2012 Virtual
Machine (See Configuration Task CT#7.7)

Install Notepad++ in Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.8)

Install Web Browser in Windows Server 2012 Virtual Machine (See Configuration
Task CT#7.9)
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e Configure the LuxuryTreats Website in Windows Server 2012 Virtual Machine (See
Configuration Task CT#7.10)

e Configure Host File in Windows Server 2012 Virtual Machine (See Configuration Task

e Setup FTIP Site on Windows Server 2012 Virtual Machine (See Configuration Task

e Install WinPcap on Windows Server 2012 Virtual Machine (See Configuration Task
CT#7.13)

Create and Configure Windows 10 Virtual Machine (See Configuration Task CT#8)

e Create a Virtual Machine and Install Windows 10 Guest OS (See Configuration Task
CT#8.1)

e Create New User Account in Windows 10 Virtual Machine (See Configuration Task
CT#8.2)

e Change the Computer Name in Windows 10 Virtual Machine (See Configuration Task
CT#8.3)

e Configure Static IP Address for Windows 10 Virtual Machine (See Configuration Task
CT#8.4)

e Share SOC-Tools Folder from Host Machine and Map to Windows 10 Virtual
Machine (See Configuration Task CT#8.5)

e Install Web Browsers in Windows 10 Virtual Machine (See Configuration Task
CT#8.6)

e Install FTP Client in Windows 10 Virtual Machine (See Configuration Task CT#8.7)

e Turn off the Windows Defender Firewall in Windows 10 Virtual Machine (See
Configuration Task CT#8.8)

Create and Configure kali Linux Virtual Machine (See Configuration Task CT#9)

e Create a Virtual Machine and Install Kali Linux OS (See Configuration Task CT#9.1)
e Configure Host File in Kali Linux (See Configuration Task CT#9.2)

e Updating Kali Linux (See Configuration Task CT#9.3)

Install and Configure AlienVault OSSIM (See Configuration Task CT#10)

Create and Configure Windows 10 Virtual Machine (SIEM2) (See Configuration Task
CT#11)

Setting Checkpoints of Virtual Machines (See Configuration Task CT#12)
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Room Environment

The room must contain a whiteboard measuring a minimum of 1 yard by 2-3 yards in length
(1 meter by 2-3 meters)

The room should contain an easel and large tablet (optional)

The room must be equipped with legible black and blue felt tip pens

Classroom Configuration

The configuration of this classroom is modular. Computers can be added or removed by either row
ot column, depending on the needs of the particular class. The following is a sample room setup that
provides optimal support. This setup allows for ease of access to "troublespots" by the instructot,
and allows students to break into functional small and larger teams.

. >

Student Machines ‘ Student Machines

Instructor
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© ,
P -

Instructor "*-...

*" Firewall

8

v

: DS (Optional)

Student Machines

Set up the machines based on the classroom setup diagram. The lab exercises for the students are
instructor led and they are based on the network security tools in the trainer slides.

N
— ] ‘
& Windows 10 a@ Windows 10| |
KALI LINUK J
Kali Linux Windows 10 Windows Windows 10 Windows 0ssIM
Server 2012 Server 2016
A
28 Windows 10
=)
Instructor Machine Student Machines
Instructor and Student Machine Operating System: Windows 10 (Fully Patched)
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Computer Names

Assign  computer names to student machines like CSASTUDENT1, CSASTUDENT?2,
CSASTUDENT?3, and so on. Instructor machine should be named as INSTRUCTOR.

Instructor Acceptance

Before the training class is scheduled to begin, the instructor will visit the training facility to inspect
and accept the setup. The technical contact (System Administrator) for the facility must be available
to answer questions and correct any setup issues. Both the instructor and the facility technical contact
will ensure completion of the following checklists before the training setup is deemed acceptable.

Copyright © by EC-Council
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Firewall Settings

Do not block any ports while accessing the Internet through the firewall. You should be able to ping
servers on the Internet.

Block the firewall in all the configured machines.

Blackboard

*  Write the following on the blackboard top left corner
o Instructor name: <Name of the instructor>
o The username/password to logon to the student machine

= At the center of the board write the following letters in bold
Welcome to CSA Class!

Jack Smith

administratorfadmin@123

Lab Setup Guide Page 15 Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Setup Checklist

The arrangement of items in the setup checklists is designed to allow the process to be completed in
the most efficient manner possible and validate that the setup has been done correctly. Before
beginning the setup checklist, log off any connected users.

Tick
Here

a

List

Open Network. Verify that all classroom computers are visible in Network

Verify that the SOC tools are on the computer in SOC-Tools folder in the D:\ drive

Verify that Internet access is available

Visit https:/ /www.eccouncil.org to check the Internet access

Verify each computer has 200 GB or more free disk space

0000

Verify Microsoft PowerPoint, Word, and Excel viewer are installed (or Microsoft
office/Open Office is installed)

(]

Verify if you can successfully boot Windows Server 2012, Windows 10, Windows Server
2016, OSSIM, virtual machines

Verify that all the VMs are configured as per the configuration tasks

Verify that the Instructor computer can image through the overhead projector

Placement of LCD (overhead) projector is appropriate

Cable wiring organized and labeled

Student workstations and chair placement is satisfactory

Whiteboard and dry erase markers and erasers are available

Instructor station is properly organized and oriented

Computers are labeled with client number

EC-Council courseware (Official EC-Council CSA Box) is available for students

o000 0j0jD0j0|o

Write down the facility’s technical contact person’s mobile phone number. Contact him
in case of network problem
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Instructor Acceptance

The technical contact (System Administrator) for the facility must be available to answer questions
and correct any setup issues.

The Instructor will inspect both the classroom and the items covered in the setup checklist(s) to ensure
that the classroom and setup meet EC Council standards. Any deficiencies discovered by the
Instructor must be corrected before the scheduled start time for the class.

Assistance

If you have problems or require assistance in setting up the Lab for your CSA class, please e-mail
partnersupport@eccouncil.org
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Detailed Configuration Tasks (CT)
CT#1: Set Up Hardware

1.

Set the computer’s BIOS to start first from the DVD-ROM drive and then from the hard
drive (Drive C:\).

Now keep Windows 10 DVD in the DVD-ROM.

Configure the hard disk to have one active primary partition (C:\ of 300 GB) and one
extended logical partition (D:\ of 200 GB).

Follow the steps to install Windows 10.
Once installed, check for updates and, if found any, update the Windows 10 host machine.

Install the wireless network adapters according to the manufacturet’s instructions.

CT#2: Turn Off the Windows Defender Firewall in Host
Machine

1.

Now, check for the system updates and if found any, update the Windows 10 virtual machine
to the latest.

Note: Installing the updates might take some time.

< Settings - O >
) Home Windows Update
Find a setting fe You're up to date
Last checked: Today, -
Update & Security
Check for updates
> Windows Update
Change active hours
¥ Windows Security
View update history
2. Turn on the machine and log in with credentials.
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3. In the Type here to search field present at the lower left corner of the screen, type Control
Panel. A search result containing Control Panel desktop app appears. Click Control Panel.

0 o Filters ~~

Best match

Control Panel
Desktop app

Recent

@ Windows Defender Firewall

Apps
[51 Settings
Search suggestions

L Control Panel - See web results >

£ Control Panel
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4. In the Control Panel window, click System and Security.

Centrol Panel - O
+ » Control Panel » v |Search Contral Panel o
Adjust your computer’s settings View by: Category ~
| System and Security | User Accounts
Review your cemputer's status @ Change account type

Save backup copies of your files with File

History ﬁ
Back up and Restore (Windows 7) Appearance and Personalisation
T

X Network and Internet Clock and Rea
View network status and tasks e ockan egion
; Change date, time or number formats
{ Hardware and Sound

___ View devices and printers Ease of Access
| Add a device Let Windows suggest settings
Optimise visual display
“~ Programs

[:]‘ Uninstall a program

5. Click the Windows Defender Firewall in the System and Security window.

@ System and Security - O

« v 4 ‘ » Control Panel » System and Security v O Search Control Panel o

Control Panel Home . .
Security and Maintenance

Review your computer's status and resclve issues

* System and Securi
yst oy GChange User Account Control settings | Troubleshoot common computer problems

Netwaork and Internet

Hardware and Sound ﬁ| Windows Defender Firewall |
Check firewall status | Allow an app through Windows Firewall

Programs

User Accounts g System

View amount of RAM and processor speed GAIIDW remote access
Appearance and

it Launch remote assistance See the name of this computer
Personalisation

Power Options
Change what the power buttons do | Change when the computer sleeps

Clock and Region
Ease of Access

File History
Save backup copies of your files with File History | Restore your files with File History

s &

Back up and Restore (Windows 7)
Back up and Restore (Windows 7} Restore files from backup

&

BitLocker Drive Encryption
Manage BitLocker

n

@ &

Storage Spaces
Manage Storage Spaces

Work Folders
Manage Work Folders

Administrative Tools
Free up disk space | Defragment and optimise your drives
®) Create and format hard disk partitions | @ View eventlogs | 8 Schedule tasks

Flash Player (32-bit)

>
£
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6. In the Windows Defender Firewall window, click Turn Windows Defender Firewall on
or off link in the left-pane of the window.

ﬂ Windows Defender Firewall - O
“ 3 v 4 ﬂ <« System and Security * Windows Defender Firewall v Search Control Panel yel
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

Allow an app or feature your PC through the Internet or a network.
through Windows Defender
Firewall .
Private networks Not connected ()
G Change notification settings
® Turn Windows Defender l 0 Guest or publIC networks Connected ()
Firewall on or off
G Restore defaults Networks in public places such as airports or cafés
Ad d setti
® Advanced settings Windows Defender Firewall state: On
Troubleshoot my network X X X L
Incoming connections: Block all connections to applications that are not
on the list of allowed applications
Active public networks: = Unidentified network
= Metwork
Maotification state: Motify me when Windows Defender Firewall

blocks a new app

Seealso
Security and Maintenance

Metwork and Sharing Centre

7. In the Customize Settings window, select Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click

OK.
ﬂ Customise Settings - O
&~ v ﬂ <« Windows Defender Firewall » Customise Settings v Search Control Panel o
Customise settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
Q () Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed applications
Maotify me when Windows Defender Firewall blocks a new app
e | (® Turn off Windows Defender Firewall (not recommended)
Public network settings
Q () Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed applications
Maotify me when Windows Defender Firewall blocks a new app
Q | (® Turn off Windows Defender Firewall (not recommended)
Cancel
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8. Again, in the Windows Defender Firewall window, click Advanced settings link in the left-

pane.
ﬂ Windows Defender Firewall - O
“ 3 v 4 ﬂ <« System and Security * Windows Defender Firewall v Search Control Panel yel

. . . ).
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.

through Windows Defender

Firewall

Update your Firewall settings
Change notification settings

Windows Defender Firewall is not using the
recommended settings te protect your
computer.

Turn Windows Defender
Firewall on or off

& Use recommended settings

Restore defaults What are the recommended settings?

Qe @S

Advanced settings

Troubleshoot my network . @ Private networks Not connected '::_::'

. @ Guest or public networks Connected

Networks in public places such as airports or cafés

Windows Defender Firewall state: Off

Incoming connections: Bleck all connections to applications that are not
on the list of allowed applications

See also Active public networks:

Security and Maintenance =

Unidentified network

MNetwork
Metwork and Sharing Centre

| Motification state: Matify me when Windows Defender Firewall |

9. Once the Windows Defender Firewall with Advanced Security appears on the screen, click
Windows Defender Firewall Properties link in the Overview section.

B9 Windows Defender Firewall with Advanced Security — O X
File Action View Help
4= = |||
m LULE RV E ELEERSTENEIRWIEY Windows Defender Firewall with Advanced Security on Local Computer Actions
'Sh:b“”d :uR'ET | Windows Defender Firewall with Adv... &
C;Innoegoﬂ ::csurity Rules # Windows Defender Firewall with Advanced Security provides network security for Windows computers & Import Policy...
> B Monitering 2| Export Policy...
Overview Restore Default Policy
Domain Profile Diagnose / Repair
I - N
@ Windows Defender Firewall is on. View »
O Inbound connections that do not match a rule are blocked.
_ & Refresh
@ Outbound connections that do not match a ke are allowed
m Properties

Private Profile el
5. elp

& Windows Defender Firewall is off.

Public Profile is Active

& Windows Defender Firewall is off.

|E] Windows Defender Firewall Properties

Getting Started

Authenticate communications beiween computers

Create connection security rules to specify how and when connections between computers are authenticated ar

protected by using Intemet Protocol security {IPsec).

E] Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connectio o

< > || < >
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10. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall state
drop-down list. Then navigate to Private Profile and Public Profile tabs and ensure that the
Firewall state is Off. Click Apply and then click OK.

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to a public network

location.
State
ﬂ Firewall state: i ~
Inbound connections: Block: (default)
Outbound connections: Allow (default)
Protected network connections: Cugtomize...
Settings
7] St st ol Wedows [ oo,
Logging
= Frtcaiady

Cancel Aoply

11. Close all the windows.
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12. Right-click the Windows button at the lower left corner of the screen and click Run.

Apps and Features
Power Options

Event Viewer

Systern

Device Manager
Metwork Connections

Disk Management

Computer Management

Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

0 Type here to search

13. Run window appears, type gpedit.msc and click OK.
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4 Run >
—  Typethe name of a program, folder, document or Internet

= resource, and Windows will open it for you,

Open: | gpedit.mscl e

Cancel Browse...
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14. When the Local Group Policy Editor window appears, in the left-pane navigate to Local
Computer Policy = Computer Configuration => Administrative Templates =
Windows Components = Windows Defender Antivirus. Double-click the Turn off
Windows Defender Antivirus policy in the right-pane of the window as shown in the
screenshot.

=/ Local Group Policy Editor = m} X
File Action View Help
e=|nml = BE T

| Smart Card = . Windows Defender Antivirus 1
Software Protection Platform

Sound Recorder

Select an item to view its description,  Setting State

| Client Interface

_| Speech .
Stare ~| Exclusions
_| Sync your settings | MAPS
_| Tablet PC I MpEngine
~| Task Scheduler | Network Inspection System
| TextInput | Quarantine
| Windows Calendar _| Real-time Protection
~| Windows Color System “| Remediation
| Windows Customer Experience | | Reporting
| | Windows DafenderAntiwrusl

I Sean

| Windows Defender Application
_| Windows Defender Exploit Guare

_| Signature Updates

Wind Difender Security € "I Threats
= !n ows Defender Security Cen | Windows Defender Exploit Guard
| Windows Defender SmartScreen . . . y .
|i=| Allow antimalware service to startup with norral priority Not configured

Windows Error Reporting

=| Turn off Windows Defender Antivirus Mot configured

Windows Game Recording and E

= Windows Hello for Business Configure local administrator merge behavior for lists Not configured
i Windows Ink Workspace Turn off routine remediation Mot cenfigured
| Windows Installer |iz| Define addresses to bypass proxy server Net configured

Windows Logon Options \i=| Define proxy auto-config (pac) for connecting to the netwerk  Not configured
Windows Media Digital Rights M |iz| Define proxy server for connecting to the network Not configured
Windows Media Player Randomize scheduled task times Mot cenfigured
Windows Messenger iz Allow antimalware service to remain running always Net configured
| Windows Mobility Center

| Windows PowerShell

Windows Reliability Analysis
Windows Remote Management
| Windows Remote Shell

| Windows Update
| Work Folders
_ All Settings
w ol llcer Canfimiratinn e < b
> \Extended /(Standard/
setting(s)
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15. When the Turn off Windows Defender Antivirus window appears, choose the Disabled
radio button and click Apply and OK to turn off Windows Defender Antivirus.

&, Turn off Windows Defender Antivirus

E‘ Turn off Windows Defender Antivirus

O *

Previcus Setting Mext Setting

(©) Mot Configured Comment:

() Enabled

(®) Disabled |

Supported on: At least Windows Vista

Opticns:

Help:

This policy setting turns off Windows Defender Antivirus.

If you enable this policy setting, Windows Defender Antivirus
does not run, and computers are not scanned for malware or
other potentially unwanted software,

If you disable or do not configure this policy setting, by default
Windows Defender Antivirus runs and computers are scanned for
malware and other potentially unwanted software.

Cancel

16. Windows Defender Antivirus is turned off.

=[ Local Group Policy Editor = ] X
P <y
File Action View Help
e | 2T = HE T
“I Sound Recorder ~ 1l Windows Defender Antivirus i'
| Speech X
| Store Turn off Windows Defender Setting State L
7| Sync your settings Antivirus | Network Inspection System
| Tablet PC Edit policy setting ~ kJ.QLIEIEI"ItIHE
"1 Task Scheduler | Real-time Protection
| Text Input Requirements: | Remediation
| Windows Calendar At least Windows Vista I Reporting
‘J Windows Coler System ) Description: fScan
J. Wmdow;CustomerExp!e.nence This policy setting turns off | Signature Updates
| Windows Defender Antivirus Windows Defender Antivirus. I Threats
‘J_ Windows Defender Application " ble th | et | Windows Defender Exploit Guard
—| Windows Defender Exploit Guar W ;rnu EIEI,Eef < d ISEDt!C’? y dlng, (=] Allow antimalware service to startup with normal priority Not configured
| Windows Defender Security Cer ‘neows DETEnder Antiviris coes i A
‘J not run, and computers are not Tum off Windows Defender Antivirus Dizabled
f Windows Defender Sn'.wartScreer scanned for malware or other 1= Configure local administrator merge behavior for lists Mot configured .
~| Windows Error Reporting potentially unwanted software. v = >
“ Windrws Game Recording and Y
< > Extended / Standard //
Hjetting(s]
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17. Close all the windows.

18. Right-click Windows button at the lower left corner of the screen and click Settings.

Apps and Features

Power Options

Event Viewer

Systermn

Device Manager
MNetwork Connections
Disk Management
Computer Management
Windows PowerShell

Windows Powershell (Admin)

Task Manager

File Explorer
Search

Run

Shut down or sign out

Desktop

O Type here to search
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19. In the Settings window, click Update & Security.

Settings

System

Display, scund, notifications,

power

Metwork & Internet
WiFi, flight mode, VPN

Accounts
Your accounts, email, syne,
waork, family

Ease of Access

Marrator, magnifier, high
contrast

Windows Settings

| |:i"d a setting

Update & Security
Windows Update, recovery,
backup

':‘.'

&

Devices

Bluetooth, printers, mouse

Personalisation

Background, lock screen,
colours

Time & Language

Speech, region, date

Cortana
Cortana language, permissions,
notifications

D Phone

Link your Android, iPhane

Apps
Uninstall, defaults, optional
features

Gaming
Game bar, DVR, broadcasting,
Game Mode

EI Privacy

Location, camera

20. In the Settings window, Update & Security settings will be available in the left-pane. Click
Windows Security. This page appears in the right-pane. Click Open Windows Defender
Security Center button as shown in the screenshot.

@ Home

& Settings

Find a setting

Update & Security

<> Windows Update

Windows Security

T Backup

2 Troubleshoot

O Recovery

Windows Security

Windows Defender Security Centre is your home to view and
manage the security and health of your device.

[ Open Windows Defender Security Centre I

Protection areas

O
R

«@

Virus & threat protection

Protection for your device against threats.

Account protection

Security for your account and sign-in.

Firewall & network protection
Who and what can access your network.
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21. In the Windows Defender Security Center window, click Virus & threat protection.

Windows Defender Security Center = [m] X
fr H |
Security at a glance

V) . . .

See what's happening with the security and health of your device

and take any actions neaded.
o)
ot
8
“ (¢

3 ! 13 w
<

Virus & threat Account protection Firewall & network App & browser control
& protection Sign in to Microsoft for protection Mo action neaded.

Mo action needed. enhanced security. Firawalls are turned off.

‘Your device may be
Sign in vulnerable.

I Turn on
Dismiss

5 o gk

Device security Device performance & Family options
No action needed. health Manage how your family
Mo action needed. uses their devices.

22. In the Virus & threat protection page, click Virus & threat protection settings.

& Windows Defender Security Center = m} X

O Virus & threat protection

fy View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.
)
o
@ Threat history
)
l Last scan: Mot available
=
Scan now
=
Run a new advanced scan
&
) o : .
% Virus & threat protection settings
No action needed.
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23. When the Virus & threat protection settings page appears, turn off Real-time protection,
Cloud-delivered protection, and Automatic sample submission. If a User Account
Control pop-up window appears, click Yes. After turning off the above mentioned, click the

home icon present in the left menu bar.

< Windows Defender Security Center
% Virus & threat protection settings
f View and update Virus & threat protection settings for Windows Defender
Antivirus.
<
R . .
Real-time protection
(bl
(l Locates and stops malware from installing or running on your device. You
=5 can turn off this setting for a short time before it turns back on
automatically.
© Real-time protection is off, leaving your device vulnerable.
@
@ off
dh
Cloud-delivered protection
Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.
I Cloud-delivered protection is off. Your device may be Dismiss
vulnerable.
@ O off
Privacy statement
Automatic sample submission
Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.
I Automatic sample submission is off. Your device may be Dismiss
vulnerable.
P | @ of
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24. Then, click App & browser control in the Windows Defender Security Center window.

0
V)
R

((|1)

2 G D

&

Windows Defender Security Centre

Security at a glance

See what's happening v
and take any actions neaded.

(4

Virus & threat
protection
The threat service has

stopped. Restart it now.

Restart now

0

Device security
No action needed.

o

Account protection
No action needed.

o

Device performance &
health
Mo action nesded.

ith the sacurity and health of your device

8

Firewall & network
protection

Firewalls are turned off.
Your device may be
vulnerable.

Family options
IManage how your family
uses their devices.

[m] X

w

App & browser control
Mo action needed.

25. In the App & browser control page, select the Off radio button under Check apps and
files, SmartScreen for Microsoft Edge, and SmartScreen for Microsoft Store apps. If a

User Account Control pop-up window appears, click Yes.

Note: If you are unable to turn off the SmartScreen for Microsoft Edge radio button, leave
the setting for SmartScreen for Microsoft Edge radio button as it is, and continue with the

setup.
&« Windows Defender Security Centre - [m] >
B App & browser control

W Set up Windows Defender SmartScreen settings for apps and browsers.
V)

jo} Check apps and files

« Windows Defender SmartScreen helps to protect your device by checking
! for unrecognised apps and files from the web.

= I Check apps and files is off. Your device may be vulnerable.  Dismiss
= O Block

e o Warn

I

26. Close all the windows.
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CT#3: Download SOC Tools

In the host machine, create a folder in the Drive D: named SOC-Tools.

Log in to your Aspen account. (You will see your course listed under My Coutrses.) = Click
TRAINING button under the coutse to access the e-Courseware, L.ab Manuals, and Tools
in the Training area = Click Download Tools tab from the left-pane.

Click the module names from the right-pane and download all the SOC Tools files to the
D:\SOC-Tools folder.

Right-click the .zip files in the D:\SOC-Tools folder and select the Extract Here
option.

CT#4: Install Hyper-V role in Windows 10 Host
Machine

Note: Hardware Requirements for installing Hyper-V

A 64-bit processor with second-level address translation (SLAT).

CPU supportt for Virtual Machine Monitor Mode Extension (VT-c on Intel CPU’s).
Virtualization technology may have a different label based on the motherboard manufacturer.
Hardware-enforced data execution prevention.

Login to the Windows 10 host machine. To verify compatibility, open up PowerShell or a
Command Prompt (cmd.exe) and type systeminfo.exe. This returns information about
Hyper-V compatibility. If all listed Hyper-V requirements have a value of Yes, your system
can run the Hyper-V role. Close the Command Prompt.

Hotfixi

Network Card(

DHCP
DHCP

-V Requirements:
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2. Right-click on the windows start button icon and select Apps and Features.

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

3. The App and Features window appears;

following screenshot.

=

@ Home
| Find a setting ,
Apps

i Apps & features
i Default apps

M Offline maps

1 Apps for websites

0 Video playback

-0

Startup

E O Type here to search

Apps & features
Installing apps

Choose where you can get apps from. Installing only apps from the
Store helps protect your PC and keep it running smoothly.

‘ Allow apps from the Store only

Apps & features

Search, sort, and filter by drive. If you would like to uninstall or
move an app, select it from the list.

[ earch this list

Filter by: All drives

3D Viewer
oft Corporation

Micro

7-Zip 16.04 (x64)

Adobe Acrobat Reader DC

Adobe AR

Alarms & Clock
Microsoft Corporatior

App connector
Microsoft Corporation

‘? App Installer 16.0 KB
Microsoft Corporation 5/1/201¢

|
K
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4. The Program and Features window appears, click Turn Windows features on or off.

[ Programs and Features - O Pt
u i E » Control Panel » Programs » Programs and Features v @ Search Programs and Features 2
File Edit View Tools
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
| G Turn Windows features on or
i Organize SR 4 0
.
MName Publisher Installed 1 #
'.-"-Zip 16.04 (x64) Igor Paviov 5/15/201¢
B8 2dobe Acrobat Reader DC Adobe Systems Incorporated 10/25/20°
EH Adobe AR Adobe Systems Inc. 5/15/201¢
T Dkt o Bl i Comms s Tl Dkl .

5. The Windows Features list will appear, check the Hyper-V feature as shown in the
screenshot. Click OK.

Windows Features _ O w0
Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[l | Device Lockdown ~
[]  Guarded Host

Hyper-V

= Hyper-V Management Tools
Hyper-V GUI Management Tools
Hyper-V Module for Windows PowerShell

=] Hyper-V Platform

Hyper-V Hypervisor

Hyper-V Services

Internet txplorer 11

Internet Information Services
Internet Information Services Hostable Web Caore
Legacy Components W

=
(10 [m] [

3]

QK Cancel
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0. After applying the requested changes with regard to Hyper-V feature, click Restart now.
7. Once the system reboots, launch the Hyper-V Manager. This can be done in two ways:

By typing Hyper-V Manager in the Type here to search field at the lower left corner of
window and clicking on Hyper-V Manager.

(1)
Click the Windows icon present at the lower left corner of the window, navigate down and

expand the Window Administrative Tools folder to find the Hyper-V Manager icon.
Click Hyper-V Manager.

1
O e Filters ~

Best match

EF' Hyper-V Manager
“®  Decktop app

Search suggestions

Hyper-V Manager - See web results
hyper-v manager for windows 10
hyper-v manager download
hyper-v manager windows 10

hyper-v manager command line

R Y Y . W W

hyper-v manager on windows 10

hyper-v manager download for
windows 10

© © v v v v D

hyper-v manager location in
windows 10 pro

£ Hyper-V Manager| J
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8. Hyper-V Manager window appears along with the current machine’s name in the left-pane

as shown in the screenshot.

23 Hyper-V Manager
File Action View Help

e | 2 B
.

% Hyper-V Manager

Bl .-

Virtual Machines

MName

Checkpoints

Details

<
DDW-010: 0 virtual machines selected.

State CPU Usage

Mo virtual machines were found on thi

Mo virtual machine selected.

No item selected.

Assigned Memory

is server.

Uptim

|

Cuick Create...

Mew »
Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...

Inspect Disk...

Stop Service

Remove Server

Refresh

Wiew >
Help

9. Hyper-V has been successfully installed in the Window 10 host machine.

CT#5: Configuring Network for Hyper-V

CT#5.1: Configuring Internal Network for Hyper-V

1. Launch Hyper-V Manager.

2. Click Virtual Switch Manager in the right pane of Hyper-V Manager. The Virtual Switch

Manager window appears.

3. Select New virtual network switch from left pane, and select Internal as the network type

in the pane of the window.
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4. Click Create Virtual Switch button.

'ﬁg Virtual Switch Manager for RDDW-01%

% _virtual Switches

=% New virtual network switch

wha Default Switct

Default Network

ks Internal Network
Internal only

# Global Network Settings

o Create virtual switch

What type of virtual switch do you want to create?

@ MAC Address Range
00-15-5D-F5-01-00 to 00-15-5DF...

Create Virtual Switch

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer, An
internal virtual switch does not provide connectivity to a physical network connection.

Cancel Apoly

5. The newly created virtual switch

appears in the left pane. Enter the name of the virtual switch

as Internal Network under the Name field, select Internal network radio button, click

Apply and then click OK.

*E?a Virtual Switch Manager for RDODW-019

= X
2. Virtual Switch Properties

efault Switch Rage

Default Network lIntemaI Hetwork | ‘I
wta Internal Netwark

Internal only ———
=ta Internal Network

Internal only
% Global Network Settings

@ MAC Address Range N
00-15-5D-F5-01-00 to 00-15-5DF... Connection type

What do you want to connect this virtual switch to?
(O External network:

Realtek PCIe GBE Family Controller #2

(®) Internal netwark

(O Private network

VLAN ID

[ Enable virtual LAN identification for management operating system

Remove

o
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6. Right-click on Network icon (lower right corner of the desktop), and click Open Network
and Internet Setting from the context menu.

| Troubleshoot problems

Open Network & Internet settings

O Type here to search i L AN 008 B

7. 'The Settings window appears. In the Settings window, click on Change adaptor options.

Settings = O X
@ Home Status
Find a setting | Network status

Network & Internet

& status vEthemet (Default Switch)
Public network
¥ Ethernet
No Internet access
& Dial Your device is connected, but you might not be able to access
i Aty anything on the network. If you have a limited data plan, you
can make this network a metered connection or change other
% VPN properties.
(S Data usage A Troubleshoot
Change connection properties
Proxy 9 HER

Show available networks

Change your network settings

View network adapters and change connection settings.

[ Change adapter options

8. In the Network Connections window, right-click on created Internal Network switch; and
click Properties from the context menu.

E-' Metwork Connections - . *

N :l <« MNetwork and Internet » Metwork Connections w | Search Metwork Connections 0
File Edit View Advanced Tools

Organize ~ Disable this network device Diagnose this connection Rename this connection » -+ [ 0

l‘; Ethernet 3
’ Metwork 2

Realtek PCle GBE Family C...

wvEthernet (Default Switch) L vEthernet (Internal Metwork)
Unidentified network, Shared : Unidentified network
Hyper-V Virtual Ethernet A.. W@~ Hyper-V Virtual Ethernet A...

) Disable

Status

Diagnose

) Bridge Connections

Create Shortcut

W Delete
E; Rename
LE; Properties
Jiterns 1 item selected e - (=
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9.

Internal Network adapter properties window appears, scroll down and select Internet
Protocol Version 4 (TCP/IPv4) and click Properties.

@ vEthernet (Internal Metwork) Properties *
Networking  Sharing

Connect using:

? Hyper-\ Virtual Ethemet Adapter #2

This connection uses the following tems:

43 Mware Bridge Protocal ~

]? File and Printer Sharing for Microsoft Networks
Iln-cp

Intemet Protocol YVer:
2 Microsoft Network Adapter Multiplexor Protocol
4. Microsoft LLDP Protocol Driver
4 Intemet Protocal Version & (TCP/IPvE) w

& &

~REO

"

Install... Uninstall

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

10. Select Use the following IP address radio button, and type the following values as shown in
the screenshot and click OK.

o IP address: 10.10.10.2

o Subnet mask: 255.255.255.0
o Default gateway: 10.10.10.1

o Preferred DNS server: 8.8.8.8

Internet Protocol Version 4 [TCP/IPv4) Properties *
General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 0 ]

=
B
B
L=}
(=]

Subnet mask: 255,255 .255. 0

Default gateway: 0 .10 .10 .1

Obtain DMS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

(=)
'm
'm
'm

[ validate settings upon exit Advanced.e.

Cacel
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11. Close the Properties window, and other windows that were open except Hyper-V Manager.

;'3: wEthernet (Internal Metwerk) Properties >

Metwaorking  Sharing

Connect using:

I? Hyper-Y Virtual EBthemet Adapter #2

This connection uses the following tems:
aCliert for Microsoft Metwaorks ~

8yMware Bridge Protocal

’I_P File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

. Microsoft MNetwarl: Adapter Multiplexor Pratocol

& Microsoft LLOP Protocal Driver b
>

MRORKEERR

Install... Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
netwark.

Close Cancel

CT#5.2: Configuring External Network for Hyper-V
1. Launch Hyper-V Manager.

2. Click Virtual Switch Manager in the right pane of Hyper-V Manager. The Virtual Switch
Manager window appears.
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3. Select New virtual network switch from left pane and select External as the network type
in the pane of the window. Click Create Virtual Switch button.

E‘E Virtual Switch Manager for RDDW-002

% Virtual Switches % Create virtual switch

wiw New virtual network switch

What type of virtual switch do you want to create?

Default Network

ot Internal Metwork
Internal only

% Global Network Settings
@ MAC Address Range
00-15-50-C3-8F-00 to 00-15-5D-C...

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical netwark.

Cancel Apply
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4. The newly created virtual switch appears in the left pane. Enter the name of the virtual switch
as External Network under the Name field, select External network radio button, click
Apply and then click OK.

'.%VE Virtual Switch Manager for KoZ0 20

x
& Virtual Switches I Virtual Switch Properties
2 New virtual network switch
o External Switch Lne
Realtek PCle GBE Family Controller I‘Exberna\ Netwark] I

e Default Switch
Default Network
= Internal Network
Internal only
=i Bxternal Hetwork
Realtek PCIe GBE Family Cont...
% Global Network Settings Connection type
0 MAC Address Ran Vhat do you want to connect this virtual switch to?

[
00-15-5D-53-38-00 to 00-15-5D-5... [® External network:

[Realtek PCle GBE Famiy Controller <)

Notes:

Allow management operating system to share this network adapter
(O Internal netwark
() Private network

VLAN ID
[ Enable virtual LAN identification for management operating system

Remove

G

CT#6: Creating and Configuring Windows Server 2016
Virtual Machine

CT#6.1: Creating a Virtual Machine and Installing Windows Server
2016 Standard Guest OS

1. Launch Hyper-V Manager. If already launched, skip to step two.
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2. Select your local machine in the left pane, then click New in the Actions pane, and then click

Virtual Machine... in the right pane as shown in the screen shot.

File Action View

«=| 7= H
-

I
[
=]

'EE Hyper-V Manager = O X

Virtual Machines

35
7

MName State CPU Usaqge Assig [
EA Quick Create...

No vinual mEChine

< Lf’., Import Virtual Machine...
Checkpoints [] Hyper-V Settings...
28 Virtual Switch Manager...

No virtual machine selected. 7. Virtual SAN Manager...

ea Edit Disk...
L Inspect Disk...
| Stop Service

Remowve Server

e Xm

Refresh

4 Virtual Maching...

Hard Disk...
Fleppy Disk...

Note: Every machine has a unique name, so the name of your machine differs from the name

shown in the above screenshot.

3. New Virtual Machine Wizard window appears, click Next button.

E Mew Virtual Machine Wizard

e Before You Begin

Specify Name and Location you can change the configuration later using Hyper-¥ Manager.

Spedfy Generation
pecify To create a virtual machine, do one of the following:
Agsign Memary

» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

] Do not show this page again

Finish

m This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Cancel
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4. Specity Name and location of new virtual machine. Assign the name of the virtual machine
as SIEM1.

5. The default location for storing the virtual machine is
C:\ProgramData\ Microsoft\ Windows\ Hyper-V\.

6. Click check box to store virtual machine in different location or set it to default location.
7. Click Next.

Note: You can specify the location either in the Specify Name and Location section or in
the forthcoming Connect Virtual Hard Disk section.

2% New Virtual Machine Wizard X
*I Specify Name and Location
Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: [[ SIEM1 ‘l ]
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options (] Store the virtual machine in a different location)
Summary Locaﬁon:[[ ll ] Browse...

/1, If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

<orevos | e ] [ oo Cance
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8. Choose the generation of the virtual machine and click Next.

Before You Begin
Specify Name and Location

Spedfy Generation

Assign Memary

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

E3 Mew Virtual Machine Wizard X

Ed Specify Generation

Choose the generation of this virtual machine.

@ Generation 1

Thiz virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-y.

Cl Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and reguires a supported 64-bit guest operating system.

/A Once a virtual machine has been created, you cannot change its generation.

Mare about virtual machine generation support

< Previous Finish Cancel

9. Assign the amount of Startup memory to allocate to this virtual machine in MB (here, 3072)
and uncheck Use Dynamic memory for the virtual machine.

10. Click Next.

Before You Begin

Specify Name and Location

Spedfy Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

o New Virtual Machine Wizard X

*l Assign Memory

Specify the amount of memory to allocate to this virtual machine. You can spedify an amount from 32

MB through 14652 MB. To improve performance, spedcify more than the minimum amount recommended

for the operating system.

Startup memory:
@Jse Dynamic Memory for this virtual machine.

@ When you dedide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

e ] e
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11. In the next step, Configuring Network, select Internal Network adaptor from Connection
drop-down list and click Next.

3 Mew Virtual Machine Wizard *

Ed Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Spedify Name and Location "

Specify Generation Connection: |MNot Connected w

Mot Connected
External Switch

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

summary

< Previous Finish Cancel

12. In Connect Virtual Hard Disk step, allocate 127 GB default space for hard disk and click

Next.
rjI- New Virtual Machine Wizard X
Ek! Connect Virtual Hard Disk
Before You Begin A virtual machine requires storage so that you can install an operating system. You can specfy the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation mmd hard disk

Assign Memary Use this option to create a YHDX dynamically expanding virtual hard disk.

Configure Networking Mame: IEM1.vhdx |

Connect Virtual Hard Disk Location: || s o—_ o} |I Browse... ||
Installation Options
Size: l 127 'SB (Maximum: 64 TB)
Summary
(0) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or YHDX format.
pcation: | C:YUsers\Public\Documents Hyper-ViVirtual Hard Disks' Browse
() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.
< Previous | Finish Cancel
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13. The installation options section appears, select Install an operating system from a
bootable CD/DVD-ROM radio button.

o If you have a Windows Setrver 2016 DVD choose Physical CD/DVD dtive radio button
and then click Next.

o If you have a Windows Server 2016 ISO file, then choose Image file (.iso) radio button
and click browse button to provide the path of ISO file and click Next.

28 MNew Virtual Machine Wizard *
Ekf Installation Options

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it

later.

Specify Mame and Location ater

Specify Generation (O Install an operating system later

Assign Memory [ (®) Install an operating system from a bootable CD!D'«'D-ROM]

Configure Networking Media

Connect Virtual Hard Disk O Physical CD/OVD drive:  E:

Installation Options [@ Image file (isa): [17\5erver 2016 14383.0.161119-1705.RS1_REFI| | Browse. . ]

Summary

(O Install an operating system from a bootable floppy disk

(O Install an operating system from a network-based installation server

< Previous Finish Cancel

14. New Virtual Machine Wizard appears with summary information.

15. Click Finish.

I8 New Virtual Machine Wizard k4
!kl Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Name and Location oWINg VirtLiz! machine

Specify Generation Description:
Assign Memory MName: SIEM1
Configure Networking Generation: Generation 1
) Memary: 3072 MB
el Network: Internal Metwork
Installation Options Hard Disk: I

Operating System: Wil be installed from F:\SOC-Toals\Lab Prerequisites\ISOwindows server 2017\

€ >

To create the virtual machine and dose the wizard, dick Finish.
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16. Hyper-V Manager creates SIEM1 virtual machine profile.

17. In Hyper-V Manager main window, you see a new virtual machine named SIEM1. Right-
click on the newly created virtual machine and click Settings from the context menu.

Hyper-V Manager
ile  Action View Help
=== @

E Hyper-V Manager 5 -
E RODDW-019 Virtual Machines

Name State CPU Usage Assigned Memory

Connect...
Start
Checkpoint

Move...
Export...
Rename...

Delete...

Help

18. Setting for SIEM1 window will open click on Add Hardware and select Network Adapter

click Add button.
ﬁ Settings for SIEM1 on RDDW-019 - X
[siemt v <> 0
A_Hardware ~ | B AddHardware
i Add Hardware
I 8105 You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
. Security
Key Storage Drive dizabled
W@ Memory ideo Adapter
4000 MB Legacy Network Adapter
I Processor Fibre Channel Adapter

2 Virtual processors

= [ IDE Controller 0 -I

s Hard Drive

SIEM1.vhdx Virtual machines are created with one network adapter. You can add additional network
= [ E Controller 1 adapters as needed.
() DVD Drive

Server 2016 14393.0.1611...
&l scs1 controller
oMt
MNone
i com2
MNone
[ piskette Drive
Mone
# Management
Name
SIEM1
Integration Services
Some services offered
t#y, Checkpoints
Disabled
[=1=] 5 . . y
W SmartPaging File Location
F: Al Virtual Machines\SIEM11S...

Lab Setup Guide Page 48 Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




19. Select Default Switch from the Virtual switch dropdown. You will see
Default Switch added for SIEM1.

Network Adaptor

ﬁ Settings for SIEM1 on RDDW-002

20. Click Apply and OK.

SIEMT

- X
SIEM1 L}
# Hardware @ Network Adapter
r Add Hardware
[ si0s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security Default Switch =7
Key Storage Drive disabled
WLAN ID
W# Memoary
3072 MB [ Enable virtual LAN identification
1 Processor B
1 Virtual processor .
= [ IDE Controller 0
- Hard Drive 2
SIEM1.vhdx
= [ mE Controller 1 Bandwidth Management
) DVD Drive [] Enable bandwidth management
Server 2016 14393.0.1611...
&l 5CsI Controller
@ Network Adapter
ety d 0| Mbp
@ Network Adapter e e a -
Default Switch o o
None o )
ﬁ com2 To remove the network adapter from this virtual machine, dick Remove,
Nane
[ piskette Drive Remave
Nane
“ Use a legacy network adapter instead of this network adapter to perform a
# Management network-based installation of the guest operating system or when integration
Name services are not installed in the guest operating system.
SIEM1
Integration Services
Some services offered
(& Checkpaints
Standard
e bosl
ﬁ Settings for SIEM1 on RDDW-002 - X

| 5]

# Hardware
r Add Hardware
I gi0s
Boot from CD
. Security
Key Storage Drive disabled
WE Memory
3072 MBe
1 Processor
1 Virtual processor
= [ 1DE Controller 0
= Hard Drive
SIEM1.vhdx
= [ 1DE Controller 1
../ DVD Drive
Server 2016 14393.0.1611...
0 scsI Controller
@ Network Adapter
Internal Network
@ Network Adapter
Default Switch
@ com1
Maone
i comz
None

[ Disketts Drive
Maone

% Management

Name

SIEM1

D Integration Services
Some services offered

(&, Checkpoints

Standard v

@ Metwark Adapter

Specify the configuration of the network adapter or remove the network adapter,
virtual switch:
Default Switch s

VLAN ID
[[] Enable virtual LAM identification

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.

Remaove

0 Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system,

Cancel
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21. In Hyper-V Manager main window, right-click SIEM1 virtual machine and click Connect
from the context menu.

& Hyper-V Manager - [m} hed
File Action View Help
«=| 25 BE

ﬁ Hyper-V Manager Actions
Virtual Machines 5
m RDDW-019 . RDDW-019 i ~
MName State CPU Usage Assigned Memory Uptim
B BT Quick Create...
Connect... New »
Settings... (o Import Virtual Machine...
Start || Hyper-V Settings...
22 Virtual Switch Manager...
Checkpoint aa g
oo Virtual SAN Manager...
Move... .
ea Edit Disk...
Export...
L Inspect Disk...
Rename...
Delete... m) Stop Service
¥ Remove Server
Help
@) Refresh
View »
£
E Help
Checkpoints
SIEM1 -
IS|EM1 -E Connect...

22. SIEM1 Virtual Machine window appears click Start button as shown in the screenshot.

r'}' SIEM1 on RDDW-019 - Virtual Machine Connection — O *
File  Action Media View Help

o By B

The virtual machine "SIEM1' is turned off

To start the virtual machine, select "Start’ from the Action menu

Status: Off |
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23. When SIEM1 virtual machine is turned on, Windows Setup window will appear. Fill the

required details and click Next.

T@ Windows Setup

mm_ Windows Server- 2016

Language to install: [Enlish (United States) !

Time and currency format: [ En q lish (United States) - |

Enter your language and other preferences and click "Next” to continue.

==

24. Click Install Now in the Windows Setup to continue installation.

il Windows Setup

Repair your computer

on. All ights reserved.

mm Windows Server 2016

Install now

=E
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25. In the Select the operating system you want to install select Windows Server 2016
Standard Evaluation (Desktop Experience) option and click Next.

\\j #f| Windows Setup

Select the operating system you want to install

Operating system Architecture | Date mom
Windows Server 2016 Standard Evaluation x4 7/16/20L

indows Server 2010 Datacenter Evaluation

Windows Server 2016 Datacenter Evaluation (Desktop Experience) shd 7/16/200
£ >
Description:

This eptien is useful when a GULis required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

k
26. Check I accept the license terms and click Next.

F .
@ é] Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS) 2

Diagnostic and Usage Information. Microsoft automatically collects this
information over the internet, and uses it to help improve your installation,
upgrade, and user experience, and the quality and security of Microsoft
products and services. Consistent with these purposes, the information may
be associated with your organization. Windows Server 2016 has four (4)
information collection settings (Security, Basic, Enhanced, and Full), and uses
the “Enhanced” setting by default. This level includes information required
to: (i) run our antimalware and diagnostic and usage information
technologies; (ii) understand device quality, and application usage and
compatibility; and (iii) identify guality issues in the use and performance of
the operating system and applications.

v 1accept the license terms
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27. In the Which type of installation do you want? click Custom Install Windows only
(advanced) option.

@ ) Windows Setup
Which type of installation do you want?
Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this optien. This option is only
available when a supported version of Windows is already running on the computer.
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recemmend backing up your files before you continue.
Help me decide
|

28. Click Next.

@ ﬁ Windows Setup
Where do you want to install Windows?
| MName | Total size Free space | Type |
(_-::'? Drive 0 Unallocated Space 127.0 GB 127.0 GB ‘
#4 Refresh ?( Delete \’Eorm at 3;«- Mew
€* Load driver Q Extend
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29. Installing Windows screen appears; wait until it completes the installation.

é] Windows Setup

Installing Windows

Status

',' Copying Windows files
Getting files ready for installation (1%)
Installing features
Installing updates
Finishing up

L

30. Once the installation is completed machine will restart.

31. Customize settings window will appear, then enter admin@123 as Password and Reenter
password for the Administrator account and click Finish.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password
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32. Click Ctrl+Alt+Delete icon from the menu to login to SIEM1.

File  Action Media Clipboard View Help

B D@0 nmw b B

33. Login screen appears. Type the password (admin@123) and press Enter.

Administrator

= ]

34. Now, check for the system updates and if found any, update the Windows Server 2016 virtual
machine to the latest.

Note: Installing the updates might take some time.

~
< Settings

& Home Update status
o [‘r’our device is up to date. Last checked: . __._. ., ... ]
Update & security Check for updates

+~ Windows Update _
Update history

j? Windows Defender
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CT#6.2: Changing the Computer Name

1. Close the Server Manager window. Right-click Start button and click on System.

Programs and Features
Power Options
Event Viewer

System

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

19:17
O Tmona EMea A D de B 01000

2. In the System window, click Change settings.

A system = O *

4 E3 5 Control Panel » System and Security » System v O Search Control Panel »p

Contrel Panel Home . - .
View basic information about your computer

& Device Manager Windows edition
g Remote settings Windows Server 2016 Standard Evaluation
& Advanced system settings © 2016 Microsoft Corporation. All rights == Windows Server 2016
reserved.
System
Proceszorn Intel(R) Core(TM) i3-2400 CPU @ 3.10GHz 3.09 GHz
Installed memory (RAM):  3.00 GB
Systemn type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Cemputer name: ®)Change settings

Full computer name:

Computer description:

Workgroup: WORKGROUP
Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AA739 & Change product key

See also

Security and Maintenance
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3.

In the Computer Name tab of the System Properties window, click Change.

System Properties *

Computer Name

3

Hardware Advanced Remote

Windows uses the following information to identify your computer
on the network.

Computer description:

For example: "Il5 Production Server” or
"Accounting Server”,

WIN-7HP3DJMHTEP
WORKGROUP

Full computer name:

‘Workgroup:

To rename thiz computer or change itz domain or
warkgroup, click Change.

(Goror.. |

QK Cancel Apphy

4. Type SIEMI1 in

the Computer name field and click OK.

X

i rrmnnrer Blar
Lomputer iName

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
([sEm1 ]

Full computer name:

SIEMA
Mare...
Member of
() Domain:
(@ Workgroup:
|WOHKG ROLFP
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5. Alert will be prompted to restart the system, click OK.

Computer Mame/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,

6. You will be return back to System Properties window, click Close.

System Properties et
Computer Name  Hardware Advanced Remote

h Windows uses the following information to identify your computer
= onthe netwark.

Computer description:
For esxample: "115 Production Server” or
"Accounting Server”.

Full computer name: SIEM1

‘Workgroup: WORKGROUP

To rename this computer or change its domain or
waorkgroup, click Change.

1 Changes will take effect after you restar this computer.

l Close I Cancel Apphy

7. You will be prompted to restart the system, click Restart Now.

Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any open files and close all prograrms.

“ Restart Mow |I| Restart Later
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CT#6.3: Configuring Static IP Address

1. Login as Administrator. Close the Server Manager window that opens after successful sign
in, right-click on Network icon (lower right corner of the desktop) and click Open Network

and Sharing Center from the context menu.

Windows Server 2016 Standard Evaluation

Troubleshoot problems
(Open Network and Sharing Center ]

2. Network and Sharing Center window appear, click Change adapter settings link from the

left pane.

T |55 <« Metwork and Internet » Network and Sharing Center

v | | Search Control Panel

Control Panel Home

View your active networks

IChange adapter settings|

Unidentified network
Public netwark

Change advanced sharing
settings

Change your networking settings

View your basic network information and set up connections

Access type: Mo Internet acces

Connections: [ Ethernet

3. In the Network Connections window, right-click on Unidentified network (Ethernet 3)

adapter and click Properties from the context menu.

Note: The Name of Unidentified network may vary.

@ Metwork Connections
4+ & « Network and Internet » MNetwork Connections »

Organize +

K

Ethernet 3
Unidentified network
Microsoft Hyper-V Network Adap...

Ethernet 4
Network
#=~  Microsoft Hyper-V Network Adap...

2items

- O X

v O Search Network Connections 0@
- @ @
i:: =
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4. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.

[ Ethernet 3 Properties >
Metworking  Sharing

Connect using:

? Microsoft Hyper-V Network Adapter #3

This connection uses the following items:

I?Uientfor Microsoft Metworks ~

Intemet Protocol Version 4 (TCP/1Pv4)

,

L] Adapter Multiplescor Protocal
& Microsoft LLDP Protocol Driver
£

. Intemet Protocol Version & (TCP/IPvE) W
>

Ingtall... Urinstall

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

QK Cancel
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5. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o

o

o

(@]

IP address: 10.10.10.16
Subnet mask: 255.255.255.0
Default gateway: 10.10.10.2
Preferred DNS server: 8.8.8.8

Note: Once you click on OK button, Networks section pane appears on the right side of the
desktop screen, then click Yes.

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an 1P address automatically

(®) Use the following IP address:

IP address: [10.10.10.16 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 10.10.10.2 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: [| 8 .8 .8 .8 ﬂ
Alternate DNS server: | . . . |
[validate settings upon exit ] _
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6. Click Close to close the Ethernet Properties window.

Ethernet 3 Properties it

E=

Metworking  Sharing

Connect using:

I? Microsoft Hyper-V Network Adapter #3

Corfigure...

This connection uses the following items:

a Client for Microsoft Metworks ~

’:]E File and Printer Sharing for Microsoft Metworks

3005 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

. Microsoft Network Adapter Muttiplexor Protocol

. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/IPvE) W
>

*"REORKEREE

Ingtall.. Uninstall Properties

Description

Allows your computer to access resounces on a Microsoft
netwark:.

e

7. Now, check whether Windows Server 2016 is installed and working properly and check
whether Internet is accessible.

CT#6.4: Sharing SOC-Tools Folder from Host Machine and Mapping
to Windows Server 2016 VM

1. Navigate to D:\ (where SOC-Tools) folder is located, in your host machine.
2. Right-click on SOC-Tools folder and click Properties from the context menu.

Note: If you have placed SOC-Tools in a different drive then screenshots may differ in your
lab environment.

| B = | Mew Volume (F
Home Share WView
=~ =3 v P e » ThisPC » Mew Volume (F)
MName Date mi
3+ Quick access
24-01-3
[ Desktop 35-01-1
¥ Downloads 50C-Tools 25-01-4
| Documents i 24-01-2
&= | Pictures
P R— 1 |
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3. SOC-Tools Properties window appears, click Sharing tab, and then click Share button as
shown in the screenshot.

SOC-Tools Properties >

General Sharng  Securty Previous Versions  Customize

MNetwork File and Folder Sharing

S0C-Tools
5 Mot Shared

MNetwork Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set ather
advanced sharing options.

Gﬁd\ranced Sharing...

Password Protection

People must have a user account and password for this
complterto access shared folders.

To change this setting, use the Network and Sharing Center.

QK Cancel Apply

4. File Sharing window appears, select Everyone from drop-down list and click Add in Choose
people to share with wizard.

2 Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

~ Add
Admin
Manisha Level

Create a new uUser...

I'm having trouble sharing

G Share Cancel
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5. Everyone will be added to the list. Click Everyone from the list and select Read / Write option
from the dropdown menu. Click Share button.

X

2 Network access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

[ v Add
Name Permission Level
2 Admin Owner
2 Everyone ) Read/Write ¥ Read
E Read/Write
Remove

I'm having trouble sharing

8 d
6. Your folder is shared screen appears, click Done button as shown in the screenshot.

Note: Your local host machine name will differ in your lab environment.

28 Metwork access

[ Your folder is shared. ]

Individual [tems

S0C-Tools
o \\RDDW-019\S0C-Tools

L Shared iterns aren't accessible when your computer is asleep.

Show me all the network shares on this computer.
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7. Close all the windows that were open in your host machine.

8. Switch to SIEM1 virtual machine, if it is turned off then turn on the machine, and login with
the administrator credentials (username: Administrator and Password: admin@123). Once

logged in, close the Server Manager window.

9. Open File Explorer, and type [IP Address OR Host Name of your host machine] in the

address bar and press Enter.

' = | File Explorer Ha SIE
Home Share Wiew
I + | NE I
hvy
# Quick access Freguent folders (4)
[ Desktop - Desktop Downloads
This PC This PC

* Downloads - » #

Documents o

[&] Pictures # s Recent files (0)
[ This PC p s
- After you've
[_} MNetwork

10. Windows Security pop-up will appear, type your Host machine credentials, check the
Remember my credentials check box and click OK.

Windows Security

Enter network credentials

Enter your credentials to connect to: . ...

f

Domain:

[EDRemember my credentials

[

N

B

The user name or password is incorrect.

Cancel
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11. Right-click on SOC-Tools shared folder and click Map network drive from the context menu
as shown in the screenshot.

. Ny

= | rddw-019

Home Share View

- v 4 B> Network > rddw-D19 » v ® | §
7 Quick access S0C-Toals
[ Desktop - Open
; Downloads + Open in new window
Documents P Pin to Quick access
=] Pictures * Ea Scan with Windows Defender...
Restore previous versions
B This PC Pin to Start
|_j Metwaork [ Map network drive... l
Copy
Create shortcut
Properties

12. Map Network Drive window appears, assign drive letter as Z:\, make sure that Reconnect at
sign-in option is checked and click Finish.

Drive:

Folder:

% Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

z ¥l

Wrddw-01950C-Tools

Example: Viserver\share

[ Reconnect at sign-in ]

[J Connect using different credentials

Connect to a Web site that you can use to store your documents and

Browse...

ictures.

I Finish I

I Cancel
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13. SOC-Tools mapped network drive appears in the File Explorer view, click This-PC from the
left pane to confirm.

- = | SOC-Tools (\\rddw-019) (Z3)

Home Share View

A == > This PC » S0C-Tools (Miae. 2 (&) » w 0

Mame Date modified
7 Cuick access

172372019911 PM

I Desktop o 1/23/2019 9:11 PM

¥ Downloads 5/21/2018 3:50 AM

Documents 11/5/2018 10:50 PM

[&] Pictures + 1/10/2019 2:27 AM
S 1/11/2019 2:09 AM
= 1/10/2019 4:49 AM
|_j‘ Metwork

14. Now you can see that SOC-Tools directory is mapped to your SIEM1 machine as shown in
the screenshot.

Note: Throughout this configuration, the IP address of the host machine will differ in your
lab environment.

A = | Drive Tools ~ ThisPC - O XJ
Computer View Manage W
<« « 4 E s ThisPC » v O Search This PC =]
v
# Quick access Folders (6)
B Desktop * - Desktop Documents
; Downloads »
Documents +
=] Pictures - ' Downloads » Music
3 ThisPC

Pictures ﬁ Videos
|_j' Metwork EI

~ Devices and drives (3)

Local Disk (C:)
H Floppy Disk Drive (4z) [ [ |
By 115 GB free of 126 GB

o DVD Drive (D¢}
g 555_XG64FREE_EN-US_DV9
0 bytes free of 6.49 GB

~ Network locations (1)
S0OC-Tools (\\ W) (7:)

[ |
Q—-_ 531 GB free of 560 GB
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CT#6.5: Installing WinRAR in Windows Server 2016 VM

1.

2
3
4.
5
6
7

Navigate to Z:\SOC-Tools\Lab Prerequisites\ WinRAR folder.

Alternatively, you can also download the latest version of WinRAR from Vendor.
Double click on winrar-x64-540.exe to begin the installation.

WinRAR setup window appears.

In the WinRAR 5.10 setup window, click Install.

Complete the install by choosing defaults throughout the installation process.

After completing the installation, the installation location of WinRAR files window opens
automatically.

Close the window.

CT#6.6: Installing Web Browsers in Windows Server 2016 VM

1
2
3.
4

Navigate to Z:\SOC-Tools\Lab Prerequisites in guest operating systems.
Open Web Browsers folder.
Follow wizard-driven installation steps and install Firefox and Chrome web browsers.

You can also download latest version of web browsers from respective vendors.

CT#6.1: Installing Notepad++ in Windows Sexrver 2016 VIV

1

2
3.
4

Navigate to Z:\SOC-Tools\Lab Prerequisites in guest operating systems.
Open Notepad++ folder and double-click npp.7.3.2.Installer.
Follow the wizard-driven installation steps, to install Notepad++.

You can also download latest version of Notepad++ from its vendor site.

CT#6.8: Installing Java Development Kit 8u (JDK 8u) in Windows
Server 2016 VM

1.

Navigate to Z:\SOC-Tools\SOC Lab Prerequisites in guest operating systems.

2. Open JDK Folder and double-click jdk-8ul91-windows-x64.exe.
3. TFollow the wizard-driven installation steps to install JDK.
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4. Click Close to finish the installation.

ﬁ Java SE Development Kit 8 Update 191 (64-bit) - Complete

Next Steps

Java SE Development Kit 8 Update 191 (64-bit) Successfully Installed

Click Next Steps to access tutorials, API documentation, developer guides, release notes
and more to help you get started with the JDK.

L

5. For Setting-up JAVA_HOME System Variable, open File Explorer and right-click on This
PC and select Properties option from the context menu.

= 'This PC

Computer

v g Quick access

View

-« v 4 s ThisPC

~ Folders (6)

B Deskiop * - Desktop
‘ Downloads -
Documents -,
[&] Pictures - b Music
Download: * . ,
oumont ~ Devices and drives (3)
i, local Disk (Cs)  #
5 O ThisPC H Floppy Disk Drive ()
Expand
> o Network
& Manage
Pin to Start

Map network drive...
Open in new window
Pin to Quick access

Disconnect network drive...

Add a network location

Delete

Rename

Properties l

A=k
Documents

@ Pictures
Local Disk (C:)
s
[

I
Mg 25,1 GB free of 39.5 GB

v Search This PC

‘ Downloads
ﬁ Videos

. DVD Drive (D)
555 _XB4FREE_EM-US_DV9
0 bytes free of 6.49 GB
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0. System window will appear, click on Advanced system settings option.

A system - O

4 A& s Control Panel s System and Security » System v O Search Control Panel

Control Panel Home . .. .
View basic information about your computer

) Device Manager Windows edition

g Remote settings Windows Server 2016 Standard Evaluation

p Advanced system settings ] © 2016 Microsoft Corporation. All rights == Windows Server: 2016
reserved.
System
Proceszor: Intel(R) Core(TM]) i3-4390 CPU @ 3.30GHz 3.29 GHz
Installed memory (RAM): 1,18 GB
System type: 64-bit Operating Systern, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

7. System Properties window will appear, Navigate to Advanced Tab. Click Environment
Variables... button.

System Properties ot

Computer Mame ~ Hardware| Advanced |5'_.rstern Protection Remote

You must be logged on as an Administrator to make most of these changes.

Perfomance

Visual effects, processor scheduling, memarny usage, and virtual memaony

Izer Profiles
Deskiop settings related to your sign-n

Settings...
Startup and Recoveny
System startup, system failure, and debugging information
Settings...
Environment Variables... I
QK Cancel Apply
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8. Environment Variables window will appear, click on New... button in under System

variables pane.

Envirenment Variables

User variables for Administrator

Variable

TEMP
TMP

Value

HUSERPROFILE\AppData\Local\Microsoft\WindowsApps;
%USERPROFILE%:\AppData‘\Local Temp
%USERPROFILE\AppData‘\Local\Temp

MNew... Edit... Delete
System variables

Variable Value 2
ComSpec CAWindows\system32\cmd.exe
MUMBER_OF_PROCESSORS 1
as Windows_NT
Path C\Program Files (x88)\Common Files\Oracle\Java\javapath; C:\Win...
PATHEXT .COM;.EXE:.BAT:.CMD; VBS; VBE: JS: JSE: WSF: WSH:.MSC
PROCESSOR_ARCHITECTURE  AMDeE4
PROCESSOR IDENTIFIER Intelfd Familv 6 Model 60 Stepoina 3. Genuinelntel N

MNew... [ Edit... Delete

9. New System variable window will appear, enter details given below.
Variable Name: JAVA_HOME
Variable value: C:\Program Files\Java\jdk1.8.0_191 (if you did not change the path while

installing JDK).

Note: if you have changed the Path while installing JDK, locate Java installation directory and
enter the path of Java installation directory as Variable value. Click OK button.

Mew System Variable X

Variable name: | JAVA_HOME | |

Variable value: IC:\Program Files\Javajdk1.2.0_191| I |
K ¥

Browse Directory... Browse File... Cancel
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10. You will see JAVA_HOME variable listed under System variables pane. Click OK.

Environment Variables

User variables for Administrator

Variable Value

Path %USERPROFILEZ:\AppData\Local\Microsoft\WindowsApps;
TEMP FUSERPROFILE%:\AppData\Local\ Temp

TMP FUSERPROFILE%:\AppData\Local\ Temp

New... Edit... Delete
System variables
Variable Value G
ComSpec C\Windows\system32\cmd.exe
JAVA_HOME C\Program Files\Java\jdk1 .8.@]
MUMBER_OF_PROCESSORS 1
as Windows_NT
Path C\Program Files (x26)\Common Files\Oracle\Java'javapath; C:\Win...
PATHEXT .COM:.EXE; BAT:.CMD; VBS; VBE; JS; JSE; WSF, W5H; MSC
PROCESSOR ARCHITECTURE AMDG4 b

Ca nce'

e

11. Click OK button in the System Properties Window. Restart the system to complete the java

installation.
System Properties x
Computer Name:  Hardware Advanced  Remote
You must be logged on as an Administrator to make most of these chanages.
Perfformance
Visual effects, processor scheduling, memory usage, and virtual memony
Settings...
User Profiles
Deshtop settings related to your sign-in
Settings ...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
I Environment Variables... I
—
0K Cancel Apphy
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CT#6.9: Installing Splunk Enterprise in Windows Server 2016 VM
1. Launch STEM1.

2. Login as Administrator (Username: Administrator and Password: admin@?123).

3. Navigate to Z:\SOC-Tools\Lab Prerequisites\Splunk Enterprise.

(Ensure you have installed google chrome in windows server 2016 before installing Splunk

Enterprise).

4. Double click splunk-7.1.1-8f0ead9ec3db-x64-release.msi to start the installation. If the
Open File - Security Warning window pops up appears, click Run. Note: If a notification
appears stating the "SmartScreen has prevented the app from running", click More info, and
then click Run anyway.

We can't verify who created this file. Are you sure you want to run this file?

P This file is in a location outside your local network. Files from locations
.@l you don't recognize can harm your PC. Only run this file if you trust
i the location. What's the risk?

Open File - Security Warning

Marne: ... Enterprise\splunk-7.1.1-8f0ead9ec3db-x64-release.msi
Type: Windows Installer Package
From: Z\Lab Prerequisites\Splunk Enterprisesplunk-7.1.1-8f0...

5. The Splunk Enterprise Installer window appears. Accept the license agreement and click Next.

Splunk Enterprise Installer =

[ Check this box to accept the License Agreement} | View License Agreement

Default Installation Options
- Install Splunk Enterprise in C:'\Program Files\Splunk
- Run Splunk Enterprise as Local System account

- Create Start Menu Shortout

Cancel

Customize Oplions | | Mext |
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6. Set administrator password for Splunk Enterprise by giving a password (admin@123).

BN

13 Splunk Enterprise Setup

splunk

An administrator password must be set before installation proceeds. Passward must contain
at a minimum, & printable ASCII characters.

Password:

—_

Confirm password:

[seeneeeses

= =

7. Click Install to install Splunk Enterprise.

i) Splunk Enterprise Setup

Click Install to begin the installation. Click Back to review or change any of your

installation settings. Click Cancel to exit the wizard.

Create Start Menu Shortout

| o]
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8. Wiait for the installation to complete. Click Finish to complete Splunk enterprise setup.

1

Splunk Enterprise was succesfully installed.

Launch brawser with Splunk Enterprise

I Finish

9. Splunk Enterprise launches in your default browser. The First time signing in? page appears.
Enter the username (admin) and password (provided while installation (admin@123) in
their respective fields and click Sign in.

B Coon [ selunk < \EEH

C @ localhost * 6

splunk>enterprise
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10. You will be successfully logged in to Splunk Enterprise.

«

Apps

>

Home | Splunk 7.1.1 x

+

C @ lecalhost:8000/en-US/app/launcher/home

splunk B Administrator ~ Messages
Explore Splunk Enterprise
Search & Reporting
i = -
+ Find More Apps
Product Tours Add Data Splunk Apps 2 Splunk Docs 12
New to Splunk? Take a tour 1o Add or forward data to Splunk Apps and add-ons extend the Comprehensive documentation
help you on your way. Enterprise. Afterwards, you may capabilities of Splunk Enterprise. far Splunk Enterprise and for all
extract fields. other Splunk products.
Close
4 »

11. To increase default maximum number of concurrent of searches per CUP in Splunk
Enterprise, navigate to c:\Program Files\Splunk\etc\system\default and open file
limits.conf with Notepad++.

12. Go to line no 144 and set max_searches_per_cpu=2, click save and close the file.

Qf’ C:\Program Files\Splunkietchsystern'default\limits.conf - Motepad++ [Adminis — O >
File Edit Search View Enceding Language Settings Tocls Macre Run  Plugins  Window

7 X

cEHEREA i Mbh oy ax|BE 1 E2ME
||E changelog £ = imits.conf E3 |

139 ~
140 $# Max real-time searches = max rt search multiplier x max histori:
141 max rt search multiplier = 1

142

143 i oncurrent searches per CPU.

144 lmax_searches_per_cpu = 2 l

145

146

147 et s E R LR s s s s st s i s st s
148 # Distributed search

i N i et et et L e e R RS S SRS S LT TS TN
< >
ength:40 Ln: 144 Col:25 Sel:0|0 Windows (CR LF}  UTF-8-BOM NS o
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1.

Expand v

Most used

(€]

&
O

To open Server Manager, click Start = Server Manager icon.

2. 'To open Server Manager, click Start = Setver Manager icon.

Windows Server

Windows
Administrativ...

e Intemet Explorer

€ Google Chrome

q Google Chrome

&

Server Manager

2

Windows
PowerShell

-

Task Manager

‘a

2

Event Viewer

Server Manager

CT#6.10: Installing .Net Framework 3.5 (Includes .Net 2.0 and 3.0)

.
Windows
PowerShell ISE

Control Panel

File Explorer

ver Manager *> Dashboard

Manage

@1 F

Tools

Ser
Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . . N
_ o Configure this local server
g File and Storage Services P ~
QUICK START
2 Add roles and features
3 Add other servers to manage r
WAUATS N —— e —
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4. Add Roles and Features Wizard appears, by default Before You Begin section selected, click

Next.

Fﬁ Add Roles and Features Wizard

Before you begin

You Begin

Installation Type

Server Selection

DESTINATIOM SERVER
SIEM1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous l MNext = I Install Cancel

5. In Installation Type section leave the selection to default, click Next.

E Add Roles and Features Wizard

Before You Begin

Server Selection

Select installation type e

= O X

DESTINATIOM SERVER

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

~

_) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous |l Next > I Install
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6. In Server Selection section, leave the settings to default and click Next.

E Add Roles and Features Wizard

Before You Begin

Select destination server

DESTINATION SERVER

Select a server or a virtual hard disk on which to install roles and features.

Installation Type

[@ Select a server from the server pool]

Server Selection
Server Roles

Features

) Select a virtual hard disk

Server Pool

— O X

SIEMA

Filter:

Mame

IP Address

Operating System

rver 2016 5

andard Evaluation

1 Cormnputer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shown.

| < Previous ||| Next > || Install

Cancel

7. In Server Roles section, click Next.

E; Add Roles and Features Wizard

Select server role

Before You Begin
Installation Type

Server Selection

)

DESTINATION SERVER

Server Roles

Features

SIEM1
Select one or more roles to install on the selected server.
Roles Description
[ ctive Directory Certificate Service - pciuelDitectonyCerthcatelSenvices

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

1 Hyper-v

[ MultiPoint Services

1 Network Policy and Access Services

[] Print and Document Services

[ Remote Access

[] Remate Desktop Services

[ volume Activation Services

] Web Server (lIS)

[] Windows Deployment Services

(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used ina
variety of applications.

< Previous |I|

Next > |!

| Cancel

Install

| 1=
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8. In Select features section, check .NET Framework 3.5 Features check box, and click Next.

Tﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server sslection
Server Roles

Features

Confirmation

= O X

DESTINATION SERVER
SIEM1

Select one or more features to install on the selected server.

Features Description

~ NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for

building applications that offer

appealing user interfaces, protect
your customers' personal identity
information, enable seamless and

ET Framework 3.5 Feature:
.NET Framework 4.6 Features (2 of 7 installed)
[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

[ Client for NFS

[ Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[] Enhanced Storage

[ Failover Clustering

[] Group Policy Management

[ 170 Quality of Service

] 115 Hostable Web Core

[] Internet Printing Client

] 1P Address Management (IPAM) Server

[] iSNS Server service

[ LPR Part Manitor v

Install

< Previous I Next = | | Cancel

9. In Confirm installation selections, check Restart the destination server automatically if
required option. Add Roles and Features Wizard pop-up appears click Yes.

Tﬁ Add Roles and Features Wizard

Confirm installation selections

- O pad

DESTINATIOM SERVER
SIEM1

| M. Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required ]

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their chack boxes.

.NET | Add Roles and Features Wizard

o If a restart is required, this server restarts automatically, without
LIA additional notifications. Do you want to allow automatic restarts?

Yes Mo I
Export configuration settings
Specify an alternate source path
< Previous Next > Install | | Cancel
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10. Click Install button to proceed for the selected features installation.

= Add Roles and Features Wizard - O X

DESTINATIOM SERVER

Confirm installation selections SIEM1

| A, Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

To install the following roles, role services, or features on selected server, click Install.

Before You Begin
Installation Type Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
Sevelioles their check boxes.

Features

MET Framework 3.5 Features

NET Framewaork 3.5 {includes .NET 2.0 and 3.0)

Export configuration settings
Specify an alternate source path

< Previous | | DMNext> | Install Cancel

11. Wait until the installation is completed.

E; Add Roles and Features Wizard — O x

DESTINATION SERVER

Installation progress sew

View installation progress

o Feature installation
—
Installation started on SIEM1

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| <Previous | | Next> | Close | Cancel |
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12. Once the installation is completed, you can see the message as Installation Succeeded as shown
in the screenshot, click Close button. If restart is required, restart the machine.

E Add Roles and Features Wizard — O pd

DESTINATION SERVER

Installation progress siew

View installation progress

o Feature installation

Installation succeeded on SIEM1.

.NET Framework 3.5 Features
MNET Framewerk 3.3 (includes .NET 2.0 and 3.0)

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Jext > Close Cancel

CT#6.11: Turn off Windows Firewall in Windows Server 2016 VM
1. Follow the step 3 to 11 of CT#2, to turn off firewall Windows Server 2016.
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CT#7: Creating and Configuring Windows Server 2012
Virtual Machine

CT#1.1: Creating a Virtual Machine and Installing Windows Server
2012 R2 Standard Guest OS

1. Launch Hyper-V Manager. If already launched, skip to step two.

2. Select your local machine in the left pane, then click New under Actions pane, and then click
Virtual Machine in the right pane as shown in the screen shot.

’E; Hyper-V Manager
File Action View

YN

I
fil

— O

Hyper-V Manager

Virtual Machines

MName

State

CPU Usage Assit

Mo virtual machine

Checkpoints

Mo virtual machine selected.

2

E Quick Create..,

Import Virtual Machine...

Virtual Switch Manager...

-
D Hyper-V Settings...
EE

o Virtual SAM Manager...

-

Edit Disk...
Inspect Disk...
| Stop Service

Remove Server

e X mlgi B

Refresh

» Virtual Machine...

Hard Disk...
Floppy Disk...

Note: Every machine has a unique name, so the name of your machine differs from the name
shown in the above screenshot.
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3. New Virtual Machine Wizard window appears, click Next button.

rD New Virtual Machine Wizard x

Ed Before You Begin

m This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-¥ Manager.

Specify Generation
= To create a virtual machine, do one of the following:
Assign Memory
» Click Finish to create a virtual machine that is configured with default values.

Configure Networking « Click Mext to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[ Do not show this page again

Finish Cancel

4. Specify Name WinServer2012 and location of new virtual machine. Assign the name of the
virtual machine as Windows Server 2012.

5. The default location for storing the virtual machine is

C:\ProgramData\Microsoft\ Windows\ Hyper-V\. You can choose different location to
store the VM’s or set it to default location.

Lab Setup Guide Page 84 Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




6. Click Next.

Note: You can specify the location either in the Specify Name and Location section or in
the forthcoming Connect Virtual Hard Disk section.

E Mew Virtual Machine Wizard

Before You Begin

Spedfy Name and Location

Spedfy Generation
Assign Memory
Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

A Specify Name and Location

Choose a name and location for this virtual machine.

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name: ||'|“.n'in5erver2012 l
| ——

You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the wvirtual machine is stored in the default folder configured for this server.

Store the virtual machine in a different location

Location: |§-—-——_ |

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Chedkpoints indude virtual machine data and may require a large amount of space.

—
< Previous m Finish Cancel

7. Choose the generation of the virtual machine (here, Generation 1) and click Next.

E Mew Virtual Machine Wizard

Before You Begin
Spedify Name and Location

Spedfy Generation

Assign Memary

Configure Metworking

Connect Virtual Hard Disk
Installation Options

Summary

= Spedify Generation

@ Generation 1

X

Choose the generation of this virtual machine.

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-v.

() Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

& Once a virtual machine has been created, you cannot change its generation.

More about virtual machine generation support

< Previous Finish Cancel
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8. Assign the amount of Startup memory to allocate to this virtual machine in MB (here, 2048)
and uncheck Use Dynamic Memory for this virtual machine.

9. Click Next.

Before You Begin

Specify Name and Location

Specify Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

3 Mew Virtual Machine Wizard

& Assign Memory

@Use Dynamic Memory for this virtual machine.

Spedfy the amount of memaory to allocate to this virtual machine. You can specify an amount from 32
ME through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory:

When you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

< Previous Finish Cancel

10. In the next step, Configuring Network, select Internal Network adaptor from Connection
drop-down list and click Next.

Before You Begin
Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

3 New Virtual Machine Wizard

Ea Configure Networking

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Mot Connected ~

Mot Connected
External Switch

Connection:

< Previous Finish Cancel
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11. Connect Virtual Hard Di
click Next.

sk section appears, allocate default 127 GB space for hard disk and

2] Connect Virt

Before You Begin

Specify Mame and Location
Spedfy Generation

Assign Memory

Configure Networking
Installation Options

Summary

@ Mew Virtual Machine Wizard x

ual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine's properties.

(@) Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Location: |F:All Virtual Machines\WinServer 20 12\WinServer 2012 \irtual Hard| Browse...
Size: B (Maximum: &3 TB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\PubliciDocuments\Hyper-V\Virtual Hard Disks\,

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

12. The installation options section appears, select Install an operating system from a
bootable CD/DVD-ROM radio button.

o If you have a Windows Server 2012 DVD choose Physical CD/DVD drive radio button

and then click Next.

o If you have a Windows Server 2012 ISO file, then choose Image file (.iso) radio button
and click browse button to provide the path of ISO file and click Next.

3 New Virtual Machine Wizard

Ea Installation O

Before You Begin

Specify Mame and Location
Spedfy Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Installation Options

Summary

*

ptions

You can install an operating system now if you have access to the setup media, or you can install it
later.

() Install an operating system later

| (®) Install an operating system from a bootable CD/DVD-ROM ]
Media
(O) Physical CD/DVD drive:  F:

' ®) Image file (.iso): l | \Window server 20

(O 1Install an operating system from a bootable floppy disk

< Previous || Finish Cancel
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13. New Virtual Machine Wizard appears with summary information. Click Finish.

EH Mew Virtual Machine Wizard x
e Completing the New Virtual Machine Wizard
Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the
following virtual machine.
Specify Name and Location TSI L
Specify Generation SEm
Assign Memory Mame: WinServer2012
Configure Networking Generation: Generation 1
Memory: 2048 MB
Connect Virtual Hard Disk Network: Mot Connected
Installation Options Hard Disk: | Hard Disks\WinSer
Operating System:  Will be installed from F:\SOC-Tools\Lab Prereguisites\ISOWVINDOWS SERVER 201
< >
To create the virtual machine and dose the wizard, didk Finish.
< Previous Mext = Cancel

14. Hyper-V Manager creates Windows Server 2012 virtual machine profile.

15. In Hyper-V Manager main window, you see a new virtual machine named WinServer2012.
Right-click on the newly created virtual machine and click Settings from the context menu.

Virtual Machines
- _ : RDDW-019
Mame State CPU Usage Assigned Memory Uptim |
) . | BB Quick C
E SIEM1 Running 0% 3072 MB 02:28: | —
= WinServer2012 New
Coennect...
E’, Import
[ Settings... ] D Hyper-
Start EE virtual
Checkpoint o Virtual
Mave... «a Edit Dis
Evmark E Inzpect
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16. Setting for WinServer2012 window will open, click on Add Hardware and select Network

Adapter, then click Add.
m Settings for WinServer2012 on RDDW-002 — Lt
WinServer2012 ~ 4 (4]
Wﬂ Hardware () l" Add Hardware
A gIos You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
@ seaurity 5CSI Controller
Key Storage Drive disabled
Wl Memory RemaoteFX 3D Video Adapter
2043 MB Legacy Metwaork Adapter
[ Processor Fibre Channel Adapter

1 Virtual processor

= [ IDE Controller 0

= Hard Drive
WinServer2012, vhdx Virtual machines are created with one network adapter. You can add additional network

= [ 1E Controller 1 adapters as needed.
. DVD Drive
9600, 17050, WINELUE_RE...
&l scsI Contraller
@ Network Adapter
Internal Metwark
W comM1
Maone
i comz
Maone
[ piskette Drive
Mone
% Management
Mame
WinServer2012
Integration Services
Some services offered

t# Checkpaints
Standard
wa omart Paging File Location
G:\Wirtual Machines\WinServer...
Cancel Apply
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17. Select Default Switch from the Virtual switch dropdown. You will see Default Switch

Network Adaptor added for WinServer2012.

ﬁ Settings for SIEMZ on RDDW-002 -
SIEM2 ~ 4 (3]
# Hardware A @ Network Adapter
r Add Hardware
& gios Spedfy the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
@ security Default Switch ~
Key Storage Drive disabled
WLAM ID
W Memory
2000 MB [] Enable virtual LAM identification
# [} Processor — e o =
1 virtual processor g SEenE e
=l [ IDE Controller 0
= Hard Drive 2
SIEMZ.vhdx
= [ 10E Controller 1 Bandwidth Management
" DVD Drive [] Enable bandwidth management
SW_DVD5_WIN_ENT_10_1...
&l scsI Controller
Lq] MNetwark Adapter
Internal Network Danawid 0| Mbps
@ Network Adapter B L 0 .
Default Switch ° - o
oMt @ Toleave the or ma estricted as the value
Mone
ﬁ comM2 To remove the network adapter from this virtual machine, dick Remove,
Mone
[ piskette Drive FETTE
Mone . i
o Use a legacy netwark adapter instead of this network adapter to perform a
# Management network-based installation of the guest operating system or when integration
MName services are notinstalled in the guest operating system.,
SIEM2
D Integration Services
Some services offered
(k) Checkpoints
Standard v
[Tk ]| cancel Apply

Lab Setup Guide Page 90

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




18. Click Apply and OK.

@ Settings for SIEMZ on RDDW-002 - X
SIEM2 v 4 (4]
# Hardware o 0 network Adapter
l" Add Hardware
3 BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD virtual switch:
@ security Default Switch v
Key Storage Drive disabled
VLAM ID
Wl Memory
2000 MB [] Enable virtual LAN identification

ﬁ Processar
1 Virtual processor
= IDE Contraller 0

s Hard Drive -
SIEM2.vhdx
= IDE Controller 1 Bandwidth Management
() DVD Drive [] Enable bandwidth management

SW_DVDS5_WIN_ENT 10 1...
&4 scsI Controller
[H] Metwork Adapter
Internal Metwork
ﬂ] Metwork Adapter
Default Switch
W coM1
Mone

ﬁ ComM 2 To remove the network adapter from this virtual machine, dick Remove.
Mone

[l piskette Drive FEIILE
Mone

0 Use a legacy network adapter instead of this network adapter to perform a
# Management network-based installation of the guest operating system or when integration
Mame services are notinstalled in the guest operating system.
SIEM2
D Integration Services
Some services offered
(B Checkpoints
Standard v

19. In Hyper-V Manager main window, you see a new virtual machine named WinServer2012.
Right-click on the newly created virtual machine and click Connect from the context menu.

|
Actions
Virtual Machines
= RDDW-019 ‘
MName State CPU Usage Assigned Memory Uptim
) | Bl Quick C
E SIEMT Rurining 0% 3072 MB 02:28: | —
MNew

I WinServer2012
' Connect.., I
Import

-t
Settings... Iﬁ Hyper-V
-

i Virtual §
Checkpoint wa Wirtual 5
Move... «a Edit Disl
Evnnrt _E' Inspect |
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20. WinServer2012 Virtual Machine window appears, click Start button as shown in the
screenshot.

i}' WinServer2012 on RDDW-019 - Virtual Machine Connection

‘File Acion Media View Help

B O B 5t

The wirtual machine "WinServer2012' is tumed off

To start the virtual machine. select "Start’ from the Action menu

21. When WinServer2012 virtual machine is turned on, Windows Setup window will appear. Fill
the required details and click Next.

THI Windows Setup E & @T

== Windows Server: 2016

Language to ins-tall:[Enlish {United States) g

Time and currenq,-'fu:-rr'nat:’ (United States) - ]

Enter your language and other preferences and click "Next” to continue.

wration. All rights reserved.
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22. Click Install Now in the Windows Setup to continue installation.

i Windows Setup

== Windows Server2012R2

Install now

Repair your computer

= 3 Mic Corporation. All ights reserved.

23. In the Select the operating system you want to install select Windows Server 2012 R2

Standard Evaluation (Server with a GUI) option and click Next.

&) @f Windows Setup

Select the operating system you want to install

==

Operating system
Windows Server 2012 R2 Standard Evaluation (Server Core Installation) 164
sWindows Server 2012 R2 Standard Evaluation (Server with a GUI) /
Windows Server 2012 R2 Datacenter Evaluation (Server Core Installation)  x64
Windows Server 2012 R2 Datacenter Evaluation (Server with a GUI) wbd
L4
Description:

Opticns."

Architecture | Date mc

This option is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. You can switch to a different installation eption later, See "Windows Server Installation

3/21/20°

3217207
f21,/20°
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24. Check I accept the license terms and click Next.

| &

@ ¢ Windows Setup

License terms

MICROSOFT SOFTWARE LICENSE TERMS

updates,
supplements,

Internet-based services, and

l [ 1 accept the license term;j]

MICROSOFT WINDOWS SERVER 2012 R2 STANDARD

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them. They
apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft:

S A

i

25. In the Which type of installation do you want? click Custom Install Windows only

(advanced) option.

r
@ ) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

recommend backing up your files before you continue.

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We

Help me decide
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26. Click Next.

@ ﬂ Windows Setup g
Where do you want to install Windows?
| Name | Total size Free space | Type |
‘.'-:n'? Drive 0 Unallocated Space 127.0 GB 127.0 GB ‘
#3 Refresh ?( Delete i Format 3 New
{5 Load driver Q Extend
27. Installing Windows screen appears; wait until it completes the installation.

T ) Windows Setup

Installing Windows

Your computer will restart several times. This might take a while.

o/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

28. Once the installation is completed machine will restart.
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29. Settings window will appear, enter admin@123 as Password and Reenter password for the
Administrator account, and click Finish.

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

File  Action Media Clipboard View Help
== D@0 nmwp o B

31. Login screen appears. Type the password (admin@123) and press Enter.

Administrator

BT - |
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32. Now, check for the system updates and if found any, update the Windows Server 2012 virtual

machine to the latest.

Note: Installing the updates might take some time.

F

Windows Update

o

:(-:l - 7T |'§ﬁ> v Control Panel v Systern and Security » Windows Update

w C_;| | Search Control Panel P |

Centrel Panel Home

Check for updates
Change settings
View update history

Restore hidden updates

Windows Update

You're set to automatically install updates

I : i 5 optional updates are available

o

Muost recent check for updates:

Updates were installed:
You receive updates:

Today at 9:56 AM
Today at 5:59 PM.
For Windows only.

CT#1.2: Changing the Computer Name

1. Close the Server Manager window that opens. Right-click Start icon and click on System.

Programs and Features
Power Options

Event Viewer

System

Device Manager

Network Connections

Disk Management
Computer Management
Command Prompt
Command Prompt (Admin)
Task Manager

Contrel Panel

File Explorer

Search

Run

Shut down or sign out

=

a8 Windows Server 2012 R2
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2. In the System window, click Change settings.

T |[|EJ » Control Panel » System and Security » System v | ‘ Search Control Panel r= |
L7
Control Panel Home . . .
View basic information about your computer
@' Device Manager Windows edition
@ Remote settings Windows Server 2012 R2 Standard
B Advanced system settings & 2013 Microsoft Corporation. All rights == Wlnd ows Server°2012 R2
reserved, "
System
Processon Intel(R} Core(TM) i5-2400 CPU @ 3.10GHz  3.09 GHz
Installed memory (RAM): 2,00 GB
System type: B64-bit Operating System, x64-based processor
Pen and Touch: Me Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-3P300VSPSPO
Full computer name: WIN-3P300VSPSPO
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Seftware License Terms

See also
Product ID: 00252-70000-00000-AA535 Activate Windows
Action Center

Windows Update

3. In the Computer Name tab of the System Properties window, click Change.

Computer Name | Hardware I Advanced | Remate |

m’&' Windows uses the following information to identfy your computer
on the networl:.

Computer description:

For example: "5 Production Server” or
"Accounting Server”.

Full computer name: WIN-3F 3Q0VSPSPQ
Workgroup: WORKGROUP

To rename this computer or change its domain or
warkgroup, click Change.
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4. In the Computer name field, enter WinServer2012 and click OK.

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
[ WinServer2012

Full computer name:
WinServer2012

Member of
() Domain:

|
(®) Workgroup:
|WOHKGHOUF‘

5. When prompted to restart the system, click OK.

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.
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6. You will be returned to System Properties window, click Close.

System Properties

Computer Name |Hardware I Advanced I Remote |

f L Windows uses the following information to identify your computer
== onthe netwark.

Computer description: Windows Server

For example: "1I5 Production Server” or
"Accounting Server”.

Full computer name: WinServer2012

Worcgroup: WORKGROUP

To rename this computer or change its domain or
worlkgroup, click Change.

/0 Changes will take effect after you restart this computer.
| Cance Apply

7. You will be prompted to restart the system, click Restart Now.

Microsoft Windows

You must restart your computer to apply these
changes

Before restarting, save any open files and close all prograrms,

Restart Mow | | Restart Later

CT#1.3: Configuring Static IP Address

1. Login as Administrator. Close the Server Manager window that opens after successful sign
in, right-click on Network icon (lower right corner of the desktop) and click Open Network
and Sharing Center from the context menu.

a@ Windows Server 2012 R2

Troubleshoot problems

Open Network and Sharing Center
53 AM
4/2016
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2. Network and Sharing Center window appear, click Change adapter settings link from the
left pane.

T |_§E <« MNetwork and Internet » MNetwork and Sharing Center v O | | Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks

IChange adapter settings
Change advanced sharing Unidentified network Access type: Mo Internet access
settings Public network Connections: [ Ethernet

Change your networking settings

3. Inthe Network Connections window, right-click on Unidentified network (Ethernet) adapter
and click Properties from the context menu.

Note: The Name of Unidentified network may vary.

T ||__@ « Met.. » MNetwor.. W G| | Search Metwork Connecti.., 2 |

Organize =  Disable this network device = 3= - [ @

Ethernet | Ethernet?
_ Unidentified network = Metwork
@ Microsoft Hyper-V Netwaoy : : er-V Network Adap...

Diagnose
@ Bridge Connections

Create Shortcut
Delete
@ Rename

@ Properties

2 items 1 item selected
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4. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.

MNetworking

Connect using:
I? Microsoft Hyper-V Metworl Adapter

This connection uses the fallowing tems:

& Client for Microsoft Networks

E,l File and Prirter Sharing for Microsoft Metworks
3Bl 005 Packet Scheduler

[ s Microsoft Networs Adapter Muttiplexor Protocol
i Link-Layer Topology Discoveny Mapper 140 Driver
i Link-Layer Topology Discovery Responder

i |ntemet Protocol Version & (TCP/IPvE

Intemet Protocol Version 4 (TCP/1Pv4)

Install... | | Uninstall Properties

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel
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5. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 10.10.10.12

o Subnet mask: 255.255.255.0
o Default gateway: 10.10.10.2

o Preferred DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 0.1 .10 .12

|
Subnet mask: | 255 .255.255. 0 |
|

Default gateway: | m.m.1w. 1

Obtain DMS server address automatically
(#®) Use the following DMS server addresses:

Preferred DMS server: 3

Alternate DMS server:

[ validate settings upon exit
I (04 l Cancel
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6. Click Close to close the Ethernet Properties window.

Metwarking

Connect using:

I? Microsoft Hyper-Y' Metwor: Adapter

Thig connection uses the following tems:

[«

Client for Microsoft Metworlks
Q File and Printer Sharing for Microsoft Networks
I8l 35S Packet Scheduler

i Microsoft Metwark Adapter Multiplexor Pratocol
i Link-Layer Topalogy Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

wie Intemet Protocol Version & (TCP/IPwE)

wie Intemet Protocol Version 4 (TCP/IPv4)

K& & K[

Install... | | Uninstall | | Properties

Description

Allows your computer to access resources on a Microsoft
network.

I Close | | Cancel

7. Now, check whether Windows Server 2012 is installed and working propetly.
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CT#1.4: Adding IIS (Internet Information Services) roles in Server
Manager

1. To open Setver Managert, click Start = Server Manager icon.

by

Windows
Server Manager PowerShell

!

Task Manager

e

Control Panel Internet Explorer

Desktop

(&

Administrative
Tools

2. In Server Manager Dashboard, click Add Roles and Features.

Server Manager * Dashboard @1 F vamge Toos  vew hep

IE2 Dashboard WELCOME TO SERVER MANAGER

§ Local Server
iiF Ans i i
@ All Servers o Configure this local server

ii File and Storage Services P
QUICK START

2 [,i.dr;: roles and "i—'atme:i]

3 Add other servers to manage
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3. Add Roles and Features Wizard appears, click Next.

DESTINATION SERVER

Before you begin WinServer2012

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing neads of your organization, such as sharing documents, or
Installation Type hasting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Mext.

[[] Skip this page by default

| < Previous |I| MNext » || | Install | | Cancel |

4. In Installation Type section of the wizard, select Role-based or feature-based installation
radio button and click Next.

DESTINATIOM SERVER

Select installation type WinServer2012

Before You Begin Select. the installation .t_',rpe..‘r’ou can insFaII roles and features on a running physical computer or virtual
m machine, or on an offline virtual hard disk (VHD).
’ ® Role-based or feature-based installation
Server Selection ) ) .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services install
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous |I Next > |I | Install | | Cancel
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5. In Server Selection section, leave the selections to default and click Next.

=

Select destination server

Before You Begin

(®) Select a server from the server pool
() Select a virtual hard disk

Installation Type

Select a server or a virtual hard disk on which to install roles and features.

DESTIMATION SERVER
WinServer2012

Server Rolas Server Pool
Features
Filter: |
Name IP Address Operating System

WinServer2012 .30.228.73 Microsoft Windows Server 2012

1 Computer(s) found

collecticn is still incomplete are not shown.

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

=

| < Previous |I| Mext » |I | Install | | Cancel

6. Server Roles section appears, click the check box of Web Server (IIS) role.

Select server roles

Before You Begin

Installation Type Roles

Select one or more roles to install on the selected server.

DESTINATIOM SERVER
WinServer2012

Description

Server Selection

[] Application Server
[ DHCP Server
[] DNS Server
[] Fax Server
(W File and Storage Services (1 of 12 installed)
] Hyper-v
[] Metwork Policy and Access Services

Features

] Print and Document Services
[] Remaote Access
[] Remote Desktop Services

Volume Activation Services

A Web Server (IS) provides a reliable,
manageable, and scalable Web
application infrastructure,

[MRWeb Server (II5)

[] Windows Deployment Services
[] Windows Server Essentials Experience

[] Windows Server Update Services

W

< Previous | | MNext » | | Install | | Cancel
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7. Add Roles and Features Wizard window appears, click Add Features.

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (II5)
4 Management Tools

[Tacls] 1S Management Conscle

Include management tools (if applicable)

Add Features

8. In the Server Roles section, you will observe the Web Server (IIS) option is checked. Click

Next.
DESTINATION SERVER
Select server roles Winserver2012
Before You Bagin Select one er more roles to install on the selected server,
Installaticn Type Roles Description
Server Selection ] A Web Server (IIS) provides a reliable,
[ Application Server manageable, and scalable Web
[] DHCP Server application infrastructure.
Featurss [ DNS Server
Web Server Role (IIS) ] Fax Server |
Role Services (@] File and Storage Services (1 of 12 installed)
Confirmaticn ] Hyper-v
[[] Metwork Policy and Access Services
[] erint and Document Services
[[] Remote Access
[[] Remote Desktop Services J
[] Volume Activation Services
[] Windows Deployment Services
[[] Windows Server Essentials Experience
[[] Windows Server Update Services ™
< Previous | [ Next > ] | Install | | Cancel |
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9. Features section appears, select the checkboxes for NET Framework 3.5 feature, as well as
all the checkboxes under NET Framework 4.6 Features.

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection

| >

P LMET Framework 3.5 Featuras|
Server Rolss 4 [H] NET Framework 4.5 Features (2 of 7 installed)

_ e ]
MET Framework 4.5 (Installed)

Web Server Role {II5) ASP.MET 4.5 -
Raole Services 4 [H] WCF Services (1 of 5 installed)
Confirmation HTTP Activation

Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation
TCP Port Sharing (Installed)
I» [] Background Intelligent Transfer Service (BITS)
[[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[ BranchCache

— . - - W

<| in | [»

DESTINATION SERVER
WinServer2012

Description

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

10. Scroll down and check Telnet Server feature option Click Next.

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Features

Server Selection
[] SMB Bandwidth Limit .

[] SMTP Server
b [] SNMP Service

Server Roles

Web Server Role (IIS) [ Telnet Client
Confirmation [ TFTP Client

b [W] User Interfaces and Infrastructure (2 of 3 installed)
[[] Windows Biometric Framewark
[ Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[ Windows Internal Database

b [W] Windows PowerShell (2 of 5 installed)

b [W] Windows Process Activation Service (2 of 3 installg
[] Windows Search Service

— - W

< | [ HE

DESTINATION SERVER
WinServer2012

Description

.NET Framework 4.5 provides a
comprehensive and consistent
programming model for quickly and
easily building and running
applications that are built for various
platforms including desktop PCs,
Servers, smart phones and the public
and private cloud.

| < Previous |I| Next >

|I | Install || Cancel |

11. Click Add Features button if you get a prompt for the features to be added, while selecting

any features. Click Next.
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12. Web Server Role (IIS) section appears in the wizard, click Next.

Web Server Role (IIS) e

Web servers are computers that let you share informaticn ower the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (115) 8.5 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 8.5, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web

Server Role (IIS) server traffic, especially when there are multiple roles on this computer.

Role Services * The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

Confirmation errors), monitor and log server activity, and configure static content compression.

More information about Web Server IS

|<Previuus||| Next > || | Install || Cancel |

13. Selected Role Services section appears in the wizard. Check all features under Health and
Diagnostics.

Select role services O Wirsarve0n2
Before You Begin Select the role services to install for Web Server (IIS)
Instaliation Type Role services Description
Server Selection |4 |V Web Server A 1IS 6 Management Compatibility
Server Roles 4 [V] Common HTTP Features REDMKIES NIl o
your applications and scripts that
Features Default Document use the two IS APIs, Admin Base
Web Server Role (I1S) Directory Browsing = Object (ABO) and Active Directory
HTTP Errors Sefvi_ce Interface_ (ADSI). You can use
: St ﬁ;:;t:\r;vg LIS 6 scripts to manage the
Confirmation €O SEIver
[C] HTTP Redirection
[C] WebDAV Publishing
4 Health and Diagnostics
[V] HTTP Logging
Custom Logging
Logging Tools
ODBC Logging
Request Monitor
[Jl Trarinna v
[<] | >
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14. Scroll down and Check FTP Server> FTP Service, Management Tools=> IIS
Management Console, IIS 6 Metabase Compatability > IIS 6 Metabase
Compatability. Click Next.

Select role services

Before You Begin
Installation Type
Server selection
Server Roles

Features

Web Server Role (1IS)

Confirmation

Select the role services to install for Web Server (1IS)

DESTINATION SERVER
WinServer2012

Role services Description
e IS & Metabase Compatibility
[ URL Authorization provides infrastructure to query and
[] Windows Authentication configure the metabase so that you
b Application Development can run applications and scripts
[P S migrated from earlier versions of IS
1 erver that use Admin Base Object (ABQ) or
FTF Service Active Directory Service Interface
y
FTP Extensibility (ADSI) APIs.
4 Management Teeols
115 Management Console
4 lIS 6 Management Compatibili
[ 11S 6 Scripting Tools
[ 11S 6 WMI Compatibility
[] 115 Management Scripts and Tools
< | " |
| < Previous | [ Mext > ] | Install | | Cancel |

15. In Confirm installation section wizard, click Install (Ignore the warning under the Custom
installation selections wizard).

Confirm installation selections

DESTINATION SERVER
WinServer2012

‘ A Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... x

Before You Begin
Installation Type
Server selection
Server Roles
Features

Web Server Role (I1S)

Role Services

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optienal features, click Previous to clear

their check boxes,

NET Framewark 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framewaork 4.5 Features
ASP.NET 4.3

WCF Services
HTTP Activation

Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation

Export configuration settings
Specify an alternate source path

<Prev|Dus|| Next > |

[ mstar [ cancel
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Lab Setup Guide Page 112

16. Add Roles and Features Wizard will show the installation progress of the features. It will
take a while to complete the installation of selected roles.

Installation progress T irserors

WinServer2012

View installation progress

0 Starting installation
[

.NET Framework 3.5 Features -
.NET Framework 3.5 (includes .MET 2.0 and 3.0)
MET Framewerk 4.5 Features L
ASPNET 4.5
WCF Services
HTTP Activation
Message Queuing (M5MQ) Activation
Mamed Pipe Activation

TCP Activation
Message Queuing
Maccana Musanina Candeac A

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Mext = | | Install | | Cancel

17. After the completion of installation, click Close button and restart the machine.

Insta | |at.|0 n prog ress DESTINATION SERVER

WinServer2012

View installation progress

o Feature installation

l Installation succeeded on WinServer2012, I

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
Web Server (11S)
‘Web Server
Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

Security
Request Filtering

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > | | Close I Cancel
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CT#1.5: Sharing SOC-Tools Folder from Host Machine and Mapping
to Windows Server 2012 VIV

1. Open File Explorer, and type [IP Address of your host machine] in the address bar and
press Enter.

g= (47 T
File Computer View v 09
T l!‘ A\' ___ .J] vl — | I Search This PC P ]
¢ Favorites 4 Folders (6)
B Desktop

8 Downloads h Desktop I: Documents

% Recent places

8 This pC k Downloads b
€ Network h Pictures . Videos
4 Devices and drives (3)

am Local Disk(C)
$ Floppy Disk Drive (A:) .'- ) -s T 1
31.3 GB free of 39.6

¢ DVD Drive (D)
IR1_SSS_X64FREV_EN-US_DV5
0 bytes free of 4.00 GB

Music

9 items = &

2. Type your Host machine credentials, check the Remember my credentials check box and click
OK, in the Windows Security pop-up that appears.

Enter network credentials
Enter your credentials to connect to: B

’ Admininstrator|

o I=

Domain:

[_] Remember my credentials

Connect a smart card

Q The user name or password is incorrect.

[ ok
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3. Right-click on SOC-Tools shared folder and click Map network drive from the context menu

as shown in the screenshot.

Home Share View

v @

@ v1‘|n!i>Netw0rkb —

v & ] [ search 1010102 A

¢ Favorites l Shared
J =ha
- Desktop ——_
| @ Downloads
4 Recent places l | Software
e,
18 This PC
€8 Network

! | SOC-Tools Open |

Open in new window

l | Users Restore previous versions
i Pin to Start

| [ Map network drive... I

Copy
Create shortcut

Properties

4. Map Network Drive window appeats, assign drive letter as Z:\, make sure that Reconnect at

sign-in option is checked and click Finish.

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drrive: ‘ L v |

Folder: [\110.10.102150C-Tools

V‘ | Browse...

Exarnple: \\server\share

[[] Connect using different credentials

Connect to a Web site that wou can use to store your documents and pictures.

—d

5. SOC-Tools mapped network drive appears in the File Explorer view, click This-PC from the

left pane to confirm.

Home Share View

v @

T [52 » ThisPC »[SOC-Tools (110.10.10.2) @) o

v & ] [ search SOC-Tools (110.10.10.... P |

S

7 Favorites plame
B Desktop )
j Downleads "
(i-ﬂ Recent places Lill

Date modified Type Size

11/4/2018 9:34 PM File folder
10/31/2018 2:52 AM  File folder
11/5/2018 158 PM - Compressed (zipp... 157,304 KB
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6. Now you can see that SOC-Tools directory is mapped to your Windows Server 2012 machine
as shown in the screenshot.

Note: Throughout this configuration, the IP address of the host machine will differ in your
lab environment.

Drive Tools

Computer View Manage hd 0

© - 1 [m, Thiskc v ] [ Search ThispC o]
45 Favorites 4 Folders (6)

B Desktop
4 Downloads h Desktop E&. Documents
)

‘E—-_ﬂ Recent places

Download Musi
I| b 18 This PC | k ownloads b usic
3 f! Metwork h Pictures i

4 Devices and drives (3)

Videos

am Local Disk (C:)
_—MEW Floppy Disk Drive (A:) _=— N
‘@a W7 116 GB free of 126 B
. DVD Drive (D)
ﬂ IR3_555_X64FREE_EN-US_DV9
0 bytes free of 4,22 GB

4 Network locations (1)
S0C-Tools (\\rddw-002) (Z:)

—

“&@ 423 GB free of 369 GB

10iterns 1 item selected = =
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CT#1.6: Install MS SQL Server 2016 Express Edition on Windows
Server 2016 Virtual Machine

1. Navigate to Z:\ SOC-Tools\Lab Prerequisites\SQL Server 2016 and double-click
SQLServer2016-SSEI-Expr.exe.

2. If Open File -Security warning pop-up appears, click Run.
3. SQL Setver 2016 window appears click Custom.

What's New? @ - X

SQL Server 2016 with SP1

Express Edition

Select an installation type:

Basic Custom Download Media

Select Custom installation type
to step through the SQL Server
installation wizard and choose
what you want to install. This
installation type is detailed and
takes longer than running the
Basic install.

2016 transmits information about your installation experience, as well as other usage and performance data, to Microsoft to help
product. To learn more about SOL Server 2016 data processing and privacy controls, please see the
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4. Specity SQL Server media download target location section appears, click Install.

What's New? © =

SQL Server 2016 with SP1
Express Edition

Specify SQL Server media download target location

MEDIA LOCATION MINIMUM FREE SPACE

C\SQLServer2016Media I se 7389 MB
DOWNLOAD SIZE
419 MB

5. The program starts downloading the setup files, wait for the Installation Center to launch.

SQL Server 2017
Developer Edition

Downloading install package...

Acquiring setup files.. 58.004 MB / 1,536.032 MB 52.688 Mbps

Getting Started with SQL Server

Thank you for installing Microsoft SQL Server. If you are connecting to SQL Server from a remote machine, then you need to complete the
prerequisites mentioned in the "Before you get started" file located in the Resources folder.
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6. SQL Server Installation Center window appears with Installation section displayed by default,
click New SQL Server stand-alone installation or add features to an existing installation
link and wait for some time.

Planning ‘Eﬁ Mew 50L Server stand-alone installation or add features to an existing installation
Installati Launch a wizard to install SQL Server 2016 in a non-clustered environment or to add
features to an existing 50L Server 2016 instance.

Maintenance
[ Install SOL Server Management Tools

Tools : % ) ) ) .
Launch a download page that provides a link to install SOL Server Management Studio,
Resources SOL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor, An internet connection is required to
Options install these tools,

Lg Install SCL Server Data Tools

Launch a download page that provides a link to install SOL Server Data Tools (SS5DT).
S5DT provides Visual Studic integration including project system support for Azure SQL
Database, the 5QL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install S5DT.

ﬁ Upgrade from a previous version of SOL Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016.

Microsoft” SQL Server 2016

7. Read the Software License Terms in the License Terms section, check the option I accept
the license terms and click Next.

License Terms

To install SQL Server 2017, you must accept the Microsoft Software License Terms,

Product Key ~
. MICROSOFT SOFTWARE LICENSE TERMS O

License Terms

Global Rules MICROSOFT SQL SERVER 2017 EXPRESS

Microsoft Update

Product Updates These license terms are an agreement between Microsoft Corporation {or based on where

lyou live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

Install Setup Files
Install Rules

Feature Selection
Feature Rules * updates,
Feature Configuration Rules

* supplements,
Ready to Install =

Installaticn Progress » Internet-based services, and S
Complete
=
Copy  Print
[ | accept the license terms, ]
SOL Server 2017 transmits information about your installation experience, as well as other usage and
perfermance data, to Microsoft to help improve the product. To learn more about SQL Server 2017 data
processing and privacy controls, please see the Privacy Statement.
< Back | [ Mext > l | Cancel
4
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8. SQL Server 2017 Setup Microsoft Update section appears, click Next.

T SOL Server 2017 Setup

Microsoft Update

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Use Micresoft Update to check for impertant updates

Microsoft Update offers security and other important updates for Windows and other Microsoft
software, including SOL Server 2017. Updates are delivered using Automatic Updates, or you can visit
the Microsoft Update website,

[] Use Microsoft Update to check for updates (recommended)

Microsoft Update FAG

Microsoft Update Privacy Statement

9. The Install Rules verifies the system state of your computer before Setup continues.

10. After verification is finished, click Next.

m

Global Rules

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Setup Global Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Cperation completed. Passed: 9. Failed 0. Wamning 0. Skipped 0.

Show details »>

View detailed report

<Back H Next > || Cancel |
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11. The Feature Rules gets installed and Instance Configuration window appears.

12. In the Instance Configuration window, select Default instance that gives the Instance ID

as MSSQLSERVER. Click Next.

[5Gl Server 2016 Setup —
Instance Configuration
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.
fy cbalfales O Named instance: MSSQLSERVER |
Microsoft Update
Product Updates
Install Setup Files MSSQLSERVER
Install Rules
Feature Selection
Feature Rules SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER
Instance Configuration Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSRS13.MSSQLSERVER
Server Configuration
| lled i 5
Database Engine Configuration netalied instances
Reporting Services Configuration Instance Name Instance ID Features Edition Version
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress
Complete
] e

13. The Server Configuration window appears. Click Next.

E SQL Server 2016 Setup — O X
Server Configuration
Specify the service accounts and collation configuration.
License Terms Service Accounts  Collation
Global Rules
Picrosoft Update Microsoft recommends that you use a separate account for each SQL Server service.
Product Updates Service Account Name Password Startup Type
Install Setup Files SQL Server Database Engine NT Service\MSSQLSERVER Automatic v
Install Rules SQL Server Reporting Services NT Service\ReportServer Automatic | v
Feature Selection SQL Server Launchpad NT Service\MSSQLLaun... Automatic
Feature Rules SQL Full-text Filter Daemon Launc... | NT Service\MSSQLFDLa... Manual
Instance Configuration SQL Server Browser NT AUTHORITYALOCAL ... Disabled ~
Server Configuration
Database Engine Configuration [] Grant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service
Reporting Services Configuration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
IConsent to install Microsoft R to information disclosure by allowing deleted content to be accessed.
Feature Configuration Rules Click here for details
Installation Progress
Complete
< Back 1' Next > “ Cancel L
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14. In the Database Engine Configuration window, select Mixed Mode (SQL Server
authentication and Windows authentication). In Enter password field specify the
password qwerty@123. Click Next.

rver p

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

License Terms Server Configuration ‘ Data Directories | TempDB | User Instances | FILESTREAM
Global Rules

Microsoft Update Specify the authentication mode and administrators for the Database Engine.

Product Updates Authentication Mode
Install Setup Files

() Windows authentication mode

Install Rules

X [ ® Mixed Mode [SOL Server authentication and Windows authentication) l
Feature Selection
Feature Rules Specify the password for the SQL Server system administrator (sa) account.

Instance Configuration ‘ﬁler password] |..

Server Configuration

Confirm password: |""""u| |

D Engine C

Reporting Services Configuration Specify SQL Server administrators

Consent to install Microsoft R ... T - - -
'WINSERVER2012\ Administrator (Administrator) SOL Server administrators

Feature Configuration Rules have unrestricted access

Installation Progress to the Database Engine.

Complete

Add Current User || Add... || Remove |

< Back Next > Cancel

15. In the Reporting Services Configuration window, select Install and configure. Click
Next.

[ SQL Server 2016 Setup = o

Reporting Services Configuration

Specify the Reporting Services configuration mode.

License Terms Reporting Services Native Mode

Global Rules ( @ Install and configure. ]

Microsoft Update Installs and configures the report server in native mode, The report server is operational after
Product Updates setup completes,

Install Setup Files O Install only.

Install Rules Installs the report server files. After installation, use Reporting Services Configuration Manager
Feature Selection to configure the report server for native mode.

R Reporting Services SharePoint Integrated Mode

Instance Configuration

Server Configuration

Installs the report server files, After installation use SharePoint Central Administration to
complete the configuration. Verify the SOL Server Reporting Services service is started and
Reporting Services Configura... create at least one SQL Server Reporting Services service application. For more information,

Consent to install Microsoft R ... click Help.

Database Engine Configuration

Feature Configuration Rules
Installation Progress

Complete

< Back ‘| Next > H Cancel J
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16. Consent to install Microsoft R Open window appears. Click Accept to download Microsoft
R Open.

RSSO Server 2016 Setup — o

Consent to install Microsoft R Open

Download and install necessary pre-requisite.

License Terms > 2 g Z G
Microsoft R Open is an enhanced distribution of R made available by Microsoft under the GNU General

Global Rules Public License v2.

Microsoft Update

Product Updates

Install Setup Files R is © the R Foundation for Statistical Computing. For more information on R-related products and services,

Install Rules visit http://r-project.org.

Feature Selection
Feature Rules . - ; . . -
By clicking "Accept” you are choosing to download Microsoft R Open and install it on your machine, and
Instance Configuration agreeing to accept patches and updates to this software according to your SQL Server update preferences.
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Consent to install MicrosoftR ...
Feature Configuration Rules
Installation Progress

Complete

< Back | Next > | Cancel |
17. Click Next.
¥ SO Server 2016 Setup am o

Consent to install Microsoft R Open

Download and install necessary pre-requisite.

License Terms % % AN P 2
Microsoft R Open is an enhanced distribution of R made available by Microsoft under the GNU General
Global Rules Public License v2.

Microsoft Update
Product Updates
Install Setup Files Ris © the R Foundation for Statistical Computing. For more information on R-related products and services,
Install Rules visit http://r-project.org.

Feature Selection
Feature Rules = . . ) : -
: : By clicking "Accept” you are choosing to download Microsoft R Open and install it on your machine, and
Instance Configuration agreeing to accept patches and updates to this software according to your SQL Server update preferences.
Server Configuration

Database Engine Configuration

Reporting Services Configuration

Consent to install Microsoft R ...
Feature Configuration Rules

Installation Progress

Complete

< Back | l Next > IL Cancel
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18. Feature Configuration Rules installation occurs after the pre-requisite installation of
Microsoft R Open.

19. Installation Progress window appears. During installation, the Installation Progress page
provides status so that you can monitor installation progress as Setup continues.

20. After the installation completes click Next or the Complete page appears automatically.

[RETSaL Server 2016 Setup T —

Installation Progress

License Terms

Microsoft Update Install_sql_rs_Cpu64_Action : InstallFinalize.
Product Updates

Install Setup Files

LInstall Rules |

21. Complete page appears.

22. The Complete page provides a link to the summary log file for the installation and other
important notes.

23. Click Close.

[ Sal Server 2016 Setup = [m] X

Complete

Your SQL Server 2016 installation completed successfully with preduct updates.

feee denns Information about the Setup operation or possible next steps:

Global Rules .
| Microsoft Update Feature atits =
Product Updates Clent Tools Connectivity Succeeded
@ Client Tools SDK Succeeded
| Install Setup Files @ Client Tools Backwards Compatibility Succeeded
Install Rules () Database Engine Services Succeeded
| Feature Selection @ Full-Text and Semantic Extractions for Search Succeeded
P (@ R Sansicac (In-Natabacs) Surcesdad B
| Instance Configuration
Server Configuration Details:
| Database Engine Configuration
Reporting Services Configuration
Consent to install MicrosoftR ... Product Update:
Feature Configuration Rules Product Update has successfully applied KB 3182545 <http://support microsoft.com/%id=
Installation Progress 3182545>. These updates have set the patch level of the Setup operation to 13.1.4001.0.
Complete
Summary log file has been saved to the following location:
C:\Program Files\Microsoft SQL Server\130\Setup Bootstrap\Log\20170316 093505\Summary DESKTOP-
H2L5QUP 20170316 0935056
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24. You are instructed to restart the computer. Save your work before you restart the computer.

25. You must read the message from the Installation Wizard when you finish Setup.

CT#1.1: Install Microsoft SQL Server Management Studio on
Windows Server 2012 Virtual Machine

1. Navigate the D:\SOC-Tools\Lab Prerequisites\SQL Setver Management Studio
Double-click on SSMS-Setup-ENU.exe.

2. Click Run if security waring pop-up appears.

Open File - Security Warning X
Do you want to run this file?

T Name: ..Users\Administrator\Downloads\SSMS-Setup-ENU.exe

Publisher: Microsoft Corporation
Type: Application
From: C:\Users\Administrator\Downloads\SSMS-Setup-ENU....

[ Run ] I Cancel

Always ask before opening this file

‘ ,ﬁl While files from the Internet can be useful, this file type can potentially

harm your computer, Only run software from publishers you trust.
What's the risk?

3. Microsoft SQL Server Management Studio welcome screen appears, click Install to begin the
setup.

b '5 RELEASE 17.3

.92 Microsoft SQL Server Management Studio

Welcome. Click "Install" to begin.

By clicking the "Install” button, | acknowledge that | accept the

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about SQL Server
Management Studio data processing and privacy controls, see the privacy statement link above.

| Install Close
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4. Microsoft SQL Server Management Studio begins the setup. Wait for the setup to finish.

"""a  RELEASE 17.3

.92 Microsoft SQL Server Management Studio

Cancel

5. Microsoft SQL Server Management Studio Setup Completed screen appears, click Close to
finish.

@ """%  RELEASE 17.3

% Microsoft SQL Server Management Studio

Setup Completed

All specified components have been installed successfully.

6. Close the SQL Server Installation Center window.
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CT#1.8: Installing Notepad++ in Windows Server 2012 VM
1. Navigate to Z:\SOC-Tools\Lab Prerequisites in guest operating systems.
2. Open Notepad++ folder and double-click npp.7.3.2.Installer.
3. Follow the wizard-driven installation steps, to install Notepad++.
4

You can also download latest version of Notepad++ from its vendor site.

CT#1.9: Installing Web Browsers in Windows Server 2012 VM
1. Navigate to Z:\SOC-Tools\Lab Prerequisites in guest operating systems.
2. Open Web Browsers folder.
3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers.
4

You can also download latest version of web browsers from respective vendors.

CT#1.10: Configure the LuxuryTreats Website in Windows Server
2012 (Virtual Machine)

1. Navigate to Z:\SOC-Tools\Lab Prerequisites\ Websites.
2. Right-click the LuxuryTreats.zip file select copy from the context menu to copy the file.
| | D 5 = [ Compressed Folder Tools Website \;q

Home Share View Extract
:(-:' - 1 | , <« Lab Prerequisites » Website W G| | Search Website
- -
' Favorites MName Date modified Type
Bl Desktop | 1) LuxuryTreats [ E— Compressed (zipp...:l

]
4. Downloads +=0
Open in new window

] Recent places
Extract All...
18 This PC Pin to Start
Open with...
si." MNetwork Restore previous versions
Send to 3
Cut
Lo ]

Create shortcut

Delete

Rename

Properties

% ]

1 item 1 item selected 13.0 MB
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3. Navigate to C:\inetpub\wwwroot folder and past the copied LuxuryTreats.zip file.

RIEM-|

Home Share View

@ - 4 |j « Local Disk (C:) » inetpub » wwwroot » w 0| | Search wwwroot

. ~ - .
¥ Favorites L~ Mame Date modified Type
B Desktop [m&] iis-85 11/8/2018 1:25 AM PMG image

& Downloads | iisstart 11/8/2018 1:25AM  HTML Document

“El Recent places 4 Luscury Treats 11/8/2018 34 PM Compressed (zipp...

1% This PC
g Desktop
| Documents
g Downloads
W Music
& Pictures
B Videos
iy Local Disk (C:)
&8 DVD Drive (D) IR
5 50C-Tools (_'\\'I'D._

€ Network vl <]
3 itermns

Compressed Folder Tools

Home Share WView Extract
@ - 1 | 0« Local Disk (C:) » inetpub » wwwroot v & | | Search wwwroot
S Favorites ™ Mame Date modified Type
B Desktop iis-83 11/8/2018 1:25 AM  PNG image
g
& Downloads @ iisstart 11/8/2018 1:25 AM HTML Document
2 Recent places l El LuxuryTreats I 11/8/2018 8:34 PM Cormpressed (zipp...
Open
1%l This PC Open in new window
Ju Desktop [ BdractAlL. )|
| Documents = | Pin to Start
Download
4 Downloads Open with...
W Music i .
) Restore previous versions
=] Pictures
B Videos Leil '
i, Local Disk (C:) Cut
&8 DVD Drive (D:) IR Copy
5 50C-Tools (W10 Create shortcut
Delete
Guneworc VA (DR
Jitems 1 itern selected 13.0 MB
[ .
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5. Change the Destination folder to C:/inetpub/wwwroot/ and click Extract.

Select a Destination and Extract Files

Files will be extracted to this folder

l CAinetpub\wwwroot)| I Browse...

[w] Show extracted files when complete

I Extract I Cancel

6. LuxuryTreats.zip file will be extracted, and you will see a LuxuryTreats folder created in
C:/inetpub/wwwroot. Delete the LuxuryTreats.zip file. After extracting the LuxuryTreats
folder delete the LuxuryTreats.zip file.

Home Share View

- 1 |j,. % inetpub » wwwroot v O| | Search wwwroot

~ .
5} Favorites Mame Date medified

B Desktop [ L LuzuryTreats 11/8/2018 8:59 PM File folder
i Downloads ] iis-85 11/8/2018 1:25 AM  PNG image

(E;'; Recent places @ lisstart 11/8/2018 1:25 AM HTML Document
|_i|g LuxuryTreats 11/8/2018 &:34 PM Compressed (zipp,

18 This pC
jm Desktop
©| Documents
8. Downloads v |[<]

4iterns 1 item selected

7. Open LuxuryTreats folder from C:\inetpub\wwwroot\ and open Web.config file in
notepad++ or in notepad.
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8. Scroll down to connectionStrings tag, Replace Server with your machine’s name in the
connectionString property of DBConn connection string as shown in the screenshot.

Note: If you have changed the password of sa user while installing SQL Server, change the
password in the connection string to given password for SQL Server sa user while installing
SQL Server.

*Chinetpub\wwwroot\LuxuryTreats\Web.config - Notepad++ [Administrator] L= e s
File Edit Search View Encoding Language Settings Tools Macre Run Plugins Window 7 X

cHEBERLE s hE e ny xx RE|[EHT EEEAa® B

E change log 3 Eiﬁkbconﬁg[ﬂl

<staticLogFileName value="true" />
<layout type="logdnet.Layont.PatternLayont">
<conversionPattern value="%-5p %d %5rms %-22.22c{l} %-18.18M - Zm%*n"

/=
<flayout>
< /appender>
<rooty
<lewvel value="DEBUG" />
<appender-ref ref="RollinglogFileAppender" />
</root>
</log4net>
<connectionStrings>
<add name="DBConn" providerName="System.Data.S5qlClient" connectionString=
("Server=winServer2012 }Database=hotels;User Id-sa{Password—qwerty@123:} />
</connectionStrings>
<system.web>
<!'—— thi=s disables header checking -->
<httpRuntime enableHeaderChecking="false" requestValidationMode="2.0" />
<!—— this is how you would set secure and http only on session cookies —-> |w

[ SERNN CR )
[T S ]

3
4
5
8
T

2
2
2
2
2
2
2

w o

length: 4780 lines: 129 Ln:33 Col:13 Sel:0]0 Windows (CRLF)  UTF-8 INS

9. Save the file and close it.

10. Now, launch SQL Server 2016 Management Studio and click Connect.

SQL Server

Servertype: | Database Engine
Server name: |WINSERVER2012

Authertication: | SQL Server Authentication

Login: 53
Passward: E—
[ ] Remember password

E=r==
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11. Microsoft SQL Server Management Studio window, right-click on Databases and select

New Database.

> 0 x

Object Explorer

Connect~ !9 !2 G ﬁ

- I_B WINSERVER2012 (SCL Server 13.0.4001

fﬁ{'. Microsoft SQL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help
-0 8- -2 | D NewQuery Oy BB 5 | |9 -

# [

+ [ Security Mew Database...

+ 3 Ser\rl.er O.b_| Crre

+ [ Replicatio

% C3 Managem Restore Database...

Restore Files and Filegroups...

Deploy Data-tier Application...
Import Data-tier Application...

Start PowerShell

Reports 3

Refresh

12. New Database window appears, specify Database name as Hotels and click OK.

New Database

Select a page ) 3
] <5 semt ~ e
Eﬁ Cptions p "
12 Filegroups Database name: |[Hotels |
Owner: <defautt> | l:l
Database files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
Hotels ROWS... PRIMARY By 64 MB, Unlimited
Hotels_log LOG Mot Applicable 8 By 64 MB, Unlimited
Conneclion
Server:
WINSERVER2012
Connection:
sa
&} View connection properties
Progress
Ready £ m >
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13. Now expand the Databases node. You will observe that Hotels database appears under the
Object Explorer section, which implies that Hotels database has been successfully created.

fj;:. Microsoft SAOL Server Management Studio (Administrator)

File Edit View Debug Tools Window  Help
o-o[8- 0-2 8| D Newauey [ i E|
Object Explorer * 10X

Connect = ﬂ 52 & 5

- LB WINSERVER2012 (5L Server 13.0.4001
=g ] Databases
+ [ Systern Databases
+ [ Database Snapshots
+ L:_] Hotels
+ | J ReportServer
+ | J ReportServerTempDB
[ Security
[ Server Objects
[ Replication

[ Management

14. Navigate to Z:\Lab Prerequisites\ Website\DBScript.

15. Double-click Script.sql file, it will open in SQL Server Management Studio Editor.If you

are not connected to the database server Connect to Server Window appears give the
username and password and connect to the database server.

S WS G I

USE [Hotels]

G0

JrEEEE Object: Table [dbo].[Comments] Script Date: 18/24/2018 11:38:83 pM *¥***= /
SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

SET ANSI_PADDING ON

GO

CREATE TABLE [dbo].[Comments](
[commentNumber] [int] IDENTITY(1,1) NOT MNULL,
[productCode] [varchar](15) WOT NULL,
[email] [varchar](l@&) NOT NULL
[comment] [text] NOT NULL
PRIMARY KEY CLUSTERED
|
[commentlumber] ASC
JWITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY = OFF, ALLOW ROW LOCKS =
) ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

G0

SET ANSI_PADDING OFF

G0

frEEEEE Object: Table [dbo].[CustomerLogin] Script Date: 18/24/2018 11:38:83 PmM *¥¥**= /
SET ANSI_NULLS ON

G0

SET QUOTED_IDENTIFIER ON

G0

SET ANSI_PADDING ON
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16. Now click m Execute on the task bat.

'l

Z4o scriptsgl - WINSERVER2012.master (sa (54)) - Microsoft SQL Server Management Studio (Administrator) Quick B
File Edit View Query Project Debug Toels Window Help
10-0 B - M DNewouey BBE|X D |0 -C - [E G
E ‘]‘L)i|master ! Debug JE*QUEJQ|E‘EE‘“%|@&@3|§ |:§§:
Object Explorer scri Emmre E...O‘Il.master (sa (54)) & X
Connect = &3 2 =l +—
= hO e
= % WINSERVER2012 (SOL Server 13.0.4001 f***#%+ pbject: Table [dbo].[Comments] Script Date: 18/24/2018 11:38:83 PM **)
= [ Databases SET ANSI_NULLS ON
[ System Databases GO
[ Database Snapshots SET QUOTED_IDENTIFIER ON
G0
Hotel
lJ otels SET ANSI_PADDING ON
|J ReportServer o
u Re_pD’tse”e'TempDB —|CREATE TABLE [dbo].[Comments](
Security [commentNumber] [int] IDENTITY(1,1) NOT NULL,
[ Server Objects [productCode] [varchar](15) MOT NULL,
1 Replication [email] [varchar](l@@) MOT NULL,
3 Management [comment] [text] NOT NULL,
PRIMARY KEY CLUSTERED
R — N—
17. This process will create necessary tables in the Hotels database.
18. Now click Start menu button, click Administrative Tools.
Windows
Server Manager PowerShell
Task Manager
Control Panel Internet Explorer
Desktop
Administrative
Tools
O Type here to search
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19. Double-click on Internet Information Services (IIS) Manager.

SRR _

Shortcut Tools

Home Share View Manage Manage v 9
1 | U] « System and Security » Administrative Tools » v & | | Search Administrative Tools L |
¢ Favorites Mame - Date modified Type Size Kad
B Desktop . Terminal Services 8/22/2013 839 AM File folder
& Downloads @ Component Services 8/21/2013 11:57 PM Shortcut 2KB
%5 Recent places [ Computer Management &/21/2013 11:54 PM  Shortcut 2KB
[#k Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2KB
1% This PC Event Viewer 8/21/2013 11:55 PM _ Shortcut 2 KB
h' Desktop ﬁ Internet Information Services (I1S) Manager  8/21/2013 11:50 PM  Shortcut 2 %
" Documents 15CS Initiator 872172013 11:57 PM__ Shortcut 2KE
& Downloads (@ Local Security Policy &/21/2013 11:54 PM  Shortcut 2KB
Lh Music QODBC Data Sources (32-bit) 8/21/2013 4:56 PM Shortcut 2KB
El Pictures ODBC Data Sources (64-bit) 8/21/2013 11:539 PM  Shortcut 2KB
B Videos {3) Performance Monitor 8/21/2013 11:52 PM  Shortcut 2KB =
a Local Disk (C:) @ Resource Monitor 8/21/2013 11:52 PM Shortcut 2KB
5 DVD Drive (D:) IR3_S [@ Security Configuration Wizard &/21/201311:45PM  Shortcut 2KB
8 S0C-Tools (W rddw- Eﬁ Server Manager 8/21/2013 11:55 PM Shortcut 2KB
Eb Services 82172013 11:34 PM Shortcut 2KB
e‘- Network (5 System Configuration 8/21/201311:53 PM Shortcut 2KB
[# System Information 8/21/2013 11:533 PM - Shortcut 2KB
Task Scheduler 8/21/2013 11:55 PM Shortcut 2KB
@ Windows Firewall with Advanced Security  2/21/2012 11:45 PM - Shortcut 2KB
WlndowsMemoryDlagnostlc 8/21/2013 11:32 PM Shortcut 2KBE
[ﬁ Windows PowerShell (x36) 8/22/2013 8:37 AM Shortcut IKB
Eﬂ' Windows PowerShell 15E (x88) 8/21/2013 11:35 PM  Shortcut 2KB |
(@ Windows PowerShell ISE 8/21/2013 11:55 PM  Shortcut 2KB 3
24items  1item selected 1,10 KB

20. Internet Information Services (IIS) Manager main window appears, now in Connections pane
of the IIS Manager, right-click the Machine Name and click Add Website from context

menu.

| €3 » WINSERVERZ012 +

File View Help

@9 WINSERVER2012 Home
Q- |™ 8 Manage Server
'€ Start Page = 2 Restart
Filter: - W Go - (gShowAll |G by: - EE- o
P INSERVER2012 (WINSERVE e o~ (ehshow Al | Groupby: Aves - b Start
- Application Pools Refresh ”~ @ Stop
B8] Sites ———{[ & = —— e
£%  Remove Connection a —E ; Qii_! View Application Pools
‘O' [Add Website... Default Directory  ErrorPages  Handler View Sites
ument  Br ng Mappings Change NET Framework
b Start = g &= Version
® stop prl & F! = © GetNew Web Platform
Rename IME Types  Modules Qutput Request EomponEnes
Caching Filtering @ Hep
(7% Switch to Content View
—

21. Add Website wizard appears, type the Site name in Site name: field and click on Browse
button near Physical path: section. Here we are installing LuxuryTreats site, so we have
provided LuxuryTreats in the Site name: field.

Site name: Application pool:

LuxuryTreats | |Lu)(|..|ryTre,ais

Content Directory

Lab Setup Guide Page 133 Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




22. Browse for Folder pop-up appears, navigate to C:\inetpub\wwwroot and choose
LuxuryTreats folder and click OK.

Browse For Folder

Select a directory for the application.

I == Floppy Disk Drive (A:)
4 Loc 05 )
4 inetpub
. custerr
. history
, logs
. temp
J wwwroot
. Admin
. App_Code

B App_Themes
< | [

| Make Mew Folder | I

23. Now in Binding section choose http in Type: field. Choose the Host machine IP address
(Internal adaptor - 10.10.10.12) from IP address: field, and choose 80 in Port: field.

24. Type www.luxurytreats.com in Hostname: field, make sure that Start Website immediately
is checked and click OK.

Site name: Application poo

|LuxuryTreat; | ‘LuxuryTreats | | Select...

Content Directory
Physical path:
|C:\inetpub\wwwroot\LuxuryTreats ‘ EI

Pass-through authentication

| Connect as... | |T5tSettings.‘.

Binding
Type: IP address: Port:
(|htp v [10.10.10.20 v|[e0 1)

Heost name:
www.luxurytreats.com l

Example: www.contoso.com or marketing.contese.com

l Start Website immediately I
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http://www.luxurytreats.com/

CT#1.11: Configuring Host File in Windows Server 2012

1. In Windows Setver 2012 navigate to C:\Windows\System32\drivers\etc and right click
on hosts file and click Edit with Notepad++ from context menu.

2. Hosts file opens in Notepad++ type <IP Address of the Windows Server 2012>
www.luxurytreats.com and click Save button and close the Notepad++ window.

File Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7
EHHERLE s Gk e he 23 BE 1[EEREL S @
.
Ehostsml
1 $ Copyright (ec) 1993-2009 Microsoft Corp.
2 #
Z # This is a sample HOSTS file used by Microsoft TCE/IP for Windows.
I 4
= # This file contains the mappings of IP addresses to host names. Each
&8 # entry should be kept on an individual line. The IP address should
7 $# be placed in the first column followed by the corresponding host name.
8 $# The IP address and the host name should be separated by at least one
3 # space.
0 #
11 # hdditionally, comments (such as these) may be inserted on individual
12 # line=s or following the machine name denoted by a '#' =symbol.
13 #
14 # For example:
15 #
16 # 102.54.94.97 rhino.acme.com # source server
17 ¥ 38.25.63.10 X.acme.com # x client host
15 # localhost name resolution is handled within DNS itself.
20 # 127.0.0.1 localhost
21§ Pt localhost
22 [10.10.10.12 www. luxurytreats. com ]
&

CT#1.12: Setting up FTP Site in Windows 2012
1. Navigate to Z:\Lab Prerequisites\ Website and copy the DemoFTPSite in to C: drive.

n-= Local Disk (C:)
Home Share View b
« 4 &, » ThisPC » Local Disk (C) v & | | Search Local Disk (C) L
ir Favorites MName Date modified Type Size
B Desktop [ | | DemoFTPSite 3/1/2019212PM  File folder | ]
ﬂ. Downloads e ol L AN ANANT.CANAA Fll- £ 10

v
= Recent places

18 This PC

m Desktop

| Documents
4. Downloads
o Music

2. Click on Windows Start button = Administrative Tools.

Lab Setup Guide Page 135 Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Administrator& b P

Windows. Administrative
Server Manager PowerShell Tools

Task Manager

= £

Control Panel Intemet Explorer

Desktop

©)
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3. Double-Click on Internet Information Services (IIS) Manager.

File Home  Share  View v @
[ <« System and Security + Administrative Tools » v & | [ Search Administrative Tools 2 |
,ﬁr Eavorites MName - Date modified Type Size _’;_
B Desktop . Terminal Services 8/22/2013 8:39 AM File folder

& Downloads @- Component Services 8/21/201311:57 PM  Shortcut 2
“E] Recent places @ Computer Management 8/21/201311:534 PM  Shortcut 2
{3k Defragment and Optimize Drives 8/21/201311:47 PM  Shortcut 2
1% This PC @ Event Viewer 8/21/201311:55PM  Shortcut 2
u Desktop r% Internet Information Services (I15) Managerl 8/21/201311:50 PM  Shortcut 2
"] Documents [k, iSCS! Initiator 8/21/201311:57 PM  Shortcut 2

8 Downloads 3l Local Security Policy 8/21/201311:54PM  Shortcut 213

W Music ODBC Data Sources (32-bit) B/21/2134:56 PM Shortcut 2|0
EI Pictures QDBC Data Sources (64-bit) 8/21/2013 11:39PM  Shortcut 2
B Videos @ Performance Menitor 8/21/201311:52 PM Shortcut 2
Ly Local Disk (C) Resource Monitor 8/21/201311:52PM _ Shortcut 2

4. In the IIS Manager window expand WINSERVER2012. Right-click on Sites and click on Add

FTP Site from the context menu.

|,1=| » WINSERVER2012 » Sites »

File  View Help

Start Page

WINSERVERZ012 (WINSERVER201 Emdri inistrator]

@ Add Website...

43 Refresh

Add FTP Site.. |

o ||

Switch to Content View

I

5. Give FTP site name as DemoFTPSite. Click ... ellipse button.
e —

0 Site Information

FTP site name:

I DemoFTPSite |

Content Directory

Physical path:

Previous

[ Fnsh | [ Conced |
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6. Browse for folder dialog box appears, navigate to C:\DemoFTPSite and click OK.

Select the physical path for the new FTP site.

4 i Local Disk (C:)

' E DemuF[P’SiteI

- inetpub

|, PerfLogs

= . Program Files

= ) Program Files (x86)
B0 50LServer2016Media
B Users

B Windows

|[> 8 DYD Drive (D:) IR3 555 X64FREE EN-US D ¥
< (]

| Make New Folder | [

7. The physical path will be set to C:\DemoFTPSite. Click Next.

@ Site Information

FTP site name:
DemoFTPSite

Content Directory
Physical path:

|C\DemoFTPSite | E

Previous MNext | Finish | | Cancel
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8. Select IP Address 10.10.10.12 from the IP Address dropdown Port: 21 and check Start FTP site
automatically. Select No SSL as SLL option and click Next.

q Binding and S5L Settings

Binding

Port:
||10.10‘10.12 | v|[|?_1 ||

[] Enable Virtual Host Names:

Virtual Host (example: ftp.conteso.com):

( ¥ Start FTP site automatically |
ssL

O Allow SSL

) Require SSL
S5L Certificate:
Mot Selected | ‘ Select... | | View.., |

| Previous I | MNext | | Finish | | Cancel |

9. Check Anonymous and Basic for Authentication. Select Allow access to: All users as
Authorization and check Permissions: Read and Write click Finish.

“ Authentication and Authorization Information

Authentication

[+ Anonymous
[w] Basic

Authorization

Allow access to:

|AII USErS v|

Permissions

[v] Read
[w] Write

Previous || tet || Finish ||| Cancel
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10. You will see that DemoFTPSite will be successfully created in IIS Manager.

4 'q'g Start Page

4@ Sites

q"ﬂ Sites

i Filter: - W Go - Show All | Group by: | No G i o
492 WINSERVER2012 (WINSE - & l Ry o Sroueng
Q Application Pools MName 1D Status Bindina Path
-
|‘> e Default Web Site ! IRTIESR AUEE :oU \nTep) o3y STEMUTIVE 7o\ NETPUID \WWWIOOT
b Luxurytreats 3 Started (ftp) ~ 10.10.10.12:21: {ftp) C\DemoFTPSite |

I DemoFTPSite

11. Click on DemoFTPSite and double-click on FTP Logging as shown in following screenshot.

F¥= SR oane -
| or Filter: - ¥ Go - (g Show Al |Groupby: Area ~ B8~
FTP
. T.'.:.. x| e’ . g t
b /@ DemoFTPSite| FTP FTI FTP Current FTP Directory FTPFirewall ~ FTPIP | FTPLogging| FTP  FTP Request
N - Authentic... Autherizat..  Sessions Browsing Support Address a.. Messages Filtering
e LIETE)
FTP 55L FTP User
Settings Isolation
Management
Configurat...
Editor
12. Click on Select W3C Fields... button.
FTP Loggin
I v 99'ng
ctrator] One log file per:
[site |
. Leg File
b €D DemoFTPSit
b g e Select W3C Fields...
Directory:
| Chinetpub\logs\LogFiles Browse...
Encoding:
|uTF8
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13. Tick All check boxes available in Information to Log window and click OK.

[w] Date ( date )

[w] Time ( time)

[w] Client IP Address { c-ip ]

[w] User Mame ( cs-username )

[w] Service Mame ( s-sitename )

[w] Server Name ( s-computername )
[w] Server IP Address ( =-ip ]

[w] Method ( cs-method )

[w] URI Stem { cs-uri-stem )

[w] Protocol Status { sc-status )

[w] Win32 Status [ sc-win32-status )
[w] Bytes Sent ( sc-bytes )

[w] Bytes Received [ cs-bytes )

[w] Time Taken ( time-taken )

[w] Server Port [ s-port )

[#] Host [ cs-host )

[#] Protocol Substatus ( sc-substatus |
[#] Session ID { x-session )

[#] Full Path (x-fullpath )

[+ Additional Information { x-debug )

14. Click Apply in right side Action pane.

ites » DemoFTPSite »

oK

b

dministrator

0 FTP Logging

One log file per:

[site |

Leg File

Select W3C Fields...

Directory:

[>

| ChinetpubhlogsLogFiles

Encoding:
\uTFe

5/ Apply )
5 Cancel

Disable

View Logs...

@ Help
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15. You will see Alerts The changes have been successfully saved.

FTP Loggin
O g9ing (i) The changes have been
successfully saved.
One log file per:
- Actions
Site
Log File
| Select W3C Fields... Disable
View Logs...
Directony: ® Help
|C:\inetpub\lugs\LugFiles
Encoding:
i i bl L u

16. Close all open windows.

CT#1.13: Installing WinPcap on Windows Server 2012
1. To install WinPcap, navigate to Z:\SOC-Tools\Prerequisite\ WinPcap.
2. Double-click the WinPcap_4_1_3.exe file. WinPcap 4.1.3 Setup wizard will appear.
3. click Next.

(5 WinPcap 4.1.3 Setup [—To =

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http: /fwww.winpeap.org

| Mext = | | Cancel |

Lab Setup Guide Page 142 Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




4. Accept the License Agreement, and install WinPcap by selecting the options that appear I
Agree in the wizard.

- License Agreement
l'n MP Please review the license terms before instaling WinPcap 4. 1.3,

Press Page Down to see the rest of the agreement.

“opyright () 1999 - 2005 NetGroup, Politecnico di Torino {Ttaly). ~
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California). l:‘
Copyright () 2010 - 2013 Riverbed Technology, San Francdsco {California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this listof |+

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

Fullsoft Install System 2,46

< Back 1 Agree Cancel
| —

5. Click on Install button.

» Installation options
lh MP Please review the following options before installing WinPcap

4.1.3

[#] Automatically start the WinPcap driver at boot time

Mullsoft Install Swstem w2, 46

< Back Install Cancel
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6. Once Installation Complete Click Finish button to close this Wizard.

%, WinPcap 4.1.3 Setup =B8] X

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

Click Finish to dose this wizard.

CT#17.14: Turn off Windows Firewall in WinServer2012

1. Right-click on Windows start button and click Control Panel.

! Programs and Features
Power Options

Event Viewer

Systemn

Device Manager
MNetwark Connections
Disk Management
Computer Managerment
Command Prompt

Cormmand Prompt (Admin)

Task Manager

Control Panel

File Explorer
Search

Run

Shut down or sign out »

Desktop

ZIEE G
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2. In the Control Panel window, click System and Security.

(:_’:‘ - 4 |@ + Control Panel »

v & | ||Search Control Panel »p |

Adjust your computer's settings

=" System and Security
Review your computer's status
@‘\ﬁew event logs

t.l Network and Internet

) View network status and tasks

; Hardware
View devices and printers
Add a device

Programs
h, Uninstall a program
@Tum Windows features on or off

-

&

e @

View by: Category ~

User Accounts
@' Change account type

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

3. Click the Windows Firewall in the System and Security window.

':(__—) - 1 |% v Control Panel » System and Security »

v & | | Search Control Panel »p

Control Panel Home

Action Center
Review your computer's status and resolve issues
@' Change User Account Control settings

e System and Security

Troubleshoot common computer problems

Allow an app through Windows Firewall

Metwork and Internet

Hardware Windows Firewall
Check firewall status

Programs

User Accounts &}' SyStem

Appearance '

View amount of RAM and processor speed
Launch remote assistance

Clock, Language, and Region

Windows Update
Ease of Access & P

Turn automatic updating on or off

View update history

\@ Power Options
Require a password when the computer wakes

Change when the computer sleeps

A4 Administrative Tools

¥=

Defragment and optimize your drives

) View event logs | ) Schedule tasks

See the name of this computer

B Allow remote access
Check for updates | Install optienal updates

Change what the power buttons do

[S' Create and format hard disk partitions
'@ Generate a system health report
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4. In the Windows Firewall window, click Turn Windows Firewall on or off link in the left-

pane of the window.

'\(:_) - 4 |0 v Control Panel » System and Security » Windows Firewall

w O| | Search Control Panel »p

Control Panel Home

Allow an app or feature
through Windows Firewall

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

'@ Change notification settings l @ Private networks

Connected @

off

[@ Turn Windows Firewall on or ]

Metworks at home or work where you know and trust the people and devices on the network

) Restore defaults
@ Advanced settings

Troubleshoot my network

See also

Action Center

Windows Firewall state:

Inceming connections:

Active private networks:

Motification state:

On

Block all connections to apps that are not on the
list of allowed apps

2 Network 4
@ Metwork 5

Do not notify me when Windows Firewall blocks a
new app

l @ Guest or public networks

Not connected @‘

Metwork and Sharing Center

5. In the Customize Settings window, select Turn off Windows Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click

-:(__-) - 4 |0« System and Security » Windows Firewall » Customize Settings

] O| | Search Control Panel »

Customize settings for each type of network

You can modify the firewall settings for each type of network that you use,

Private network settings

@O

Turn on Windows Firewall

["]Block all incoming connections, including those in the list of allowed apps

[] Motify me when Windows Firewall blocks a new app

ole

Turn off Windows Firewall (not recommended) ]

Public network settings

@O

Turn on Windows Firewall

["]Block all inceming connectiens, including those in the list of allowed apps

[] Metify me when Windows Firewall blocks a new app

10

Turn off Windows Firewall (net recommended) ]

I ok || cancel
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6. You will see status of windows firewall is off, close the Windows Firewall window.

li(__—) (-__):l - 4 |0 v Control Panel » System and Security » Windows Firewall v C-| | Search Control Panel o |

Contrel Panel Home

Allow an app or feature
through Windows Firewall

@ Change notification settings

@ Turn Windows Firewall on or
off

@ Restore defaults
@' Advanced settings
Troubleshoot my network

See also
Action Center
Network and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

Update your Firewall settings

‘Windows Firewall is not using the | @Use recommended settings
recommended settings to protect your

computer.

What are the recommended settings?

l @ Private networks Connected @

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: Off ]

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active private networks: ¥ etwork 4
@ MNetwork 3

Motification state: Do not notify me when Windows Firewall blocks a
new app

l @ Guest or public networks Not connected @‘

7. Again, in the Windows Firewall window, click Advanced settings link in the left-pane.

l:(__-) - 4 |&« Systemn and Security » Windows Firewall W 0| | Search Control Panel o |

Control Panel Home

Allow an app or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults

Ee &

Advanced settings l

Troublesheot my network

See also
Action Center
Metwork and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to
your PC through the Internet or a network.

Update your Firewall settings

Windows Firewall is not using the | @Use recommended settings
recommended settings to protect your
computer,

What are the recommended settings?

l @ Private networks Caonnected @

Metworks at home or work where you know and trust the people and devices on the
network

Windows Firewall state: Off

Inceming connections: Block all connections to apps that are not
on the list of allowed apps

Active private networks: E MNetwork 3
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8. Once the Windows Firewall with Advanced Security appears on the screen, click Windows
Firewall Properties link in the Overview section.

File Action View Help

e+ HE

E3 Inbound Rules - ; .

= -~ | Windows Firewall wi.. ~

Qutbound Rules i
| Impert Policy..

E‘!. Connection Security Rules
i B, Monitoring 45| Export Policy..
Overview Restore Default Policy
Domain Profile
@ Windows Firewall is off.

ﬁ Windows Firewall with Advanced Security provides network securi

Diagnose / Repair

View »
Private Profile is Active L || |G| Refresh
r .
¥ Windows Firewall is off. Properties
Public Profile H Hep

@ Windows Firewall is off.

Windows Firewall Properties ]

Getting Started
Authenticate communications between computers

o

< n > <] mn [ >

9. When the Windows Firewall with Advanced Security on Local Computer Properties
window appears, in the Domain Profile tab, choose Off from the Firewall state drop-
down list. Then navigate to Private Profile and Public Profile tabs and ensure that the
Firewall state is Off. Click Apply and then click OK.

indows Firewall with Advanced Security on Local C...

Domain Profile | Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its corporate
domain.

State

ﬂ Firewall state: || Off ] I
Block {default)

Inbound connections:

Qutbound connections: Allow (default)

Protected network connections:

Settings

= Specifyseﬂing_sthai control Windows
¥— | Firewall behavior.

Logging

Specify logging settings for
g troubleghoating. QmiZE. ..

10. Close all the windows.
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CT#1.15: Change User Account Settings to disable notification on

System Changes

1. Right-click on Windows Start Button and Select Control Panel.

Programs and Features

Power Options

Event Viewer

System

Device Manager

Metwork Connections

Disk Management

Computer Managerment

Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out »

Desktop

=

2. Control Panel will open click on System and Security.

Control Panel

+t |@ v Control Panel »

v O | |5earch Control Panel P

Adjust your computer’s settings

System and Security
Review your computer's status
B View event logs

Network and Internet

View network status and tasks

/ Hardware
View devices and printers
Add a device

Programs
Uninstall 2 program
B Turn Windows features on or off

8,
¥

View by:  Category ~

User Accounts
@' Change account type

Appearance
Change desktep background
Adjust screen reselution

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display
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3. Click on Change User Account Control setting link.

|

®

- 4 |% v Control Panel » System and Security »

v O | | Search Control Panel

£ |

Control Panel Home

Action Center
e System and Security

MNetwerk and Internet

Hardware ‘ Windows Firewall
Check firewall status
Programs
User Accounts @? S_YStem
@ View amount of RAM and precesser speed
Appearance

Launch remote assistance

Clock, Language, and Region .
Windows Update

Turn automatic updating on or off
View update history

Ease of Access

Power Options

¥ §

Change when the computer sleeps

-
1

Administrative Tools
Defragment and cptimize your drives
'@View event logs '@' Schedule tasks

rapiy
I

Check for updates

Require a password when the computer wakes

Review your computer's status and resolve issues
l@' Change User Account Control settings I Troubleshoot common computer problems

Allow an app through Windows Firewall

@' Allow remote access

See the name of this computer

Install optional updates

Change what the power buttons do

@ Create and format hard disk partitions

@' Generate a system health report

4. Drag the scroll bar down Always notify to Never notify and click OK.

Tell me more about User Account Control settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Always notify
- - Never notify me when:
®  Appstry to install software or make changes to my
computer
- - ® | make changes to Windows settings
- © Mot recommended.
Mever notify

B OK Cancel
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CT#8: Creating and Configuring Windows 10 Virtual
Machine

CT#8.1: Creating a Virtual Machine and Installing Windows 10
Guest OS

1. Launch Hyper-V Manager. If already launched, skip to step two.

2. Select your local machine in the left pane, then click New, and then click Virtual Machine...
in the right pane as shown in the screen shot.

FEQ Hyper-V Manager = O X
File  Action Niew Help
= | 75|
Actions
Virtual Machines
[ e -

Mame State CPU Usage Assi

B3 Quick Create...

No vitual machine » Virtual Machine...

< @, Import Virtual Machine.., Hard Disk...
Checkpoints D Hyper-V Settings... Floppy Disk...
%’g Virtual Switch Manager...

MNa vitual machine selected. & Virtual SAN Manager..

Edit Disk...
Inspect Disk...

w Ig &

1| Stop Service
¥ Remove Server
B Refresh

Note: Every machine has a unique name, so the name of your machine differs from the
name shown in the above screenshot.
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3. New Virtual Machine Wizard window appears, click Next button.

3 New Virtual Machine Wizard X

Ea Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager,

Spedfy Generation
pecfy To aeate a virtual machine, do one of the following:
Assign Memory
+ Click Finish to create a virtual machine that is configured with default values.

Configure Netwarking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

Finish Cancel

4. Specity Name and location of new virtual machine. Assign the name of the virtual machine
as Windows10.

5. The default location for storing the virtual machine is
C:\ProgramData\Microsoft\ Windows\ Hyper-V\. You can choose different location to
store the VIM’s or set it to default location.
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6. Click Next.

Note: You can specify the location either in the Specify Name and Location section or in
the forthcoming Connect Virtual Hard Disk section.

3 New Virtual Machine Wizard

e Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-¥ Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory MName: l|'|"a'ind0w510 I
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: | - — Browse...

/i, Ifyou plan to take checkpoints of this virtual machine, select a location that has enough free
space. Chedkpoints indude virtual machine data and may require a large amount of space.

< Previous | Finish Cancel

7. Choose the generation of the virtual machine (here, Generation 1) and click Next.

E3 Mew Virtual Machine Wizard
Ed Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location

Assign Memary

Configure Networking () Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and reguires a supported 64-bit guest operating system.

Connect Virtual Hard Disk
Installation Options

Summary

Mare about virtual machine generation support

< Previous

Spedfy Generation This virtual machine generation supports 32-bit and &4-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-y.

/A Once a virtual machine has been created, you cannot change its generation.

ped

Finish Cancel
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8. Assign the amount of Startup memory to allocate to this virtual machine in MB (here, 3072)
and uncheck Use Dynamic memory for the virtual machine.

9. Click Next.

Before You Begin

Spedfy Name and Location

Spedfy Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

3 New Virtual Machine Wizard

Ed Assign Memory

Spedify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582512 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory: MB

[ [] Use Dynamic Memary for this virtual machine. ]

When you decide how much memary to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

< Previous Finish Cancel

10. In the Configure Networking step, select Internal Network from Connection drop-down list

and click Next.

Before You Begin
Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

3 New Virtual Machine Wizard

2 Configure Networking

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Connection: |Not Connected w~

Mot Connected
External Switch

< Previous Finish Cancel
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11. Connect Virtual Hard Disk section appears, allocate 40 GB default space for hard disk and
click Next.

B3 New Virtual Machine Wizard Ed

e Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that vou can install an operating system. You can specify the

storage now or configure it later by modifying the virtual machine’s properties.
Specify Name and Location g g ¥ fying prope

(®) Create a virtual hard disk
Use this option to create a YHDY dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Name: |Windows 10, vhdx |
Connect Virtual Hard Disk LreiFre | ' ’ ' - . s\ | Browse. ..
Installation Options
= Size: IB (Maximum: 64 TB)
Summary
() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.
C:\sers'\Public\DocumentsHyper-Viirtual Hard Disks)
(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.
< Previous Finish Cancel
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12. The installation options section appears, sclect Install an operating system from a

bootable CD/DVD-ROM radio button.

o If you have a Windows 10 DVD choose Physical CD/DVD drive radio button and then

click Next.

o If you have a Windows 10 file, then choose Image file (.iso) radio button and click browse

button to provide the path of ISO file and click Next.

8 Mew Virtual Machine Wizard

(B | Installation Options

later.
Specify Mame and Location A=

() Install an operating system later

Specify Generation

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

Assign Memory [ (®) Install an operating system from a bootable CD/DVD-ROM ]
Configure Networking Media
Connect Virtual Hard Disk (O Physical CD/DVD drive: | E:
Installation Options
Summary

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation server

Finish Cancel

13. Virtual machine wizard appears with summary information.
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14. Click Finish.

EH Mew Virtual Machine Wizard x

e Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Mame and Location R

Spedify Generation PEmEOn
Assign Memary Mame: Windows 10
Configure Networking Generation: Generation 1
Memory: 1024 MB
Connect Virtual Hard Disk Metwaork: Internal Metwark
Installation Options Hard Disk: F: VAl virtual Machines\test\Windows 10Wirtual Hard Disks\Windows 10.vhdx (VHD

Operating System: Wil be installed from F:\SOC-Tools\Lab Prerequisites \ISOWYINDOWS 100\sW _DVD

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

15. Hyper-V Manager creates Windows10 virtual machine profile.
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16. In Hyper-V Manager main window, you see a new virtual machine named Windows10.
Right-click on the newly created virtual machine and click Settings from the context menu.

rsé Hyper-V Manager
File Action View Help
CEIEA (|
ﬁ Hyper-V Manager

E RDDW-002 Virtual Machines
Name State CPU Usage Assigned Memory Uptime
B WinServer2012 Off
Connect...
t Settings...
Start
< Checkpoint

Checkpoint Move...
Export...

virtual machine has no checkpoints.
Rename...

Delete...

Help

d

17. Setting for Windows10 window will open click on Add Hardware and select Network
Adapter click Add button finally click OK button.

ﬁ Settings for Windows10 on RDDW-019 = X
| Windows10 < 4» O
#_Hardware A | B* addHardware
" Add Hardware
I B10s ‘You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and didk the Add button.
@ security
Key Storage Drive disabled
W Memory Emo 'de0 ACap
1024 MB Legacy Metwork Adapter
i:t Processor Fibre Channel Adapter

1 Virtual processor

=] IDE Contraoler 0 -

s Hard Drive
Windows10. vhdx virtual machines are created with one network adapter. You can add additional network
= IDE Controller 1 adapters as needed.
(L) DVD Drive
SW_DVD5_WIN_ENT_10_1...
&l scst Controller
@ Metwork Adapter
Internal Netwark
B com1
None
§ comz2
None
[ Diskette Drive
Mone
# Management
Name
Windows 10
D Integration Services
Some services offered
(&, Checkpoints
Standard
B8 . " .
wa Smart Paging File Location
F:VAll Virtual Machines\test\Win...

Cancel Apply
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18. You will see Network Adaptor added in setting list, select virtual switch as Default Switch

click Apply and click OK.
@ Settings for Windows10 on RDDW-019 - >
Windows10 v 40 |D
# Hardware - @ Network Adapter
r Add Hardware
[ Bios Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security Mot connected e
Key Storage Drive disabled Mot connected
Wl Memory External Switch
1024 MB

ﬁ Processor
1 Virtual processor
&= [ IDE Controller 0

= Hard Drive 4
Windows 10, vhdx
= I0E Controller 1 Bandwidth Management
) DVD Drive [ Enable bandwidth management

SW_DVD5S_WIN_ENT_10_1...
&l scsI controller
@ MNetwork Adapter

Internal Metwork Minimum bandwidth: 0| Mbps
@ Network Adapter Manimim handu
Mot connected B
i com1 o - 0 as the value
MNaone
ﬁ CoM 2 To remaove the network adapter from this virtual machine, dick Remave.
None
[ piskette Drive Remove
None . -
o Use a legacy network adapter instead of this network adapter to perform a
# Management network-based installation of the guest operating system or when integration
Mame services are notinstalled in the guest operating system.
Windows 10

D Integration Services
Some services offered
(& Chedpoints
Standard v

G

19. In Hyper-V Manager main window, you see a new virtual machine named Windows10.
Right-click on the newly created virtual machine and click Connect from the context menu.

lﬂ Hyper-V Manager
File  Action View Help
==z B
|E Hyper-V Manager - -
E RODW-019 Virtual Machines
Name State CPU Usage Assigned
g siEmt Running 7% 4000 MB
B WinServer2012 Running 4% 2048 MB
B siemz of
R Windows10
| Connect...
Settings...
Start
Checkpoint
< Move...
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20. Windows10 Virtual Machine window appears click Start button as shown in the screenshot.

7 Windows10 on RDDW-018 - Virtual Machine Connection

File  Action

o

Status: Off |

Media View Help
By B

The virtual machine "Windows10' is tumed off

To =tart the virtual machine, select "Start’ from the Action menu

21. Windows Setup screen appears, in Windows Setup screens choose the Language and other
preferences then click Next.

Tﬂ'i Windows Setup

= |

o= Windows’

Language to install: English (United States) h

QGG Rl Tl 30 Fv English (United States) -

Enter your language and other preferences and click "MNext" to continue.

poration. All ights reserved.
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22. Click Install now button to start the installation process of Windows 10.

TE&Window;Setup EI = @

Install now

air your computer

All fights reserved.

23. License terms wizard appears, check I accept the license terms check and box and click
Next.

|- -
=) ¢ Windows Setup

License terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributars.

EULAID:T1C_2R_1_ED_E V_en-us
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24. Click Custom: Install Windows only (advanced) option to proceed with the installation.

"Q | Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
Thefiles, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this optien. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

e

25. Where do you want to install Windows? wizard appears, click New to create a partition.

@ £ Windows Setup

Where do you want to install Windows?

&4 Load driver

| MName | Total size Free space | Type |
;.1_;?. Drive D Unallocated Space 40.0 GB 40.0 GB |
+4 Refresh ?(, Delete "Enrm at 3 New

l_? Extend
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26. Provide 30000 MB in the Size field and click Apply.
@ ﬂ Windows Setup g

Where do you want to install Windows?

| MName | Total size Free space | Type
(_‘? Drive 0 Unallocated Space 400 GB 400 GB
#4 Refresh ?ﬂ Delete w Format - New

€* Load driver St Extend Size: | 30000 :Ij MB [ Apply ]|| Cancel

27. Windows Setup pop-up appears, click OK.
Windows Setup g

&% To ensure that all Windows features work correctly, Windows might create
additicnal partitions for system files.

| ok || Cancel |
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28. Click Unallocated Space partition, then click on New, and then leave the size to default and
then click Apply.

@ | Windows Setup
Where do you want to install Windows?
| MName | Total size Free space | Type
1._,'1‘? Drive 0 Partition 1: System Reserved 500.0 MB 4830 MB  System
] Drive 0 Partition 2 288 GE 288 GEB  Primary
,r_:i?. Drive 0 Unallocated Space 10.7 GB 10.7 GB P
. 2
+4 Refresh ?'; Delete JEnrmat
&4 Load driver ::j Extend Size: I lLoasa ﬁ MB | Apply Cancel
/1, The amount of free space on the selected partition is smaller than the 13196 MB recommendation.
We recommend making it at least 13196 MB or selecting ancther partition.
Mext

29. After partitions are created, choose the partition to install Windows 10, and click Next.

@ & Windows Setup %

Where do you want to install Windows?

| Mame | Total size Free space | Type
= Drive 0 Partition 1: System Reserved 500.0 MB 4830 MB  System
..:_? Drive 0 Partition 2 288 GB 288 GB Primary
[ Drive 0 Partition 3 107 GB 10.7 GB  Primary
+4 Refresh ?'( Delete &” Format MNew
€4 Load driver :;ﬂ Extend
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30. Installing Windows screen appears; wait until it completes the installation.

r .
¢f| Windows Setup

Installing Windows

Status

J| Copying Windows files
Getting files ready for installation (1%)
Installing features
Installing updates
Finishing up

| 8

31. Once the installation is completed machine will restart, and you will see the Get going fast

screen. Click Use Express settings button.

Get going fast

Change these at any time (scroll to see more). Select Use Express settings to:

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, turn on Find My Device, and
use your advertising |D to personalize your experiences. Send Microsoft and trusted partners some
location data to improve location services.

Help protect you from malicious web content and use page prediction to improve reading, speed up
browsing, and make your overall experience better in Windows browsers. Your browsing data will be

sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Not all networks are
secure.

Get updates from and send updates to PCs on the Internet. Send full error and diaanostic
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32. Create an account for this PC screen appears, fill the following details:
o Username: Admin
o Password: admin@123
Hint field need to be filled mandatory, you can fill with the desired hint, and click Next.

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember but hard for
others to guess.

Who's going to use this PC?
Admin

Make it secure.

password hint

33. Windows 10 machine is ready as shown in the screenshot.

219PM

A E 0000

Lab Setup Guide Page 166 Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




CT#38.2: Creating New User Account in Windows 10 Virtual Machine

1. Click windows Start button Icon.

2. Click Settings.

File Explorer
Settings

Power

= All apps

‘m Cortana. Ask me anything

3. Click on Accounts.

' N
Personalization Accounts
Background, lock Your accounts, email,
screen, colors sync, work, other users
. ’
Update & security
Windows Update,
recovery, backup
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4. Select option Family & Other users.

’-
$02  ACCOUNTS

Your email and accounts
Sign-in options

Woaork access

'[Family & other users

Sync your settings

You need to activate Window,

admin
Local Account
Administrator

Windows is better when your
Use a Microsoft account to ez
devices.

Sign in with a Microsoft acco

5. Click Add someone else to this PC button.

+ Add someone else to this PC

Set up assigned access

6. Click I don’t have this person’s sign-in information link.

How will this person sign in?

number they use to sign in.

| Fmai\ or phone

I | don't have this person's sign-in information l

Privacy statement

Enter the email address or phone number of the person you want to add. If they use
Windows, Office, Outlook.com, OneDrive, Skype, or Xbox, enter the email or phone

Cancel Next
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7. Click Add a user without Microsoft account link.

Let's create your account

Windows, Office, Qutlook.com, OneDrive, Skype, Xbox. They're all better and more
personal when you sign in with your Microsoft account.* Learn more

| komeone@example.com |

(Get a new email address

| Password |

| India W |

*If you already use a Microsoft service, go Back to sign in with that account.

[ Add a user without a Microsoft account ]

Back Next

8. Type username as Martin and password as uset@123 type confirmed password and password
hint as user click Next.

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember
but hard for others to guess.

Who's going to use this PC?

| Martin |

Make it secure.

| user |

Mext
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9. User Martin will be created as shown following screenshot.

+ Add someone else to this PC

Martin
Local account

Set up assigned access

10. Now, check for the system updates and if found any, update the Windows 10 virtual machine

to the latest.

Note: Installing the updates might take some time.

£03  UPDATE & SECURITY

IMndows Update

Windows Defender

Backup

Windows Update

[Your device is up to date. Last checked: Today, 12:57 PM ]

Check for updates
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CT#8.3: Change the Computer Name
1. Right-click Start icon and click on System.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down o sign out

Desktop

2. In the System window, click Change settings.

A systemn

Control Panel Home

G Device Manager

®) Remote settings

G System protection

) Advanced system settings

See also

Security and Maintenance

4 E 5 Control Panel » System and Security » System v O

View basic information about your computer

Windows edition

Windows 10 Enterprise

@ 2015 Microsoft Corporation. All
rights reserved.

System
Processor:
Installed memery (RAM):  4.00 GB
System type:

Pen and Touch:

Computer name, domain, and workgroup settings
DESKTOP-QNSHOOF
DESKTOP-QNIHOOF

Computer name:
Full computer name:
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00323-00000-00003-AA515

am Windows10

Intel(R) Core(TM]) i5-4390 CPU @ 3.30GHz 3.30 GHz

64-bit Operating System, x64-based processor
MNe Pen or Touch Input is available for this Display

Search Control Panel o

) Change settings

) A ctivate Windows
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3. In the Computer Name tab of the System Properties window, click Change.

Computer Name  Hardware Advanced System Protection  Remote

[‘ Windows uses the following information to identify your computer
== onthe network.

Computer description: ||

For example: "Kitchen Computer” ar "Mary's
Computer”.

Full computer name: DESKTOP-QNIHOOF
Waorkagroup: WORKGROUP

To use a wizard to join a domain or woregroup, click
Network (D, Metwork 1D...

To rename this computer or change its domain or
warlkgroup, click Change.

Corcel | [I0RG5%

System Properties Ed

4. In the Computer Name field, enter Windows10 and click OK.
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You can change the name and the membership of this
computer. Changes might affect access to network resounces.

Computer name:

Iﬁlndows'lﬂi I
Full computer name:

Windows10

Mare...

Member of
() Domain:

(®) Workgroup:
|WOHKGHOLIP

Cancel

Computer Name/Domain Changes by

Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




5. When prompted to restart the system, click OK.

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.

6. You will be returned back to System Properties window, click Close.

System Properties X
Computer Name  Hardware Advanced System Protection  Remote

L. Windows uses the following information to identify your computer
= onthe netwark.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: Windows10

Worlkgroup: WORKGROUFR

Eztf:d? I\.E';.'.:ard to join @ domain or workgroup, click Netwark 1D

To rename this computer or change its domain or
worlgroup, click Change.

1. Changes will take effect after you restart this computer.

G| [

7. You will be prompted to restart the system, click Restart Now.

Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any cpen files and clese all programs.

I Restart Mow I Restart Later
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CT#8.4: Configuring Static IP Address

1. Login as Administrator (Username : Admin Password: admin@123). ight-click on Network
icon (lower right corner of the desktop) and click Open Network and Sharing Center from
the context menu.

Windows Server 2016 Standard Evaluation

Troubleshoot problems
(Open Network and Sharing Center ]

2. Network and Sharing Center window appear, click Change adapter settings link from the
left pane.

T

“r <« Metwork and Internet » Network and Sharing Center v | | Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks

IChange adapter settings|

Change advanced sharing Unidentified network Access type: Mo Internet acces
settings Public network Connections: [ Ethernet

Change your networking settings

3. Inthe Network Connections window, right-click on Unidentified network (Ethernet) adapter
and click Properties from the context menu.

Note: The Name of Unidentified network may vary.

&/ Network Connections - O
1 _ll-l <« Met.. * Metwork Conn.. w 0 Search Metwork Connections 2
Organize - Disable this network device Diagnose this connection ¥ -~ [N o
- Ethernet B Ethernet 2
._- . - -
o= Unidentified network Disabl
Wi~ Microsoft Hyper-V Network Adap.| salbie Adap...
Status
Diagnose

E;' Bridge Connections

Create Shortcut

E;' Delete

G Rename

G Properties l
2iterns 1 item selected = &
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4. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.

U Ethernet Properties >
Metworking | Sharing
Connect using:
I? Microgoft Hyper-V Metworl: Adapter
This connection uses the following tems:
vl &8 Client for Microsoft Networks A
v ]? File and Prirter Sharing for Microsoft Metworks
Vapper 140 Driver
O A I'U'Ilcmsnﬂ MNetwark Adapter Multiplexar Protocal
4 Microsoft LLOP Protoceol Driver v
£ >
Install... Uninstall I Properties I
Description
Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
OK Cancel |
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5. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 10.10.10.10

o Subnet mask: 255.255.255.0
Default gateway: 10.10.10.2

o Preferred DNS server: 8.8.8.8

(@]

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Protocol Version 4 (TCP/IPvd) Properties >
General

You can get IP settings assigned automatically if your netwark supports
this capahbility, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: | 10.10.10.10 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 0.10.10.2 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server: u 8 .8 .8 .8 I

Alternate DNS server: | . . . |

[ validate settings upon exit
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6. Click Close to close the Ethernet Properties window.

g Ethernet Properties
Metworking  Sharing

Connect using:

3005 Packet Scheduler

RO R R R

I? Microgoft Hyper-V Metworc Adapter

This connection uses the following items:

"a Client for Microsoft Networks A

’IF File and Printer Sharing for Microsoft Networks

& Intemet Protocol Version 4 (TCP/IPv4)

4 Link-Layer Topology Discovery Mapper /0 Driver

4 Microsoft Network Adapter Multiplexor Protocal

& Microsoft LLDP Protocol Driver w

Carfigure. ..

>

Install...

Description

networl.

Uninstall

Allows your computer to access resources an a Microsoft

Properties

Cancel

Close

CT#38.5: Sharing SOC-Tools Folder from Host Machine and Mapping

to Windows 10 VM

1. Follow CT#6.4, to share SOC-Tools directory in Windows10 VM.

CT#8.6: Installing Web Browsers
1. Follow CT#6.6, to install web browser.
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CT#8.1: Installing FTP Client

Navigate to Z:\Lab Prerequisites\FileZilla folder.

Double click on FileZilla_3.40.0_win64-setup_bundled.exe to begin the installation.

Follow the wizard steps (by selecting default options) to install FileZilla.

Click I Agree.
E FileZilla Client 3.40.0 Setup = *
License agreement and privacy policy
Please review these terms before installing FileZilla Client 3.40.0. E

1
2
3. If the Open - File Security Warning pop-up appears, click Run.
4
5

Press Page Down to see the rest of the agreement.

able Contents: ~
A: License agreement
B: Privacy policy

SECTION A: License agreement

GMNU GEMERAL PUBLIC LICEMSE W

If you accept the terms of this agreement and the privacy policy, dick I Agree to continue.
You must accept the agreement and privacy policy to install FileZilla Client 3.40.0.

I Agree . Cancel
0. Leave default option as it is click Next.
E FileZilla Client 3.40.0 Setup — >
Choose Installation Options
Who should this application be installed for? E

Please select whether you wish to make this software available to all users or just yourself,

L@ Anyone who uses this computer (all users) ]
() Only for me {Admin)

Installation for all users requires Administrator privileges.

<gack [[_Mext> ]| | cance
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7. Check Desktop Icon option from list and click Next.

’E FileZilla Client 3.40.0 Setup — *
Choose Components
Choose which features of FileZilla Client 3.40.0 you want to install. ﬂ

Check the components you want to install and uncheck the components you don't want to
install. Click Mext to continue.

Select components to install: FileZilla Client Description
Shell extension for
Icon sets advanced drag & drop
Language files support, Reguired for

Shell Extension drag & drop from
Desk:top Iconl FileZilla into Explarer.

Space required: 26.6MB

Mullsaft Inskall System 3,01

< Back Cancel

8. Choose default installation location and Click Next.

E FileZilla Client 3.40.0 Setup — *
Choose Install Location
Choose the folder in which to install FileZilla Client 3.40.0. E

Setup will install FileZilla Client 3.40.0 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Destination Folder

| C:\Program Files\FileZilla FTP Client] Browse...

Space required: 26.6MB
Space available: 97.5GB

Mullsoft Install Swstem w3.01

< Back | Cancel
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9. Click Next.

FileZilla Client 3.40.0 Setup — X
Choose Start Menu Folder
Choose a Start Menu folder for the FileZilla Client 3.40.0 shortouts. E

Select the Start Menu folder in which you would like to create the program's shortouts, You
can also enter a name to create a new folder.

|
Accessibility
Accessories
Administrative Tools
Maintenance
Motepad++

QS5EC

StartUp

System Tools
Windows Powershell

[] oo not create shorteouts
Mullsoft Install Svskem 3,01

Cancel

10. Installation will start.

A Filezilla Client 3.40.0 Setup —

In=talling
Please wait while FileZilla Client 3.40.0 is being installed. E

Installing resource files

: Show details

Mullsoft Imstall System w3,01

< Back Mext = Cancel
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11. Uncheck Start FileZilla now option and click Finish button to complete filezilla installation.

E FileZilla Client 3.40.0 Setup

Completing FileZilla Client 3.40.0
Setup

FileZilla Client 3.40.0 has been installed on your computer,

Click Finish to dose Setup.

[l:l Start FileZila n-:uw]
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CT#8.8: Turn Off the Windows Defender Firewall

1. In the Type here to search field present at the lower left corner of the screen, type Control
Panel. A search result containing Control Panel desktop app appears. Click Control Panel.
& |

| i) Filters ~v

Best match

Control Panel
Desktop app

Recent

@ Windows Defender Firewall

Apps
[5] Settings
Search suggestions

2 Control Panel - 5ee web results h

2 Control Panel
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2. In the Control Panel window, click System and Security.

Centrol Panel - O
+ » Control Panel » v |Search Contral Panel o
Adjust your computer’s settings View by: Category ~
| System and Security | User Accounts
Review your cemputer's status @ Change account type

Save backup copies of your files with File

History ﬁ
Back up and Restore (Windows 7) Appearance and Personalisation
T

X Network and Internet Clock and Rea
View network status and tasks e ockan egion
; Change date, time or number formats
{ Hardware and Sound

___ View devices and printers Ease of Access
| Add a device Let Windows suggest settings
Optimise visual display
“~ Programs

[:]‘ Uninstall a program

3. Click the Windows Defender Firewall in the System and Security window.

@ System and Security - O

« v 4 ‘ » Control Panel » System and Security v O Search Control Panel o

Control Panel Home . .
Security and Maintenance

Review your computer's status and resclve issues

* System and Securi
yst oy GChange User Account Control settings | Troubleshoot common computer problems

Netwaork and Internet

Hardware and Sound ﬁ| Windows Defender Firewall |
Check firewall status | Allow an app through Windows Firewall

Programs

User Accounts g System

View amount of RAM and processor speed GAIIDW remote access
Appearance and

it Launch remote assistance See the name of this computer
Personalisation

Power Options
Change what the power buttons do | Change when the computer sleeps

Clock and Region
Ease of Access

File History
Save backup copies of your files with File History | Restore your files with File History

s &

Back up and Restore (Windows 7)
Back up and Restore (Windows 7} Restore files from backup

&

BitLocker Drive Encryption
Manage BitLocker

n

@ &

Storage Spaces
Manage Storage Spaces

Work Folders
Manage Work Folders

Administrative Tools
Free up disk space | Defragment and optimise your drives
®) Create and format hard disk partitions | @ View eventlogs | 8 Schedule tasks

Flash Player (32-bit)

>
£
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4. In the Windows Defender Firewall window, click Turn Windows Defender Firewall on

or off link in the left-pane of the window.

ﬂ Windows Defender Firewall

“ 3 v 4 ﬂ« System and Security * Windows Defender Firewall
Control Panel Home

Allow an app or feature your PC through the Internet or a network.
through Windows Defender

Firewall .
trew . 0 Private networks

Change notification settings
Turn Windows Defender . 0 Guest or public networks

Firewall on or off

S S @

Ad d setti
Vanced setings Windows Defender Firewall state:

Troubleshoot my network X X
Incoming connections:

Active public networks:

MNotification state:

Seealso
Security and Maintenance

Metwork and Sharing Centre

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

Restore defaults Networks in public places such as airports or cafés

v Search Contral Panel yel

Mot connected

Connected

On

Block all connections to applications that are not
on the list of allowed applications

Unidentified network
= Metwork

Motify me when Windows Defender Firewall
blocks a new app

5. In the Customize Settings window, select Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click

OK.

ﬂ Customise Settings

&~ v ﬂ« Windows Defender Firewall » Customise Settings

Customise settings for each type of network

Private network settings
Q () Turn on Windows Defender Firewall

Maotify me when

You can modify the firewall settings for each type of network that you use,

Block all incoming connections, including those in the list of allowed applications

Windows Defender Firewall blocks a new app

e | (® Turn off Windows Defender Firewall (not recommended)

Public network settings
Q () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed applications

Maotify me when Windows Defender Firewall blocks a new app

Q | (® Turn off Windows Defender Firewall (not recommended)

v Search Control Panel yel

Cancel
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6. Again, in the Windows Defender Firewall window, click Advanced settings link in the left-

pane.
ﬂ Windows Defender Firewall - O
“ 3 v 4 ﬂ <« System and Security * Windows Defender Firewall v Search Control Panel yel

. . . ).
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.

through Windows Defender

Firewall

Update your Firewall settings
Change notification settings

Windows Defender Firewall is not using the
recommended settings te protect your
computer.

Turn Windows Defender
Firewall on or off

& Use recommended settings

Restore defaults What are the recommended settings?

Qe @S

Advanced settings

Troubleshoot my network . @ Private networks Not connected '::_::'

. @ Guest or public networks Connected

Networks in public places such as airports or cafés

Windows Defender Firewall state: Off

Incoming connections: Bleck all connections to applications that are not
on the list of allowed applications

See also Active public networks:

Security and Maintenance =

Unidentified network

MNetwork
Metwork and Sharing Centre

| Motification state: Matify me when Windows Defender Firewall |

7. Once the Windows Defender Firewall with Advanced Security appears on the screen, click
Windows Defender Firewall Properties link in the Overview section.

B9 Windows Defender Firewall with Advanced Security — O X
File Action View Help
4= = |||
m LULE RV E ELEERSTENEIRWIEY Windows Defender Firewall with Advanced Security on Local Computer Actions
'Sh:b“”d :uR'ET | Windows Defender Firewall with Adv... &
C;Innoegoﬂ ::csurity Rules # Windows Defender Firewall with Advanced Security provides network security for Windows computers & Import Policy...
> | Monitoring 3| Export Policy..
Overview Restore Default Policy
Domain Profile Diagnose / Repair
I - N
@ Windows Defender Firewall is on. View »
O Inbound connections that do not match a rule are blocked.
_ & Refresh
@ Outbound connections that do not match a ke are allowed
m Properties

Private Profile el
5. elp

& Windows Defender Firewall is off.

Public Profile is Active

& Windows Defender Firewall is off.

|E] Windows Defender Firewall Properties

Getting Started

Authenticate communications beiween computers

Create connection security rules to specify how and when connections between computers are authenticated ar

protected by using Intemet Protocol security {IPsec).

E] Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connectio o

< > || < >
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8. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall state
drop-down list. Then navigate to Private Profile and Public Profile tabs and ensure that the
Firewall state is Off. Click Apply and then click OK.

Windows Defender Firewall with Advanced Security on Local Com... X
Domain Profile  Private Profile  Public Profile  |Psec Settings
Specify behavior for when a computer is connected to a public network
location.
State
). Firewall state: i w
ﬁ Inbound connections: Block (default)
Outhound connections: Allow {default)
Protected network connections: Customize...
Settings
7] Sty zengetet cored Wedons [ G,
Logaing
[ oo g et
Cancel Apphy

9. Close all the windows.
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CT#9: Creating and Configuring Kali Linux Virtual

Machine

CT#9.1: Creating a Virtual Machine and Installing Kali Linux OS

1. Launch Hyper-V Manager. If already launched, skip to step two.

2. Select your local machine in the left pane, then click New, and then click Virtual Machine...

in the right pane as shown in the screen shot.

5 Hyper-V Manager
File Action View Help
% = | 7 |

E Hyper-¥ Manager
B3 RODW-019

Actions

Virtual Machines

RDDW-019
Name State CPU Usage =

4 k Create...
E Windows Server 2012 Running 0% ¥ _OuickCreale
B windows10 Off [ New Virtual Machine...
B ubuntu off [y Import Virtual Machine... Hard Disk...
B sIEm Server Splunk off [ Hyper-V Settings.. Floppy Disk...
< =8 Virtual Switch Manager...

Note: Every machine has a unique name, so the name of your machine differs from the
name shown in the above screenshot.

3. New Virtual Machine Wizard window appears, click Next button.

Specify Mame and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

E MNew Virtual Machine Wizard

Ed Before You Begin

W This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

you can change the configuration later using Hyper-V Manager.
To create a virtual machine, do one of the following:

« Click Finish to create a virtual machine that is configured with default values.
« Click Next to create a virtual machine with a custom configuration.

[ Do not show this page again

Finish

Cancel
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4. Specify Name and location of new virtual machine. Assign the name of the virtual machine
as Kali Linux.

5. The default location for storing the virtual machine is
C:\ProgramData\ Microsoft\ Windows\ Hyper-V\. You can choose different location to
store the VIM’s or set it to default location.

6. Click Next.

Note: You can specify the location either in the Specify Name and Location section or in
the forthcoming Connect Virtual Hard Disk section.

3 Mew Virtual Machine Wizard X

2 Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Mame and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,
Assign Memory Marme: [|Ka|i Linux ]
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
Installation Options Store the virtual machine in a different location
Summary Location: |_ Browse. ..

& If you plan to take checkpoints of this virtual maching, select a location that has enough free
space. Chedkpoints indude virtual machine data and may require a large amount of space.

< Previous Finish Cancel
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7. Choose the generation of the virtual machine (here, Generation 1) and click Next.

E3 Mew Virtual Machine Wizard >

Ed Specify Generation

Before You Begin Choose the generation of this virtual machine.
Spedfy Mame and Location (@) Generation 1

Specify Generation This virtual machine generation supports 32-hit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

Assign Memory

Configure Networking (O Generation 2

Connect Virtual Hard Disk This virtual machine_ generation provides _support for newer virtualization features, has UEFI-based

firmware, and requires a supported &4-bit guest operating system.

Installation Options
C Ji\. Once a virtual machine has been created, you cannot change its generation,

Summary

More about virtual machine generation support

< Previous Finish Cancel

8. Assign the amount of Startup memory to allocate to this virtual machine in MB (here, 1024).

9. C(lick Next.

3 New Virtual Machine Wizard X

2 Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine, You can specify an amount from 32
ME through 12582312 MB, To improve performance, spedfy more than the minimum amount

Specify Name and Location recommended for the operating system.

Specify Generation

Configure Networking

Startup memory:

[ ["] Use Dynamic Memory for this virtual machin]a.

0 When you dedde how much memory to assign to a virtual machine, consider how you intend to

Ecmeciuinaliadk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous || Finish Cancel
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10. In the next step, select network adapter as Default Switch from connection drop-down list

and click Next.

EH New Virtual Machine Wizard

Before You Begin
Specify Name and Location
Specify Generation

Assign Memory

igure Metworking

Connect Virtual Hard Disk
Installation Options

Summary

= Configure Networking

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Connection: | Mot Connected ~

Mot Connected
Internal Network I

< Previous | Finish Cancel

11. Connect Virtual Hard Disk section appears, allocate 40 GB space for hard disk and click Next.

Before You Begin

Specify Name and Location
Spedfy Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Installation Options

Summary

EH Mew Virtual Machine Wizard >

2 Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can spedify the
storage now or configure it later by modifying the virtual machine’s properties.

' @ Create a virtual hard disk I

Use this option to create a YHDX dynamically expanding virtual hard disk.

MName: |KaIiLinux.vhdx |

Location; |F:WI Virtual Machines\KaliLinux | Browse...
Size: B (Maximum: 64 T8)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |C:\Users\Public\Documents\Hyper-vivirtual Hard Disks,

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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12. The installation options section appears, select Install an operating system from a
bootable CD/DVD-ROM radio button.

o If you have a Kali Linux choose Physical CD/DVD drive radio button and then click
Next.

o If you have a Kali Linux file, then choose Image file (.iso) radio button and click browse
button to provide the path of ISO file and click Next.

EJ Mew Virtual Machine Wizard X

2 Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Specify Name and Location

() Install an operating system later

Specify Generation
Assign Memory (®) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk O Physical CD/DVD drive:  F:
[ (®) Image file (iso): |:3 \SOC-Toals\ ab Prerequisites\ISO\Kali Linux'n,kal Browse... ]
Summary

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation server

< Previous Finish Cancel

13. Virtual machine wizard appears with summary information.
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14. Click Finish.

E New Virtual Machine Wizard

Before You Begin

Specfy Name and Location
Spedfy Generation

Assign Memory

Configure Metworking
Connect Virtual Hard Disk

Installation Options

Summary

A Completing the New Virtual Machine Wizard

‘fou have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.

Description:
Mame: KaliLinux
Generation: Generation 1
Memory: 1024 MB
Metwork: Default Switch
Hard Disk: F %Al virtual Machines KaliLinux \KaliLinu. vhdx (VHDX, dynamically expanding)

Operating System:  Will be installed from F:\S0C-Tools\Lab Prerequisites\150 ali Linux kaliHinux-2.0-

<

To create the virtual machine and dose the wizard, dick Finish.

< Previous

ext I Cancel

15. Hyper-V Manager creates Kali Linux virtual machine profile.
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16. In Hyper-V Manager main window, you see a new virtual machine named Kali Linux. Right-

click on the newly create

d virtual machine and click Connect from the context menu.

réé Hyper-V Manager
File Action View Hel

oo zlm B

P

% Hyper-V Manager
Ef RDDW-002

L

Virtual Machines J
MNarme - State CPU Usage Assigned
B WinServer2012 O
B Windows10 Off
B sIEM1 Off
Connect...
Settings...
<
Start J
Checkpoints J
Checkpoint
Move al machine has no checkpoin
Export...
Rename...
Delete...
Help

17. Kali Linux Virtual Machine window appears click Start button as shown in the screenshot.

&7 KaliLinux on RDDW-019 -
File  Action Media

(0]

Yirtual Machine Connection —

View  Help
s .

The virtual machine 'KaliLinux' is turned off

To start the virtual machine, select "Start’ from the Action menu
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18. Kali Linux Boot menu appears, select Graphical install and press Enter.

KAL

“the quieter you become, the more you are able to hear”

Live (amd64)

Live (amdbt4 failsafe)
Live (forensic mode)

Live USB Persistence

Boot menu

(check kali.org-prst)

Live USB Encrypted Persistence (check kali.org-prst)

Install

Graphical install
Install with speech synthesis
Advanced options

19. Select a language window appears, choose a language (here, English) and click Continue.

Select a language

Language:

UIIMNEse \Sunpiieay

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

HH AL LE RS

Chinese (Traditional) - #z(%E§8)
Croatian - Hrvatski
Czech - Cestina
Danish - Dansk
Dutch - Nederlands
Dzongkha - Em
‘ English - English
1 Esperanto - Esperanto
Estonian - Eesti
Finnish - Suomi
French - Francais
Galician - Galego
Georgian - Jatmymo
German - Deutsch

[>]|

F

uiPBack “ Continue '
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20. In the Select your location section, choose a location (here, United States) and click
Continue.

KALI

BY OFFENSIVE SECURITY

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:
-7 B

India ]

Ireland

Israel

New Zealand

Nigeria

Philippines

Singapore
South Africa
United Kingdom
'United States

| Zambia
Zimbabwe

other I~

Screenshot_ [ Go Back ]H Continue ]

21. Configure the keyboard section appears, choose a language (here, American English) and
click Continue.

KALI

BY OFFENSIVE SECURITY

Configure the keyboard

Keymap to use:

.Albanian
Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Multilingual

Catalan I~

Screenshot Go Back | Continue
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22. Configure the network section appears, leave the Hostname to default and click Continue.

KALI

BY OFFENSIVE SECURITY

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:
[cali

Screenshot [ Go Back ] | Continue |

23. Configure the network section appears, leave the Domain name: field blank and click
Continue.

KALI

BY OFFENSIVE SECURITY
Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often

something that ends in.com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.
Domain name:

Screenshot

Go Back ]l Continue |
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24. Set up users and passwords section appears, enter toor in both the Root password as well
as re-enter password to verify fields and click Continue.

KALI

BY OFFENSIVE SECURITY

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password:

(o000 |
[l Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

‘ Screenshot \ \ Go Back | [ Continue ]

25. In Configure the clock window, choose the time zone (here, Eastern) and click Continue
Wait until the installer fetches time from the network time server.

KALI

BY OFFENSIVE SECURITY

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central

Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana

Samoa

Screenshot| Go Back |[ Continue ]
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26. Partition disks window appears, choose the Partitioning method: Guided — use entire disk
and click Continue.

KALI

BY OFFENSIVE SECURITY
Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

1 Screenshot J

[ Go Back }L Continue J

27. Another Partition disks window appears, select the disk SCSI1 (0,0,0) (sda) — 26.8 GB
VMware, VMware Virtual S and click Continue.

Note: The size of the disk (26.8 GB) may vary in your lab environment.

| KALI I

BY DFFENSIVE SECURITY

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.
Select disk to partition:

SCS11 (0,0,0) (sda) -

B VMware, VMware Virtual S

Screenshot

Go Back H Continue

Lab Setup Guide Page 198

Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




28. In the Partition disks window, choose the Partitioning scheme: All files in one partition
(recommended for new users) and click Continue.

KALI

BY OFFENSIVE SECURITY

Partition disks

Selected for partitioning:
SCSI1 (0,0,0) (sda) - VMware, VMware Virtual S: 26.8 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate fhome partition

Separate /home, /var, and /tmp partitions

Screenshot

[ Go Back H Continue |

29. Partition disks window appears displaying the overview of your currently configured
partitions, choose Finish partitioning and write changes to disk and click Continue.

KALI

BY OFFENSIVE SECURITY

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure iSCSI volumes

<~ SCSI1 (0,0,0) (sda) - 26.8 GB VMware, VMware Virtual S
= #1 primary 24.7GB f extd !
> #5 logical 2.1GB f swap swap

Undo changes to partitions

Screenshot I [ Help

Go Back ]I Continue
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30. A Partition disks window appears stating that the changes will be written to the disk, select
Yes and click Continue.

KALI

BY OFFENSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as extd
partition #5 of SCsil (0,0,0) {(sda) as swap

Write the changes to disks?

31. On completion of installation, Configure the package manager window appears, select No
and click Continue.

KALI

BY OFFENSIVE SECURITY

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

15creenshot! | GoBack \l Continue !
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32. Install the GRUB boot loader on a hard disk window appears, select Yes in order to install the
GRUB boot loader to the master boot record and click Continue.

| KALI I

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

‘ Screenshot '

| GoBack H Continue l
——

33. Select the available device in Device for boot loader installation (here, /dev/sda) and click
Continue. Wait until the GRUB boot loader is installed.

| KALI I

BY OFFENSIVE SECURITY
Install the GRUB boot loader on a hard disk
You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.
Device for boot loader installation:
Enter device manually
/dev/sda
Screenshot Go Back ] | Continue |
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34. Wait until the partitions are formatted and the operating system is installed.

35. It takes some time for the installation to complete. Finish the installation window appears,
click Continue.

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Screenshot [ Go Back ll Continue I
|

36. Once the installation is finished the machine will get restarted, and after the restart it will come
to the login screen. Login to the machine with Username: root and Password: toor.

Password:

Cancel
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CT#9.2 Configuring Host File in Kali Linux

1. To add www.luxurytreats.com website to the host file, navigate to Places = Computer.

Applications « Places ~ Thu 01:57

Home
Desktop
Documents
Downloads
Music
Pictures

Videos

Computer

2. Navigate to etc folder then search for hosts file = right click on file and open with Text

Editor.
{ > || Qhos 1
| -
%) Recent Name
host
* Starred % = (& OpenWithTextEditor | ¥
£r Home =" hostname Open ltem Location CtrlH
Open With Other Application
im Desktop =" host.conf Cut ¢

3. Add IP 10.10.10.12 address and url www.luxurytreats.com at the end of the file. Click Save
close the text editor.

Open ~ || @ | s (s [/ © @ @
127.0.0.1 localhost )
127.6.1.1 kali

The following lines are desirable for IPv6 capable hosts
:1 localhost ip6-localhost ip6-loopback

fe2::1 ip6-allnodes

f02::2 ip6-allrouters

0.10.10.12 www . luxurytreats.com |

4. Open browser and type www.luxurytreats.com in url and press Enter, you will navigate to
luxuryTreats website.
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http://www.luxurytreats.com/

CT#9.3 Updating Kali Linux

1. Open terminal and type gedit /etc/apt/sources.list. sources.list file will open in the

geditor.

root@Analyst: ~

File Edit View Search Terminal Help
:~#/gedit /etc/apt/sources.list

*sources.list
| Open M H E | fetc/apt

#

|Save ||E (- <]

# deb cdrom:[Debian GNU/Linux 2018.1 _Kali-rolling_ - Official Snapshot amd64 LIVE/INSTALL Binary

20180126-21:23]/ kali-last-snapshot contrib main non-free

#deb cdrom:[Debian GNU/Linux 2018.1 _Kali-rolling_ - Official Snapshot amd64 LIVE/INSTALL Binary

20180126-21:23]/ kali-last-snapshot contrib main non-free

2. Add following line of code at the end of the sources.list file. Click Save to save the file. close

the sources.list file.

deb http:/ /http.kali.org/kali kali-rolling main contrib non-free

deb http:/ /http.kali.org/kali sana main non-free contrib

deb http:/ /security.kali.org/kali-security sana/updates main contrib non-free

deb http:/ /old.kali.org/kali moto main non-free contrib

*sources.list
o < | E fetc/apt

#
20180126-21:23]/ kali-last-snapshot contrib main non-free

20180126-21:23]/ kali-last-snapshot contrib main non-free

# deb cdrom:[Debian GNU/Linux 2018.1 Kali-rolling_ - Official Snapshot amd64 LIVE/INSTALL Binary

#deb cdrom:[Debian GNU/Linux 2018.1 Kali-rolling - Official Snapshot amd64 LIVE/INSTALL Binary

deb http://http.kali.org/kali sana main non-free contrib

deb http://old.kali.org/kali moto main non-free contrib

deb http://http.kali.org/kali kali-rolling main contrib non-free

deb http://security.kali.org/kali-security sana/updates main contrib non-free
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3. Type apt-get update to update the Kali Linux virtual machine.

Note: If not up-to-date, a prompt appears, asking for a user input as Y/N. Type Y and press
Enter to continue the process.

root@kali: ~

File Edit View Search Terminal Help
:~# apt-get update
Err:1 http://oldkali.org/kali moto InRelease
Could not resolve 'oldkali.org'
Ign:2 http://security.kali.org/kali-security s:

Err:3 http://security.kali.org/kali-security s:
404 Not Found [IP: 192.99.200.113 80]

Ign:5 http://http.kali.org/kali sana InRelease

Err:6 http://http.kali.org/kali sana Release
404 Not Found [IP: 192.99.200.113 80]

Get:4 http://kali.cs.nctu.edu.tw/kali kali-roll

kB]

Get:7 http://kali.cs.nctu.edu.tw/kali kali-roll

4. Type apt-get install ftp in terminal and press Enter to install ftp Client.

CT#9.4 Sharing SOC-Tools Folder from Host Machine

1. Click Files icon from the taskbar menu as shown in the screenshot.
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2.

Note: IP address will differ in your lab environment.

In the Explorer window, Press Cttl + L and type smb://[IP address of your host machine]
in the address bar and press Enter.

|< )‘ismb:m d > x|Q - Y= @& O
= o W B
* Starred ables Desktop Documents  Downloads
HE B B B
= Desktop Music Pictures Public Templates
[ Documents . . —~ -
@ Downloads Videos Wordlist bash_ .bashrc
histor
J1 Music v
) .
‘0 Pictures i
. .cache .config .gnupg .
H Videos ICEauthorit

L

3. Password required for [IP address of your host machine| pop-up appears, type credentials of

your host machine, select Remember forever radio button and click Connect.

Username

Domain

Password

B _',( Password required fori ™ %

WORKGROUP

() Forget password immediately
() Remember password until you logout

() Remember forever |

Lab Setup Guide Page 206

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




4. Shared SOC-Tools directory appears. Right-click the SOC-Tools directory and click Mount.
< > Windowss.n | =

{D Windows shareson
+* Starred

@ Home

i\ Desktop

[ Documents

@ Downloads
7 B Open With Files
Music
Open With Other Applicatiol
‘0 Pictures
H Videos s
L 4..Copy

5. Scroll down and you will see host machine’s soc-tools shared folder mounted.

< >

Windowss..n =~ Q

[ Documents
@ Downloads
J7 Music

'] Pictures
H Videos

i) Trash

Floppy Disk

= soc-toolsonr

+ Other Locations

»

ADMINS

-n
4
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CT#10: Installing and Configuring AlienVault OSSIM

It is recommended that you have a system with at least 16 GB of RAM. Before starting installation of
OSSIM virtual machine, ensure that you have set RAM to 8000 MB, no. of virtual CPU to 2, network
interface to Internal.

1. Launch Hyper-V Manager. If already launched, skip to step two.

2. Select your local machine in the left pane, then click New, and then click Virtual Machine...
in the right pane as shown in the screen shot.

o =0
| &=
gper-‘u' Manag = = Actions
irtual Machines
RDDW-012 - RDDW-019 =
Mame State CPU Usage Assigned Meme |
E El Quick...
E ] New 4 Virtual Machine...
E L:_-‘, Impar. Hard Disk...
E Ij Hyper. Floppy Disk...
E SIEM1 Running 1% 3072 MB -
25 Virtua
| . Wirtua

3. New Virtual Machine Wizard window appears, click Next button.

3 Mew Virtual Machine Wizard X

Ed Before You Begin

m This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedify Name and Location you can change the configuration later using Hyper-V Manager.

Spedfy Generation
pedfy To create a virtual maching, do one of the following:
Assign Memary
» Click Finish to create a virtual machine that is configured with default values.

Configure Metworking + Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] bo not show this page again

I Finish Cancel
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4. Specify Name and location of new virtual machine. Assign the name of the virtual machine
as OSSIM SERVER. The default location for storing the virtual machine is
C:\ProgramData\ Microsoft\ Windows\ Hyper-V\. You can choose different location to
store the VM’s or set it to default location. Click Next.

Note: You can specify the location either in the Specify Name and Location section or in
the forthcoming Connect Virtual Hard Disk section.

3 New Virtual Machine Wizard X

=] Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Spedfy Name and Location

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload,

Assign Memary Narme: [|OSSIM SERVER| |]

Configure Networking
Connect Virtual Hard Disk

‘fou can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server.

Installation Options Store the virtual machine in a different location

Summary Location: |G:\Virtua| Machines\, Browse...

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space, Checkpoints indude virtual machine data and may require a large amount of space.

< Previous Finish Cancel

5. Choose the generation of the virtual machine (here, Generation 1) and click Next.

] New Virtual Machine Wizard X

2 Specdify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Mame and Location (®) Generation 1

Spedfy Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-v.

Assign Memory

Configure Networking (O Generation 2
Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Installation Options
¥ & Onice a virtual machine has been created, you cannot change its generation.

Summary
More about virtual machine generation support
< Previous Finish Cancel
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0.

Assign the amount of Startup memory to allocate to this virtual machine in MB (here, 8000)

7. Click Next.
3 New Virtual Machine Wizard X
=] Assign Memory
Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
. . MB through 12582912 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.
Specify Generation
@Jse Dynamic Memory for this virtual machine.
Configure Metworking
X When you decide how much memary to assign to a virtual machine, consider how you intend to
TroEEE IRl EE o use the virtual machine and the operating system that it will run.
Installation Options
Summary
< Previous Finish Cancel
8. In the next step, select network adapter as Internal Network from connection drop-down
list and click Next.
3 Mew Virtual Machine Wizard X
Ea Configure Networking
Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a
) . virtual switch, or it can remain disconnected.
Specify Mame and Location
Spedfy Generation Connection: | Mot Connected w
Assign Memory
Configure Networking i
Internal Network
Connect Virtual Hard Disk
Installation Options
Summary
< Previous Finish Cancel
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9. Connect Virtual Hard Disk section appears click Next.

3 New Virtual Machine Wizard x

£ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

T e e storage now or configure it later by modifying the virtual machine’s properties.

(® Create a virtual hard disk
Use this option to create a YHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Mame: |
Connect Virtual Hard Disk Location: [F:\All Virtual Machines\Ossim Server |\0SSIM SERVER Wirtual Hard Di| | Browse...
Installation Options
Size: GB {(Maximum: 54 TE)
Summary

(7)) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or YHDX format.

Location: |C:Ysers\Public\Documents\Hyper-V\Virtual Hard Disks'

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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10. The installation options section appears, select Install an operating system from a
bootable CD/DVD-ROM radio button.

o If you have an OSSIM DVD choose Physical CD/DVD drive radio button and then click
Next.

o Ifyouhave an OSSIM ISO file, then choose Image file (.iso) radio button and click browse
button to provide the path of ISO file and click Next.

EH Mew Virtual Machine Wizard x

e Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it

later.
Spedfy Name and Location S

() Install an operating system later

Specify Generation
Assign Memory (®) Install an operating system from a bootable CO/OVD-ROM
Configure Networking Media
Cannect Virtual Hard Disk (O Physical CD/DVD drive: |E:
(®) Image file (.iso): Browse. ..
Surnmary

() Install an operating system from a bootable floppy disk

() Install an operating system from a network-based installation server

< Previous Finish Cancel

11. Virtual machine wizard appears with summary information.
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12. Click Finish.

E3 Mew Virtual Machine Wizard X

2 Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Mame and Location J

Spedfy Generation D

Assign Memory MName: 0SSIM SERVER

Configure Netwarking Generation: Generation 1

) Memary: 8000 ME
Connect Virtual Hard Disk Metwork: Internal Network
Installation Options Hard Disk: G \Wirtual Machines\0OS5IM SERVER \Virtual Hard Disks\QSSIM SERVER. vhdx (WHD
Operating System: Wil be installed from D:\SOC-Tools\Lab Prerequisites\ISOVOSIM\Alienvault_OSSIH
£ >

To create the virtual machine and dose the wizard, dick Finish.

< Previous MNext =

13. In Hyper-V Manager window right-click on created OSSIM virtual machine and click Settings
from the context menu.

E Hyper-V Manager - :
E RDDW-002 Virtual Machines
MName State CPU Usage Assigned Memory
Dvet B 8000 MB
E — Connect...
. Turn Off...

Shut Down...
Save
Pause
Reset
Checkpoint
Move...
Export...

< Rename...

Checkpoints Help
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14. Settings for OSSIM SERVER window appears, click Processor from left pane and type 2 in
Number of virtual processors field, and click Apply and then OK.

055IM SERVER

ﬁ Settings for O55IM SERVER on Fo oy

£

4 pr | D

# Hardware

¥ Add Hardware
0 pros
Boot from CD
. Security
Key Storage Drive disabled
Wl Memory
8000 MB
I Processor
2 Virtual processors
IDE Controller 0
-z Hard Drive
0S55IM SERVER. vhdx
= [ 1DE Controller 1
() DVD Drive
None
&l scsI Controller
@ Metwork Adapter
External Switch
i com1
None
& com2
None
[ iskette Drive
None
2 Management

=]

Name

QS5IM SERVER
B Integration Services
Some services offered
(#/ Checkpoints
Disabled
B8 g i Fil .
wa Smart Paging File Location
F:VAl virtual Machines\Ossim S...

Ll

v

n Processor

You can modify the number of virtual processors based on the number of processars on
the physical computer. You can also modify other resource control settings.

Mumber of virtual processors:

Resource control
‘You can use resource controls to balance resources among virtual machines.

[ o

Percent of total system resources: a

50

& Hyper-V is not configured to enable processor resource contrals,

Virtual machine reserve (percentage):

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

Learn more about Hyper-V processor configuration options.

15. In Hyper-V Manager window right-click on created OSSIM virtual machine and click Settings

from the context menu.

E Hyper-V Manager
Ef RDDW-002

Virtual Machines

MName

Checkpoints

State

| SERVERS =
Connect...
(

CPU Usage

Assign

Settings...

Turn Off...
Shut Down...

Save

Pause

Reset
Checkpoint

Move...
Export...

Rename...

8000 MB

ed Memory

Help

Lab Setup Guide Page 214

Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




16. Click Add Hardware Select Network Adapter Click Add button.

ﬁ Processor
2 Virtual processors
=l [ IDE Controller 0
- Hard Drive

SIEM1. vhdx
= IDE Controller 1
() DVD Drive

&l scsI Controller

Server 2016 14393.0.1611...

@ Settings for 0S5/M SERVER on RDDW-019 — X
OS5IM SERVER ~ 4 | D
e 63 r Add Hardware
Add Hardware
@ BIOS You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button,
. Security
Key Storage Drive disabled
W Memory emoter ideo Adapter
4000 MB Legacy Network Adapter

Fibre Channel Adapter

Virtual machines are created with one network adapter. You can add additional network
adapters as needed.

17. Select Network Adapter select External Network.

E Settings for O55IM SERVER on v wis - X
OSSIM SERVER v 4 p | D
# Hardware 2 0 metwork Adapter
r Add Hardware
I gI105 Spedfy the configuration of the network adapter or remove the network adapter.
Boot from CD virtual switch:
. Security Mot connected w
Key Storage Drive disabled Not connected
W# Memory External Switch
8000 MB Default Switch
ﬁ Processor e
2 Virtual processors T
=l [ 1DE Contraller 0
- Hard Drive 2
055IM SERVER. vhdx
= IDE Controller 1 Bandwidth Management
" DVD Drive [] Enable bandwidth management
Mone
&l scs1 controller
[H] MNetwork Adapter
External Switch
ﬂ] Network Adapter aximum bandwidtt 0| Mbos
Not connected
ﬁ CoM1 o To lea L um unrestricted, specify 0 as the value
MNone
ﬁ com 2 To remove the network adapter from this virtual machine, dick Remove.
MNone
[ piskette Drive FElTE
MNone . -
o Use a legacy network adapter instead of this network adapter to perform a
# Management network-based installation of the guest operating system or when integration
MName services are not installed in the guest operating system.
OS5IM SERVER
D Integration Services
Some services offered
(B Checkpoints
Disabled v
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18. In Hyper-V Manager main window, right-click on OSSIM newly created virtual machine
and click Connect from the context menu.

File Action View Help
| 2w 3

% Hyper-V Manager 1
E RDDW-002 Virtual Machi:es |
Marne State CPU Usage Assigned Memory
=] 0ssiM SERVEES
E SIEMI Connect...
E Windows10 Settings...
E Winsows2012
Turn Off...
Shut Down...
Save
Pause
Reset
Checkpoint
Move...
Export...
g Rename... 4
Checkpoints Help |
I

19. OSSIM Virtual Machine window appears click Start button as shown in the screenshot.

HP (O55IM SERVER on RDDW-019 - Virtual Machine Connection — O 4
File  Action Media View Help

O B

The virtual machine 'OSSIM SERVER' is tumed off

To start the virtual machine, select "Start’ from the Action menu

Status: Off |
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20. OSSIM virtual machine starts booting with the provided source.

21. ALIEN VAULT OSSIM setup wizard appears, choose AlienVault OSSIM 5.6.0 (64 Bit)
option and press Enter.

Note: The screenshots might differ if you have downloaded the latest version of AlienVault
OSSIM.

File  Action Media Clipboard View Help

28 @O | nn &

ALIEN VAULT OSSIM

Install AlienVault OSSIM 5.6.0 (64 Bit)
Install AlienVault Sewsor 5.6.6 (64 Bit)

iHlnziall O3S0

Ebatus: Running |

http://www.alienvault.com

=0

22. Select a language screen appears. Select your language and click Continue.

(28] W@0O | umn

Select a language

Screenshot

Etatus_' Running |

File  Action Media Clipboard View Help

e

\'4

ALIEN VAULT OSSIM

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Traditional) - (%) e
Croatian - Hrvatski

Czech - Cestina

Danish - Dansk ﬂ|
Dutch - Nederlands

Dzongkha - Em
{English English

Esperanto - Esperanto

Estonian - Eesti

Finnish -  Suomi

French - Francgais

Galician - Galego

Georgian - Jocogee

Garman - nNauterh v

Go Back ”[ Continue ]

=82
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23. Select your location screen appears. Select your country and click Continue.

File  Action Media Clipboard View Help

B0 ®W@O | u | L

\'4

ALIEN VAULT OSSIM

Select your location

-

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.
Country, territory or area:

Ireland

New Zealand
Nigeria m
Philippines
Singapore
South Africa
United Kingdom
United States
Zambia
Zimbabwe

other &

Screenshut. 13 [ Go Back H Continue

Etatus Running | " ="

]

24. Configure the keyboard window appears. Select your preferred language and click Continue.

File  Action Media Clipboard View Help

B O®E@O nir i ol

v

ALIEN YAULT OSSIM

Configure the keyboard

Keymap to use:

American English

Albanian
Arabic
Asturian
Bangladesh
Belarusian
Bengali
Belgian
Bosnian
Brazilian
British English
Bulgarian

Bulgarian (phonetic layout)

Burmese
Canadian French k
Canadian Multilinaual
Screenshot Go Back I [ Continue ]
Etatu: Running | ﬂ == J
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25. Configure the network window appears. Enter 10.10.10.17 in the IP address: field and click

Continue.

Note: IP may differ if you have chosen a different IP while configuring OSSIM.

File  Action Media Clipboard View Help
=5 @O nn g

\'4

ALIEN VYAULT OSSIM

Configure the network

The IP address is unique to your computer and may be:

*four numbers separated by periods (IPva);
* blocks of hexadecimal characters separated by colons (IPve6).

You can also optionally append a CIDR netmask (such as "/24").

IP address:

[10.10.10.17 |

If you don't know what to use here, consult your network administrator.

Screenshot |

Etatus: Running |

go HECk ‘

=

26. Netmask: screen appears. Ensure the mask is set to 255.255.255.0 and click Continue.

File Action Media Clipboard View Help
B @O umn &

\'4

ALIEN VAULT OSSIM

Configure the network

Netmask:

The netmask is used to determine which machines are local to your network. Consult your network
administrator if you do not know the value. The netmask should be entered as four numbers separated
by periods.

E===]

screenshot |

| Status: Running |
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27. Gateway: screen appears. Ensure that gateway is set to 10.10.10.2 and click Continue.

File  Action  Media

Clipboard ~ View  Help
28] D@0 up &

ALIEN VAULT OSSIM

configure the network

The name servers are used to look up host names on the network. Please enter the IP addresses (not
host names) of up to 3 name servers, separated by spaces. Do not use commas. The first name server in

the list will be the first to be queried. If you don't want to use any name server, just leave this field blank.
Name server addresses:

[ |

L3
Screenshot | Go Back | Continue l
| Status: Running | = @ =

28. Name server addresses: screen appears. You can enter the DNS server address, or you can
leave the field default and click Continue.

VvV m k
ALIEN VAULT OSSIM

Configure the network

The name servers are used to look up host names on the network. Please enter the IP addresses (not
host names) of up to 3 name servers, separated by spaces. Do not use commas. The first name server in
the list will be the first to be queried. If you don't want to use any name server, just leave this field blank.
Name server addresses:

|[B.B.B.a |

Screenshot |

| GoBack || Continue
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29. Wait until the network configuration is completed.

File  Action Media Clipboard  View Help
28] @O nmn i

\'4

ALIEN VAULT OSSIM

Configure the network

Detecting link on eth0; please wait...

cancel |
L3
EEtus: Running | =] iﬂ =1

30. Set up users and passwords screen appear. Enter toor in Root password: and Re-enter
password to verify fields and click Continue.

Note: You can type any password of your choice.

File  Action Media Clipboard View Help
(3] @0 nn &

\'4

ALIEN VAULT OSSIM

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo”
command.

Note that you will not be able to see the password as you type it.
Root password:

(onon

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(X J
k
Screenshot | [ Go Back |
fEtus: Running | =] m =
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31. Configure the clock screen appears. Select your preferred time zone and click Continue.

\'4

ALIEN VAULT OSSIM

Configure the clock

_ N

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana
Samoa

.Screenshot. [ Go Back H Continue ]

32. It will take some time to complete the configuration, wait until it finishes.

@ OSSIM SERVER on RDDW-002 - Virtual Machine Connection = O x
File  Action Media Clipboard View Help
BEO0O®@O|(nn» &

\'4

ALIEN YAULT OSSIM

Configure the clock

}othe clock

Getting the time from a network time server...

Cancel
ﬁtatus} Running u = l
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33. Once configurations are completed, the ALIEN VAULT screen appears as shown in the
screenshot. Restart the machine.

File Action Media  Clipboard  View  Help
B OO un [

™

ALIEN VAULT

tatus: Running | =N

34. After restart wait for the login screen to appear and enter root as the username and press
Enter key then type toor as password and press Enter.

Note: The password that you have set at step 30 in this Configuration Task.
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35. AlienVault Setup screen appears as shown in the screenshot.

iostname “allemvault’ (10.10.10.14)

36. To setup Management Network, sclect Configure Network from System Preferences
screen.
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37. In the Configure Network screen, select Setup Management Network.

SEtup Man nert Metork]

38. In the Select Interface for Management Network screen, select ethQ (Default adaptor).

39. In the Setup Management Network, type IP 192.168.0.79 address and select OK.
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40. In the Netmask screen, type IP 255.255.255.0 as netmask and select OK.

41. In the Gateway screen, type 192.168.0.1 as Gateway and select OK.

42. To setup Network Interface, Select Setup Network Interface option and click OK.
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43. In the Setup Network Interface screen, select ethl option and click OK.

44. In the Set Network Interface IP address screen, type 10.10.10.17 and select OK.

45. In the Set Management Network Mask screen, type 255.255.255.0 and select OK.
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46. Select Back until you view the AlienVault Setup Screen. Select Configure Sensor option and
click OK.

Conf'igure Sensor

47. In the Configure Sensor screen, select Configure AlienVault Server IP and select OK.

Contf'igure AlienWault Serwver IF

48. In the Configure Alienvault Server IP, enter 127.0.0.1 and select OK.
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49. Select Back until you view the AlienVault Setup Screen. Select Apply all Changes option
and click OK.

Apply all Changes

50. Apply all Changes screen will appear Select Yes.

51. Once all changes are applied select the OK.
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52. Select Reboot Appliance option and press Enter.

Aliertault Setup

Alienvault Setup

oystem Preferences

Configure Sensor

Maintenance & Troubleshooting
Jailbresk System

SUpoport

About this Installation
Feboot Appllance

shutdown Appliance

FApply all Changes

L] iy N Y S

< Exit 2

53. Select Yes to Reboot Appliance.

RFeboot Appliance .
This will reboot the sppliance.

Are you sure?

< Moo 2

54. After reboot wait for the login screen to appear and enter root as the username and press
Enter key then type toor as password and press Enter.

Lab Setup Guide Page 230 Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




CT#11: Creating and Configuring Windows 10 Virtual
Machine (SIEM2)

CT#11.1: Creating a Virtual Machine and Installing Windows 10
Enterprise Guest OS

Follow the steps of CT#5.1, to create a VM and install Windows 10 guest OS.
Virtual Machine Name: SIEMZ2.
RAM: 2000 MB

1. Wait until Windows Setup screen appears, in Windows Setup screens choose the Language
and other preferences then click Next.

14 Windows Setup EI = @

am Windows®

Language to install: [English {United States) -
R CENE R TR S English (United States) -
|

Keyboard or input method: {13

Enter your language and other preferences and click "Next" to continue.

2. All rights reserved.

2. Click Install now button to start the installation process of Windows 10.

14 Windows Setup EIE@

am Windows

Install now

Repair your computer

#t Corporation. Al ights reserved.
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3. License terms wizard appears, check I accept the license terms check and box and click Next.

’© ﬂ Windows Setup g

License terms

Your use of this software Is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

EULAID:TIC 2R_1_ED_E WV _en-us

[ [w 1accept the license terms! I

4. Click Custom: Install Windows only (advanced) option to proceed with the installation.

’-
@ £ Windows Setup g

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recemmend backing up your files before you continue.

Help me decide
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5. Installing Windows screen appears; wait until it completes the installation.

r
é] Windows Setup

Installing Windows

Status

J’ Copying Windows files
Getting files ready for installation (1%)
Installing features
Installing updates
Finishing up

k

0. Once the installation is completed machine will restart, and you will see the Get going fast

screen. Click Use Express settings button.

Get going fast

Change these at any time (scroll to see more). Select Use Express settings to:

Personalize your speech, typing, and inking input by sending contacts and calendar details, along
with other associated input data to Microsoft. Let Microsoft use that info to improve the suggestion
and recognition platforms.

Let Windows and apps request your location, including location history, turn on Find My Device, and
use your advertising ID to personalize your experiences. Send Microsoft and trusted partners some
location data to improve location services.

Help protect you from malicious web content and use page prediction to improve reading, speed up
browsing, and make your overall experience better in Windows browsers. Your browsing data will be

sent to Microsoft.

Automatically connect to suggested open hotspots and shared networks. Not all networks are
secure.

Get updates from and send updates to PCs on the Internet. Send full error and diaanostic

Learn n
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7. Create an account for this PC screen appears, fill the following details:
o Username: admin
o Password: admin@123
o Hint field need to be filled mandatory, you can fill with the desired hint, and click Next.

Create an account for this PC

If you want to use a password, choose something that will be easy for you to remember but hard for
others to guess.

Who's going to use this PC?
Admin

Make it secure.

password hint

8. Windows 10 machine is ready as shown in the screenshot.

219PM

AU E 55006
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9. Now, check for the system updates and if found any, update the Windows 10 (SIEM2) virtual

machine to the latest.

Note: Installing the updates might take some time.

(= Settings

it Home

Windows Update

Find a setting

Update & Security

You're up to date
Last checked: Today,

3 Windows Update

¥ Windows Security

Check for updates

Change active hours

View update history

CT#11.2: Change the Computer Name
1. Right-click Start icon and click on System.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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2. In the System properties window, click Change settings.

3 system

See also

G Device Manager
&) Remote settings

4~ 4 » Control Panel » System and Security » System v O Search Control Panel

Control Panel Home

View basic information about your computer

Windows edition

Windows 10 Enterprise

mll \,\/;
G System protection © 2015 Microsoft Corporatien. All . Wl n d OWS 1 0
®) Advanced system settings rights reserved.

System
Processon Intel(R) Core(TM) i3-4330 CPU @ 3.30GHz 3.30 GHz
Installed memaory (RAM):  4.00 GB
System type: 64-hit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: DESKTOP-OQNIHOOF

Full computer name: DESKTOP-QMNSHOOF
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00329-00000-00003-AA315 ) Activate Windows

Security and Maintenance

3. In the Computer Name tab of the System Properties window, click Change.
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System Properties >

Computer Name  Hardware Advanced System Protection Remote

[‘ Windows uses the following information to identify vour computer
== onthe netwark.

Computer description: ||

For example: "Kitchen Computer” or “Mary’s
Computer”.

Full computer name: DESKTOP-GMNSHOOF

Workgroup: WORKGROUP
To use a wizard to join a domain or workgroup, click
Metwork 1D. Metwork |D...

To rename this computer or change its domain or

Ch
workgroup, click Change. —

Concal | | il
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4. In the Computer Name field enter SIEM2 and click OK.

Computer Name/Domain Changes .

You can change the name and the membership of this
computer. Changes might affect access to network resources.

['"ﬂTlnl ter name:

SIEMZ I

Full computer name:
SIEMZ

Mare...

Member of
() Domain:

(@) Workgroup:
WORKGROUP

Cancel

5. When prompted to restart the system, click OK.

Lab Setup Guide Page 237

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs.
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6. You will be returned back to System Properties window, click Close.

System Properties X
Computer Name  Hardware Advanced System Protection  Remote

[‘ Windows uses the following information to identify your computer

== onthe network.
Computer description:
For example: "Kitchen Computer” ar "Mary's
Computer”.
Full computer name: Windows10
Workgroup: WORKGROLP
To use a wizard to join & domain or workgroup, click Network I

MNetwork 1D.

Ta rename this computer or change its domain or
warkgroup, click Change.

1. Changes will take effect after you restart this computer.

7. You will be prompted to restart the system, click Restart Now.
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Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

Restart Mow Restart Later
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CT#11.3: Configuring Static IP Address

1. Follow the steps as in the above Configuration Task, CT#8.4, to configure IPv4 address in
the Windows 10 VM with the following values:

= IP Address: 10.10.10.10

= Subnet Mask: 255.255.255.0

®  Default Gateway: 10.10.10.2

= Preferred DNS server: 8.8.8.8

CT#11.4: Mapping SOC-Tools Folder from Host Machine to
Windows 10 VM

1. Follow CT#6.4, to share SOC-Tools directory in SIEM1 VM.

CT#11.5: Installing Web Browsers
1. Follow the steps 1 to 4 of CT#6.6, to install web browser.

CT#11.6: Turn Off the Windows Defender Firewall

1. In the Type here to search field present at the lower left corner of the screen, type Control
Panel. A search result containing Control Panel desktop app appears. Click Control Panel.
: |

0O :=3 Filters ~/

Best match

Control Panel
Desktop app

Recent

& Windows Defender Firewall

Apps
[F] Settings
Search suggestions

2 Control Panel - see web results >

2 Control Panel
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2. In the Control Panel window, click System and Security.

Centrol Panel - O
+ » Control Panel » v |Search Contral Panel o
Adjust your computer’s settings View by: Category ~
| System and Security | User Accounts
Review your cemputer's status @ Change account type

Save backup copies of your files with File

History ﬁ
Back up and Restore (Windows 7) Appearance and Personalisation
T

X Network and Internet Clock and Rea
View network status and tasks e ockan egion
; Change date, time or number formats
{ Hardware and Sound

___ View devices and printers Ease of Access
| Add a device Let Windows suggest settings
Optimise visual display
“~ Programs

[:]‘ Uninstall a program

3. Click the Windows Defender Firewall in the System and Security window.

@ System and Security - O

« v 4 ‘ » Control Panel » System and Security v O Search Control Panel o

Control Panel Home . .
Security and Maintenance

Review your computer's status and resclve issues

* System and Securi
yst oy GChange User Account Control settings | Troubleshoot common computer problems

Netwaork and Internet

Hardware and Sound ﬁ| Windows Defender Firewall |
Check firewall status | Allow an app through Windows Firewall

Programs

User Accounts g System

View amount of RAM and processor speed GAIIDW remote access
Appearance and

it Launch remote assistance See the name of this computer
Personalisation

Power Options
Change what the power buttons do | Change when the computer sleeps

Clock and Region
Ease of Access

File History
Save backup copies of your files with File History | Restore your files with File History

s &

Back up and Restore (Windows 7)
Back up and Restore (Windows 7} Restore files from backup

&

BitLocker Drive Encryption
Manage BitLocker

n

@ &

Storage Spaces
Manage Storage Spaces

Work Folders
Manage Work Folders

Administrative Tools
Free up disk space | Defragment and optimise your drives
®) Create and format hard disk partitions | @ View eventlogs | 8 Schedule tasks

Flash Player (32-bit)

>
£
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4. In the Windows Defender Firewall window, click Turn Windows Defender Firewall on

or off link in the left-pane of the window.

ﬂ Windows Defender Firewall

“ 3 v 4 ﬂ« System and Security * Windows Defender Firewall
Control Panel Home

Allow an app or feature your PC through the Internet or a network.
through Windows Defender

Firewall .
trew . 0 Private networks

Change notification settings
Turn Windows Defender . 0 Guest or public networks

Firewall on or off

S S @

Ad d setti
Vanced setings Windows Defender Firewall state:

Troubleshoot my network X X
Incoming connections:

Active public networks:

MNotification state:

Seealso
Security and Maintenance

Metwork and Sharing Centre

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

Restore defaults Networks in public places such as airports or cafés

v Search Contral Panel yel

Mot connected

Connected

On

Block all connections to applications that are not
on the list of allowed applications

Unidentified network
= Metwork

Motify me when Windows Defender Firewall
blocks a new app

5. In the Customize Settings window, select Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click

OK.

ﬂ Customise Settings

&~ v ﬂ« Windows Defender Firewall » Customise Settings

Customise settings for each type of network

Private network settings
Q () Turn on Windows Defender Firewall

Maotify me when

You can modify the firewall settings for each type of network that you use,

Block all incoming connections, including those in the list of allowed applications

Windows Defender Firewall blocks a new app

e | (® Turn off Windows Defender Firewall (not recommended)

Public network settings
Q () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed applications

Maotify me when Windows Defender Firewall blocks a new app

Q | (® Turn off Windows Defender Firewall (not recommended)

v Search Control Panel yel

Cancel
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6. Again, in the Windows Defender Firewall window, click Advanced settings link in the left-

pane.
ﬂ Windows Defender Firewall - O
“ 3 v 4 ﬂ <« System and Security * Windows Defender Firewall v Search Control Panel yel

. . . ).
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.

through Windows Defender

Firewall

Update your Firewall settings
Change notification settings

Windows Defender Firewall is not using the
recommended settings te protect your
computer.

Turn Windows Defender
Firewall on or off

& Use recommended settings

Restore defaults What are the recommended settings?

Qe @S

Advanced settings

Troubleshoot my network . @ Private networks Not connected '::_::'

. @ Guest or public networks Connected

Networks in public places such as airports or cafés

Windows Defender Firewall state: Off

Incoming connections: Bleck all connections to applications that are not
on the list of allowed applications

See also Active public networks:

Security and Maintenance =

Unidentified network

MNetwork
Metwork and Sharing Centre

| Motification state: Matify me when Windows Defender Firewall |

7. Once the Windows Defender Firewall with Advanced Security appears on the screen, click
Windows Defender Firewall Properties link in the Overview section.

B9 Windows Defender Firewall with Advanced Security — O X
File Action View Help
4= = |||
m LULE RV E ELEERSTENEIRWIEY Windows Defender Firewall with Advanced Security on Local Computer Actions
'Sh:b“”d :uR'ET | Windows Defender Firewall with Adv... &
C;Innoegoﬂ ::csurity Rules # Windows Defender Firewall with Advanced Security provides network security for Windows computers & Import Policy...
> | Monitoring 3| Export Policy..
Overview Restore Default Policy
Domain Profile Diagnose / Repair
I - N
@ Windows Defender Firewall is on. View »
O Inbound connections that do not match a rule are blocked.
_ & Refresh
@ Outbound connections that do not match a ke are allowed
m Properties

Private Profile el
5. elp

& Windows Defender Firewall is off.

Public Profile is Active

& Windows Defender Firewall is off.

|E] Windows Defender Firewall Properties

Getting Started

Authenticate communications beiween computers

Create connection security rules to specify how and when connections between computers are authenticated ar

protected by using Intemet Protocol security {IPsec).

E] Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connectio o

< > || < >
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8. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall state
drop-down list. Then navigate to Private Profile and Public Profile tabs and ensure that the
Firewall state is Off. Click Apply and then click OK.

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  |Psec Settings

Specify behavior for when a computer is connected to a public netwark

location.
State

i‘ F Firewall state: Off

Inbound connections:
Outbound connections:
Protected network connections:
Settings
7| Specify settings that control Windows

¥— | Defender Firewall behavior.

Logging

Specify logging settings for
troubleshooting.

Corcel | [ 250

Block (default)
Allow (default)

Customize...

Customize. ..

Customize...

9. Close all the windows.
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CT#12: Setting Checkpoints of Virtual Machines

1. After installing and configuring all the guest operating systems on virtual machines, set disable
Checkpoints for all these virtual machines.

2. Open Hyper-V Manager right click on a virtual machine and

click Settings....

& Hyper-v Manager - O X
Eile Action Miew Help
= x5 H
E Hyper-V Manager Actions
% ro— Virtual Machines
o — Ly
Name State CPU Usage Assi
I - B3 Quick Create...
E SIEMT Connect.., New 4
B Windo'r Settings... 1 3% 1024 | [ Import Virtual Machi...
E OS5IM D Hyper-V Settings
B KaliLin Turn Off.. . _yp _ P
B siEmz Shut Down.. 28 virtual Switch Manag...
Save oo Virtual SAN Manager...
e Edit Disk... - |

3. Click Checkpoints in left side pane then uncheck the Enable checkpoints check box, click

OK.

[SIEM‘\

7 Settings for SIEM1 on e o,

v

«»r|®

. Security

Wl Memoary
2000 ME

ﬁ Processor

| com1
MNone

i comz
MNone

MNone

vitch

[ Diskette Drive

#® Management

Key Storage Drive disabled

2 Virtual processars
= [ 1DE Controller 0
- Hard Drive
SIEM1.vhdx
=] IDE Controller 1
() DVD Drive
Server 2016 14393.0.1611...
&l scs1 Controller
@ Metwork Adapter
Default Su

@ Metwork Adapter
Internal Network

MName

SIEM1

D Integration Services
Some services offered

|-

wa SmartPaging File Location
F:\all Virtual Machines\SIEM1'S...

E‘g. Automatic Start Action
Restart if previously running

Ll

(¥ Checkpoints

You can configure options for checkpoints for this virtual machine.

Checkpaint Type

[] Enable checkpaints

Checkpoint File Location

Choose where to store the checkpoint configuration and chedkpoint saved state

files for this virtual machine,

[ - 1

Co

Browse...

Cancel Apply

4. Perform this action for all the installed virtual machines.

Lab Setup Guide Page 244

Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




CT#13: Setting Time Zone of Virtual Machines

1. Navigate to Date and Time Settings to ensure that all virtual machines Time zone
configuration is same.
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