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Classroom Setup Instructions: CHFiv11

This document contains setup instructions for the EC-Council Computer Hacking Forensic
Investigator (CHFI) course. The course requires a standard modular classroom seating configuration,
a computer for each student, a computer for the instructor, a dedicated hub or switch (hub preferred),
a dedicated firewall, and an Internet connection. This class teaches digital forensics methodology,
which includes searching and seizing, chain-of-custody, acquisition, preservation, analysis, and
reporting of digital evidence. It is imperative that the network used for this class be separated both
logically and physically from any other networks in the training facility to prevent students from
“accidentally” conducting exploits on other computers within accessible networks.

Before beginning the class, install and configure all computers using the information and instructions
that follow.

The information contained in this document is subject to change without notice. Unless otherwise
noted, the names of companies, products, people, and data used in this document are fictional. Their
use is not intended in any way to represent any real company, person, product, or event. Users of
this document are responsible for compliance with all applicable copyright laws. No part of this
document may be reproduced or transmitted by any means, electronic or mechanical, for any
purpose, without the express written consent of the International Council of Electronic-Commerce
Consultants, hereinafter referred to as the EC-Council. If, however, your only means of access is
electronic, permission is hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering the material in this document. Except as expressly provided in any written
license agreement from the EC-Council, providing this document does not give you any license to
those patents, trademarks, copyrights, or other intellectual property.

Computer Hacking Forensic Investigator and CHFT are either registered trademarks or trademarks of
the EC-Council in the USA and/or other countries.

Other product and company names mentioned herein may be the trademarks of their respective
owners.
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Classroom Requirements

This section describes the classroom equipment required for the EC-Council Computer Hacking
Forensic Investigator (CHFI) course.

Classroom Equipment

The following equipment is required for the general classroom setup:

Climate control system, adjustable within the classroom
Lighting controls, adjustable within the classroom
Whiteboard, 3 feet X 6 feet (1 m X 2 m) or larger
Markers of assorted colors and a whiteboard

Eraser and whiteboard cleaner liquid (3 oz minimum)
Towels and paper

Easel with a flipchart or butcher paper pad, 24 in X 36 in

Felt-tip pens with chisel tips (not fine point); blue and black are required, while other colors
are optional

Projection screen measuring 6 feet diagonally (a non-reflective whiteboard surface may be
used as a substitute)

Instructor station:

o Ergonomic desk and chair
o Power outlet

o Network jack

o LCD projector with a minimum resolution of 740 X 1280 pixels and all connecting
cables

Student station (per student):

o Ergonomic chair

o Workstation with a minimum horizontal workspace of 9 square feet (3 feet X 3 feet)
o One power outlet

o One network jack
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Hardware

The hardware requirements for the instructor and student computers are identical:

Intel Core i5 or equivalent CPU with a minimum clock speed of 3.2 GHz
Minimum of 16 GB or more RAM

Hard disk, 1 TB or higher and 7200 RPM or faster

DVD drive (DVD R/W drive preferred)

One network adapter (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

Monitor (minimum requirement is a 17-inch LCD monitor)
Mouse or compatible pointing device and a sound card with amplified speakers
Internet access

Two wireless network adapters (PCI or USB)*

The following additional hardware is required:

A switch with sufficient ports to allow the connection of all instructor and student
workstations, in addition to at least five unused ports for connecting additional equipment or
for use as “spares”

*If wireless network adapters are not available for all classroom machines, at least the instructor
machine must be so equipped.

Software

All computers in the class require the following software:

Any Windows/Linux/macOS operating system capable of running VMware Workstation
Pro

CHFT Tools downloadable from the Aspen portal

VMware Workstation Pro v15.5.1 or later version

Microsoft NET Framework 6.0.415

Adobe Acrobat Reader DC or later version

WinRAR v6.24 or later version

Web browsers: Internet Explorer, Firefox, and Chrome

WinPcap driver

Word, Excel, and PowerPoint viewers, preferably Microsoft Office 2016 or Open Office

Java Runtime Environment v8u391 or later version
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* Notepad++ v8.5.8 or later version
= PuTTY v0.79

*  VMware Workstation Pro (built-in role in any Windows/Linux/macOS operating system
capable of running VMware Workstation Pro)

o Microsoft Windows 11 Enterprise or Professional (64-bit) with full patches applied
o Microsoft Windows Server 2022 Standard Edition (64-bit) with full patches applied
o Ubuntu 22.04.3 (64-bit) with full patches applied

Note: All the above-mentioned tools, except the Windows operating systems (Windows 11, Windows
Server 2022) and Ubuntu, are available in the CHFI Tools downloads from the Aspen portal.

Classroom Connectivity

As this class teaches network attack and forensics methodologies, the network for the class must be
logically and physically separated from any other networks present in the training facility and must
have its own Internet connection.

Configuration

This section describes the procedures for setting up the instructor and student computers, as well as
general directions for the configuration of the firewall appliance.

This guide assumes that you will use disk-imaging software to create images of the classroom
computers for future use. To that end, configuration tasks (CTs) common to all computers are
presented first. Perform these tasks on the computer that will become the instructor computer. Create
a disk image after setting up a single student computer. You may then deploy this image to the
remaining classroom machines while completing configuration of the instructor computer.

Because the Instructor computer is configured as a dynamic host configuration protocol (DHCP)
server that provides IP addresses to the student machines, the installation and configuration of the
Instructor computer must be completed before the final configuration of the student machines can
begin.

Setup Document Overview

This document provides background information for the technical staff responsible for setting up a
training room facility for the CHFI course. This guide describes the requirements for the network
equipment and computer stations that are installed and configured by the facility’s personnel for the
training courses.

Lab Setup Guide Page 7 Computer Hacking Forensic Investigator Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Training Room Environment

The training room environment consists primarily of the following equipment:
= Instructor computer

= Student workstations

Number

Equipment (Class of 12 Operating System Minimum System Requirements
Students)

Intel Core 15 or equivalent PC with 1

Any TB free disk space, a minimum of 16
Instructor Computer 1 Windows/Linux/macOS | GB RAM, one NIC, 17-inch monitor,
operating system two wireless network adapters (PCI or

USB), and one compatible mouse

Intel Core 15 or equivalent PC with 1

Student Any TB free disk space, a minimum of 16
- ) 12 Windows/Linux/macOS | GB RAM, one NIC, 17-inch monitor,
Workstations . .
operating system one wireless network adapter (PCI or

USB), and one compatible mouse

Instructor Computer

Perform the following tasks on the instructor computer:

* Install any Windows/Linux/macOS operating system capable of running VMware
Workstation Pro, updated with the latest service packs and patches.

* Download the ISO file from Aspen (see CT#4 in the Configuration Tasks section).

* Download all CHFI Tools from Aspen to the E\CHFI-Tools folder on your hard drive for
easy access (see CT#16 in the Configuration Tasks section).

= Install VMware Workstation Pro on the host machine (see CT#5 in the Configuration Tasks
section).

* Configure a virtual network in the VMware Virtual Network Editor (see CT#6 in the
Configuration Tasks Section).

* Install guest operating systems (Windows Server 2022 and Windows 11) on VMware
Workstation (see CT#7 in the Configuration Tasks section).

= Configure the Internet Explorer Enhanced Security Configuration (scc CT#8 in the
Configuration Tasks section).

* Run the IP protocol.

* Install guest operating systems (Ubuntu Suspect and Ubuntu Forensics) on VMware
Workstation (see CT#10 in the Configuration Tasks section).

* Turn off the firewall on all Windows virtual machines (see CT#11 in the Configuration Tasks
section).
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Install Windows components in all the Windows virtual machines (see CT#12 in the
Configuration Tasks section).

Install WinRAR and MS Office on the Windows 11 virtual machine (see CT#13 and CT#14
in the Configuration Tasks section).

Create a partition in the Windows Server 2022 virtual machine (see CT#15 in the
Configuration Tasks section).

Have CHFI Tools shared as the Z: drive on the Windows and Ubuntu machines (mapping
the Z: drive) (see CT#17 and CT#18 in the Configuration Tasks section).

Create a Forensic Disk (F:) and Volume (G:) in Windows 11 and Delete Volume (G) for
forensic investigation purposes (see CT#19)

Install Adobe Acrobat Reader DC on all Windows virtual machines (see CT#20 in the
Configuration Tasks section).

Install WinRAR on the Windows Server 2022 (see CT#21 in the Configuration Tasks
section).

Install Notepad++, Web Browsers, and WinPCap in all Windows machines (all software
can be found in the CHFIv11 Lab Prerequisites directory in the Z:\CHFI-Tools folder)
(see CT#22, CT#23, and CT#24 in the Configuration Tasks section).

Have Windows Explorer set to show all files, file types, and extensions (see CT#25 in the
Configuration Tasks section).

Install Java Runtime Environment on all the Windows virtual machines (see CT#26 in the
Configuration Tasks section).

Turn off screen savers on the Windows virtual machines (see CT#27 in the Configuration
Tasks section).

Conduct a ping test between all the machines in your network (see CT#28 in the Configuration
Tasks section).

Disable DEP in Windows Server 2022 Virtual Machine (see CT#29)
Install PuTTY in Windows Server 2022 Virtual Machine (see CT#30)
Take snapshots of the virtual machines (see CT#31 in the Configuration Tasks section).

Connect an LLCD projector.

Student Workstations

Perform the following tasks on the student workstations:

Install any Windows/Linux/macOS operating system capable of running VMware
Workstation Pro, updated with the latest service packs and patches.

Download the ISO file from Aspen (see CT#4 in the Configuration Tasks section).

Download all CHFI Tools from Aspen to the E:\CHFI-Tools folder on your hard drive for
easy access (see CT#16 in the Configuration Tasks section).
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Install VMware Workstation Pro on the host machine (see CT#5 in the Configuration Tasks
section).

Configure a virtual network in the VMware Virtual Network Editor (see CT#6 in the
Configuration Tasks Section).

Install guest operating systems (Windows Server 2022 and Windows 11) on VMware
Workstation (see CT#7 in the Configuration Tasks section).

Configure the Internet Explorer Enhanced Security Configuration (scc CT#S8 in the
Configuration Tasks section).

Run the IP protocol.

Install guest operating systems (Ubuntu Suspect and Ubuntu Forensics) on VMware
Workstation (see CT#10 in the Configuration Tasks section).

Turn off the firewall on all Windows virtual machines (see CT#11 in the Configuration
Tasks section).

Install Windows components in all Windows virtual machines (see CT#12 in the
Configuration Tasks section).

Install WinRAR and MS Office on the Windows 11 virtual machine (see CT#13 and CT#14
in the Configuration Tasks section).

Create a partition in the Windows 11 virtual machine (see CT#15 in the Configuration Tasks
section).

Have CHFI Tools shared as the Z: drive on the Windows and Ubuntu machines (mapping
the Z: drive) (see CT#17 and CT#18 in the Configuration Tasks section).

Create a Forensic Disk (F:) and Volume (G:) in Windows 11 and Deleting Volume (G) (see
CT#19)

Install Adobe Acrobat Reader DC on all Windows virtual machines (see CT#20 in the
Configuration Tasks section).

Install WinRAR on the Windows Server 2022 (see CT#21 in the Configuration Tasks

section).

Install Notepad++, Web Browsers, and WinPCap in all Windows machines (all software
can be found in the CHFIv11 Lab Prerequisites directory in the Z:\CHFI-Tools folder)
(see CT#H22, CT#23, and CT#24 in the Configuration Tasks section).

Have Windows Explorer set to show all files, file types, and extensions (see CT#25 in the
Configuration Tasks section).

Install Java Runtime Environment on all the Windows virtual machines (see CT#206 in the
Configuration Tasks section).

Turn off screen savers on the Windows virtual machines (see CT#27 in the Configuration
Tasks section).

Conduct a ping test between all the machines in your network (see CT#28 in the Configuration
Tasks section).
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= Disable DEP in Windows Server 2022 Virtual Machine (see CT#29)
= Install PuTTY in Windows Server 2022 Virtual Machine (see CT#30)

= Take snapshots of the virtual machines (see CT#31 in the Configuration Tasks section).

Room Environment

* The room must contain a whiteboard measuring a minimum of 1 yard by 2-3 yards
(1 m by 2-3 m).

* The room should contain an easel and a large tablet (optional).

* The room must be equipped with legible black and blue felt-tip pens with chisel point tips
(not fine tip).

Classroom Configuration

The configuration of this classroom is modular. Computers can be added or removed either by row
or column, depending on the needs of the class. The following is a sample room setup that provides
optimal support. This setup allows for ease of access to “troublespots”’ by the instructor and allows
students to break into functional teams of varying sizes.

Student Machines ] Student Machines

L] L]
= |5 E F L1 L]
= =

-

Instructor
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EC-Council

Computer Names

Assign computer names to student machines, such as CHFISTUDENT1, CHFISTUDENT?2,
CHFISTUDENT?3. The instructor machine should be named INSTRUCTOR.

Network Topology

The training room must be physically isolated from any production network. Students must be able
to access the Internet from their PCs. All computers are connected as one isolated network and
domain. The common protocol is IP. All computers should have dynamic IP addresses using a
DHCP setver. Configure the DHCP server scope to 10.0.0.0/24 IP addresses. This reduces potential
problems when booting the virtual machines. NICs can be of 10 Mbit or 100 Mbit (100 Mbit is
recommended). Cables must be bundled and tied out of pathways and work areas and must be of
sufficient length to avoid stress.

e

..... * Internet
Instructor ..,
...n. f b:
" Firewall
: IDS (Optional)
....................... o eeeeeeeeennnsssneeeefeeeeseennnnnnaeeeeeeyeeenn e eeeeenas
PN 17“5.. el L. WA fose Ve R\ e *l"/k-

Student Machines

Set up the machines based on the classroom setup diagram. The lab exercises for the students are
instructor-led and based on the digital forensics tools discussed in the trainer slides. The instructors
are encouraged to demonstrate and guide the students on the use of digital forensics tools. Please feel
free to include your own exercises.
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EC-Council

CHFI1 VM Setup on Instructor and Student Machines

R Windows 11 8 windows Server 2022 @ @
ubuntu ubuntu
m ™ m m

Windows 11 Windows Server 2022 Ubuntu Forensics Ubuntu Suspect
(10.10.1.11) (10.10.1.22) (10.10.1.9) (10.10.1.8)
A A

Instructor Machine Student Machines

Instructor and Student Machine Operating System: Any Operating System Capable of Running VMware (Fully Patched)

Instructor Acceptance

Before the scheduled start of the training class, the instructor should visit the training facility to inspect
and approve the setup. The technical contact (system administrator) for the facility must be available
to answer questions and correct any setup issues. Both the instructor and technical contact must
ensure the completion of the following checklists before the training setup is deemed acceptable.

Firewall Settings

Do not block any ports while accessing the Internet through the firewall. You should be able to ping
servers on the Internet.
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Blackboard

Write the following in the top-left corner of the blackboard:
* Instructor name: <Name of the instructor>

* Username/Password to login to the student machine

Instructor Name: Jack Smith
The Username / Password to logon to the student machine
administrator / Pa$$wlrd

Welcome to the CHFIv11 Class!

Setup Checklist

The arrangement of items in the setup checklists is designed to validate the setup in the most efficient
manner possible. Before beginning the setup checklist, log off any connected users.

Tick
Horo List
U | Verify that VMware Workstation Pro is installed.
O | Verify that all CHFI tools are on the computer in the CHFI-Tools folder in E:.
U | Verify that Internet access is available.
U | Visit https://www.eccouncil.org and view the page to check the Internet access.
0 Open Command Prompt and enter nslookup certifiedhacker.com to look for a
connection to the server.
Verity that Acrobat Reader, WinRAR, WinPCap, and Command Prompt extensions are
installed.
Verify that the web browsers (Google Chrome and Mozilla Firefox) are installed.
Verify that the instructor computer can display through the overhead projector.
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Verify that each computer has 1 TB or more of free disk space.

Verify whether you can successfully boot the Windows 11, Windows Server 2022,
Ubuntu Suspect, and Ubuntu Forensics virtual machines using VMware Workstation.

Verity that the CHFI-Tools folder is shared and mapped to the Windows virtual
machines.

Confirm that the cable wiring is organized and labeled.

Confirm that the student workstation and chair are placed satisfactorily.

Confirm that the placement of the LCD (overhead) projector is appropriate.

Confirm that a whiteboard, dry erase markers, and erasers are available.

Confirm that the instructor’s station is properly organized and oriented.

Confirm that computers are labeled with a client number.

Ensure that the EC-Council courseware (Official EC-Council CHFIv11 Box) is available
to students.

O 000000 O

Werite down the phone number of the facility’s technical contact person. Contact them in
case of a network problem.

(]

Confirm that the internal network adapter is configured for the virtual machines and
host.

Instructor Acceptance

The facility's technical contact (system administrator) must be available to answer questions and
cofrrect any setup issues.

The instructor should inspect both the classroom and the items covered in the setup checklist(s) to
ensure that the classroom and setup meet EC-Council standards. Any deficiencies discovered by the
instructor must be corrected before the scheduled start time of the class.

Assistance

If you have problems or require assistance in setting up the lab for your CHFI class, please e-mail
partnersupport@eccouncil.org.
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EC-Council

Detailed Setup Instructions — Configuration Tasks
(CT)

CT#1: Install the Host Operating System

1. Install any Windows/Linux/macOS operating system capable of running VMwate
Workstation Pro using a DVD or USB drive.

2. Configure the hard disk to have one active primary partition (C:\ of 300 GB) and two extended
logical partitions (D:\ of 700 GB).

Check for updates and, if found, update the host operating system.

4. Install the wireless network adapters according to the manufacturer’s instructions.

[Back to Conficuration Task Outline]

CT#2: Copy the Host Operating System Files

1. Browse the installation DVD.

2. Copy all the source files from the DVD to the SOURCES folder in the drive’s active primary
pattition (e.g., Active Drive Partition Name:\SOURCES).

3. When completed, close all windows to return to the Desktop.

[Back to Configuration Task Outline]

CT#3: Install WinRAR on the Host Operating System

1. Download the latest version of WinRAR from the official WinRAR website (https:/www.win-
rar.com/download.html).

Note: Download the latest version of WinRAR compatible with your host operating system
from the official website (Here, we consider Windows to be the host OS).

2. Double-click on the .exe setup file to begin the installation. If a User Account Control pop-
up window appears, click Yes.

The WinRAR setup window appears. Click Install.
4. Complete the installation by choosing the default settings.

5. After completing the installation, the installation location of the WinRAR files is
automatically opened in an Explorer window; close the window.

[Back to Configuration Task Outline]
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CT#4: Download the ISO File

1.

Log in to your Aspen account (you will see your course listed under My Courses) = click the
TRAINING button under the course to access the e-Courseware, Lab Manuals, and Tools in
the Training area > click the Download Tools tab from the left-hand pane.

Click the CHFIv11 180.zip file from the right-hand pane to download the ISO files.

Navigate to the location where you downloaded the CHFIv11 180.zip file, right-click the .zip
files, and select the Extract Here option.

[Back to Configuration Task Outline]

CT#5: Install VMware Workstation Pro on the Host
Machine

1.

In your host system, navigate to the location where you have extracted the CHFIv11 1S0.zip
file and then to CHFIv11 ISO\VMware Workstation Pro.

Double-click the file VMware-workstation-full-15.5.1-15018445.exe.

Note: You can download the latest version of VMware Workstation Pro from
https://www.vmware.com/in/products/workstation-pro/workstation-pro-evaluation.html.

Note: If you decide to download the latest version, the screenshots in your lab environment
might differ from those shown in this guide.

A User Account Control pop-up window appears. Click Yes.
Note: If a VMware Product Installation notification appears, click Yes to restart the system.

Note: After the system reboots, double-click the file VMware-workstation-full-15.5.1-
15018445.exe.

VMware Workstation Pro initializes; in the installation wizard, click Next.
Accept the user agreement and click Next.

In the Custom Setup wizard, check the Enhanced Keyboard Driver option and click Next.
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7. Follow the wizard-driven installation steps to install VMware Workstation Pro using the
default settings.

E Yiware Workstation Pro Setup — *
Custom Setup
Select the installation destination and any additional features,
Install to:
C:\Program Files (x86)\WMware\WMware Workstation Change...

Enhanced Keyboard Driver (a reboot will be required to use this feature)
This feature requires 10MB on your host drive.

8. On completion of the installation, the machine will restart.

9. Once the machine has rebooted, launch VMware Workstation Pro.

(&) VMware Workstation = m} K
File Edit View VM Tabs Help O g o
Library % | 4 Home
£ Type here to search - |
[ My Computer
[ Shared VMs .
WORKSTATION 155 PRO
® [ P
F
Create a New Qpen a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware
< >

A

Note: If VMware Workstation Pro prompts for an activation key; provide it, if you have
purchased one, or continue with the trial version.

Back to Configuration Task Outline
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CT#6: Configure a Virtual Network in VMware Virtual
Network Editor
1. Launch VMware Workstation Pro.

2. Navigate to Edit and click Virtual Network Editor... as shown in the screenshot below.

@ VMware Workstation

— O s
File | Edit | View VM Tabs Help @ o o |[@dBE 0N | M
JLibrar_t, Cut Ctrl+X
o Copy Ctrl+C
— Paste Ctrl+V
C
C|® virtual Network Editor.. | N
Preferencen.. Coiop WORKSTATION 15.5 PRO
® @ 2
e
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

3. The Virtual Network Editor window appears; choose the VMnet8 NAT network and click
Change Settings from the lower-right section of the window.

2 Virtual Network Editor X
Mame Type External Connection Host Connection  DHCP Subnet Address
VMnetl Host-only - Connected Enabled 192.168.93.0

VMnetd MAT MNAT Connected Enabled 192.168.105.0

Add Network... Remove Metwork Rename Network...
VMnet Information
Bridged (connect WMz directly to the external netwark)
Bridged ko: w  Automatic Settings...
MAT (shared host's IP address with YMs) MAT Settings...

Host-only {connect ¥Ms internally in a private netwark)

Connect a host virtual adapter to this netwark
Host virtual adapter name: VMware Network Adapter YMnetd

Use local DHCP service to distribute IP address to YMs DHCP Settings...

SubnetIP: | 192,168 . 109 . O Subnet mask: | 255 . 255 .255. 0
/% Administrator privileges are required to modify the network configuration. Gchange Settings

Restore Defaults Impoart. .. Export... Ok Cancel Apply Help
=
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4. If a User Account Control pop-up appears, click Yes.

In the Virtual Network Editor window, select VMnet8 again in the lower section of the
window, define Subnet IP as 10.10.1.0 and Subnet mask as 255.255.255.0, and click NAT

Settings....
@ Virtual Network Editor e
Mame Type External Connection Host Connection  DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -
VMnet1 Host-only - Connected Enabled 192,168.98.0
[vMneta MAT MAT Connected Enabled 10.10,1.0 !
Add Network. .. Remove MNetwork Rename Metwark. ..

VMnet Information

(") Bridged {connect YMs directly to the external network)

Bridged to: | Automatic Automatic Settings...

(®) MAT (shared host's IP address with VMs) el MAT Settings... I

() Host-only (connect VMs internally in a private netwerk)

Connect a host virtual adapter to this network
Host virtual adapter name: WMware Metwork Adapter YMnets

IUse local DHCP service to distribute IP address to VMs DHCP Settings. ..

subnettP:| 10 . 10 . 1 . o |@Psubnetmask:| 255.255.255. 0 [ED

Restore Defaults Impart. .. Export... Cancel Apply Help
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6. The NAT Settings window appears; enter 10.10.1.1 as the Gateway IP and click OK.

MAT Settings

Metwork: vmnetd
SubnetIP:  10.10.1.0
Subnet mask: 255.255,255.0

1 .

GatewayIP: | 10 . 10 .

L

Port Forwarding

ped

HostPart  Type

Virtual Machine IP Address

Description

Advanced
Allow active FTP
Allow any Organizationally Unique Identifier

-

30

EX
O

LUDP timeout (jin seconds):

r

"

Config port:

*

[]Enable IPve

Add... Remaove Properties

IPV6 prefix: | fd15:4bas5: 5a2b: 1008:: /64

DS Settings... MetBIOS Settings...

Cancel Help
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7. Now, keep VMnet8 sclected and click DHCP Settings....

& Virtual Network Editar X
Mame Type External Connection Host Connection  DHCP Subnet Address
YiMnetl Bridged Auto-bridging - - -
VMnetl Host-only - Connected Enabled 192.168.98.0
VMnetd MAT MAT Connected Enabled 10.10.1.0
Add Netwark. .. Remove Metwork Rename Metwork. ..

VMnet Information
() Bridged {connect VMs directly to the external network)

Bridged to: | Automatic Automatic Settings. ..

(@) NAT (zhared host's IP address with YMs) [ MAT Settings... |

() Host-only {connect YMz internally in a private netweork)

Connect a host virtual adapter to this netwaork
Host virtual adapter name: YMware Metwork Adapter WMnetd

Use local DHCP service to distribute IP address to YMs | DHCP Settings... |
Subnet IP: | 0.1 .1 .0 Subnet mask: | 255 .255.255. 0
Restore Defaults Import... Export... QK Cancel Apply Help
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8. In the DHCP Settings window, define the Starting IP address as 10.10.1.3 and the Ending
IP address as 10.10.1.254. Click OK.
DHCP Settings X
Metwork: wmnetd
Subnet IP: 10.10.1.0
Subnet mask: 255,255,255.0
Starting IP address: | 10 . 10 . 1 . 3 |
EndingIP address: | 10 . 10 . 1 .254 |
Broadcast address: 10.10.1.255
Days: Hours Minutes:
Default lease time: | 0! = |'3I = | 30 =
Max leaze time: | 0 = | 2 = | 0 =
Conce | [ i

9. Click Apply and OK in the Virtual Network Editor window to complete the configuration.

& Virtual Network Editor

(") Bridged (connect YMs directly to the external netwark)
Bridged to: | Automatic
(®) MAT (shared host's IP address with VMs)

(") Host-only {connect VMs internally in a private network)

Connect a host virtual adapter to this netwark

|Use local DHCP service to distribute IP address to VMs

*
Mame Type External Connection Host Connection  DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -
VMnet1 Host-only - Connected Enabled 192.168.98.0
VMnet8 MAT MAT Connected Enabled 10.10.1.0
Add Metwork. .. Remave Netwark Rename Metwark. ..
YMnet Information

Huost virtual adapter name: VMware Network Adapter VMnets

Automatic Settings...

MNAT Settings...

[ DHCP Settings... {

SubmetIP:| 10 .10 . 1 . O Subnet mask: | 255 .255.255, 0 |
Restore Defaults Import... Export... Cancel Help

Lab Setup Guide Page 23

Back to Configuration Task Outline

Computer Hacking Forensic Investigator Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

CT#T7: Install Windows Virtual Machines in VMware

Install the Windows Server 2022 Virtual Machine

1. In the VMware Workstation window, click Create a New Virtual Machine.

(& VMware Workstation - O >
File Edit View UM Tabs Help 08 o

i X

Library £ Home

| £ Type here to search -

1 My Computer
T Shared VMs

WORKSTATION 155 PRO"™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.

3. In the Guest Operating System Installation wizard, choose the I will install the operating
system later radio button (if you have an ISO of Windows Server 2022) and click Next.

Mew Virtual Machine Wizard *

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

() Installer discimage file {iso):

Browse...
(®) I will install the operating system later,
The virtual machine will be created with a blank hard disk.
Help < Back Cancel J
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4. In the Select a Guest Operating System
button is selected in the Guest operating
selected under Version. Click Next.

Note: If the Windows Server 2019 option
select Windows Server 2016.

wizard, ensure that the Microsoft Windows radio
system section and that Windows Server 2019 is

is not available in the Version drop-down list, then

Select a Guest Operating System

Guest operating system

(_J Linux
() WMware ESX
() Other

Version

Which operating system will be installed on this virtual machine?

IWindows Server 2019

Help

< Back Cancel J

5. The Name the Virtual Machine wizard appears; typec Windows Server 2022 in the Virtual
machine name ficld and click the Browse button to store the virtual hard disk. Choose your

desired location to store the hard disk and then click Next.

New Virtual Machine Wizard X
Name the Virtual Machine
What name would you like to use for this virtual machine?
Virtual machine name:
IWindows Server 2022 I
Location:
| \Windows Server 2022| I Browse... |
The default location can be changed at Edit = Preferences.
< Back Cancel
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6. The Specify Disk Capacity wizard appears. In the Maximum disk size (GB), sct it to 300 GB,

select the Store virtual disk as a single file radio button, and click Next.

MNew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB): 300 12

Recommended size for Windows Server 2016: 60 GB

I@EStore virtual disk as a single file: I
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back | Mext> | Cancel

7. 'The Ready to Create Virtual Machine wizard appears; confirm the settings and click the
Customize Hardware... button.
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New Virtual Machine Wizard x

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
Server 2016,

The wirtual machine will be created with the following settings:

Name: Windows Server 2022
Location:
Wersion: Workstation 15.x

Operating System: Windows Server 2016

Hard Disk: 300 GB

Memaory: 2048 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound C...

! Customize Hardware... I

< Back Finish Cancel
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8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand
pane. In the right-hand pane, select the Use 1SO image file radio button and then click the
Browse... button to provide the ISO path of Windows Server 2022 ISO file. Click Close.

Hardware *
Device Summary Device status
E=IMemory 2GB Connected
Processors 2 Connect at power gn
New CD/DVD (SATA) Auto detect
%I Network Adapter NAT Connection
USB Controller Present () use physical drive:
cJ» Sound Card Auto detect P

|§] Printer Present
|:|Display Auto detect | © Use ISO image file: |

I VI Browse...

Advanced...

Add... Remove

Computer Hacking Forensic Investigator Copyright © by EG-Council
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9. In the Ready to Create Virtual Machine wizard, click Finish.

10. The Windows Server 2022 virtual machine appears; click the Edit virtual machine settings

option.

File Edit View VM Tabs

Library

[ L Type here to search

Help

x

-

[G Windows Server 2022 - VMware Workstation

> - D @ O8O

= [ My Computer
FD Windows Server 2022
Shared VMs

{7 Home [C] windows Server 2022
[_'D Windows Server 2022

P> Power on this virtual machine
IFU Edit virtual machine settings I

¥ Devices
E=l Memory 2GB
[Z] Processors 2
[\ Hard Disk (SCSI) 300 GB
CD/DVD (SATA) Using file
& Network Adapter NAT
E] USB Contraller Present
< Sound Card Auto detect
= Printer Present
[CIDisplay Auto detect

¥ Description
Type here to enter a description of this virtua
machine

¥ Virtual Machine Details
State: Powered off
Configuration file: Windows Server 2022.vmx
Hardware compatibility: Workstation 15.x virtual machine
Primary IP address: Network information is not available
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11. The Virtual Machine Settings window appears; click the Options tab.
12. In the Options tab, click the Advanced option from the left-hand pane.

13. Select the BIOS radio button under the Firmware type scction in the Advanced options and

click OK.
Virtual Machine Settings X
Hardware
Settings Summary Process priorities
(= General Windows Server 2022 Input grabbed: | Default ~
P Power
[_ﬂ Shared Folders  Disabled Input ungrabbed: | Default e
Gl Snapshots The default settings are specified in Edit > Preferences > Priority.
1) AutoProtect Disabled
5 Guest Isolation Settings
[ Access Control Nt encrypted Gather debugging information: |Default v
VM Tool Ti ff
%VN?Z;?H:;;HS D::;TJI?;IHC ° DDisahIe memory page trimming
[j—-l Unity []Log virtual machine progress periadically
ni
B3 Appliance View [ ]Enable Template mode (to be used for cloning)
. = Gather verbose USB debugging information
/%DAutoloqm Not available aging
4] advanced Default/Default [ Clean up disks after shutting down this virtual machine
[ ]Enable VBS (Virtualization Based Security) support
Firmware type
/i Changing firmware might cause the installed guest
operating system to become unbootable.
(JUEF
Enable secure boot
File locations
Configuration: ‘ Windows Server 2022\Wi|
Log: ‘ (Mot poweered on) |
| OK | Cancel Help
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14. Click the Power on this virtual machine option to launch the Windows Server 2022 virtual

machine.

File Edit View VM Tabs

Library

|: £ Type here to search

Help

x

(ﬂ Windows Server 2022 - VMware Workstation

> - e

OoeaoD

= 1 My Computer
FD Windows Server 2022
Shared VMs

Ay Home [F] windows Server 2022

[_'D Windows Server 2022

on this virtual machine

I Edit virtual machine settings

¥ Devices

ES Memory

Processars

£ Hard Disk (SCSI)
CD/DVD (SATA)
5 Network Adapter
E] USB Controller
<) Sound Card

o Printer

[ Display

~ Description

2GB

2

300 GB

Using file C:\Use,
NAT

Present

Auto detect
Present

Auto detect

Type here to enter a description of this virtual

machine.

¥ Virtual Machine Details

State: Powered off
Configuration : yWindows Server 2022.vmx
Hardware compatibility: Workstation 15.¢ virtual machine
Primary IP address: Network information is not available
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15. The virtual machine initializes, and the Windows Setup window appears. In the first window
of the setup, leave the default settings and click Next.

Tu Microsoft Server Operating System Setup = | R T

“& Microsoft

Language to install: [English (United States) -
Time and currency format: (Sl IHRULTEAS S E) v

Keyboard or input method: [{§}S

Enter your language and other preferences and click "Next" to continue.

© Microsoft Corporation. All nghts reserved.

16. In the next window, click the Install now button to begin the installation.

4 Microsoft Server Operating System Setup = &

~& Microsoft

Install now

Repair your computer

€ Microsoft Corporation. All ights reserved.
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17. In the Select the operating system you want to install wizard, select Windows Server 2022

Standard (Desktop Experience), and click Next.

Q él Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2022 Standard x64

C 2

atacenter

indows Server
Windows Server 2022 Datacenter (Desktop Experience)

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

> |

18. In the Applicable notices and license terms wizard, check the | accept the license terms

checkbox and click Next to proceed.

19. In the Which type of installation do you want? wizard, click the Custom: Install Microsoft

Server Operating System only (advanced) option.

r
@ #§ Microsoft Server Operating System Setup

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
applications

The files, settings, and applications are meoved to the new operating system with this opticn. This
option is only available when a supported version of the operating system is already running on
the computer.

Custom: Install Microsoft Server Operating System only (advanced)

The files, settings, and applications aren't moved to the new operating system with this option. If
you want to make changes to partitions and drives, start the computer using the installation disc
We recommend backing up your files before you continue.
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20. In the Where do you want to install Windows? wizard, click Next.

21. The installation of the Windows Server 2022 operating system begins. The machine restarts
once the installation has been completed.

él Microsoft Server Operating Systern Setup

Installing Microsoft Server Operating System

Status

J' Copying Microsoft Server Operating System files
Getting files ready for installation (3%)
Installing features
Installing updates

Finishing up

|- |

22. After the system reboots, the Customize settings wizard appears; leave the default User
name, which is Administrator. Typc Pa$$wOrd in the Password and Reenter password
fields. Click Finish.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Finish
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23. The machine stasts—and the lock screen appears; click the Send Ctri+Alt+Del to this virtual

="

machine icon ( ) from the menu bar.

[5) Windows Server 2022 - VMware Workstation - O X
fle Edit View VM Tabs Help || - | = | peax DEBOTHE| M -
Library x Y Home [ windows Server 2022
[ L Type here to search A
= [ My Computer

(8 Winows servr 2022

Shared VMs

24. Log in to the Administrator account by typing Pa$$wOrd as the password and pressing Enter.

Administrator

........|

25. The Networks notification appears in the right-hand pane; click Yes.

26. The Server Manager window also appears, along with the Server Manager pop-up window.
Select the Don’t show this message again checkbox and close both the Server Manager
pop-up and Server Manager windows.

[, Server Manager

Try Windows Admin Center and Azure Arc today

Instead of Server Manager, you can use Azure Arc and the new Windows Admin Center
built into the Azure portal to manage individual servers and clusters—on-premises and in
Azure.

With Azure Arc you can secure and govern Windows Server at scale—on-premises and

across clouds. You can zlso automate operations and apply best practices across the
lifecycle of your server with Azure Automanage.

Get more info at zkz.ms/Manage\Windows Server

fE] Don't show this message again I

Note: If the VMware Tools Setup wizard appears, wait for the installation to complete. After
the installation has been completed, if a prompt to restart the machine appears, click Yes. Log
in to the Administrator account by typing Pa$$woOrd as the password and pressing Enter.
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27. Right-click the Start button in the bottom-left corner of the Desktop and click System from
the context menu.

Apps and Features

Power Options

Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management

Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out

Desktop

28. The Settings window appears; click Rename this PC.

|

10:22 PM

ds 1

f

Settings

Home

[

g

&l

e

B

System

Display

Sound

Notifications & actions

Focus assist

Power & sleep

Storage

Tablet

Multitasking

Projecting to this PC

About

Your PC is monitored and protected.

See details in Windows Security

Device specifications

Device name WIN-4GTP1GEL9JQ

Processor Intel(R) Xeon(R) Gold 6252V CPU @ 1.90GHz 1.30
GHz

Installed RAM 16.0 GB

Device ID F8E87299-4673-457D-A06D-88A5EF7D3F20

Product ID 00454-10000-00001-AA21T

System type B4-bit operating system, x64-based processor

Pen and touch

Copy
Rename this PC

Windows specifications

Edition Mlingows Server 2022 Standacd
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29. The Rename your PC pop-up window appears; type Server2022 in the box and click Next.

Rename your PC

Rename your PC

You can use a combination of letters, hyphens, and numbers.

Current PC name: WIN-4G1P1GELSIO

5ewer2022| s

30. After the renaming process, click the Restart now and then Continue buttons to apply the
changes.

Choose a reason that best describes why you want
ta shut down this computer

Rename your PC Other (Unplanned) v

After you restart, your PC namg

Restart now

31. After the virtual machine restarts, log in to the virtual machine with the credentials
Administrator and Pa$$wOrd and close the Server Manager window. Open the Network
and Sharing Center and click the Change adapter settings link from the left pane.

5 Network and Sharing Center = O X
&« v EE <« Network and Internet > Network and Sharing Center v ) Search Control Panel P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: U Ethernet
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32. The Network Connections window appears. Right-click the network interface (here,
Ethernet) and click Properties.

qﬁ Network Connections

T E" « Network and Internet » Network Connections » v 0

Organize » Disable this network device Diagnose this connection Rename this connection  »

‘! Ethernet
»  Unidentified network

@ Microsoft Hyper-V Network Adap... 9 Disable

Status

Diagnose

& Bridge Connections

Create Shortcut

9 Delete

& Rename

& Properties

= O X
P
EE~ @ ©

33. The Ethernet Properties window appears; scroll down the list, select Internet Protocol
Version 4 (TCP/IPv4), and click on Properties.
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U Ethernet Properties X

Networking

Connect using:
@ Microsoft Hyper-V Network Adapter

This connection uses the following items:

?Client for Microsoft Networks A
‘]? File and Printer Sharing for Microsoft Networks
“B8Q05 Packet Scheduler

Intemet Protocol Version 4 (TCP/IPv4}

. Microsoft Network Adapter Muttiplexor Protocol
4. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version 6 (TCP/IPv6) v
>

" KROKKKR

| hpstal. | Uninstal [ Propeties |

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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34. Select the Use the following IP address radio button. Assign 10.10.1.22 as the IP address,
255.255.255.0 as the Subnet mask, and 10.10.1.1 as the Default gateway.

35. Assign 8.8.8.8 as the Preferred DNS server address and click OK.

Internet Protocol Version 4 (TCP/1Pwd) Properties >

General

You can get IP settings assigned automatically if your network supports
this capahility. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

IF address: | 0 .10, 1 .22 |
Subnet mask: | 355,25 .25, G |
Default gateway: | 0.10. 1.1 |

Obtain OMNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: I g .48 5 8 ;48 |

Alternate DMS server: | . . . |

[]validate settings upon exit Advanced. .

o] [ o |

36. Close the Ethernet Properties window, then close all open windows.

37. Click on the Start icon in the bottom-left corner of the Desktop. Click Server Manager
from the available applications.

38. In the Server Manager window, navigate to Manage —> Server Manager Properties.

% Server Manager

Tools View

Server Manager * Dashboard Manage Help

Add Roles and Features
Remove Roles and Features
& Dashboard WELCOME TO SERVER MANAGER TP
B Local Server ‘ Create Server Group
i All Servers e . Lo R . )
k= o . 0 Configure this local server [ server Manager Properties
R File and Storage Services P =
QUICK START
WHAT'S NEW e
4 Create a server
5 Connect this s ces
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1_| Servergroups: 1 | Sepverstotal: 1 " |
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39. The Server Manager Properties window appears. Check the Do
automatically at logon option and click OK.

EC-Council

not start Server Manager

f=, Server Manager Properties -

Specify the Server Manager data refresh period (in minutes)

Setting the refresh interval too low results in very frequent refreshes,
which can affect the performance of your server and network
environment.

[ ] Do not start Server Manager automatically at fogon | T é

X

10

| ok

| [ cancel |

40. Close the Server Manager window.

41. Right-click the Windows button in the lower-left corner of the screen and click Settings.

42. In the Settings window, click Update & Security.
43. Click Check for updates from the right-hand pane.

*We'll automatically download and install

i : S
Del Opt t
S5 iy Opfimiaton connections (where charges may apply).

® View update history

if For developers - i B
See updates installed on your device

o Settings - [m] X
® Home Windows Update
I | e e | *Some settings are managed by your organization (View policies)
No updates available
Update & Security We'll continue to check daily for newer updates.
Check for updates
C Windows Update | e

automatically download only those updates required to keep

¥  Windows Security Windows running smoothly.
&9 Troubleshoot
@ Pause updates for 7 days
Visit Advanced options to change the pause pericd
& Recovery
(l-\® Change active hours
© Activation Y Currently 8:00 AM to 5:00 PM

updates, except on metered
In that case, we'll

44. Check for and install the latest updates.

45. After installing all the updates, restart the machine.
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46. Turn off the virtual machine. In the Devices section of the Windows Server 2022 tab, click

CD\DVD (SATA).

[ ,.O Type here to search

[_'D Windows Server 2022

= 1 My Computer
FD Windows Server 2022

S . .
Shared VMs P> Power on this virtual machine

FD Edit virtual machine settings

[D Windows Server 2022 - VMware Workstation - O X
fle Edit View VM Tsbs Help P v @ @ 080
1BEW] X ny Home I [] windows Server 2022 I

<l Sound Card Auto detect

(=) Printer
[ Display

Present

Auto detect

¥ Description
Type here to enter a description of this virtual
machine.

¥ Devices
E= Memory 2GB
[J: Pracessors. 2
() Hard Disk (SCSI) 250 GB
| co/DVD (SATA) Using file i
5 Network Adapter NAT
@ USB Controller Present

~ Virtual Machine Details
State: Powered off
Configuration file:
2022.vmx
Hardware compatibility: Workstation 15.x virtual machine
Primary IP address: Network information is not available

Windows Server
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47. The Virtual Machine Settings window appears; choose the Use physical drive: radio
button in the Connection section and click OK.

Virtual Machine Settings

Hardware Qptions

Device Summary

E= Memory 2GB

EI Processors 2

[ Hard Disk (SCST) 250 GB

CD/DVD (SATA) Using file

%I Network Adapter MNAT

USB Controller Present

) Sound Card Auto detect

f= Printer Present

[bisplay Auto detect
Add Remove

Device status
Connected
Connect at power on

Connection

Auto detect

(O use 150 image file:

Browse...

Advanced...

Cancel | Help L
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Install the Windows 11 Virtual Machine

48. Similarly, create and install 2 Windows 11 Enterprise virtual machine with a hard disk space
of 80 GB and 2048 MB of RAM. Include the following changes:

o In the Select a Guest Operating System wizard, select Windows 10 x64 as the Version.
o Virtual machine name: Windows 11.
o0 In the Select the operating system you want to install wizard, select Windows 11 Pro
and click Next.
Note: If This PC can’t run Windows 11 crror appears, follow the below steps:
e DPress Shift+F10, and a Command Prompt window appears.
¢ In the Command Prompt window, type regedit and press Enter.
Tﬁ Administrator: X:\windows\system32\cmd.exe \EI@

tion. All d. |

® Registry Editor window appears, from the left-pane navigate to
HKEY_LOCAL_MACHINE > SYSTEM. Right-click the Setup node and navigate to
New > Key.

P gy ot )
File Edit View Fovorites Help
Computer\ HKEY LOCAL_MACHINE\SYSTEM Setup
hd Computer Name Type Data
: ﬂ:i:‘ gb‘:f?ii}ﬁtiig ab| (Default) REG 52 (value not set)
| 2 FREY LOCAL MACHIE] ab| CmdLine REG_SZ winpeshLexe
A
= = el FactoryPreinstall.. REG_DWORD k00000007 (1
> = HARDWARE geroryrreinstat., REa L
>- SAM ab| Osl poderPath REG 57 |
N SECURITY E-E Respecialize REG_DWORD Che0000000 |:D)
. SOFTWARE We| RestartSetup REG_DWORD Che0O000000 ()
~ SYSTEM Wo| SetupType REG_DWORD k00000000 (0)
N ControlSet007 ol SystemSetupinP... REG_DWORD k00000007 (1)
5 CurrentControlSet ab| WorkingDirectory REG_SZ X:\windows'\panther
> DriverDatabase
» HardwareConfig
» Keyboard Layout
MountedDevices
ResourceManager
RNG
; Select
o[ Setws]
» Softwi Escpand
wea R N key
» HKEY_USER! Find... )
N HKEY CURR String Value
Delete Binary Value
Rename DWORD (32-bit) Value
WORD (64-bit) Vall
k Ewart Q | it) Value |
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e A new key has been created. Rename it as LabConfig and press Enter.

H Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig
> = HordwareConfig MName
> 28 Keyboard Layout il_':ll'DE'fGUfU

77 MountedDevices
| ResourceManager
-2 RNG

T Select

w0 Setup

5 77 AllowStart
L50 pid

~ SETUPCL

[ LabConriy]

s = Software

L2 wea

» = HKEY_USERS

5 T7 HKEY CURRENT CONFIG

Type Data

REG 57 (value not set)

e Right-click anywhere in the right-pane and navigate to New > DWORD (32-bit) Value.

ﬁ Registry Editor E=x ECR|F<=

File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

5 =7 HardwareConfig

5 T HKEY_USERS

5 ©7 HKEY_CURRENT_CONFIG

. Mame Type Data
» Keyboard Layout e
= MountedDevices 28] (Defoutt) | REG_SZ (value not set)
> 5 ResourceManager
-2 RNG New Key
20 Select
v Setup String Volue
5 T AllowStart Binary Value
LT pid
:_: SETUPC QWORD (64-bit) Value
.. LabConfig o
s = Software Multi-String Value
T WPA Expandable String Value
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e Rename the value as BypassCPUCheck and press Enter.

e Now, right-click BypassCPUCheck value and select Modify... option.

e Edit DWORD (32-bit Value) pop-up appears, change the Value data to 1 and click OK.

ENEHE |
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig
? HardwareConfig Name Type Data
2 f:fb"”':;"}f"”‘ ab] (Default) REG SZ (value not set)
: cunteaevices 4| BypassCPUCheck | REG_DWORD Ox00000000 (0)
) ResourceManager
RNG
Coloc Edit DWORD (32-bit) Value
v Setup Value name:
> Bl AllowStart BypassCPLICheck
! Pid
SETUPCL Value data: Base
LahConfig I‘] I o Hexadecimal
3 Software () Decimal
wpa
> B HKEY_USERS Cancel
» HEKEY CURRENT CONFIG
=

e Similarly, create BypassTPMCheck, BypassRAMCheck and
BypassSecureBootCheck values (For each of the values, set the Value data=1).

Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig
2 HardwareConfig Name Type Data
> 8 Keyboard Layout 28] (Defautt) REG SZ (value not set)
-2l MountedDevices 4] BypassCPUCheck REG_DWORD 0xD0000007 (1)
} 2?:;””“ anager | BypassTPMCheck REG_DWORD xO0000007 (1)
Selot 4 BypassRAMCheck REG_DWORD 0x00000001 (1)
- Setup BypassSecureBootCheck iZclltiel iy 0000007 (1)
> ©7 AllowStart
B3 pid
SETUPCL
LabConfig
» Software
LT WPA

> HKEY_USERS

> HKEY_CURRENT_COMNFIG

e Now, close all the windows (Registry Editor, Command Prompt and Error window).
e In the Windows Setup window, click Yes.

e C(lick the Install Now button and proceed with the default installation steps.

o After completing the installation, Is this the right country or region? wizard appears.
Select your country and click Yes.

o Similarly, select the preferred keyboard layout (here, US) in the next wizard and click Yes.

Computer Hacking Forensic Investigator Copyright © by EG-Council
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o Skip the second keyboard option.
o0 In Let’s name your device, enter Windows11 and click Next.

0 In the How would you like to set up this device? wizard, select the Set up for personal
use option and click Next.

o0 In the Let’s add your Microsoft account wizard, click the Sign-in options link and select
the Offline account option. In the next wizard, click Skip for now.

o0 In the Who’s going to use this device? wizard, enter Admin, and click Next. In the next
wizard, set Pa$$word as the password and click Next. Similarly, in the Confirm password
wizard, enter the same password and click Next.

o Add security questions in the next wizards.
o In the Privacy settings wizard, disable all the options and click Accept.
o After Windows initializes, if an app window appears, close it.
o Network settings:
» 1P address: 10.10.1.11
» Subnet mask: 255.255.255.0
» Default gateway: 10.10.1.1
» Preferred DNS server: 8.8.8.8

o Check for and install the latest updates.

[Back to Configuration Task Outline]
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EC-Council

CT#8: Configure the Internet Explorer (IE) Enhanced
Security Configuration in Windows Server 2022

Virtual Machine
Configure IE Enhanced Security in the Windows Server 2022 Virtual
Machine

1. Login to the Windows Server 2022 virtual machine using the credentials Administrator and
Pa$$word.

2. If a Shutdown Event Tracker pop-up appears, click Cancel.

3. To configure the Internet Explorer Enhanced Security Configuration, go to the Start menu
—> Server Manager application.

4. 'The main window of Server Manager appecars. By default, the Dashboard will be selected.

. Server Manager

Server Manager * Dashboard @1V v 1ok vew
Dashboard WELCOME TO SERVER MANAGER
i Local Server
li& All Servers = P
= o Configure this local server
QUICK START
2 Add roles and fe
WHAT'S NEW 7o SR
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
o

5. Select Local Server in the left pane of the window. In the right pane, click On for IE Enhanced
Security Configuration.

% Server Manager — ul X
=) :
@ ¥ Server Manager * Local Server @1V emge ok vew
i PROPERTIES B 3
i% Dashboard For Server2022 [Tasks ~]
# Local Server ~|
= Computer name Server2022 Last installed updates Today at 11:37 PM
W& All Servers Workgroup WORKGROUP Windos Download updates ¢
-l'l’. File and Storage Services P Last checked for updates Today at 11:38 PM
Microsoft Defender Firewall Private: On Microsoft Defender Antivirus Real-Time Protectior
Remote management Enabled Settings
Remote Desktop Disabted On
NIC Teaming Disabled (UTC-08:00) Pacific T,
Ethernet 10.10.1.22, [Pv6 enabled Not activated
Azure Arc Management Disabled
Operating system version Microsoft Windows Server 2022 Standard ~ Processors Intel{R) Xeon(R) Gole
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM)
o)
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EC-Council

6. The Internet Explorer Enhanced Security Configuration window appears; select the Off
radio button for both Administrators and Users and click OK.

7l Internet Explorer Enhanced Security Configuration X

Internet Explorer Enhanced Security Configuration {IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@ O on (Recommended)

@ off

& (O on (Recommended)

More about Internet Explorer Enhanced Security Configuration

==

7. The IE Enhanced Security Configuration will be Off.

Note: It takes some time to turn off the IE Enhanced Security Configuration.

% Server Manager = X
@ v Server Manager * Local Server @1V onsge ook view
A
i PROPERTIES o ;
5% Dashboard For Server2022 | TASKS |
~
ocal Server
|5 ocasere [N T——
W& All Servers WORKGROUP Download updates only, using Windows Update
& File and Storage Services b Today at 11:38 PM
Ju Private: On Real-Time Protection: On
Enabled Settings
Disabled IE Enhanced Security Configuration Off
Disabled Time zone (UTC-08:00) Pacific Time (US & Canada)
10.10.1.22, IPv6 enabled Product ID Not activated
Disabled
[Back to Configuration Task Outline]
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CT#9: Install .NET Framework in Windows Server
2022 Virtual Machine

1. Login to the Windows Server 2022 virtual machine using the credentials Administrator and
Pa$$word.

2. Launch the Server Manager. Click Add roles and features.

% Server Manager

Server Manager * Dashboard @ |V Monage Tooks view Hep
Dashboard WELCOME TO SERVER MANAGER
B Local Server
liF All Servers E i )
s _ ﬂ Configure this local server
H§ File and Storage Services b =
QUICK START
| 2 Add roles and features |
3 Add other servers to manage
4 Create a server group
5 Connect this server to cloud services
Hide
" u
3. Add Roles and Features Wizard window will appear; click Next.
= Add Roles and Features Wizard — O X
s DESTINATION SERVER
Before you begin Server2022
This wizard _helps you install roles, role s_ervices, or features. VouAdefermine which ro!es, role services, or
o features to install based on the computing needs of your organization, such as sharing documents, or
Instaliation Type hosting a website,

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

< Previous Install |
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4. In the Installation Type section of the wizard, select the Role-based or feature-based
installation radio button and click Next.

& Add Roles and Features Wizard - O X
3 g DESTINATION SERVER
Select installation type Server2022

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

g (® Role-based or feature-based installation
Server Selection ; . «
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| < Previous | | Next> | Install | | Cancel

5. In the Server Selection section, leave the selections to default and click Next.

f Add Roles and Features Wizard — O X
Select destination server N i

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliztion Type

Server Reles Server Pool

Features
Filter: | |
Name IP Address Operating System
Server2022 10.10.1.22 Microsoft Windows Server 2022 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

< Previous I | Next > ] Install ‘ Cancel
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6. Server Roles section will appear; click Next.

[ Add Roles and Features Wizard

Select server roles

Before You Begin

Select one or more roles to install on the selected server.

Roles

MR Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[[] Device Health Attestation

[] DHCP Server

[C] DNS Server

[C] Fax Server

[m] File and Storage Services (1 of 12 installed)
[C] Host Guardian Service

[] Hyper-V

[C] Network Policy and Access Services

[C] Print and Document Services

[C] Remote Access

[C] Remote Desktop Services

[ Volume Activation Services

[C] Web Server (IS}

[C] Windows Deployment Services

[C] Windows Server Update Services

-

[m] X

DESTINATION SERVER .
Server2022

Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

| < Previous l I

Cancel

Next > I | Install

7. Features scction will appear; select the checkbox for .NET Framework 3.5 Feature and
select all the checkboxes under .NET Framework 4.6 Features.
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8. Note: If the Add Roles and Features Wizard pop-up appears, click Add Features.

& Add Roles and Features Wizard

Select features

Before You Begin
Instaliation Type
Server Selection
Server Roles

Featy

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

- O X

DESTINATION SERVER
Server2022

Description

I .NET Framework 3.5 Features
4 W] NET Framework 4.8 Features (2 of 7 installed)

+/| .NET Framework 4.8 (Installed)

ASP.NET 4.8

4 [W] WCF Services (1 of 5 installed)
HTTP Activation

Message Queuing (MSMQ) Activation
Named Pipe Activation
CP Activatio
sZ._TCD Dot Shanng {1

Had)

TCP Activation supports process
activation via TCP, Applications that
use TCP Activation can start and
stop dynamically in response to
work items that arrive over the
network via TCP.

|¥/| Azure Arc Setup (Installed)
(| Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[C] BitLocker Network Unlock
[[] BranchCache
[C] Client for NFS
[] Containers
[[] Data Center Bridging
[ Direct Play

I < Previous || Next >

Install Cancel

9. Web Server Role (1IS) section will appear; click Next.

Fﬁ Add Roles and Features Wizard

Before You Begin
Instaliation Type
Server Selection
Server Roles
Features

Role Services

Confirmaticn

Web Server Role (IIS)

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (I1S) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows

Communication Foundation.

* The default installation for the Web Server {lIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

More information about Web Server [iS

- O X

DESTINATION SERVER
Server2022

< Previous

{ : Install “ Cancel
d
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10. Role Services scction will appear in the wizard; click Next.

f& Add Roles and Features Wizard

Before You Begin
Instaliation Type
Server Selection
Server Roles
Features

\Web Server Role (115)

Role Services

Confirmation

Select role services

Select the role services to install for Web Server (IIS)

Role services

4
4 Common HTTP Features
Default Document
[] Directory Browsing
[[] HTTP Errors
[] Static Content
[[] HTTP Redirection
[C] WebDAV Publishing
4 [] Health and Diagnostics
[C] HTTP Logging
[[] Custom Logging
[C] Logging Tools
[C] ODBC Logging
[C] Request Monitor
[] Tracing
4 [| Performance
[] Static Content Compression
[C] Dynamic Content Compression
4 [V] Security v

~

- O X

DESTINATION SERVER
Server2022

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

l<grevious“ Next > I Install 1 Cancel

= |

11. Confirmation section will appear in the wizard; click Install.

% Add Roles and Features Wizard

Confirm installation selections

— m] X

DESTINATION SERVER
Server2022

I A, Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati... X

Before You Begin
Instaliztion Type
Server Selection
Server Roles
Features

\Web Server Role (11S)

Role Services

Confirmation

To install the following roles, role services, or features on selected server, click install.

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
NET Framework 4.8 Features
ASP.NET 4.8
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation

Export configuration settings
Specify an alternate source path

[ istal | [ cancel
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12. Add Roles and Features Wizard will show the installation progress of the features. It will
take a while to complete the installation of selected roles.

TF;‘; Add Roles and Features Wizard

Installation progress

View installation progress

— (] X

DESTINATION SERVER |
Server2022

o Feature installation
e
Installation started on Server2022

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.8 Features
ASP.NET 4.8
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
Named Pipe Activation
TCP Activation

Message Queuing

inn Sanvicac

Maccana O

$ You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

=
I
5
f=

Cancel

13. After the completion of installation, click Close.
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CT#10: Install the Ubuntu Suspect and Ubuntu
Forensics Virtual Machines in VMware

1.
2.

The next step is to set up the Ubuntu Suspect virtual machine in VMWare Workstation Pro.
In the VMware Workstation window, click Create a New Virtual Machine.

In the New Virtual Machine Wizard window that appears, retain the default settings (Typical)
and click Next.

In the Guest Operating System Installation wizard, select the Installer disc image file (iso):
radio button. Click Browse to provide the ISO path of the Ubuntu ISO file. Then, select the
Ubuntu ISO file and click Open to provide the ISO path. Finally, click Next.

Note: Here, we have used the Ubuntu .iso file ubuntu-22.04-desktop-amd64.iso for creating
the Ubuntu virtual machine. However, you can download the latest ISO file from
https://ubuntu.com/download/desktop.

Note: If you decide to download the latest version, the screenshots presented here might
differ from what you see in your lab environment.

New Virtual Machine Wizard >

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

No drives available

(@) Installer disc image file (iso):

| ubuntu-22.04-di Browise...

[ ubuntu 64-bit 22.04 detected.
To use Easy Install, insert the first disc of the set.

() Twill ingtall the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Cancel
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5. The Name the Virtual Machine wizard appears; type Ubuntu Suspect in the Virtual
machine name field and click the Browse button to store the virtual hard disk. Click Next.

New Virtual Machine Wizard

Name the Virtual Machine
‘What name would you like to use for this virtual machine?

Virtual machine name:

IUbuntu Suspect I

Location:

X

| Ubuntu Suspect | E Browse...

The default location can be changed at Edit > Preferences.

6. The Specify Disk Capacity wizard appears. In the Maximum disk size (GB) ficld, type 50
GB and sclect Store virtual disk as a single file; click Next.
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Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Ubuntu 64-bit: 20 GB

@EStore virtual disk as a single file I
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to ancther
computer but may reduce performance with very large disks.

L Help < Back Cancel

MNew Virtual Machine Wizard X

|
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7. In the Ready to Create Virtual Machine wizard, ensure that Power on this virtual machine
after creation checkbox is selected and click Finish.

v

New Virtual Machine Wizard

Ready to Create Virtual Machine

XT

Click Finish to create the virtual machine and start installing Ubuntu

64-bit.

The virtual machine will be created with the following settings:

Name: Ubuntu Suspect
Location:
Version: Workstation 15.x

Operating System: Ubuntu 64-bit

Hard Disk: 50 GB
Memary: 2048 MB
MNetwork Adapter: NAT

Other Devices:

Customize Hardware...

CD/DVD, USB Controller, Printer, Sound Card

Jbuntu Suspect

{[IPower on this virtual machine after creation|

< Back

|-

Cancel

8. Assoon as you click the Finish button, the GNU GRUB window appears. Press Enter to select

Try or Install Ubuntu option.

GNU GRUB

version 2.86

Try or Install Ubuntu

Ubuntu (safe graphics)
DEM install (for Mmanufacturers)
Test HMeMory

Use the * and 4 keys to select which entry is highlighted.

Press enter to boot the selected 0S
for a command-line.

before booting or ‘c’

‘e’ to edit the commands

The highlighted entry will be executed automatically in 16s.
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9. Ubuntu initializes and the Welcome wizard appears. Click the Install Ubuntu option.

Welcome

Espaiiol
Esperanto
Euskara
Frangais
Gaeilge
Galego
Hrvatski
islenska
Italiano
Kurdi
Latviski
Lietuviskai

Nederlands
No localization (UTF-8)
Norsk bokmal

Try Ubuntu

Install

Install Ubuntu

You can try Ubuntu without making any changes to your computer, directly from this CD.

Magyar orif you're ready, you can install Ubuntu alongside (or instead of) your current operating
system. This shouldn't take too long.

e O00QCOQ0C0C

2

10. A Keyboard Layout wizard appears, leave default settings and click Continue.

Keyboard layout

Choose your keyboard layout:

Type here to test your keyboard

Detect Keyboard Layout

Install

English (US)

English (Australian)

English (Cameroon) English (US) - Cherokee

English (Ghana) English (US) - English (Colemak)

English (Nigeria) English (US) - English (Colemak-DH ISO)
English (South Africa) English (US) - English (Colemak-DH)

English (UK) English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.)
Esperanto English (US) - English (Dvorak, intl., with dead keys)
Estonian English (US) - English (Dvorak, left-handed)
Faroese English (US) - English (Dvorak, right-handed)
Filipino English (US) - English (Macintosh)

Finnish English (US) - English (Norman)

French English (US) - English (US, Symbolic)

Foalich 110 Faali-bh (110 alk iakl )\

Quit Back

| N HONORORONS

g
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11. In the Updates and other software wizard, ensure that the Normal installation radio button
is selected in the What apps would you like to install to start with? section. Click Continue.

Install X

Updates and other software

What apps would you like to install to start with?

© Normalinstallation
Web browser, utilities, office software, games, and media players.
Minimalinstallation

Web browser and basic utilities.
Other options

einsta a

Not available because there is no Internet connection.

Install third-party software for graphics and Wi-Fi hardware and additional media Formats

This software is subject to license terms included with its documentation. Some is proprietary.

Quit Back Continue

000000
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Install

12. The Installation type wizard appears. Ensure that the Erase disk and install Ubuntu radio
button is selected and click Install Now.

Installation type

This computer currently has no detected operating systems. What would you like to do?
© Erase disk and install Ubuntu

None selected
Something else

You can create or resize partitions yourself, or choose multiple partitions for Ubuntu

Quit Back

LN N N N NON®
ell®

warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.
Advanced features...

i

Install Now

13. A Write the changes to disk? pop-up appears; click Continue.
F

Write the changes to disks?

The partition tables of the following devices are changed:
SCSI3(0,0,0) (sda)

The Following partitions are going to be formatted:
partition #2 of SCSI3 (0,0,0) (sda) as ESP
partition #3 of SCSI3 (0,0,0) (sda) as ext4

X
If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

Go Back

Continue

B |

14. In the Where are you? wizard, retain the region selected by default, and click Continue.
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15. A Who are you? wizard appears. Enter james in the Your name ficld. In the Choose
password and Confirm your password ficlds, enter toor and click Continue.

Who are you?

Your name

Confirm your password

Your computer's name:

Pick a username:

Choose a password:

Install

: | james

The name it uses when it talks to other computers.

james-Virtual-Machine @

james (]
0000 @ | Short password
| o000 |e

Log in automatically

© Require my password to login
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16. The Welcome to Ubuntu wizard appears, and installation begins. Wait for it to complete.

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

» Scanning the mirror... Skip

17. Once the installation has completed, an Installation Complete pop-up appears. Click Restart
Now.

Installation Complete X

Installation is complete. You need to restart the computer
in order to use the newinstallation.

Restart Now

18. In the Ubuntu screen, press Enter to restart the machine.
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19. The machine restarts and displays a login screen with the username james. Click Ubuntu, type
toor in the Password ficld, and press Enter to sign in.

20. An Online Accounts pop-up window appears; click Skip. Follow the steps and click Next in
each step. In the last step, click Done.

21. Now, we must configure the IP address as static.

22. Click the Network icon in the top-right corner of the Desktop. Then, click Wired Connected
- Wired Settings, as the screenshot demonstrates.

D

% Wired Connected

Turn Off

Wired Settings

() Balanced >
@ settings
B Lock
() Power OFf / Log Out b
e
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23. Click the Settings icon in the Wired section.

Q Settings

wired -

Bluetooth

Connected - 10000 Mb/s ()
[3 Background

£ Appearance

m |

Network = a X

VPN +

[l Notifications
Not set up

iy I

24. Navigate to the IPv4 tab and select the Manual radio button in the IPv4 Method section. In
the Addresses section, type 10.10.1.8, 255.255.255.0, and 10.10.1.1 in the Address,
Netmask, and Gateway cclls, respectively. Then, type 8.8.8.8,8.8.4.4 in the DNS ficld and
click Apply, as the screenshot demonstrates.

. 7]
Cancel Wired (5] Apply

Details Identity 1Pv4 deé Security

r

IPv4 Method Automatic (DHCP) Link-Local Only

(2] Disable

Shared to other computers

Addresses

Address e Netmask Gateway

10.10.1.8 255.255.255.0 10.10.1.1 il

=

DNS o Automatic ()

8.8.8.8,8.8.4.4

Separate |P addresses with commas

25. Close all windows and reboot the virtual machine. After the machine restarts, log in as the
user Ubuntu with the password toor.
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26. If a Software Updater pop-up window appears, click Install Now to install the latest updates.

This process may take some time.

Software Updater

( \"\
4% released. Do you want to install it now?

> Details of updates
B) 548.5 MB will be downloaded.

Updated software has been issued since Ubuntu 22.04 was

Settings... Remind Me Later

Install Now 1

27. An Authentication Required pop-up appears. Enter toor in the Password ficld and click

Authenticate.

Authentication Required

To install or remove software, you need to
authenticate.

O

james
(I ]] ®
Cancel Authenticate
d
28. Software Updater begins to install updates. Wait for it to complete.
r ~
{ Software Updater = M
Installing updates...
Cancel
Downloading linux-firmware
» Details
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29. After the updates have installed, click Restart Now.

Software Updater -

Q The computer needs to restart to finish installing updates.

Settings... Restart Later Restart Now

30. Click the Show Applications E) icon in the bottom-left corner of the Desktop. Then, type
terminal in the search bar and, from the search results, click the Terminal icon to launch a
terminal window.

a [temin]

Terminal
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31. The Terminal window appears. Right-click on the Terminal icon in the Favorites bar on the
left-hand side of the window and click Add to Favorites, as shown in the screenshot, to lock
the terminal on the launcher.

Activities (] Terminal

‘$Ab

V-

james@james-Virtual-Machine: ~

:SD

e

= AllWindows

&

&>

New Window

Preferences

I Add to Favorites

Quit

32. In the terminal window, type sudo apt-get update and press Enter. In the password for
james field, type toor, and press Enter. The password that you type will not be visible.

[+ james@james-Virtual-Machine: ~

S |sudo apt-get update
[sudo] password for james:
Hit:1 http://security.ubuntu.com/ubuntu jammy-security InRelease

Hit:2 http://us.archive.ubuntu.com/ubuntu jammy InRelease

Hit:3 http://us.archive.ubuntu.com/ubuntu jammy-updates InRelease
Hit:4 http://us.archive.ubuntu.com/ubuntu jammy-backports InRelease
Reading package lists... Done

$
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33. In the terminal window, type sudo apt-get upgrade and press Enter.

Note: If a prompt appears asking Do you want to continue?, typc Y and press Enter.

el james@james-Virtual-Machine: ~

$ |sudo apt-get upgrade

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Calculating upgrade... Done
The following packages have been kept back:

gjs libgjseg
The following packages will be upgraded:

irgbalance
1 upgraded, @ newly installed, © to remove and 2 not upgraded.
Need to get 47.1 kB of archives.
After this operation, 0 B of additional disk space will be used.
Do you want to continue? [Y/n] Y
Get:1 http://us.archive.ubuntu.com/ubuntu jammy-updates/main amd64 irgbalance am
d64 1.8.0-1ubuntu®.1 [47.1 kB]
Fetched 47.1 kB in 0s (156 kB/s)
(Reading database ... 198772 files and directories currently installed.)
Preparing to unpack .../irgbalance 1.8.0-1ubuntu®.1_amdé64.deb ...
Unpacking irgbalance (1.8.06-1ubuntu®.1) over (1.8.0-1build1l)
Setting up irgbalance (1.8.0-1ubuntu®.1)
Processing triggers for man-db 52.10.2—1)

=%

34. Restart the machine and log in again with james and toor as the username and password,
respectively.

35. In the terminal window, type sudo apt-get install net-tools and press Enter. In the password
for james ficld, type toor and press Enter. The password that you type will not be visible.

# james@james-Virtual-Machine: ~

: $|sudo apt-get install net-tools
[sudo] password for james:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
net-tools
0 upgraded, 1 newly installed, © to remove and 2 not upgraded.
Need to get 204 kB of archives.
After this operation, 819 kB of additional disk space will be used.
Get:1 http://us.archive.ubuntu.com/ubuntu jammy/main amd64 net-tools amd64 1.60+
git20181103.0eebece-1ubuntu5 [204 kB]
Fetched 204 kB in 0s (443 kB/s)
Selecting previously unselected package net-tools.
(Reading database ... 198772 files and directories currently installed.)
Preparing to unpack .../net-tools_1.60+g1t20181103.0eebece-1ubuntu5_amd64.deb ..

Unpacking net-tools (1.60+git20181103.0eebece-1ubuntu5)
Setting up net-tools (1.60+git20181103.0eebece-1ubuntus)
Processing triggers for man-db 52.10.2-1)

: S8
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36. After the installation, type ifconfig and press Enter to check the enabled network adapter.
Here, the network adapter is eth0, as shown in the screenshot.

Note: The network adapter may vary in your lab environment.

[+ james@james-Virtual-Machine: ~ Q =

S 1fconfxg
etho: flags 4163<UP ,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 10.10.1.8 netmask 255.255.255.0 broadcast 10.10.1.255
inet6 fe80::b02c:1alc:bbbf:81e9 prefixlen 64 scopeid 0x20<link>
ether 02:15:5d:41:ca:cf txqueuelen 1000 (Ethernet)
RX packets 404 bytes 413583 (413.5 KB)
RX errors © dropped © overruns 0 frame ©
TX packets 306 bytes 53956 (53.9 KB)
TX errors © dropped © overruns © carrier © collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 170 bytes 16014 (16.0 KB)
RX errors @ dropped © overruns @ frame 0
TX packets 170 bytes 16014 (16.0 KB)
TX errors @ dropped © overruns © carrier ® collisions ©

S

37. Verity the configured IP address. Then, enter ping www.eccouncil.org to verify the Internet
connectivity. Press CTRL+C to stop the ping command.

[+l james@james-Virtual-Machine: ~

$ ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet [10.10. 1 8 netmask 255.255.255.0 broadcast 10.10.1.255
inet6 fe80::b02c:1alc:bbbf:81e9 prefixlen 64 scopeid 0x20<link>
ether 02:15:5d:41:ca:cf txqueuelen 1000 (Ethernet)
RX packets 404 bytes 413583 (413.5 KB)
RX errors © dropped © overruns @ frame 0
TX packets 306 bytes 53956 (53.9 KB)
TX errors © dropped © overruns 0 carrier ® collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 170 bytes 16014 (16.0 KB)
RX errors © dropped © overruns © frame ©
TX packets 170 bytes 16014 (16.0 KB)
TX errors © dropped © overruns © carrier ® collisions ©

$[ping www.eccouncil.org
PING www.eccouncil.org (104.18.9.180) 56(84) bytes of data.
64 bytes from 104.18.9.180 (104.18.9.180): icmp_seq=1 ttl=58 time=12.3 ms
64 bytes from 104.18.9.180 (104.18.9.180): icmp_seq=2 ttl=58 time=7.64 ms
64 bytes from 104.18.9.180 (104.18.9.180): icmp_seq=3 ttl=58 time=3.73 ms
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38. Install git on the Linux system. To install git, type sudo apt install git and press Enter. A
notification about the disk space that will be used for this operation will be shown. Type Y
and press Enter to proceed with the installation.

+1 james@james-Virtual-Machine: ~ Q

: S |sudo apt install git
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
git-man liberror-perl
Suggested packages:
git-daemon-run | git-daemon-sysvinit git-doc git-email git-gui gitk gitweb
git-cvs git-mediawiki git-svn
The following NEW packages will be installed:
git git-man liberror-perl
©® upgraded, 3 newly installed, © to remove and 2 not upgraded.
Need to get 4,147 kB of archives.
After this operation, 21.0 MB of additional disk space will be used.
Do you want to continue? [Y/n] Y
Get:1 http://us.archive.ubuntu.com/ubuntu jammy/main amd64 liberror-perl all 0.1
7029-1 [26.5 kB]
Get:2 http://us.archive.ubuntu.com/ubuntu jammy-updates/main amd64 git-man all 1
:2.34.1-1ubuntu1.10 [954 kB]
Get:3 http://us.archive.ubuntu.com/ubuntu jammy-updates/main amd64 git amd64 1:2
.34.1-1ubuntul1.10 [3,166 kB]
Fetched 4,147 kB in 1s (4,996 kB/s)
Selecting previously unselected package liberror-perl.
(Reading database ... 198821 files and directories currently installed.)

39. Now, install pip on the computer, which will be used while running the labs. To install pip,
type sudo apt install python3-pip and press Enter. A notification about the disk space that
will be used for this operation will be shown. Type Y and press Enter to proceed with the
installation.

[+ james@james-Virtual-Machine: ~ Q

: S |sudo apt install python3-pip

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following packages were automatically installed and are no longer required:
libpython2-stdlib libpython2.7-minimal libpython2.7-stdlib
python-pkg-resources python-setuptools python2 python2-minimal python2.7
python2.7-minimal

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
javascript-common libexpati-dev libjs-jquery libjs-sphinxdoc
libjs-underscore libpython3-dev libpython3.10-dev python3-dev
python3-distutils python3-setuptools python3-wheel python3.10-dev zlibilg-dev

Suggested packages:
apache2 | lighttpd | httpd python-setuptools-doc

The following packages will be REMOVED:
python-pip

The following NEW packages will be installed:
javascript-common libexpati-dev libjs-jquery libjs-sphinxdoc
libjs-underscore libpython3-dev libpython3.10-dev python3-dev
python3-distutils python3-pip python3-setuptools python3-wheel
python3.10-dev zlibig-dev
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40. Install pycrypto and distorm3 on the Linux system. So, type the command sudo pip install
pycrypto && pip install distorm3, and press Enter as shown in the screenshot below:

+1 james@james-Virtual-Machine: ~

: § [sudo pip install pycrypto && pip install distorm3

Collecting pycrypto
Downloading pycrypto-2.6.1.tar.gz (446 kB)

eta
Preparing metadata (setup.py) ... done
Building wheels for collected packages: pycrypto
Building wheel for pycrypto (setup.py) ... done
Created wheel for pycrypto: filename=pycrypto-2.6.1-cp310-cp310-1linux_x86_64.w
hl size=498402 sha256=5cf287cda48a4a9d73ab2ba493a01924adebd1588f4e450d2fcOde25ae
97d284
Stored in directory: /root/.cache/pip/wheels/e8/4b/5b/b10a6fc885057b6Fffofbd569
1d7e700d0a9408f80b7e6f12e0
Successfully built pycrypto
Installing collected packages: pycrypto
Successfully installed pycrypto-2.6.1

Defaulting to user installation because normal site-packages is not writeable
Collecting distorm3
Downloading distorm3-3.5.2.tar.gz (138 kB)

41. Close the terminal

42. This concludes setting up the Ubuntu Suspect virtual machine. Now follow the same steps
demonstrated above to install and configure the Ubuntu Forensics virtual machine with the
following parameters:

a. User credentials: jason:toor
b. eth0 on Manual,
c. 1P address of ethO interface as 10.10.1.9

[Back to Configuration Task Outline]
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CT#11: Turn the Windows Defender Firewall Off on
all Windows Virtual Machines

1. Turn on the Windows 11 virtual machine, press any key, and log in with the credentials
Admin and Pa$$word.

Note: If 2 Windows 11 - VMware Workstation pop-up appears, click Yes.

2. Click the Type here to search icon, type control panel, and sclect Control Panel from the
search results.

3. The Control Panel window appears; click the System and Security category.

Control Panel = a X
€ > 4 [EH > Control Panel » (&) p
Adjust your computer's settings View by: Category v

[ System and Security | . User Accounts

Review your computer's status
% Change account type
Save backup copies of your files with File - v 9 L

History r E .
Backup and Restore (Windows 7) ! Appearance and Personalization

“ Network and Internet . e e
BN \/iew network status and tasks > L Qo and hegion
S Change date, time, or number formats
— Hardware and Sound

View devices and printers Ease of Access
Add a device Let Windows suggest settings
Optimize visual displa

4. Click Windows Defender Firewall in the System and Security window.

@ System and Security = m] X
& > v M ‘ > Control Panel » System and Security » v C Search Control Panel el
I P H . .
e (e Security and Maintenance
o System-and Security Review your computer's status and resolve issues
#y Change User Account Control settings | Troubleshoot common computer problems
Network and Internet
e sy st ‘ |Windows Defender Firewall
Check firewall status | Allow an app through Windows Firewall |
Programs
User Accounts SyStem
View amount of RAM and processor speed | %y Allow remote access
Appearapce'and Launch remote assistance See the name of this computer
Personalization
Clock and Region \Q Power Options
B S Necas Change what the power buttonsdo | Change when the computer sleeps
File History
@‘ Save backup copies of your files with File History | Restore your files with File History
& Backup and Restore (Windows 7)
Backup and Restore (Windows 7) | Restore files from backup
1‘_—:& BitLocker Drive Encryption
Manage BitLocker
55; # Storage Spaces
= Manage Storage Spaces
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5. In the Windows Defender Firewall window, click the Turn Windows Defender Firewall on
or off link in the left-hand pane.

&«

See

@ Windows Defender Firewall - O X

Control Panel Home

Allow an app or feature PC through the Internet or a network.
through Windows Defender
Firewall §
I ° Private networks Not connected

¥y Change notification settings

| Turn Windows Defender I ° Guest or public networks Connected ~
Firewall on or off I 1

®, Advanced settings
Troubleshoot my network

# Restore defaults Netweorks in public places such as airports or coffee shops
Windows Defender Firewall state: On
Incoming connections: Block all connections to apps that are not on the
list of allowed apps
Active public networks: ™ Network2
Notification state: Notify me when Windows Defender Firewall

Security and Maintenance

Network and Sharing Center

T # « System and Secu... > Windows Defender Firewall y < Search Control Panel P

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

blocks a new app

6. In the Customize Settings window, select the Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private, and Public network settings and click

OK.

<

& Customize Settings — a X

s @ <« Windows Defender Firew... > Customize Settings v C Search Control Panel »r

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
v (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

© Turn off Windows Defender Firewall (not recommended)

9

Public network settings
0 () Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

g I © Turn off Windows Defender Firewall (not recommended)
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7. Again, in the Windows Defender Firewall window, click the Advanced settings link in the
left-hand pane.

5 Windows Defender Firewall — [m] X
<« =2> v A P <« System and Secu... > Windows Defender Firewall v C Search Control Panel P

B N Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your
Allow an app or feature PC through the Internet or a network.

through Windows Defender

Firewall

Update your Firewall settings
Change notification settings

Windows Defender Firewall is not using the % Use recommended Settings

Tym Windows Defender recommended settings to protect your
Firewall on or off computer.
 Restore defaults What are the recommended settings?
/| Advanced settings
Troubleshoot my network . g Private networks Not connected v
l g Guest or public networks Connected ~

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: Off
Incoming connections: Block all connections to apps that are not on the
list of allowed apps
Active public networks: T Nebivork D
See also Notification state: Notify me when Windows Defender Firewall

Security and Maintenance blocks a new app

Network and Sharing Center

8. Once the Windows Defender Firewall with Advanced Security window appears on the
screen, click the Windows Defender Firewall Properties link in the Overview section.

@ Windows Defender Firewall with Advanced Security = o X
File Action View Help
= = | 7| @ 5

w WG L EAIEVEIRVI Windows Defender Firewall with Advanced Security on Local Computer

3 Inbound Rules
&5 Outbound Rules
%% Connection Security Rules

‘ Windows Defender Firewall with Advanced Security provides network security for Windows computers.

| Import Policy...
> . Monitoring &a| Export Policy...

Overview = Restore Default Policy
Domain Profile

‘@‘ Windows Defender Firewall is on.

G Inbound connections that do not match a rule are blocked.
'@ Outbound connections that do not match a rule are allowed.

Diagnose / Repair
View »
Refresh

&)
[Z] Properties
Private Profile B

%9 Windows Defender Firewallis off.

Public Profile is Active
& Windows Defender Firewall is off.

ﬂ_ﬂ | Windows Defender Firewall Properties

Getting Started -

Austh 3 =g g

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

Y Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them.

B3 Inbound Rules
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EC-Council

9. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall state
drop-down list. Then, navigate to the Private Profile and Public Profile tabs and ensure that
the Firewall state is Off. Click Apply and then OK.

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
ﬂ Firewall state: LOFF vl
Inbound connections: Block (default)
Outbound connections: Allow {default)
Protected network connections: Cugtomize...
Settings
| Sttt (G
Logglg
Q t?&;mggaasmmgs for Customize...

s [

10. Close all windows.

11. Right-click the Windows icon in the lower section of the screen and click Run.

Task Manager
Settings
File Explorer

Search

Run

Shut down or sign out

Desktop
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EC-Council

12. The Run window appears. Type gpedit.msc and click OK.

‘= Run
=

=

Open:

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

gpedit.msd

OK

Cancel Browse..,

13. The Local Group Policy Editor window appears. In the left-hand pane, navigate to Local
Computer Policy = Computer Configuration > Administrative Templates > Windows
Components > Microsoft Defender Antivirus. Double-click the Turn off Microsoft
Defender Antivirus policy in the right-hand pane of the window, as shown in the screenshot

below.

Note: If you are using an older version of Windows, you might sce a Windows Defender
Antivirus folder instead of Microsoft Defender Antivirus.

[ETToca Group Pohicy Editor
File Action View Help

| Software Protection Platform
| Seound Recorder

| Speech

| Store

_| Sync your settings

| Tablet PC

| Task Scheduler

| Tenant Restrictions

L TextInput

e | 2@ =2 HE| T
_| Maintenance Scheduler " Microsoft Defender Antivirus ]
~| Maps e
= MDF:\/I Turn off Microsoft Defender Setting State
| Messaging Ativins _| Client Interface
o] Microsoft account Edit policy seitm = Device. Control
> Microsoft Defender Antivirus | Exclusions
| Microsoft Defender Application Requirements: | MAPS
> 1 Microsoft Defender Exploit Guai At least Windows Vista __| Microsoft Defender Exploit Guard
— Mfcrosoft Edge ] Description: _| MpEngine
o | M!crosoft Secondary.Auther.ltlca This policy setting tums off | Network Inspection System
> [ Microsoft User Experience Virtui Microsoft Defender Antivirus. ~ Quarantine
2l NetMeeting f ble this policy setti __| Real-time Protection
“| OneDrive you enable this policy setting, i3
B8 Oiline Assidanie Microsoft Defender Antivirus does = Remed.latlon
o not run, and will not scan | Reporting
] OOBE ; computers for malware or other 1 Scan
i goﬂabiﬁtgpe'::t':.‘g System potentially unwanted software. ] Security Intelligence Updates
_| Presentation Settings -
= Push To Install If you disable this policy setting, = — Ihreats
N o Remote Desktop Services Microsoft Defender Antivirus will iz Allow antimalware service to startup with normal priority Not configured
o= RSS Feed run regardless of any other Turn off Microsoft Defender Antivirus Not configured
- . installed antivirus product. Confi locat = Ratiorfor [ N fi
| Search (2] Configure local administrator merge behavior for lists ot configured
"1 Security Center If you do not configure this Turn off routine remediation Not configured
| Shutdown Options policy setting, Windows will Control whether or not exclusions are visible to Local Admins. Not configured
| Smart Card internally manage Microsoft |i=| Define addresses to bypass proxy server Not configured

Defender Antivirus. If you install
another antivirus program,
Windows automatically disables
Microsoft Defender Antivirus.
Otherwise, Microsoft Defender
Antivirus will scan your computers
for malware and other potentially
unwanted software,

Enabling or disabling this policy
may lead to unexpected or

iz Define proxy aute-config (.pac) for connecting to the netwo... Not configured

\iz| Define proxy server for connecting to the network Not configured
|| Randomize scheduled task times Not configured
Configure detection for potentially unwanted applications Not configured
Configure scheduled task times randomization window Not configured
Allow antimalware service to remain running always Not configured
\iz| Define the directory path to copy support log files Not configured
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14. When the Turn off Microsoft Defender Antivirus window appears, select the Enabled radio
button, click Apply, and then click OK to turn off Microsoft Defender Antivirus.

A Turn off Microsoft Defender Antivirus O X
E} Turn off Microsoft Defender Antivirus Previoiss Setting Next Setting
(O Not Configured Comment: B
© Enabled
() Disabled v

Supported on: At Jeast Windows Vista a

v
Opticns: Help:
This policy setting turns off Microsoft Defender Antivirus. a

If you enable this policy setting, Microsoft Defender Antivirus
does not run, and will not scan computers for malware or other
potentially unwanted software.

If you disable this policy setting, Microsoft Defender Antivirus
will run regardless of any other installed antivirus product.

If you do not configure this policy setting, Windows will
internally manage Microsoft Defender Antivirus. If you install
another antivirus program, Windows automatically disables
Microsoft Defender Antivirus, Otherwise, Microsoft Defender
Antivirus will scan your computers for malware and other
potentially unwanted software,

Enabling or disabling this policy may lead to unexpected or
unsupported behavior. It is recommended that you leave this
policy setting unconfigured.

v
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15. Microsoft Defender Antivirus is turned off.

E Local Group Policy Editor — a X
File Action View Help
e an@mz BEl T
| Maintenance Scheduler “'T_J . i'
~| MDM Turn off Microsoft Defender Setting State
| Messaging Antivirs [ Client Interface
_“:; Microsoft account Edit policy setting = Device_ Control
> | Microsoft Defender Antivirus Exclusions
| Microsoft Defender Application Requirements: 1 MAPS
» | Microsoft Defender Exploit Gual At least Windows Vista | Microsoft Defender Exploit Guard
_“; M!crosoft Edge ] Bescription: ‘A MpEngine
| Microsoft Secondary Authentic: This policy setting turns off | Network Inspection System
> | Microsoft User Experience Virtu; Microsoft Defender Antivirus. "I Quarantine
= NetMeeting ey ! | Real-time Protection
| OneDrive If you enable this policy setting, = Remediation

nline Assistance

OOBE

Portable Operating System
Presentation Settings

Push To Install

Remote Desktop Services
RSS Feeds

Search

ecurity Center

Shutdown Options

Smart Card

Software Protection Platform
Sound Recorder

([

Speech

Store

Sync your settings
ablet PC

Task Scheduler

| Tenant Restrictions

ol TextInput.

[ [

Microsoft Defender Antivirus does
not run, and will not scan
computers for malware or other
potentially unwanted software.

If you disable this policy setting,
Microsoft Defender Antivirus will
run regardless of any other
installed antivirus product.

If you do not configure this
policy setting, Windows will
internally manage Microsoft
Defender Antivirus, If you install
another antivirus program,
Windows automatically disables
Microsoft Defender Antivirus,
Otherwise, Microsoft Defender
Antivirus will scan your computers
for malware and other potentially
unwanted software.

Enabling or disabling this policy

may lead to unexpected or

"I Reporting

"I Scan

| Security Intelligence Updates

] Threats

Allow antimalware service to startup with normal
urn off Microsoft Defender Antivirus

Configure local administrator merge behavior for lists

Not configured
Enabled
Not configured |

i)
12| Turn off routine remediation Not configured
|iz| Control whether or not exclusions are visible to Local Admins.  Not configured
\iz| Define addresses to bypass proxy server Not configured

\iz| Define proxy auto-config (.pac) for connecting to the netwo... Not configured

Define proxy server for connecting to the network Not configured
|iz) Randomize scheduled task times Not configured
\iz| Configure detection for potentially unwanted applications Not configured
iz Configure scheduled task times randomization window Not configured

\iz| Allow antimalware service to remain running always Not configured

iz Define the directory path to copy support log files Not configured

16. In the Local Group Policy Editor window, double-click Allow antimalware service to
remain running always.

MDM
| Messaging
~| Microsoft account
| Microsoft Defender Antivirus
| Microsoft Defender Application
| Microsoft Defender Exploit Gual
~| Microsoft Edge
Microsoft Secondary Authentic:
| Microsoft User Experience Virtui
| NetMeeting
~| OneDrive
| Online Assistance
| OOBE
_| Portable Operating System
_| Presentation Settings
Push To Install
Remote Desktop Services
RSS Feeds
Search
Security Center
Shutdown Options

=] Local Group Policy Editor = [m] X
File Action View Help
= 2@z HE T
| Maintenance Scheduler ;
Maps =3 .
Allow antimalware service to Setting State

remain running always

Edit policy setting

Requirements:
At least Windows Server 2012,
Windows 8 or Windows RT

Description:

This policy setting allows you to
configure whether or not the
antimalware service remains
running when antivirus and

disabled. It is recommended that
this setting remain disabled.

If you enable this setting, the
antimalware service will always
remain running even if both
antivirus and antispyware security
intelligence is disabled.

If you disable or do not

canfiaure this setting_ the

antispyware security intelligence is

_| Remediation
~ 4 Reporting
I Scan
[ Security Intelligence Updates
[ Threats

|iz] Allow antimalware service to startup with normal priority Not configured

Turn off Microsoft Defender Antivirus Enabled
Configure local administrator merge behavior for lists Not configured
Turn off routine remediation Not configured

\iz] Control whether or not exclusions are visible to Local Admins. Not configured
Not configured
Not configured

Not cenfigured

1iz] Define addresses to bypass proxy server

Define proxy auto-config (.pac) for connecting to the netwo...
Define proxy server for connecting to the network

Not configured
Configure detection for potentially unwanted applications Not configured
\iz| Configure scheduled task times randomization window Not configured
i rimavare st remain rnning s ot contgre

\iz| Define the directory path to copy support log files Not configured

Randomize scheduled task times
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17. When the Allow antimalware service to remain running always window appears, select the
Disabled radio button. Click Apply and then OK.

& Allow antimalware service to remain running always - -
E Allow antimalware service to remain running always . NSt
(O Not Configured ~ Comment: i
() Enabled
© Disabled )
Supported on: At least Windows Server 2012, Windows 8 or Windows RT =
v

 Options:

Help:

This policy setting allows you to configure whether or not the -
antimalware service remains running when antivirus and
antispyware security intelligence is disabled. It is recommended
that this setting remain disabled.

If you enable this setting, the antimalware service will always
remain running even if both antivirus and antispyware security
intelligence is disabled,

If you disable or do not configure this setting, the antimalware
service will be stopped when both antivirus and antispyware
security intelligence is disabled. If the computer is restarted, the
service will be started if it is set to Automatic startup. After the
service has started, there will be a check to see if antivirus and
antispyware security intelligence is enabled. If at least oneis
enabled, the service will remain running. If both are disabled, the
service will be stopped.

concs [y
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18. In the Local Group Policy Editor window, double-click Turn off routing remediation.

19. When the Turn off routing remediation window appears, select the Enabled radio button.
Click Apply and then OK.

A Turn off routine remediation O X
B Turn off routine remediation Previcus Setfinig Next Setting
O Not Configured ~ Comment: a
© Enabled |
() Disabled L

Supported on: At jeast Windows Vista a

v
Options: Help:
a

This policy setting allows you to configure whether Microsoft
Defender Antivirus automatically takes action on all detected
threats. The action to be taken on a particular threat is
determined by the combination of the policy-defined action,
user-defined action, and the signature-defined action.

If you enable this policy setting, Microsoft Defender Antivirus
does not automatically take action on the detected threats, but
prompts users to choose from the actions available for each
threat.

If you disable or do not configure this policy setting, Microsoft
Defender Antivirus automatically takes action on all detected
threats after a nonconfigurable delay of approximately five
seconds.
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20. In the Local Group Policy Editor window, double-click the Real-time Protection folder.

Local Group Policy Editor
ile  Action View Help

» 2@z EE T

Maintenance Scheduler

Maps

MDM

Messaging

Microsoft account

Microsoft Defender Antivirus
Microsoft Defender Application
Microsoft Defender Exploit Gual
Microsoft Edge

Microsoft Secondary Authentic:
Microsoft User Experience Virtui

Py Y Y Y R Y A R Y Y ) e Y e

Real-time Protection

Setting

[] Client Interface

[] Device Control

[ Exclusions

[ MAPS

I Microsoft Defender Exploit Guard
[ MpEngine

| Network Inspection System

[ ] Quarantine

State

NetMeeting Real-time Protection
OneDrive | Remediation
Online Assistance (| Reporting
EOBEbI o [ Scan
oftable g peratlr}g RiEm I Security Intelligence Updates
Presentation Settings =] Threats
peh 2] Allow antimalw ice to startup with normal priori Not confi
. Ruimiobd DiskiGy Saivices iz Allow an |r_na are service to a_ |_.|p with normal priority ot configure
RSS Feeds Turn off Microsoft Defender Antivirus Enabled
Search Configure local administrator merge behavior for lists Not configure
Security Center |iz] Turn off routine remediation Enabled
[ 1 Shutdown Options
Extended ,(_Standard /
21. In the Real-time Protection window, double-click Turn off real-time protection.
Local Group Policy Editor = a X

le Action View Help

® 2Rz HEe T

| Maintenance Scheduler
| Maps
71 MDM
| Messaging
] Microsoft account
Microsoft Defender Antivirus
| Client Interface
Device Control
Exclusions
MAPS
Microsoft Defender Exploit (
MpEngine
Network Inspection System
Quarantine
Real-time Protection
Remediation
Reporting
Scan
Security Intelligence Update
Threats
| Microsoft Defender Application
> [ Microsoft Defender Exploit Gual
1 Microsoft Edge

vE

Lo 0 I I

/]

[ [

Turn off real-time protection

Edit policy setting

Requirements:
At least Windows Vista

Description:

This policy setting tumns off real-
time protection prompts for
known malware detection.

Microsoft Defender Antivirus
alerts you when malware or
potentially unwanted software
attempts to install itself or to run
on your computer.

If you enable this policy setting,
Microsoft Defender Antivirus will
not prompt users to take actions
on malware detections.

If you disable or do not
configure this policy setting,

~

m Turn off real-time protection

=] Turn on behavior monitoring

Scan all downloaded files and attachments

Monitor file and pregram activity on your computer

Turn on raw velume write notifications

- Turn on process scanning whenever real-time protection is ...
\iz| Turn on script scanning

| Configure local setting override for scanning all downloade...

iz| Configure local setting override for monitoring for incomin...
\iz| Configure monitoring for incoming and outgoing file and p...

i| Define the maximum size of downloaded files and attachme...
Configure local setting override for turn on behavior monito..,

Configure local setting override for monitoring file and prog...
Configure local setting override to turn on real-time protecti...

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not cenfigured
Not configured
Not configured
Not configured
Not configured

Extended (Standard /.
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22. When the Turn off real-time protection window appears, select the Enabled radio button.
Click Apply and then OK.

& Turn off real-time protection O X
E-] Turn off real-time protection 5 Next Setting
) Not Configured Comment: a
© Enzbled
() Disabled v
Supported on: At jeast Windows Vista -
v
Options: Help:
This policy setting turns off real-time protection prompts for -
known malware detection.
Microsoft Defender Antivirus alerts you when malware or
potentially unwanted software attempts to install itself or to run
on your computer.
If you enable this policy setting, Microsoft Defender Antivirus
will not prompt users to take actions on malware detections,
If you disable or do not configure this policy setting, Microsoft
Defender Antivirus will prompt users to take actions on malware
detections.
v
s [ ooy

23. Close all windows.

24. Right-click the Windows button in the lower-left corner of the screen and click Settings.

Windows Terminal
Windows Terminal (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out b

Desktop
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25. In the Settings window, click Privacy & security from the left-hand pane.

Note: In Windows Server 2022 machine, the Windows Security option is present in

Update & Security section.

Settings

R Admin
Local Account

& System

9 Bluetooth & devices
¥ Network & internet
/ Personalization

B Apps

= Accounts

®  Time & language
#%  Gaming

X Accessibility

W | Privacy & security

@ Windows Update

System

am]

<)

Windows11
Virtual Machine
Rename

Microsoft 365 P OneDrive

View benefits * Sign In

Windows Update

Last checked: 11 hours ago

Windows isn't activated. Activate now

Display
Monitors, brightness, night light, display profile

Sound
Volume levels, output, input, sound devices

Notifications
Alerts from apps and system
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26. The Privacy & security scttings appear in the right-hand pane. Then, click the Windows

Security option.

& Settings
R Admin
Local Account

Find a setting

System
Bluetooth & devices
Network & internet

Personalization

BE N\ ¢ © B

Apps

Accounts

® Time & language
¥ Gaming

K Accessibility

| @ Privacy & security

@ Windows Update

Privacy & security

Security

Windows Security
O Antivirus, browser, firewall, and network protection for your
device

& Find my device

Track your device if you think you've lost it

ﬁg For developers

These settings are intended for development use only
Windows permissions

General
@ Advertising ID, local content, app launches, settings
suggestions, productivity toals

Speech
Online speech recognition for dictation and other voice-based
interactions

=1 Inking & typing personalization

27. In the Windows Security window, click Virus & threat protection.

& Settings

R Admin
Local Account

Find a setting

System

Bluetooth & devices

-

¥ Network & internet
/' Personalization
1

Apps
3 Accounts
® Time & language
# Gaming
K Accessibility
| @ Privacy & security
@ Windows Update

= > Windows Security

Windows Security is your home to view and manage the security and
health of your device.

Open Windows Security

Protection areas

Virus & threat protection
Actions recommended.

8 Account protection
Actions recommended.

((B Firewall & network protection
Actions needed.

= App & browser control
B Actions recommended.

% Device security

Actions recommended.

@ Device performance & health
Reports on the health of your device.

X
>
>
>
>
>
X
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28. On the Virus & threat protection page, click Manage settings under Virus & threat

protection settings.

Windows Security X
2LEn OpLons
Allowed threats
— Protection history
@
IS % Virus & threat protection settings
Mo action needed.
o
=
()
== Virus & threat protection updates
Security intelligence is up to date.
= Last update; 10/18/2023 12:58 PM
¥
Protection updates
% p
)
@) Ransomware protection
Set up OneDrive for file recovery options in case of a ransomware attack.
Set up OneDrive
3
Manage ransomware protection
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29. When the Virus & threat protection settings page appears, turn off Real-time protection,
Cloud-delivered protection, Automatic sample submission, and Tamper Protection. If 2
User Account Control pop-up window appears, click Yes. After turning off the above-
mentioned items, click the Home icon in the left menu bar.

Windows Security — O x
{% u. . .

_ % Virus & threat protection settings
View and update Virus & threat protection settings for Microsoft Defender

o Antivirus.

| O

= Real-time protection

=
Locates and stops malware from installing or running on your device. You

) can turn off this setting for a short time before it turns back on
automatically.

= € Real-time protection is off, leaving your device vulnerable.

a

¥

& Cloud-delivered protection
Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.
A Cloud-delivered protection is off. Your device may be Dismiss

vulnerable.

® ) o

c

Windows Security —= 0O *

= Automatic sample submission
Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

I Q A Automatic sample submission is off. Your device may be  Dismiss
vulnerable.

o

= A |
® | Off

(sl
Submit a sample manually

8

N Tamper Protection

[#va]

ad Prevents others from tampering with important security features.

S A\ Tamper protection is off. Your device may be vulnerable. Dismiss

D) ® ) Off
Learn more
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30. Next, click

App & browser control in the Windows Security window.

Windows Security

]

Firewall & network
protection

Virus & threat protection
Cloud-delivered protection is off.
Your device may be vulnerable.

Account protection
Sign in with Microsoft for
enhanced security and other

benefits. device may be vulnerable.
Turn on
Sign in Turn on
Dismiss
Dismiss

[PV
AV

[

Device performance &
health
No action needed

App & browser control

The settings to block potentially
unwanted apps are turned off.
Your device may be vulnerable.

Device security
Memory integrity is off. Your
device may be vulnerable

Go to settings
Turn on

Dismiss
Dismiss

€3

Protection history
View latest protection actions

Family options
Manage how your family uses

Firewalls are turned off. Your

X

31. In the App & browser control page, click the Reputation-based protection settings link
under Reputation-based protection.

o

Windows Security

B App & browser control

App protection and online security.

@ Reputation-based protection

These settings protect your device from malicious or potentially unwanted
apps, files, and wabsites.

The settings to block potentially unwanted apps are turned off. Your
device may be vulnerable,

Turn on

3]

Reputation-based protection settings

e

q

Dismiss

‘% Isolated browsing

Microsoft Defender Application Guard opens Microsoft Edge in an
isolated browsing environment to better protect your device and data
from malware.

Install Microsoft Defender Application Guard
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32. The Reputation-based protection page appears. Select the Off radio buttons under Check
apps and files, SmartScreen for Microsoft Edge, and SmartScreen for Microsoft Store
apps. If 2 User Account Control pop-up window appears, click Yes.

Note: If you are unable to turn off the SmartScreen for Microsoft Edge radio button, leave
the setting for SmartScreen for Microsoft Edge radio button as it is, and continue with the

setup.
Windows Security = O X
é— . -
@ Reputation-based protection
These settings protect your device from malicious or potentially unwanted
Qa apps, files, and websites,
O
4 Check apps and files
L)
Microsoft Defender SmartScreen helps protect your device by checking
(i) for unrecognized apps and files from the web.
I 8 /A Check apps and files is off. Your device may be vulnerable. Dismiss
o
5
SmartScreen for Microsoft Edge
(o1]
e Microsoft Defender SmartScreen helps protect your device from malicious
) sites and downloads.
A SmartScreen for Microsoft Edge is off. Your device may be Dismiss
vulnerable.
€3 " 2
Potentially unwanted app blocking
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Windows Security = O X
\- Joum
s
Potentially unwanted app blocking
A Protect your device from low-reputation apps that might cause
unexpected behaviors.
O To turn on potentially unwanted app blocking for downloads, you first need to
o turn on SmartScreen for Microsoft Edge.
o
A The settings to block potentially unwanted apps are turned  Dismiss
(CD)] off. Your device may be vulnerable.
I 5 (® ) off
= Protection history
5
. SmartScreen for Microsoft Store apps
)
= Microsoft Defender SmartScreen protects your device by checking web
9 content that Microsoft Store apps use.
A SmartScreen for Microsoft Store apps is off. Your device may Dismiss
be vuinerable.
& Have a question?

33. Close all windows.

34. Similarly, follow the above steps to turn off the Windows Defender Firewall on all Windows
virtual machines (Windows Server 2022).

[Back to Configuration Task Outline]
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CT#12: Configure Windows Components on all
Windows Virtual Machines

1. Login to the Windows Server 2022 virtual machine. Right-click on Start and click Run.

2. The Run window appears; type gpedit.msc and click OK.

‘< Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | FEEETERER

VI

G This task will be created with administrative privileges.

3. The Local Group Policy Editor window appears; expand Administrative Templates under
Computer Configuration in the left pane.

4. In Administrative Templates, cxpand Windows Components, scroll down, click Windows
Update in the left pane, and double-click Configure Automatic Updates in the right-hand
pane, as shown in the screenshot below.

5 Local Group Policy Editor =
File Action View Help
e 2@ = Bm| 7
| Sound Recorder B Unda -
| Speech S : . A
3 Store Configure Automatic Updates Setting State
"] Sync your settings G s _| Windows Update for Business
| Tablet PC Edit policy setting. A Do not display 'Install Updates and Shut Down' opticn in Sh...  Not configured
"] Task Scheduler Requirements: |z Do not adjust default option to 'Install Updates and Shut Do... Not configured
| TextInput Windows XP Professional Service Enabling Windows Update Power Management to automati... Not configured
| Windows Calendar Pack 1 or At least Windows 2000 Turn off auto-restart for updates during active hours Not configured
1 Windows Color System Senvice FackJ0pton  only Specify active hours range for auto-restarts Not configured
e S " supported on servers of at least
~| Windows Customer Experience Improy Windows Server 2016 .dition Allow updates to be downloaded automatically over metere... Not configured
> (5 Windows Defender SmartScreen Always automatically restart at the scheduled time Not configured
[E] Windows Error Reporting ge“_'f'P"f’";‘eth i ; Specify deadline before auto-restart for update i Not configured
1 Windows Hello for Business e e compLes Configure auto-restart reminder notifications for updates Not configured
= Wind Ink Works will receive security updates and
,J indows Ink Vvorkspace other important downloads | Turn off auto-restart notifications for update installations Not configured
e xmdiows Ian“e:) . through the Windows automatic | Configure auto-restart required notification for updates Not confiqured
&l Windows Logon Options tpdating sefyice: Configure Automatic Updates Not configured
| Windows Media Digital Rights Manage 2 : Sty deadines Tor attomATic Un ot T Tetors Not confomed
,l Windows Media Player Note: This pollcy does not Epply PECTf)’ ; eadiines .OY automatic updal ES an re‘ al ot configure
< to Windows RT. Specify intranet Microsoft update service location Not configured
| Windows Messenger A . £
7 Windows Mobility Center . i . Automatic Updates detection frequency Not configured
This setting lets you specify Do not all Sateditornal bobcech it Nk conponay
J Windows PowerShell whitherautomatic updates 3 0 not allow update €erral policies to cause scans against ... ot configure
"] Windows Reliability Analysis enabled on this computer. If the Remove access to "Pause updates” feature Not configured
> (] Windows Remote Management (WinR service is enabled, you must select | Remove access to use all Windows Update features Not configured
1 Windows Remote Shell g"e of ;h7f°‘;’ options in the Do not connect to any Windows Update Internet locations Not configured
1 Windows Sandbox roup Policy Setting: Allow non-administrators to receive update notifications Not configured
> [] Windows Security 2 = Notify before Specify Engaged restart ition and notificati hedul Not igl
> | | Windows Update downloading and installing any Do not include drivers with Windows Updates Not configured
| Work Folders updates. Turn on Software Notifications Not configured
Bey A|IASett|n.gs When Windows finds updates Allow ic Updates i Not configured
v i User Configuration that apply to this computer, users Turn on recommended updates via Automatic Updates Not configured
» [ Software Settings will be notified that updates are | No auto-restart with logged on users for scheduled automat... Not configured
B Windows Settings rea'dy to bevdownloaded. Aftee |iz| Re-prompt for restart with scheduled installations Not configured
Administrative Templates going to Windows Update, users e N b
can download and install any

downlox -
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5.

The Configure Automatic Updates window appears; select the Disabled radio button. Click

Apply and then OK.

& Configure Automatic Updates

' Cenfigure Automatic Updates

| Previous Setting Next Setting

O Not Configured ~ Comment:

O Enabled

Supported on:

Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Option 7 only supported on servers of at least Windows Server 2016 edition

Options:

Help:

Configure automatic updating:

The following settings are only required and applical
4 is selected,

Install during automatic maintenance
Scheduled install day:
Scheduled install time:

If you have selected "4 - Auto download and sched
the install" for your scheduled install day and specifi
schedule, you also have the option to limit updating
weekly, bi-weekly or menthly occurrence, using the
options below:

Every week

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service.

Note: This policy does not apply te Windows RT.
This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:
2 = Notify before downloading and installing any updates.
When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install

any available updates.

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

>

Cancel

In the left-hand pane, navigate to Local Computer Policy > Computer Configuration =
Administrative Templates 2 Windows Components > Windows Defender Antivirus =

Real-time Protection.

Double-click the Turn on behavior monitoring sctting to configure its settings.

E Local Group Policy Editor
File Action View Help

e 25 =2 BE T

X

| Microsoft account
| Microsoft Defender Antivirus
| Client Interface
“| Exclusions
MAPS
Microsoft Defender Exploit Guard
| MpEngine
| Network Inspection System
| Quarantine

_ Real-time Protection

__| Remediation

<

™= ortin

_| Digital Locker A
i Edgetl Ti beha ic i .' Setti Statt
2 Evenit Forwarding urn on wvior monitoring ing ate
| Event Log Service _e Enabled
| Event Logging LS - | Tum on behavior monitoring Not configured
~| Event Viewer Requirements: can all downloaded files and attachments Not configured |
| File Explorer At least Windows Server 2012, Monitor file and program activity on your computer Not configured
"\ File History Windows 8 or Windows RT urn on raw volume write notifications Not configured
7| Find My Device Descrption: urn on process scanning wh real-time protection is... ~Not config
| Handwriting This policy setting allows you to urn on script scanning Not configured
| HomeGroup configure behavior monitoring. efine the maximum size of downloaded files and attachme... Not configured
| Internet Explorer i T Configure local setting override for turn on behavior monito... Not configured
=l Intemvet Information Services this !:t’:i:;ab:h:\r/io? r’fan‘i::ri:'?guﬁill onfigure local setting override for scanning all downloade... Not configured
= Location and Sensors be enabled. onfigure local setting override for monitoring file and prog... Not configured
| Maintenance Scheduler 3 . E . = K
- ) o ) onfigure local setting override to turn on real-time protecti... Not configured
eittiiic] If you disable this setting, behavior anfigure local setting override for monitoring for incomin... Not configured
~ MDM monitoring will be disabled. ¢ % S
8 Messaging |iz| Configure monitoring for incoming and outgoing file and p... Not cenfigured

Lab Setup Guide Page 90

Computer Hacking Forensic Investigator Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




8. 'The Turn on behavior monitoring window appears. Select the Disabled radio button. Click

Apply and then OK.

&5 Turn on behavior monitoring

E} Tum on behavior menitering

 Options:

Previous Setting Next Setting ‘
O Not Configured ~ Comment:
O Enabled
|© Disabled |
‘ Supported on: [ At jeast Windows Server 2012, Windows 8 or Windows RT

Help:

This policy setting allows you to configure behavior monitoring.

If you enable or do not configure this setting, behavior
monitoring will be enabled.

If you disable this setting, behavior monitoring will be
disabled,

B

9. Double-click the Scan all downloaded files and attachments sctting, as shown in the

screenshot below.

| Event Logging

| Event Viewer

| File Explorer

~| File History

“| Find My Device

~| Handwriting

| HomeGroup

~| Internet Explorer

~| Internet Information Services
| Location and Sensors

| Maintenance Scheduler
] Maps

] MDM

| Messaging

1 Microsoft account

Edit policy setting

Scan all downloaded files and attachments

=/ Local Group Policy Editor = a
File Action View Help
e 2@ = BE Y
| Digital Locker e i 2 =
| Edge Ul TR ) e v :
< Scan all downloaded files and Setting State
Event Forwarding ttach e
~| Event Log Service a e iz, Turn off real-time protection Enabled
Turn on behavior monitoring Disabled

Not configured

Requirements: Menitor file and program activity on your computer Not configured
At least Windows Server 2012, Turn on raw volume write notifications Not configured
Windows 8 or Windows RT — 3 y e :
Turn on process scanning whenever real-time protectionis...  Not configured
Description: 2] Turn on script scanning Not configured
This policy setting allows you to Define the maximum size of downloaded files and attachme... Not configured
configure scanning for all Configure local setting override for turn on behavior monito... Not configured
downloaded files and attachments. b : ; = 2
\iz) Configure local setting override for scanning all downloade...  Not configured
If you enable or do not =| Configure local setting override for monitoring file and prog... Not configured
configure this setting, scanning Configure local setting override to turn on real-time protecti... Not configured
for all downloa}ied files and Configure local setting override for monitoring for incomin...  Not configured
attachments will be enabled. : AR d 2 AP >
\iz] Configure monitering for incoming and outgeing file and p... Not cenfigured
If you disable this setting, v
crannina far sl downlnadad filac <
Y
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10. The Scan all downloaded files and attachments window appears. Select the Disabled
radio button. Click Apply and then OK.

& Scan all downloaded files and attachments O X

&
E} Scan all downloaded files and attachments revious Seting Next Setting

(O Not Configured Comment:

(O Enabled

Supported on: [ At jeast Windows Server 2012, Windows 8 or Windows RT

Options: Help:

This policy setting allows you te configure scanning for all
downloaded files and attachments.

If you enable or do not configure this setting, scanning for all
downloaded files and attachments will be enabled,

If you disable this setting, scanning for all downloaded files
and attachments will be disabled.

11. Similarly, follow the above steps to configure Windows components on the Windows 11
virtual machine.

Note: For the Windows 11 virtual machine, in Windows Update scttings, double-click
Manage end user experience in the right-hand pane. In the Manage end user experience
window, Configure Automatic Updates in the right-hand pane.

[Back to Configuration Task Outline]

Lab Setup Guide Page 92 Computer Hacking Forensic Investigator Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




EC-Council

CT#13: Install WinRAR on the Windows Server 2022
Virtual Machine

1. Log in to the Windows Server 2022 virtual machine with the credentials Administrator and
Pa$$woOrd.

2. Download the latest version of WiInRAR from the official WinRAR website
(https://www.rarlab.com/download.htm).

Note: Download the 64-bit version of WinRAR.

3. Double-click on the winrar-x64-624.exe sctup file to begin the installation. If a User Account
Control pop-up window appears, click Yes.

4. The WinRAR sctup window appears; click Install.

5. Complete the installation by choosing the default settings throughout the installation
process.

6. After completing the installation, the installation location of WinRAR files window opens
automatically; close the window.

Back to Configuration Task Outline

CT#14: Install MS Office on the Windows Server 2022
Virtual Machine

1. Download the latest version of MS Office from the official Microsoft website
(https://www.microsoft.com).

Note: Download the 64-bit version of MS Office.

2. Double-click on the setup file to begin the installation. If a User Account Control pop-up
window appears, click Yes.

3. Accept the license terms and complete the installation by choosing the default settings
throughout the installation process.

[Back to Configuration Task Outline]
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CT#15: Create a Partition in the Windows Server
2022 Virtual Machine

1. In the search bar, type create and format hard disk partitions and sclect Create and
format hard disk partitions from the search result.

Best match

‘j Create and format hard disk partitions
Control panel

Ll O [creste and format hard disk partitions| (=G I

2. This will display the current disk partition, as shown in the screenshot below.

Note: While creating the Windows Server 2022 virtual machine, we allocated a disk space of
300 GB. Here, we will create the partitions €: and E: with a disk space of 50 GB and 250 GB,

respectively.
E Disk Management = a X
File  Action View Help
e @ HEI=XEER2E
Volume ] Layout J Type ] File System J Status ] Capacity I Free Spa... | % Free ]
el Simple Basic NTFS Healthy (B... 299.29 GB 283.30GB 95 %
== (Disk 0 partition 3} Simple Basic Healthy (R.. 627 MB 627 MB 100 %
== System Reserved Simple Basic MNTFS Healthy (5. 100 MB 67 MB 67 %
Basic || System Reserved @ g
300.00 GB 100 MB NTFS 298,29 GB NTFS < e, 1| 627 MB
Online Healthy (System, Active, Prima | 'Healthy (Boot, Page File, Crash Dump, Primary Partition) Healthy (Recovery Partition)
(A, | 3
= CD-ROM 0
DVD (D:)
MNo Media
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3. Select the drive from the middle pane (here, €z). Right-click the selected drive and click Shrink
Volume....

=)
b

E Disk Management =
File Action View Help

e D HE| = XE 3 20

Volume ] Layout ! Type ] File Systern J Status ] Capacity ] Free Spa... | % Free ]
- () Simple Basic NTFS Healthy (B... 299.29 GB 283.30GB 95 %

= (Disk 0 partition 3} Simple Basic Healthy (R... 627 MB 627 MB 100 %

= Systemn Reserved Simple Basic NTFS Healthy (5. 100 MB 57 MB 67 %

= Disk 0 e I S

Basic System Reserved L |

30000 GB 100 MB NTFS 1299.29 GB NTFS ST

Online Healthy (System, Active, Prima || Open 1)
Explore

L/CD-ROM O Mark Partition as Active

DVD (D) Change Drive Letter and Paths...

No Media LG

Extend Violume...

Shrink Volume...
Add Mirror...

Delete Volume..,

Properties
| @l Unallocated [l Primary partition
| il it i e el Help

4. A shrink C: window appears showing available shrink space. Enter 250000 (i.c., 250 GB) in
the Enter the amount of space to shrink in MB: ficld and click Shrink.

Shrink C: ”
Total size before shrink in MB: j3'_06”_4' 70

Size of available shrink space in MB: ‘ T

Enter the amount of space to shrink in MB: 250000] ]:

Total size after shrink in MB: 56470

You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag" event in the Application log for detailed information about the
operation when it has completed.

See "Shrink a basic volume" in Disk Management help for more information

Corcdl
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5. The Disk Management window will display the newly created unallocated disk partition in
the middle pane, as shown in the screenshot below.

E Disk Management

= g X
File Action View Help
= m HE=XE 2B
Volume | Layout [ Type I File System I Status ] Capacity ] Free Spa... I % Free
- () Simple Basic NTFS Healthy (B... 55.15GB 3917GB 7%
== (Disk 0 partition 3)  Simple Basic Healthy (R.. 627 MB 627 MB 100 %
== System Reserved Simple Basic NTFS Healthy (5. 100 MB 67 MB 67 %

= Disk 0 e N [
Basic System Reserved (e}
300.00 GB 100 MB NTFS 55.15 GB NTFS 24414 GB 627 MB
Online Healthy (System, Ac | | Healthy (Boot, Page File, Crash Dump, Primary Partil || Unallocated Healthy (Recovery Partition)
= CD-ROM 0
DVD (D3)
No Media

B Unallocated Bl Primary partition

0. Select the Unallocated drive from the middle pane, right-click the selected drive,

New Simple Volume....

and click

E Disk Management

- a pd
File Action View Help
e m B =D
Yolume ] Layout I Type ] File System I Status I Capacity ] Free Spa... | % Free ]
- () Simple Basic NTFS Healthy (B... 55.15GE 3917GB T1%
== (Disk 0 partition 3] Simple Basic Healthy iR.. 627 MB 627 MB 100 %
== System Reserved Simple Basic NTFS Healthy (5... 100 MB 67 MB 67 %

= Disk 0 . ' ________________________________| |
Basic | System Reserved || (C2) il
300.00 GB 100 MB MTFS |55.15 GB NTFS 1244.14 GB 627 MB
Online Healthy (System, Ac | | Healthy (Boot, Page File, Crash Dump, Primary Partil | Unallocated - — “Jecovery Partition)
i |New Simple Volume... l
= Mew Spanned Volume... =
= CD-ROM 0 New Striped Volume...
DVD (D)
New Mirrored Volume...
Mo Media New RAID-5 Volume...
Properties 3
Help
LW Unallocated Bl Primary partition
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7. 'The New Simple Volume Wizard window appears; click Next.

8. In the Specify Volume Size wizard, leave the default settings and click Next.

New Simple Volume Wizard X

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 249599
Minimum disk space in MB: 8
Simple volume size in MB: A
< Back Next > Cancel

9. In the Assign Drive Letter or Path wizard, the E letter is selected by default in the Assign
the following drive letter ficld; click Next.

Note: If a letter other than E is selected in the Assign the following drive letter ficld, click
on the drop-down menu and select E.

New Simple Volume Wizard X

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®iAssian the following drive letter: E v

(O Mount in the following empty NTFS folder:

(O Do not assign a drive letter or drive path

< Back Next > Cancel
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10. In the Format Partition wizard, NTFS is the file system selected by default to format the
volume; click Next.

New Simple Volume Wizard X

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

(O Do not format this volume

File system: NTFS v
Allocation unit size: Default v
Volume label: New Volume

Perform a quick format

["] Enable file and folder compression

< Back Next > Cancel

11. In the next wizard, click Finish.

12. The Computer Management window displays the newly created disk partition in the middle
pane, as shown in the screenshot below.

[F Disk Management e TR
File Action View Help

e @ HE =D

Volume ] Layout ] Type ] File System J Status ] Capacity ] Free Spa... | % Free ]
- (C:) Simple Basic NTFS Healthy (B... 35.15GB BTGB %

== (Disk 0 partition 3] Simple Basic Healthy (R... 627 MB 6827 MB 100 %

= MNew Volume (E:) Simple Basic MTFS Healthy (L. 24414 GB 24404 GB 100 %

== Systern Reserved Simple Basic NTFS Healthy (5.. 100 MB &7 MB 67 %

= Disk 0 el —_________ —
Basic |System Reserved || (C) | New Volume (E) |

300.00 GB 100 MB NTFS |55.15 GB NTFS 24414 GB NTFS | 627 MB

Online Healthy (System, Ac || Healthy (Boot, Page File, Crash Dump, Primary Partit § | Healthy (Logical Drive) Healthy (Recovery Partition)
—CD-ROM O

DVD (D:)

MNo Media

Unallocated [l Primal riition Ml Extended partition 0 Free space Ml Logical drive

13. Close all windows and restart the Windows Server 2022 virtual machine.

[Back to Configuration Task Outline]
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CT#16: Download CHFI Tools on the Windows Server
2022 Virtual Machine

1. Log in to the Windows Server 2022 virtual machine with the credentials Administrator and
Pa$$woOrd.

2. Create a folder on drive E: named CHFI-Tools.

3. Log in to your Aspen account (you will see your course listed under My Courses). Click the
TRAINING button under the course to access the e-Courseware, Lab Manuals, and tools in the
Training arca. = Click the Download Tools tab in the left-hand pane.

4. Click the module names in the right-hand pane (except CHFIv11 180.zip) and download all
the CHFI Tools files to the Ex\\CHFI-Tools folder.

5. Right-click the .zip files in the E:\\CHFI-Tools folder and select the Extract Here option.

[Back to Configuration Task Outline]
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CT#17: Share and Map the CHFI-Tools Folder to the
Windows Virtual Machines

1. Log in to the Windows Server 2022 virtual machine with the credentials Administrator and
Pa$$word.

2. Open a File Explorer window, navigate to the E: drive, right-click on the CHFI-Tools folder,
and select Properties from the context menu.

T 7= T New Volume (£ .
Home Share View

« v 4 I_ » ThisPC > New Volume (E) > v | & | | Search New Volume (&) o
-
Name Date modified Type Size
7 Quick access
CHFI-Tools 1071011022.2:20.881 File folder
[ Desktop * Open
¥ Downloads * Open in new window
[Z] Documents + Pin to Quick access
= Pictures of Give access to >
[ This PC Restore previous versions
Include in library >
d Netivore Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
| Properties |

3. Select the Sharing tab from the CHFI-Tools Properties window to modify and display the
current shared folder settings.

4. Click the Share... button to access the File Sharing options.

CHFI-Tools Properties X

General Security Previous Versions Customize

Network File and Folder Sharing

CHFI-Tools
Not Shared

Network Path:
Not Shared

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

| © Advanced Sharng...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Netwark and Sharing Center.

ok | [ cance | [ ooy
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5. In the File Sharing wizard, select Everyone from the drop-down list and click Add.

38 Network access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

Everyone

«|__Add ]

MName

2 Administrator
12 Administrators

Permission Level

Read/Write v
Owner

'm having trouble sharing

l @S[’_\ar& | L Cancel J

6. For the newly added users (Everyone), click the Read drop-down menu and click Read/Write.

22 Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find semeone.

| b Add
Mame Permission Level
2 Administrator Read/Write +
82 Administrators Owner
i 52 Everyone Read | v Read
| Read/Write |
Remove
I'm having troeuble sharing
| QSP_'lare | Cancel -
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7. Click Share to begin sharing with the added users.

32 Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find semecne.

Mame Permission Level

2 Administrator Read/ Write +
12 Administrators Owner

8,
i 582 Everyone Read/Write v

I'm having trouble sharing

¥ Share | .. Cancel

8. Click Done on the confirmation page of the File Sharing wizard.

Note: If the Do you want to change the settings for these items? window appears, click
Change Settings.

& 3 Network access

Your folder is shared.

You can £-mait someone links to these shared items, or copy and paste the links into another app.

Individual lterms

CHFI-Tools
‘WSERVERZ2022% CHFI-Tools

Show me all the netwaork shares on this computer.
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9. Close the CHFI-Tools Properties window.

EC-Council

CHFI-Tools Properties

General Sharng Securty Previous Versions Customize

Network File and Folder Sharing

CHFl-Tools
Shared

| \WSERVER2022\CHFI-Tools |

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

Gﬁgvanced §1aﬁpg...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center.

10. Open Network and Sharing Center by navigating to Control Panel = Network and Internet
- Network and Sharing Center.

11. In the Network and Sharing Center window, click the Change advanced sharing settings
link in the left pane.

E Metwork and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

~ v 4 % » Control Panel > Metwork and Intemet > Network and Sharing Center

View your basic network information and set up connections

View your active networks

Network 3 Access type: Internet
Private network Connections: [J Ethzrned

Change your netwoerking settings

ﬁ- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

~

<]

— ]

Search Control Panel 2
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12.

In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private (current profile), Guest or Public, and All Networks, as shown
in the screenshots below, and click Save changes.

. Advanced sharing settings

«

T —

v. . > Control Panel > Network and Internet > Network and Sharing Center » Advanced sharing settings v 0 Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

(® Turn on network discovery
[] Turn on automatic setup of network connected devices.

(O Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the netwerk,

I@ Turn on file and printer sharing
(O Turn off file and printer sharing

Guest or Public

All Networks

«

.Advanced sharing settings

v 2 I > ControlPanel > Network and Internet > Network and Sharing Center » Advanced sharing settings v 0 Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,

Private (current profile)

Guest or Public )

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

I (®) Turn on network discovery
(O Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

| (®) Turn on file and printer sharing
(O Turn off file and printer sharing

All Networks
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. Advanced sharing settings = O X
€ = v H . <« Network and Sharing Cen... » Advanced sharing settings v O P
Private (current profile) "
Guest or Public
All Networks
Public folder sharing
When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.
{® Turn on sharing so anyone with network access can read and write files in the Public folders
(O Turn off Public folder sharing (people logged on to this computer can still access these
folders)
Media streaming
When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can alse find media on the network.
Cheoose media streaming options...
Password protected sharing
When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.
(® Turn on password protected sharing
(O) Turn off password protected sharing
v
GSave changes Cancel
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13. Close the Network and Sharing Center window.

14. Log in to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.

15. Open the Network and Sharing Center and click the Change advanced sharing settings

link in the left pane.

16. In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private, Guest or Public (current profile), and All Networks. Then,

click Save changes.
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17. Open the File Explorer window, right-click This PC in the left-hand pane, and click Show
more options.

Er-ﬂ-e Explorer - a X g |
New ~ 8= View - aee
<« v 4 > Quick access » v C O Search Quick access
~ . Quickaccess v Foiders (7)
Desktop Downloads Documents
* =
@l Desktop This PC This PC p This PC
_J_r. Downloads » * ” *
- Document o
8 Expand
PN Pictures
- (7 Open in new window
~ Evidence F
Y7 Pin to Quick access
@ Music
<7 Pinto Start
£3 Videos
[ Properties Alt+Enter
> @ OneDrive After you've opened some files, we'll show the most recent ones here.
EJ Show more options Shift+F10
> [ This PC
B @
> '@ Network
18. From the options, click Map network drive....
Eﬁe Explorer = a x*
New ~ Sort 8= View - see
<« v 4 > Quick access » Ny C O Search Quick access
v Quickaccess  Folders (6)
Desktop Downloads Documents
PS =
3 Desktop This PC A s pC . This PC
e »
4 Downloads » * »
; Pictures - Music Videos
» v
= Documents This PC This PC This PC
P Pictures + *
@ Music  Recent files (0)
£3 Videos
After you've opened some files, we'll show the most recent ones here.
> @ OneDrive
Expand
> [ This PC Manage
Pin to Start
> 38 Network Map network drive...

Delete

Rename

Properties

Open in new window
Pin to Quick access

Disconnect network drive...

Add a network location
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19. In the Map Network Drive window, specify the Drive letter as Z:

\SERVER2022\CHFI-Tools. Click Finish.

EC-Council

. In the Folder ficld, enter

% Map Metworl Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive:

Folder:

5 v

[ \\SERVER2022\CHFI-Toold v Browse...

Example: \\server\share
B Reconnect at sign-in
] Connect using different credentials

Connect to 8 Web site that vou can use to store your documents and pictures,

Cancel

20. The Enter network credentials pop-up window appears; enter the credentials of the
Windows Server 2022 virtual machine (Administrator and Pa$$wO0rd). Check the
Remember my credentials checkbox and click OK.

]
w

Windows Security

Enter network credentials

Enter your credentials to connect to: SERVER2022

Administrator

Remember my credentials

OK Cancel

s
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21. Now, the Shared Folder can be viewed in Windows Explorer.

[@ec ST
T sort 8= View .
3 ! P &> mispC Search This PC
> Quick access v Folders (6)
Desktop - Documents
> @ OneDrive
> [ This PC i3 J’ Downloads Misic
> ‘38 Network

B Pictures

Devices and drives (4)

v Network locations (1)

B Videos

CHFI-Tools (\\SERVER2022) (Z:)
==

189 GB free of 244 GB

22. We shall attach alternate data stream files to two text files using Windows PowerShell. To
launch Windows PowerShell as Administrator, right-click on the Windows icon and select

Windows Terminal (Admin).

YT

B

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management

Windows Terminal

Windows Terminal (Admin)

Task Manager
Settings

File Explorer

Search

Run

Shut down or sign out

Desktop

== O Search

C

e =

Note: If a User Account Control pop-up appears, click Yes
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23. Navigate to C:\Windows\system32 location.

|"| B Administrator: Windows Powi X A=

Open Settings

@ Windows Terminal can be set as the default terminal application in your settings.

PS C:\Users\Admin>|cd C:\Windows\system32
PS C:\Windows\system3Z>

24. Our next task is to attach a stream named secret_file1.txt to a text file simple_file1.txt

{J) B¥ Administrator: Windows Powi X | [N

@ Windows Terminal can be set as the default terminal application in your settings. Open Settings

PS C:\Users\Admin> cd C:\Windows\system32

PS C:\Windows\system32>|notepad simple_filel.txt:secret_filel.txt |

25. By issuing this command, we are creating a text file named simple_file1.txt and attaching it
to a stream named secret.file1.txt.

26. A Notepad pop-up will appear; click Yes to create the new file

Notepad

Cannot find the C\Windows'\system32\simple_filel.txt:secret_filel.txt file,

Do you want to create a new file?

2
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27. An empty stream file will appear; navigate to Z:\ Evidence Files\ADS Files, open the text file
secret_file1.txt, and copy its contents.

> & Documents
> Downloads
> @) Music

> PN Pictures

> K& Videos

> %= Local Disk (C:)

EiF: Files > - 3 .
O New- & O B B W MNsor- = view-
% Cut
< v 4 | T« CHRI-Tools (\SERVER2022) (Z) » Evidence Files > ADS Files |a O Copy (4
Name Date modified [) Paste
> Quick access I l =
5| secret filel.txt 10/27/2023 4:29 Al
& OneDri ~ = é L 1] Delete
> :
Moo 5] secret_file2.txt 10/27/2023 4:28 A
v [ ThisPC ) iag; Selectall ic = =
= secret_filel.txt X + : :
>l Desktop Right-to-left reading order

> == Forensic Disk (F:)

> == CHFI-Tools (\\SERVER2022) (Z

File  Edit  View g 3
Show Unicode control characters

/\ Insert Unicode control characters >

> @l Network
u
28. Switch back to the stream file, paste the copied contents, and save the file.
ﬁ simple_filel.txt:secret_filel.txt ° + — o X
File  Edit  View 3

-scale cyber attacks targeting global business hubs across the world in the upcoming months. The
tacks will target MNCs. The target cities for these attacks will be disclosed to you in the next

Exit

New tab Ctrl+N
New window Ctrl+Shift=N
Open curl-0
Save Ctrl+S
Save as Ctrl+Shift+s
Save all Ctrl+Alt+S
Page setup

Print Ctrl+P
Close tab Ctrl+wW
Close window Ctrl=Shift+w

29. Now, this data is stored in the stream file, while the simple_file1.txt file looks empty. Close
both the stream file and the secret_file1.txt file opened from the ADS Files folder.
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30. Our next task is to attach a stream named secret_file2.txt to a text file simple_file2.txt.

{J) B Administrator: Windows Powi X PN

PS C:\windows\system32>-notepad simple_file2.txt:secret_file2.txt

31. By issuing this command, we are creating a text file named simple_file2.txt and attaching it
to a stream named secret.file2.txt.

32. A Notepad pop-up will appear; click Yes to create the new file.

& — X
Notepad
Cannot find the C:\Windows\system32\simple_file2.txt:secret_file2.txt file.
Do you want to create a new file?
:
|
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33. An empty stream file will appear; navigate to Z:\ Evidence Files\ADS Files, open the text file
secret_file2.txt, and copy its contents.

> & Documents
> & Downloads
> @) Music

> PN Pictures

> & Videos

> %= Local Disk (C:)

E

k > ! Network

@

[EToee - -
@nNew- 3 O B B W NSt = View-
% Cut
< v I " <« CHFI-Tools (\\SERVER2022) (Z:) » EvidenceFiles > ADS Files |I O copy |o
Name Date modified [@ Paste
> Quick access
5] secret filel.txt 10/27/2023 4:29 AM
=] secret_file A W Delete
> @ OneDrive P =
O[,J secret file2.txt 10/27/2023 4:29 AM I
o1
v W ThisPC - g Selectall 5 %
= secret_file2.txt X iF 7
> il Desktop Right-to-|eft reading order
File  Edit  View 3

Show Unicode control characters

W based MNCs willbed ,
h.

Insert Unicade control characters

. 1dn the nexq

> == Forensic Disk (F:)

== CHFI-Toocls (\\SERVER2022) (Z

——

34. Switch back to the stream file, paste its contents and save the file.

Exit

g simple_file2.txt:secret_file2.txt . S - a x
El Edit  View £

New tab Crl+N 4 MNCs will be the first victims of our cyber attacks in the next month.

New window Ctrl+Shift+N

Open Ctrl+0

Save ctrl+s

Save as Ctrl+Shift+5

Save all Curl+Alt+S

Page setup

Print Ctrl-P

Close tab Ctrl+W

Close window Ctrl+Shift=w

35. Now, this data is stored in the stream file, while the simple_file2.txt file looks empty. Close
the stream file and the secret_file2.txt file opened from the ADS Files folder.
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36. We shall now write some text in simple_file1.txt and simple_file2.txt files and save them.
To edit the text file simple_file1.txt, type the command notepad simple_file1.txt in
Windows PowerShell and press Enter.

{J ¥ Administrator: Windows Powi X | [

PS C:\Windows\system32> |notepad simple_filel.txt
PS C:\Windows\system32> |

37. simple_file1.txt will open in Notepad; write some text in it. In this context, the text written
is “This file is meant to deceive you!” Save the file and close it.

E simple_filel.txt . + |

?

&

File Edit View

IThis file is meant to deceive you!||

e -

38. We shall now edit the text file simple_file2.txt. To edit, type the command notepad
simple_file2.txt in Windows PowerShell and press Enter.

{J ¥ Administrator: Windows Powi X | [

PS C:\Windows\system32> notepad simple_filel.txt
PS C:\Windows\system32> [notepad simple_file2.txt
PS C:\Windows\system32> |
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39. simple_file2.txt will open in Notepad; write some text in it. In this context, the text written

is, “This file is meant to deceive you!” Save the file and close it.
— o X
= simple_file2.txt * +
Edit  View €3

This file is meant to deceive you!||

40. You will understand how to recover the deleted files and how to recover data from the

hidden streams (from the above text files) in the lab exercises
[Back to Configuration Task Outline]

41. Shut down the virtual machine.
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CT#18: Share and Map the CHFI-Tools Folder to the
Ubuntu Virtual Machines

1. In the Ubuntu Suspect machine, click the Files icon in the Launcher panel to launch the File
Manager.

Activities Oct 19 07

2. A file manager window will appear, pointing to the Home directory. Click on + Other
Locations.

< (; Home E vl = = o X

.EQ = =
- @ BBBBBe

* starred Desktop Documents  Downloads Music Pictures Public snap
o

[J Desktop Templates Videos

[@ Documents

¢ Downloads

Il Music

& Pictures

H Videos

i Trash

(w Floppy Disk

+ Other Locations:
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3. In the Connect

to Server ficld, type smb://10.10.1.22 and click Connect. Here, we are

accessing the CHFI-Tools folder that is located in Windows Server 2022.

[3 Documents
£ Downloads
J1 Music

& Pictures
= Vvideos

i Trash
= Floppy Disk

+ oOther Locations

4 + Other Locations : Q = : = {3 xT
V@ Recent On This Computer
% Starred @ Computer 15.8 GB/31.0 GB available /
(;t Home Networks
[] Desktop @ windows Network

Connect to Server l smb://10.10.1.22 @ v Connect

4. If a window appears asking to enter the credentials of Windows Server 2022, type

Administrator in

the Username field, leave the Domain field set to WORKGROUP, enter the

password Pa$$wOrd in the Password field, select Remember forever radio button, and click

Connect.

r—

— ~ *
' .

Authentication Required

Enter user and password for “10.10.1.22":

Username | Administrator

Domain WORKGROUP

Eassword esesssse

Forget password immediately
Remember password until you logout
© Remember forever
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5. All the shared folders of Windows Server 2022 appear in a new window. Double-click on

CHFI-Tools shared folder.

/ Windows shares on 10.10.1.22

[<

) Recent .
“ Starred ADMINS
(a3t Home

[ Desktop

2 Documents
I Downloads
1 Music

[&] Pictures
= Videos

fif Trash
(ml Floppy Disk

+ Other Locations

=

&Y
cs CHFI-Tools ES

“CHFI-Tools” selected

6. This will automatically mount the shared folder and display all the contents of the folder, as
shown in the following screenshot:

— — . |
( E) chfi-tools on 10.10.1.22 Q = (v || = - ®© &
-
% Starred CHFIv11 CHFIvV11 CHFIv11 CHFIV11 CHFIV11 CHFIv11 CHFIv11
Lab Module 02 Module 03 Module 04 Module 05 Module 06 Module 07
{4t Home Prerequi...  Compute... Understa... DataAcq... Defeatin... Windows... Linuxand...
@ Documents CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIV11 CHFIv11
Module 08 Module 09 Module 10 Module 11 Module 12 Module 13 Module 14
§ Downloads Network ... Malware... Investiga... DarkWe... CloudFo... Emailan... MobileF...
J3 Music .
(&) Pictures Evic_!ence
Files
H Videos
fi] Trash
ED chfi-toolson... &
(m) Floppy Disk
L7 ehfitaols on10.1
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7. Now, right-click on the mounted chfi-tools directory and click Add Bookmark in the context
menu to create a bookmark for easily accessing the tools while practicing the labs.

( £D chfi-tools on 10.10.1.22 i Q = v = M= ;I
E
o B BB EED
% Starred
CHFIvi1 CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIv11
G Home Lab Module 02 Module 03 Module04  Module 05 Module 06 Module 07
Prerequi... Compute... Understa... DataAcq... Defeatin... Windows... Linuxand...
= B BB EE BN
OpeninNew Tab CHFIvi1 CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIv11 CHFIv11
) ) Module08  Module 09 Module 10 Module 11 Module12  Module 13 Module 14
OpeninNewWindow | Network... Malware... Investiga... DarkWe... CloudFo... Emailan...  MobileF...
Add Bookmark . .
- CHFIv11 Evidence
Rename Module 15 Files
loT Foren...
Unmount

152 chfi-toolson... &

[m) Floppy Disk

E] chfi-tools on 10.1...

8. The bookmarked folder will be visible in the left pane, as shown in the following screenshot:

( £ chfi-tools on 10.10.1.22 : Q = v = - o x

W SLalTeu

CHFIV11 CHFIv11 CHFIv11 CHFIV11 CHFIV11 CHFIv11 CHFIv11
[0 Desktop Lab Module02  Module03  Module04  Module05  Module06  Module 07
Prerequi... Compute... Understa... DataAcq... Defeatin... Windows... Linuxand...
[ Documents
b cowiond B B B O O O
CHFIvV11 CHFIv11 CHFIv11 CHFIV11 CHFIvV11 CHFIv11 CHFIv11
J1 Music Module08  Module09  Module10  Module 11 Module 12 Module 13 Module 14
Network ... Malware... Investiga... DarkWe... CloudFo... Emailan... MobileF...
. 4 4
[H Videos
CHFIv11 Evidence
i Trash Module 15 Files
loT Foren...

EJ chfitoolson... &

(m) Floppy Disk

£ chfi-tools on 10.1...

+ Other Locations

9. Follow the same steps in the Ubuntu Forensics machine demonstrated above to map the
CHFI-Tools folder.

[Back to Configuration Task Outline]
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CT#19: Create a Forensic Disk (F:) and Volume (G:)
in Windows 11 and Delete Volume (G) for
Investigation Purpose

1. In the Windows 11 machine, type disk management in the Search bar and press Enter.

@Chat m Apps Documents Web Settings Folders Photos 2 @

Best match

":1‘ Create and format hard disk partitions
| Control panel

Search the web Create and format hard disk partitions
Control panel
disk management - See more search

jo) >
results
@ Open
£ disk management windows 11 >
O disk management.exe >
£ disk management tool >
O disk management app >
£ disk management administrator >
£ disk management windows 10 >
O disk management utility >
O disk management program >

S T BEEE ULE I USSaa-————e Ty 0

f o] w0 %C@ A
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2. Disk Management window appears, select the drive from the middle pane (here, €z). Right-
click the selected drive and click Shrink Volume....

E Disk Management

File Action View Help
e mEm=0G 0
Volume I Layout I Type | File System ] Status | Capacity I Free Spa... | % Free
= (C:) Simple Basic NTFS Healthy (B... 79.35GB 53.90GB 68 %
== (Disk 0 partition 3)  Simple Basic Healthy (R.. 613 MB 613 MB 100 %
== System Reserved Simple Basic NTFS Healthy (5. 50MB 19MB 38%
Open
Explore
Mark Partition as Active
Change Drive Letter and Paths...
| Shrink Volume... |
—_—
ik 0 e P | Properties I
Basic System Reserved L ©
80.00 GB 50 MB NTFS 179.35 GB NTFS / Help
Online Healthy (System, Active, Prir ;Heakhy (Boot, Page File, Crash Dump, Primary Partition) | |Heaitny (Recovery rarution)
~CD-ROM 0
DVD (D:)
No Media

F}Jfgaﬁllﬁcﬁated B Primary partition

Show desktop

3. A Shrink C: window appears showing available shrink space. Enter 30000 (i.c., 30 GB) in the
Enter the amount of space to shrink in MB: ficld and click Shrink.

Shrink C:

Total size before shrink in MB:
Size of available shrink space in MB:
Enter the amount of space to shrink in MB:

Total size after shrink in MB:

operation when it has completed.

X

jpuond

51254

ﬂ You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag" event in the Application log for detailed information about the

See "Shrink a basic volume" in Disk Management help for more information

Cancel
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EC-Council

4. 'The Disk Management window will display the newly created unallocated disk partition in
the middle pane, as shown in the screenshot below.

E Disk Management — o x
File Action View Help
e AN 7 No | W MR- §es|
Volume ] Layout ] Type ] File Systern J Status ] Capacity I Free Spa... | % Free
- (C:) Simple Basic NTFS Healthy (B... 50.05GB 2461GB 49%
= (Disk 0 partiticn 3} Simple Basic Healthy (R... 613 MB 613 MB 100 %
== System Reserved Simple Basic NTFS Healthy (5... 50 MB 19 MB 38%

Ba
80.

= Disk 0

Online

sic System Reserved
.00 GB 50 MB NTFS

= CD-ROM 0
DVD (D)

No Media

Unallocate Pril rtition

(&)
| 50.03 GB NTFS

Healthy (System, 2 fHea\thy (Boot, Page File, Crash Dump, Primary Partition)

| 29.30GB
| Unallocated

613 MB
Healthy (Recovery Partition)

5. Select the Unallocated space, right-click the selected drive, and click New Simple Volume....

F Disk Management = =] X
File Action View Help
= @ Em=E
Volume | Layout l Type | File System l Status I Capacity I Free Spa... ] % Free
- (C:) Simple Basic NTFS Healthy (B... 50.05GB 2461GB  49%
== (Disk 0 partition 3) ~ Simple Basic Healthy (R... 613 MB 613 MB 100 %
w= System Reserved Simple Basic NTFS Healthy (S.. 50 MB 19 MB 38%

Basic
80.00

No M

= Disk 0

Online

System Reserved
GB 50 MB NTFS

== (D-ROM 0
DVD (Dy)

edia

A Unallocated Ml Primary partition

[(e)]
50.05 GB NTFS

129.30 GB

Healthy (System, A | | Healthy (Boot, Page File, Crash Dump, Primary Partition) | Unallocated

| 1613 MB
I New Simple Volume...

ly Partition)

Properties

Help
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EC-Council

6. A new Simple Volume Wizard appears, click Next.

Mew Simple Volume Wizard x

Welcome to the New Simple
Volume Wizard

Thiz wizard helps you create a simple volume on a disk.

A simple volume can anly be an a single disk.

To continue, click Next.

[aa]
]

Cancel

7. Specify Volume Size scction of the wizard will appear; set the volume size as 10000 MB (i.c.,
10 GB) and click NextV

New Simple Volume Wizard X

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 29959

Minimum disk space in MB: 8

Simple volume size in MB: :

< Back Cancel

1=
2
v
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EC-Council

8. Assign Drive Letter or Path scction of the wizard will appear; assign the drive letter and click
Next. Here, we have assigned the drive letter as F. This might vary in your lab environment.

New Simple Volume Wizard X

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

© Assign the following drive letter:
(©) Mount in the following empty NTFS folder:

(O Do not assign a drive letter or drive path

< Back Next > Cancel

9. In the Format Partition scction, leave the File system and Allocation unit size options set
to default; enter the Volume label as Forensic Disk and click Next.

New Simple Volume Wizard X

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

(O Do not format this volume

© Fomat this volume with the following settings:

File system: NTFS v
Allocation unit size: Default v
Volume label: Forensic Disk|

B Perform a quick format

("] Enable file and folder compression

< Back Cancel
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10. In the final step of the wizard, click Finish.

11.

Lab Setup Guide Page 124

New Simple Volume Wizard X

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wizard.

Disk selected: Disk 0
Volume size: 10000 MB
Drive letter or path: F:

File system: NTFS
Allocation unit size: Default

Volume label: Forensic Disk
Qiirk farmat: Yee

To close this wizard, click Finish.

< Back Cancel

EC-Council

Note: If the Microsoft Windows pop-up appears asking to format the disk, click Format
disk. Later, the Format [Disk Name] window will appear; leave the options set to default
and click Start to begin formatting the disk. Before the formatting begins, Format [Disk
Name] pop-up will appear, displaying a warning message. Click OK to initiate the formatting.
Upon completion, another pop-up appears stating that the format is complete. Click OK to

close the pop-up.

Now, a new drive named Forensic Disk is created under the Disk 0 section.
|5 Dk Management T —
File Action Yiew Help
Lol ANl 7 B RN
Wolume ] Layout I Type ] File Systern J Status J Capacity J Free Spa... ] % Free
- () Simple Basic MTFS Healthy (B... 50.03 GB 2461GB  49%
= (Disk 0 partition 3}  Simple Basic Healthy (R.. &13 MB 613 MB 100 %
== Forensic Disk (F) Simple Basic NTFS Healthy (L. 8.77GB 973 GB 100 %
= System Reserved Simple Basic NTFS Healthy (5.. 30 MB 19 MB 8%
~ Disk 0 I J I
Basic System Reser || (C) fFurEnsic Disk (F)
20.00 GB 50 MB NTFS 50.05 GB NTFS |8.77 GB NTFS 19.53GB 613 MB
Online Healthy (Syste || Healthy (Boot, Page File, Crash Dump, Prim |l | Healthy (Logical Drive) Free space Healthy (Recovery Partitii
= CD-ROM 0
DVD (D)
No Media
Unallocated Ml Primal rtition Ml Extended partition & Free space Ml Logical drive
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EC-Council

12. The purpose of creating this volume is to use it in the labs to demonstrate forensic image
acquisition of Windows 11 (Disk 0) and store the image in this Forensic Disk (F:) volume.

13. Open Disk Management again, where you can see a ~2 GB unallocated space. Right-click on
this space and select New Simple Volume....

F Disk Management
File Action View Help

e @ Bl » XD |

Volume I Layout | Type File System | Status I Capacity l Free Spa... | % Free
- (C) Simple Basic NTFS Healthy (B... 50.05GB 2461GB  49%
== (Disk 0 partition 3)  Simple Basic Healthy (R.. 613 MB 613 MB 100 %
== Forensic Disk (F:) Simple Basic NTFS Healthy (L. 9.77GB 9.73GB 100 %
== System Reserved Simple Basic NTFS Healthy (S... 50 MB 19 M 38%

= Disk 0 L

T System Reser || (€ ST ,‘ .........................
20.00 GB 50 MB NTFS || 50.05 GB NTFS 9,77 GB NTFS [1953GB L FSERY
Online Healthy (Syste | | Healthy (Boot, Page File, Crash Dump, Prim || | Healthy (Logical Drive) | Free space New Simple Volume...
~CD-ROM 0
DVD (D2)
No Media

Help

14. A new Simple Volume Wizard will appear; click Next.

15. Specify Volume Size scction of the wizard will appear; leave the volume size as default here,
19998 MB (~2 GB) (lcave the size to the default), and click Next.

Note: The size remaining in the disk might vary when you perform the lab.

New Simple Volume Wizard X
Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.
Maximum disk space in MB: 19998
Minimum disk space in MB: 8
Simple volume size in MB: 19998 :
< Back Next > Cancel

Lab Setup Guide Page 125 Computer Hacking Forensic Investigator Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




16. Assign Drive Letter or Path scction of the wizard will appear; assign the drive letter and click
Next. Here, we have assigned the drive letter as G. This might vary in your lab environment.

New Simple Volume Wizard X

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

© Assian the following drive letter:
() Mount in the following empty NTFS folder:
Browse
() Do not assign a drive letter or drive path
< Back Next> | Cancel

17. In the Format Partition section, leave the File system and Allocation unit size options set
to default; enter the volume label as To be Removed and click Next.

New Simple Volume Wizard X

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

() Do not format this volume

© Fomat this volume with the following settings:

File system: NTFS v
Allocation unit size: Default v
Volume label: To be Removed| I
B Perform a quick format

[) Enable file and folder compression

< Back Cancel
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18. In the final step of the wizard, click Finish.

New Simple Volume Wizard

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wizard.

You selected the following settings:
ple. Volume

Disk selected: Disk 0
Volume size: 19958 MB

Drive letter or path: G:

File system: NTFS

Allocation unit size: Default
Volume label: To be Removed
Oiirk format- Yea

To close this wizard, click Finish.

< Back

Cancel

Note: If 2 Microsoft Windows
Later, the Format [Disk Name]

pop-up appears asking to format the disk, click Format disk.
window will appear; leave the options set to default and click

Start to begin formatting the disk. Before the formatting begins, Format [Disk Name] pop-
up will appear, displaying a warning message. Click OK to initiate the formatting. Upon
completion, another pop-up appears stating that the format is complete. Click OK to close the

pop-up-

19. Now, you can observe a new drive named To be Removed created under the Disk 0 section.

F Disk Management

= o X
File Action View Help
= @ B = XE
Volume | Layout | Type File System I Status [ Capacity | Free Spa... | % Free
- (C:) Simple Basic NTFS Healthy (B... 50.05 GB 2461GB  49%
== (Disk 0 partition 3)  Simple Basic Healthy (R.. 613 MB 613 MB 100 %
== Forensic Disk (F:) Simple Basic NTFS Healthy (L... 9.77GB 9.73GB 100 %
== System Reserved Simple Basic NTFS Healthy (S... 50 MB 19 MB 38%
== To be Removed (G:) Simple Basic NTFS Healthy (L... 19.53 GB 19.47 GB 100 %
= Disk 0 I I |
Basic System Resel || (C) Forensic Disk (F:) To be Removed (G:)
80.00 GB 50 MB NTFS | |50.05 GB NTFS 9.77 GB NTFS 19.53 GB NTFS 613 MB
Online Healthy (Syste | | Healthy (Boot, Page File, Crash Dump, Prim || | Healthy (Logical Drive) Healthy (Logical Drive) Healthy (Recovery Partitis
== CD-ROM 0
DVD (D3)
No Media
Unallocated Ml Primary partition Ml Extended partition [ Free space ll Logical drive
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20. Close the Disk Management window.

21. The G:\ (To be Removed) window pops up on the screen. Now, we shall copy some folders
and files from Z:\Evidence Files and paste them in G:\. The folders should be Audio Files,
Image Files, Outlook Files, Songs, Text Files, and Wireshark Sample Capture Files. The
files should be Compressed files.rar, Confidential.pdf, Expense sheet.xlIsx, Flowers.jpg,
Legal_Disclaimer.htm, MultiplePages.pdf, Sample Text Document.txt, Tutorial.pptx,
Sample_1.docx, and Sample_2.docx.

== To be Removed (G:) =3 a9 X
@ New P (] o =] W T sort = View
€ v 4 w= > ThisPC > To beRemoved (G:) > J 2 Search To be Removed (G:)
A
Name Date modified Type Size
3 Quick access
Audio Files File folder
& Desktop
Image Files File folder
4 Downloads
Outlook Files File folder
— Documents
Songs File folder
P9 Pictures
Text Files File folder
Evidence Files <
Wireshark Sample Capture Files File folder
£) Music
D Compressed files.rar RAR File 113 KB
£ Videos .
I& Confidential Microsoft Edge P... 114 KB
> @ OneDrive [7) Expense sheetaxisx XLSX File 14 KB
5 @ This PC [%] Flowers IPG File S1KB
[7] Infected Office Open XML ... 520KB
& Network
[®] Infected Application 214KB
[ Infected Microsoft Edge P... 7KB
2 Infected Compressed (zipp.. 393 KB
€ Legal Disclaimer Microsoft Edge H.., 25k8
[ MultiplePages Microsoft Edge P... 2K8B
-| Sample Text Document Text Document 1KB
20i 20i =
22. Close the window.
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23. Now, delete this partition from Disk Management. To do so, type disk management in the
Windows Search bar and press Enter to launch Disk Management.

@Chat m Apps Documents Web Settings Folders Photos 2 !b)

Best match
I ., Create and format hard disk partitions

Yg’j Control pane!

Search the web Create and format hard disk partitions

Control panel
0 disk management - See more search 3
results
@ Open

£ disk management windows 11 >
O disk management.exe >
£ disk management tool >
O disk management app >
£ disk management administrator >
£ disk management windows 10 >
£ disk management utility >
O disk management program >

. s D EEE L U A |
== Qldiskmanagemenﬂ I L o - e ﬁ A f
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24. Disk Management window will appear; right-click on the To be Removed (G:) disk and click

Delete Volume... from the context menu.

E Disk Management
File Action View Help

TNl ETE Y =

Volume l Layout [ Type | File System [ Status [ Capacity l Free Spa... I % Free
- (C) Simple Basic NTFS Healthy (B... 50.05GB 2423GB  48%
== (Disk 0 partition 3)  Simple Basic Healthy (R... 613 MB 613 MB 100 %
== Forensic Disk (F:) Simple Basic NTFS Healthy (L... 9.77GB 9.73GB 100 %
= System Reserved Simple Basic NTFS Healthy (S... 50 MB 19 MB 38%
== To be Removed (G:) Simple Basic NTFS Healthy (L. 19.53 GB 1947GB 100 %

= Disk 0
Basic System Resei
80.00 GB 50 MB NTFS

Online Healthy (Syste

= CD-ROM 0
DVD (D:)

No Media

Unallocated Il Primary partition

(&)
50.05 GB NTFS

Healthy (Boot, Page File, Crash Dump, Prim

Extended partition

| Forensic Disk (F)
9.77 GB NTFS
Healthy (Logical Drive)

| Tobe Removed (G) |

.53 GB NTFS
ealthy (Logical Drivel

Open

Free space Ml Logical drive

Explore

Change Drive Letter and Paths...

Format...

Shrink Volume..,

613 MB
Healthv (Recoverv Partitii

Delete Volume...

Properties

Help

25. The purpose of removing the disk is to demonstrate a lab for recovering data from the deleted

partition.
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CT#20: Install Adobe Acrobat Reader DC on all
Windows Virtual Machines

1.
2.

Log in to the Windows 11 virtual machine with the credentials Admin and Pa$$wOrd.

Open a File Explorer window and navigate to the Z:\CHFI-Tools\CHFIv11 Lab
Prerequisites\Adobe Reader folder.

Alternatively, you may download the latest version of Adobe Acrobat Reader DC from the
official Adobe website.

Double-click the Reader_Install_Setup.exe file to begin the installation. If a User Account
Control pop-up window appears, click Yes.

Follow the wizard-driven installation steps and complete the installation by choosing the
default options throughout. After the installation has completed, close all windows.

In the same manner, install the application on the Windows Server 2022 virtual machine.

Note: On the Windows Server 2022 virtual machines, navigate to the E:\CHFIv11 Lab
Prerequisites\Adobe Reader folder to access the Adobe Reader sctup file.

Back to Configuration Task Outline

CT#21: Install WinRAR on the Windows 11 Virtual
Machine

1.

Log in to the Windows 11 virtual machine using the credentials Admin and Pa$$wOrd.

Note: Ensure that the Windows Server 2022 virtual machine is also running.

2. Navigate to the Z:\CHFIv11 Lab Prerequisites\WinRAR folder.

3. Alternatively, you may download the latest version of WinRAR from the official website.

4. Double-click on the winrar-x64-624.exe sctup file to begin the installation. If 2 User Account
Control pop-up window appears, click Yes.

5. The WinRAR sctup window appears; click Install.

6. Complete the installation by choosing the default options throughout.

7. After completing the installation, the installation location of WinRAR opens automatically in
a File Explorer window. Close the window.

8. In the same manner, install the application on Windows Server 2022.

[Back to Configuration Task Outline]
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CT#22: Install Notepad++ on all Windows Virtual
Machines

1. On the Windows Server 2022 virtual machine, navigate to the E:\\CHFI-Tools\CHFIv11 Lab
Prerequisites\Notepad++ folder.

2. Alternatively, you may download the latest version of Notepad++ from the official website.

3. Double-click on the npp.8.5.8.Installer.x64.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

4. 'The Installer Language window appears. Select English and press OK.

In the Notepad++ setup window, follow the wizard-driven installation steps and complete the
installation by choosing the default options throughout. After the installation has completed,
uncheck the Run Notepad++ v8.5.8 box and click Finish to close the window.

6. In the same manner, install the application on the Windows 11 virtual machine.

[Back to Configuration Task Outline]

CT#23: Install Web Browsers on all Windows Virtual
Machines

1. On the Windows Server 2022 virtual machine, navigate to the E:\CHFI-Tools\CHFIv11 Lab
Prerequisites\Web Browsers folder.

2. Pollow the wizard-driven installation steps to install the Google Chrome and Mezilla
Firefox web browsers.

3. You can also download the latest versions of these web browsers from their respective
websites.

4. In the same manner, install the browsers on the Windows 11 virtual machine.

[Back to Configuration Task Outline]

CT#24: Install WinPCap on all Windows Virtual
Machines

1. On the Windows Server 2022 virtual machine, navigate to the E:\CHFI-Tools\CHFIv11 Lab
Prerequisites\WinPcap folder.

2. Double-click on the WinPcap_4_1_3.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

3. Follow the wizard-driven installation steps and complete the installation by choosing the
default options throughout.

4. In the same manner, install the application on the Windows 11 virtual machine.

[Back to Configuration Task Outline]
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CT#25: Configure File Explorer on all Windows
Virtual Machines

1. On the Windows 11 virtual machine, open the Control Panel and select Small icons from
the View by: field in the top-right corner of the window.

2. Click File Explorer Options. When the File Explorer Options window appears, click the View
tab.

3. In the Advanced Settings section, under Hidden files and folders, sclect Show hidden files,
folder and drives option, uncheck Hide extensions for known file types, and uncheck Hide
protected operating system files (Recommended) (if a Warning appears, click Yes). Click
Apply and then click OK.

Note: If a Warning pop-up appears, click Yes.

File Explorer Options X

General View  Search
Folder views

You can apply this view (such as Details or lcons)to
n all folders of this type.

Apply to Folders Reset Folders |

Advanced settings:

(] Decrease space between items {compact view)

@ Display file icon on thumbnails

@ Display file size information in folder tips

("] Display the full path in the title bar
Hidden files and folders
© Dont show hidden files, folders, or drives
(O Show hidden files, folders, and drives

4 Hide empty drives
("] Hide extensions for known file types]

b _Hide folder merge conflicts

Hide protected operating system files (Recommended)

Launch folder windows in a separate process

Restore Defaults

el [z

4. In the same manner, configure the settings on the Windows Server 2022 virtual machine.

Note: In different versions of Windows, the File Explorer Options may be named Folder
Options.

[Back to Configuration Task Outline]
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CT#26: Install the Java Runtime Environment on the
Windows Virtual Machines

1. Log in to the Windows Server 2022 virtual machine with the credentials Administrator and
Pa$$word.

2. Navigate to the E:\CHFIv11 Lab Prerequisites\Java Runtime Environment folder.

3. Alternatively, you may download the latest version of Java Runtime Environment from the
official website.

4. Double-click on the jre-8u391-windows-x64.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

5. The Java Setup - Welcome sctup window appears; click Install.

6. The Java Setup - Progress installation window appears, showing the status of the
installation process.

7. After completing the installation, close the window.

8. On the Windows 11 virtual machine, navigate to Z:\CHFI-Tools\CHFIvi1 Lab
Prerequisites\Java Runtime Environment.

9. Double-click on the jre-8u391-windows-x64.exe sctup file to begin the installation. If a User
Account Control pop-up window appears, click Yes.

10. The Java Setup - Welcome sctup window appears; click Install.

11. The Java Setup - Progress installation window appears, showing the status of the installation
process.

12. After completing the installation, close the window.

[Back to Configuration Task Outline]
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CT#27: Turn Off Screen Savers on all Windows
Virtual Machines

Note: Before performing this CT, you must activate the Windows virtual machines.

1. In the Windows Server 2022 virtual machine, right-click on the Desktop and select
Personalize to open the personalization settings.

View i)
Sort by >
Refresh

Paste

Paste shortcut
Undo Move Ctrl+ ¥

Mew >

1 Display settings
g Personalize

2. In the Personalization window scroll down and click Lock screen in the right pane.

| s - 8 X

@ Home Background

Personalization

Background

Lock screen |

R~
Colors
&}
&

Themes

A\ Fonts Background

| Picture v |

65 Start

Choose your picture

o . ﬁ . . “

Browse

Choose a fit

Fill v
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3. The Lock screen settings page appears; scroll down and click Screen saver settings.

*Settings — g X
@ Home Lock screen
Background
Find a setting yo) |
I Picture v
Personalization
Choose your picture
Background
Colors
Browse
Cd Lock screen
i  Themes
Choose one app to show detailed status on the lock screen
A\ Fonts -
&5 Start
Choose which apps show quick status on the lock screen
o -n-nn.-
Screen timeout settings

4. The Screen Saver Settings window appears; ensure that the (None) option is selected from
the drop-down list for Screen saver. Click Apply and then OK.

BX Screen Saver Settings

Screen Saver

i
LAl 1]
O Cecooomer
B <) y
Screen saver
(None) v I Settings... Preview
Wat: I 2 | minutes [] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings,

Change power settings

R W

5. Close all windows.

6. Similarly, turn off the screen saver on Windows 11.
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CT#28: Ping Test Among all Virtual Machines

1. On the Windows Server 2022 virtual machine, open a Command Prompt window.

Best match

- Command Prompt
App

' Settings

& Replace Command Prompt with Windows PowerShell in the Win +

2. Before pinging the virtual machines, ensure that they are running.

3. Check for a reply from the virtual machines. Here, as an example, we are using the Windows
11 virtual machine with the IP address 10.10.1.11 (this IP address may be different in your
lab network).

— i i
B Administrator: Command Prompt — Oa X

Windows [Version 10.0.20348.2031
E

i

ft Corporation. All rights r
C:\Users\Administrator}ping 10.10.1.11
.1.11 with

s b = e b ot B
=i 6, ¢ o U o e

wn
o

B By B B )
m
[T )

te
32
32
32
32

(o 28 ) )

pode ot pede el
m

v ownon

Received
times in
Minimum Maximum = 2m

C:\Users\Administrator>
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4. Open the Command Prompt in another virtual machine. Here, as an example, we are using
the Windows 11 virtual machine.

5. Here, as an example, we are pinging Windows Server 2022 from the Windows 11 machine
(the IP address will be different in your lab network).

Command Prompt = O X

Microsoft Windows [Version 10.8.22000.2538]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Adminjping 1@.10.1.22]

Pinging 1©.18.1.22 with

Reply from 10.18.1.22: = time<ims
Reply from 18.18.1.22: 2 time=1ms
Reply from 18.18.1.22: = time<ims
Reply from 18.18.1.22: time<ims

Ping statistics for 18.
Packets: Sent = 4, Received

Approximate round trip times in
Minimum = O®ms, Maximum =

C:\Users\Admin>_

6. Open Command Prompt in one of the virtual machines and execute the command Ping <IP
address of Virtual Machine>.

7. Repeat the above steps to ping all virtual machines (Windows 11, Windows Server 2022,
Ubuntu Suspect, and Ubuntu Forensics).

[Back to Configuration Task Outline]
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CT#29: Disable DEP in Windows Server 2022 Virtual
Machine

A e O I L S e

—_
e

Click Start = Control Panel = System and Security.

In the System and Security window, click System.

Click Advanced system settings on the left-pane of the Control Panel window.

A System Properties window will appear.

Click the Advanced tab and click the settings button of the Performance section.
Performance Options window will appear. Click the Data Execution Prevention tab.

Select the radio button for Turn on DEP for essential Windows programs and Services only.
Click Apply and then click OK.

Click OK to close the System Properties Window and close the System window.

. If the Windows machine prompts you to reboot the system for the changes to take effect,

reboot the machine.

[Back to Configuration Task Outline]

CT#30: Install PuTTY in Windows Server 2022 Virtual
Machine

1.

Navigate to C:\CHFI-Tools\CHFIv11 Lab Prerequisites\PuTTY, or download the file from the
Aspen portal.

2. Double-click putty-64bit-0.79-installer.msi to begin the installation.
3. TFollow the wizard-driven installation steps and complete the installation by choosing the
default settings throughout the process.
4. In the last step of the installation, uncheck the View README file option and click Finish.
[Back to Configuration Task Outline]
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https://the.earth.li/~sgtatham/putty/latest/w64/putty-64bit-0.74-installer.msi

CT#31: Take

Snapshots of the Virtual Machines

1. Ensure that all the virtual machines are turned off.

2. In the VMware Workstation window, click Windows Server 2022 in the left pane, and then

ol .
the Take a snapshot of this virtual machine () icon, as the screenshot shows.

File Edit View VM Tabs Help

Library

4| X%

[,D Type here to search

5 Windows Server 2022 - VMware Workstation - O X
]
’ M )L [D Q LDJ
iy Home [C] windows Server 2022

= CJ My Computer
[E] Windows Server 2022
Shared VMs

[ﬁ Windows Server 2022

P> Power on this virtual machine
[ﬁ‘ Edit virtual machine settings

~ Devices
Memory 2GB
I EProcessors 2
= Hard Disk (SCSI) 300GB
CD/DVD (SATA) Using file
& Network Adapter NAT
USB Controller Present
< Sound Card Auto detect
(=) Printer Present
[CIDisplay Auto detect

~ Description
Type here to enter a description of this virtua|
machine.

¥ Virtual Machine Details
State: Powered off
Configuration file: Windows Server 2022.vmx
Hardware compatibility: Workstation 15.x virtual machine
Primary IP address: Network information is not available

0

3. The Windows Server 2022 - Take Snapshot pop-up appears. Type a name for the snapshot
in the Name field, retain the default description field, and click Take Snapshot.

Windows Server 2022 - Take Snapshot X

Taking a snapshot lets you preserve the state of the virtual
® machine so that you can return to the same state later.

Name: Windows Server 2022 Snapshot 1

Description:

Take Snapshot Cancel

4. Similarly, take snapshots of all the virtual machines once all the CTs have been completed.
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