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Classroom Setup Instructions: CND

This document contains setup instructions for the EC-Council Certified Network Defender (CND)
course. The course requires a standard modular classroom seating configuration, one computer for
each student, one computer for the instructor, a dedicated switch, dedicated firewall, and Internet
connection. This class teaches network security techniques.

Before beginning the class, install and configure all computers using the information and
instructions that follow.

The information contained in this document is subject to change without notice. Unless otherwise
noted, the names of companies, products, people and data used in this document are fictional. Their
use is not intended in any way to represent any real company, person, product or event. Users of this
document are responsible for compliance with all applicable copyright laws. No part of this
document may be reproduced or transmitted by any means, electronic or mechanical, for any
purpose, without the express written consent of the International Council of Electronic-Commerce
Consultants, herein after referred to as the EC-Council. If, however, your only means of access is
electronic, permission is hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights or other intellectual
property rights covering the material in this document. Except as expressly provided in any written
license agreement from the EC-Council, providing this document does not give you any license to
those patents, trademarks, copyrights or other intellectual property.

EC-Council Certified Network Defender and CND are either registered trademarks or trademarks
of the EC-Council in the USA and/or other countries. Other product and company names
mentioned herein may be the trademarks of their respective owners.

Classroom Requirements

This section describes classroom equipment required for the EC-Council Certified Network
Defender course.

Classroom Equipment
The following equipment is required for the general classroom setup:
* Climate control system adjustable within the classroom
» Lighting controls, adjustable within the classroom
®  Whiteboard, 3 feet X 6 feet (Im X 2m) or larger
= Markers, whiteboard, assorted colots
* Eraser, whiteboard cleaner liquid
= FEasel with flipchart or butcher paper pad, 24 inches X 36 inches
= Felt tip pens, blue and black required, other colors optional, chisel tip (not fine-point)

= Screen, projection, 6 feet diagonal measurement (non-reflective whiteboard surface may be
substituted)

= Instructor station:

o Desk, chair, and ergonomic keyboard

Page 6 Certified Network Defender Copyright © by EG-Council
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o Power outlet
o Network jack
o Projector, LCD, capable of 740 X 1280 pixels minimum w/ all connecting cables
= Student station (per student)
o Chair, ergonomic keyboard
o Workstation, minimum horizontal workspace 9 square feet (3 feet X 3 feet)
o Power outlet, one per student station
o Network jack, one per student station
Hardware
Hardware requirements for instructor, student and victim computers are identical:
* Intel Core i5 or equivalent CPU with minimum CPU speed of 3.2 GHz
*  Minimum 8 GB RAM (16 GB is recommended)
® Hard disk, 500 GB or larger, 7200 RPM or faster
= DVD drive (DVD R/W drive preferred)

* 1 Network adapters (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

= Monitor (minimum requirement is 17-inch LCD
* Mouse or compatible pointing device, and sound card with amplified speakers
= Internet access

The following additional hardware is also required:

* An unmanaged switch, with sufficient ports to allow connection of all instructor and student
workstations plus at least 5 additional, unused ports for connection of additional equipment
ot for use as “spares.”

Software

All computers in the class require the following software:
*  Windows Server 2022 R2 or later* (64-bit Standard Edition with GUI), fully patched
"  Microsoft Windows 11 Pro (64-bit) ISO/DVD
* Ubuntu Linux (downloadable at https://ubuntu.com/download/desktop)

*  AlienVault OSSIM ISO (downloadable at http://downloads.alienvault.com/c/
download?version=current_ossim_iso)

*  Security Onion ISO (downloadable at https://securityonionsolutions.com/software)
* Android ISO (downloadable at https://sourceforge.net/projects/android-x86/files)
* pfSense ISO (downloadable at https://www.pfsense.org/download/)

*  Smoothwall Express ISO (downloadable at https://smoothwall.org/download.html)
* CND Tools downloadable from Aspen portal.

Page 7 Certified Network Defender Copyright © by EG-Council
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Setup Document Overview

This document provides background information for technical staff responsible for setting up a
training room facility for the CND course. This guide describes the requirements for the network
equipment and computer stations that are installed and configured by the facilities personnel for the

training courses.

Training Room Environment

The training room environment consists primarily of the following equipment:

= Instructor’s Computer

= Student Workstation

Equipment Number Operating Minimum System Requirements
(Class of 12 SYStem
Students)
Instructot’s 1 Any Intel Core 15 or equivalent PC with 200
Computer Windows/Linux | GB free disk space (with two logical
OS partitions C: and D:), minimum of 8 GB
RAM, 1 NIC (disable or unplug extras),
17-inch monitor, and compatible mouse
Student 12 Any Intel Core i5 or equivalent PC with 200
Workstations Windows/Linux | GB free disk space (with two logical
(ON} partitions C: and D:), minimum of 8 GB
RAM, 1 NIC (disable or unplug extras),
17-inch monitor, and compatible mouse
Page 8 Certified Network Defender Copyright © by EG-Council
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Instructor’s Computer

The instructor’s computer must:

Page 9

Be installed with Windows 10 or later with the latest service packs and full patches applied
Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed
Be running IP protocol

Have all CND Essential Tools downloaded from Aspen to the hatrd drive in E:\CND-Tools
folder for easy access (See CT#1 in Configuration Task section)

Install VMware Workstation on Host Machine (See Configuration Task CT#2)
Configuring Internal Network for Hyper-V (See Configuration Task CT#3)
Create required guest operating systems on VMWare (See Configuration Task CT#4)

o Create Windows Server 2022 Virtual Machine as Web Server (See Configuration Task
CT#4.1)

o Create Windows Server 2022 Virtual Machine as AD Domain Controller (See
Configuration Task CT#4.2)

o Create Windows 11 Virtual Machine as Finance Dept (See Configuration Task CT#4.3)

o Create Windows 11 Virtual Machine as Admin Machine-1 (See Configuration Task
CT#4.4)

o Create Ubuntu Virtual Machine as Operation Dept (See Configuration Task CT#4.5)

o Create Security Onion Virtual Machine as Admin Machine-2 (See Configuration Task
CT#4.6)

o Create OSSIM Server Virtual Machine as OSSIM Sever (See Configuration Task
CT#4.7)

o Create Android Virtual Machine as Android Device(See Configuration Task CT#4.8)

o Create PfSense Virtual Machine as PfSense External firewall (See Configuration Task
CT#4.9)

o Create Smoothwall Virtual Machine as Internal firewall (See Configuration Task
CT#4.10)

o Create Ubuntu Virtual Machine as Attacker Machine (See Configuration Task CT#4.11)
Configuring PfSense Guest OS as External Firewall (See Configuration Task CT#5)

o Installing PfSense as External Firewall (See Configuration Task CT#5.1)

Configuring Smoothwall Guest OS as Internal Firewall (See Configuration Task CT#06)

o Installing Smoothwall as Internal Firewall (See Configuration Task CT#6.1)
Configuring Windows 11 Guest OS as Admin Machine-1 (See Configuration Task CT#7)

o Installing Windows 11 Pro OS as Admin Machine-1 (See Configuration Task CT#7.1)
o Changing the Computer Name (See Configuration Task CT#7.2)

Certified Network Defender Copyright © by EG-Council
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o

©)

Setting up IP address for Admin Machine-1 (See Configuration Task CT#7.3)
Installing Adobe Acrobat Reader (See Configuration Task CT#7.4)

Installing WinRAR (See Configuration Task CT#7.5)

Installing Web Browsers (See Configuration Task CT#7.0)

Installing Notepad++ (See Configuration Task CT#7.7)

Installing JDK (See Configuration Task CT#7.8)

Installing ZAP Tool (See Configuration Task CT#7.9)

Installing Nessus Vulnerability Scanning Tool (See Configuration Task CT#7.10)
Turn off Windows Firewall (See Configuration Task CT#7.11)

Configuring pfSense Firewall (See Configuration Task CT#7.12)

Configuring Host File in Admin Machine-1 (See Configuration Task CT#7.13)

* Configuring Windows Server 2022 Guest OS as Web Server (See Configuration Task CT#8)

o

o

o

o

(@]

Installing Windows Sever 2022 as Web Server (See Configuration Task CT#8.1)
Changing the Computer Name (See Configuration Task CT#8.2)

Turn Off Windows Firewall (See Configuration Task CT#8.3)

Setting up IP address for Web Server (See Configuration Task CT#8.4)

Mapping CND-Tools Folder from Host Machine to Windows Server 2022 VM (See
Configuration Task CT#8.5)

Installing Adobe Acrobat Reader (See Configuration Task CT#8.6)
Installing WinRAR (See Configuration Task CT#8.7)

Configuring Windows Explorer (See Configuration Task CT#8.8)
Installing Web Browsers (See Configuration Task CT#8.9)
Installing Notepad++ (See Configuration Task CT#8.10)

Adding IIS (Internet Information Services) roles in Server Manager (See Configuration
Task CT#8.11)

Configure the LuxuryTreats Website (See Configuration Task CT#8.12)
Configuring Host File in Windows Server 2022 (See Configuration Task CT#8.13)
Setting up FTP Site (See Configuration Task CT#8.14)

Change User Account Settings to disable notification on System Changes (See
Configuration Task CT#8.15)

Adding New User (See Configuration Task CT#8.10)
Sharing Shared Docs folder in C Drive CT#8.17)

*  Configuring Windows Server 2022 Guest OS as AD Domain Controller (See Configuration
Task CT#9)

Page 10
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o

o

Installing Windows Server 2022 as AD Domain Controller (See Configuration Task
CT#9.1)

Changing the Computer Name (See Configuration Task CT#9.2)

Turn Off Windows Firewall (See Configuration Task CT#9.3)

Enabling Remote Desktop Connection (See Configuration Task CT#9.4)

Setting up IP address for AD Domain Controller (See Configuration Task CT#9.5)
Adding DHCP Role to Domain Controller (See Configuration Task CT#9.6)

Install Active Directory on AD Domain Controller VM (See Configuration Task
CT#9.7)

Map CND-Tools Folder from Admin Machine-1 VM (See Configuration Task CT#9.8)
Installing Adobe Acrobat Reader (See Configuration Task CT#9.9)

Installing WinRAR (See Configuration Task CT#9.10)

Installing Web Browsers (See Configuration Task CT#9.11)

Installing Notepad++ (See Configuration Task CT#9.12)

Create and Configure OU in AD (See Configuration Task CT#9.13)

Create and Configure User Account in AD (See Configuration Task CT#9.14)
Installing WampServer (See Configuration Task CT#9.15)

* Configuring Windows 11 Guest OS as Finance Dept (See Configuration Task CT#10)

o

o

(@]

Installing Windows 11 Enterprise Guest OS as Finance Dept (See Configuration Task
CT#10.1)

Changing the Computer Name (See Configuration Task CT#10.2)

Setting up IP address for Finance Dept (See Configuration Task CT#10.3)
Installing Adobe Acrobat Reader (See Configuration Task CT#10.4)
Installing WinRAR (See Configuration Task CT#10.5)

Installing Web Browsers (See Configuration Task CT#10.06)

Installing Notepad++ (See Configuration Task CT#10.7)

* Configuring Ubuntu Linux Guest OS as Operation Dept (See Configuration Task CT#11)

(@]

o

Installing Ubuntu Linux as Operation Dept (See Configuration Task CT#11.1)
Add User to Operation Dept (See Configuration Task CT#11.2)

* Configuring Security Onion Guest OS as Admin machine-2 (See Configuration Task
CT#12)

o

(@]

Installing Security Onion as Admin Machine-2 (See Configuration Task CT#12.1)
Configuring Security Onion (See Configuration Task CT#12.2)

*  Configuring OSSIM Server Guest OS as OSSIM Server(See Configuration Task CT#13)

Page 11
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o Installing OSSIM Server(See Configuration Task CT#13.1)
o Configuring OSSIM Server Web Interface (See Configuration Task CT#13.2)

* Configuring Ubuntu Linux Guest OS as Attacker Machine (See Configuration Task CT#14)
o Installing Ubuntu Linux as Attacker Machine(See Configuration Task CT#14.1)
o Setting up IP address for Attacker Machine (See Configuration Task CT#14.2)
o Configuring Hosts file (See Configuration Task CT#14.3)
o Creating files in Attacker VM (See Configuration Task CT#14.4)
o

» Setting Time Zone (See Configuration Task CT#15)
o Set Time Zone of VMs (See Configuration Task CT#15.1)

= Setting Time Zone (See Configuration Task CT#106)

* Install and Configure Android Device VM (See Configuration Task CT#17)
o Install Android (See Configuration Task CT#17.1)
o Configure IP addresses for Android (See Configuration Task CT#17.2)

® Have all the VMs configured as per the Configuration Tasks (see Configuration Task section
for details)

* Have an LCD Projector connected to the instructor’s machine

® The use of Ghost images is recommended to reduce setup time if computer failure occurs

Student Workstations

Student workstations must:

* Be installed with Windows 10 or later with the latest service packs and full patches applied
* Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed
® Be running IP protocol

= Have all CND Essential Tools downloaded from Aspen to the hard drive in E:\CND-Tools
folder for easy access (See CT#1 in Configuration Task section)

* Install VMware Workstation on Host Machine (See Configuration Task CT#2)
* Configuring Internal Network for Hyper-V (See Configuration Task CT#3)
= Create required guest operating systems on VMWare (See Configuration Task CT#4)

o Create Windows Server 2022 Virtual Machine as Web Server (See Configuration Task
CT#4.1)

o Create Windows Server 2022 Virtual Machine as AD Domain Controller (See
Configuration Task CT#4.2)

o Create Windows 11 Virtual Machine as Finance Dept (See Configuration Task CT#4.3)
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o

Create Windows 11 Virtual Machine as Admin Machine-1 (See Configuration Task
CT#4.4)

Create Ubuntu Virtual Machine as Operation Dept (See Configuration Task CT#4.5)

Create Security Onion Virtual Machine as Admin Machine-2 (See Configuration Task
CT#4.6)

Create OSSIM Server Virtual Machine as OSSIM Sever (See Configuration Task
CT#4.7)

Create Android Virtual Machine as Android Device(See Configuration Task CT#4.8)

Create PfSense Virtual Machine as PfSense External firewall (See Configuration Task
CT#4.9)

Create Smoothwall Virtual Machine as Internal firewall (See Configuration Task
CT#4.10)

Create Ubuntu Virtual Machine as Attacker Machine (See Configuration Task CT#4.11)

* Configuring PfSense Guest OS as External Firewall (See Configuration Task CT#5)

o

Installing PfSense as External Firewall (See Configuration Task CT#5.1)

*  Configuring Smoothwall Guest OS as Internal Firewall (See Configuration Task CT#0)

o

Installing Smoothwall as Internal Firewall (See Configuration Task CT#6.1)

*  Configuring Windows 11 Guest OS as Admin Machine-1 (See Configuration Task CT#7)

o

o

(@]

o

(@]

Installing Windows 11 Pro OS as Admin Machine-1 (See Configuration Task CT#7.1)
Changing the Computer Name (See Configuration Task CT#7.2)

Setting up IP address for Admin Machine-1 (See Configuration Task CT#7.3)
Installing Adobe Acrobat Reader (See Configuration Task CT#7.4)

Installing WinRAR (See Configuration Task CT#7.5)

Installing Web Browsers (See Configuration Task CT#7.0)

Installing Notepad++ (See Configuration Task CT#7.7)

Installing JDK (See Configuration Task CT#7.8)

Installing ZAP Tool (See Configuration Task CT#7.9)

Installing Nessus Vulnerability Scanning Tool (See Configuration Task CT#7.10)
Turn off Windows Firewall (See Configuration Task CT#7.11)

Configuring pfSense Firewall (See Configuration Task CT#7.12)

Configuring Host File in Admin Machine-1 (See Configuration Task CT#7.13)

* Configuring Windows Server 2022 Guest OS as Web Server (See Configuration Task CT#8)

(@]

o

Page 13

Installing Windows Sever 2022 as Web Server (See Configuration Task CT#8.1)
Changing the Computer Name (See Configuration Task CT#8.2)
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o

o

Turn Off Windows Firewall (See Configuration Task CT#8.3)
Setting up IP address for Web Server (See Configuration Task CT#8.4)

Mapping CND-Tools Folder from Host Machine to Windows Server 2022 VM (See
Configuration Task CT#8.5)

Installing Adobe Acrobat Reader (See Configuration Task CT#8.6)
Installing WinRAR (See Configuration Task CT#8.7)

Configuring Windows Explorer (See Configuration Task CT#8.8)
Installing Web Browsers (See Configuration Task CT#8.9)
Installing Notepad++ (See Configuration Task CT#8.10)

Adding IIS (Internet Information Services) roles in Server Manager (See Configuration
Task CT#8.11)

Configure the LuxuryTreats Website (See Configuration Task CT#8.12)
Configuring Host File in Windows Server 2022 (See Configuration Task CT#8.13)
Setting up FTP Site (See Configuration Task CT#8.14)

Change User Account Settings to disable notification on System Changes (See
Configuration Task CT#8.15)

Adding New User (See Configuration Task CT#8.10)
Sharing Shared Docs folder in C Drive CT#8.17)

Configuring Windows Server 2022 Guest OS as AD Domain Controller (See Configuration
Task CT#9)

o

Installing Windows Server 2022 as AD Domain Controller (See Configuration Task
CT#9.1)

Changing the Computer Name (See Configuration Task CT#9.2)

Turn Off Windows Firewall (See Configuration Task CT#9.3)

Enabling Remote Desktop Connection (See Configuration Task CT#9.4)

Setting up IP address for AD Domain Controller (See Configuration Task CT#9.5)
Adding DHCP Role to Domain Controller (See Configuration Task CT#9.6)

Install Active Directory on AD Domain Controller VM (See Configuration Task
CT#9.7)

Map CND-Tools Folder from Admin Machine-1 VM (See Configuration Task CT#9.8)
Installing Adobe Acrobat Reader (See Configuration Task CT#9.9)

Installing WinRAR (See Configuration Task CT#9.10)

Installing Web Browsers (See Configuration Task CT#9.11)

Installing Notepad++ (See Configuration Task CT#9.12)

Create and Configure OU in AD (See Configuration Task CT#9.13)
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o Create and Configure User Account in AD (See Configuration Task CT#9.14)
o Installing WampServer (See Configuration Task CT#9.15)

Configuring Windows 11 Guest OS as Finance Dept (See Configuration Task CT#10)

o Installing Windows 11 Enterprise Guest OS as Finance Dept (See Configuration Task
CT#10.1)

o Changing the Computer Name (See Configuration Task CT#10.2)

o Setting up IP address for Finance Dept (See Configuration Task CT#10.3)

o Installing Adobe Acrobat Reader (See Configuration Task CT#10.4)

o Installing WinRAR (See Configuration Task CT#10.5)

o Installing Web Browsers (See Configuration Task CT#10.06)

o Installing Notepad++ (See Configuration Task CT#10.7)

Configuring Ubuntu Linux Guest OS as Operation Dept (See Configuration Task CT#11)
o Installing Ubuntu Linux as Operation Dept (See Configuration Task CT#11.1)

Configuring Security Onion Guest OS as Admin machine-2 (See Configuration Task
CT#12)

o Installing Security Onion as Admin Machine-2 (See Configuration Task CT#12.1)

o Configuring Security Onion (See Configuration Task CT#12.2)

Configuring OSSIM Server Guest OS as OSSIM Server(See Configuration Task CT#13)

o Installing OSSIM Server(See Configuration Task CT#13.1)

o Configuring OSSIM Server Web Interface (See Configuration Task CT#13.2)
Configuring Ubuntu Linux Guest OS as Attacker Machine (See Configuration Task CT#14)
o Installing Ubuntu Linux as Attacker Machine(See Configuration Task CT#14.1)

o Setting up IP address for Attacker Machine (See Configuration Task CT#14.2)

Have all the VMs configured as per the Configuration Tasks (see Configuration Task section
for details)

The use of Ghost images is recommended to reduce setup time if computer failure occurs

Room Environment

Page 15

The room must contain a whiteboard measuring a minimum of 1 yard by 2-3 yards in length
(1 meter by 2-3 meters)

The room should contain an easel and large tablet (optional)

The room must be equipped with legible black and blue felt tip pens
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Classroom Configuration

The configuration of this classroom is modular. Computers can be added or removed by either row
or column, depending on the needs of the particular class. The following is a sample room setup
that provides optimal support. This setup allows for ease of access to "#roublespots” by the instructor,
and allows students to break into functional small and larger teams.

Student Machines Student Machines

L]

Instructor

Internet

Instructor K
£

" Firewall

e

: IDS (Optional)

Student Machines
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Set up the machines based on the classroom setup diagram. The lab exercises for the students are
instructor led and they are based on the network security tools in the trainer slides.

Ubuntu Window 11

Window Server  Window Server

Android 0SSIM pfSense Smoothwall
Firewall Firewall

2022 2022

Page 17

Instructor Machine

Student Machines
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Computer Names

Assign computer names to student machines like CNDSTUDENT1, CNDSTUDENTZ2,
CNDSTUDENT?3, and so on. Instructor machine should be named as INSTRUCTOR.

Instructor Acceptance

Before the training class is scheduled to begin, the instructor will visit the training facility to inspect
and accept the setup. The technical contact (System Administrator) for the facility must be available
to answer questions and correct any setup issues. Both the instructor and the facility technical
contact will ensure completion of the following checklists before the training setup is deemed
acceptable.
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Firewall Settings

Do not block any ports while accessing the Internet through the firewall. You should be able to ping
servers on the Internet.

Blackboard
®  Write the following on the blackboard top left corner
o Instructor name: <Name of the instructor>
o The username/password to logon to the student machine
= At the center of the board write the following letters in bold
Welcome to CNDv3 Class!

Jack Smith

administrator / qwerty@123
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Setup Checklist

The arrangement of items in the setup checklists is designed to allow the process to be completed in
the most efficient manner possible and validate that the setup has been done correctly. Before
beginning the setup checklist, log off any connected users.

List

Open Network. Verify that all classroom computers are visible in Network

Verify that the CND tools are on the computer in CND-Tools folder in the E:\ drive

Verity that Internet access is available

Visit https:/ /www.eccouncil.org to check the Internet access

Verity each computer has 200 GB or more free disk space

Verity Microsoft PowerPoint, Word, and Excel viewer are installed (or Microsoft
office/Open Office is installed)

Verity if you can successfully boot Windows Server 2012, Windows 10, Windows Server
2008, Ubuntu, OSSIM, and NST virtual machines

Verity that all the VMs are configured as per the configuration tasks

Verity that the Instructor computer can image through the overhead projector

Placement of LCD (overhead) projector is appropriate

Cable wiring organized and labeled

Student workstations and chair placement is satisfactory

Whiteboard and dry erase markers and erasers are available

Instructor station is properly organized and oriented

Computers are labeled with client number

EC-Council courseware (Official EC-Council CND Box) is available for students

o0 000|000 D0

Write down the facility’s technical contact person’s mobile phone number. Contact him
in case of network problem

Page 20
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Instructor Acceptance

The technical contact (System Administrator) for the facility must be available to answer questions
and correct any setup issues.

The Instructor will inspect both the classroom and the items covered in the setup checklist(s) to
ensure that the classroom and setup meet EC Council standards. Any deficiencies discovered by the
Instructor must be corrected before the scheduled start time for the class.

Assistance

If you have problems or require assistance in setting up the Lab for your CND class, please e-mail
partnersupport@eccouncil.org
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Detailed Configuration Tasks (CT)
CT#1: Download CND Tools

1. Create a folder in the Drive E: named CND-Tools

2. Login to your Aspen account = click eBooks icon under the Learning Resources section
“select CND Courseware from the Select Courseware drop-down list in the Download
Courseware section =2 scroll down to the Tools section

3. Click the module names and download all the Essential Tools files to the E:\CND-Tools
folder

4. Right-click the .zip files in the E:\CND-Tools folder and select Extract Here option

CT#2: Install VMware Workstation Pro on the Host Machine

1. Download the latest version of VMware Workstation Pro from the VMware official
website  (https://www.vmmware.com/in/products/workstation-pro/workstation-pro-
evaluation.html).

2. Double click on the .exe setup file to begin the installation.
3. The User Account Control pop-up window appears. Click Yes.

Note: If a VMware Product Installation notification appears, click Yes to restart the
system.

Note: After the system reboots, double-click the downloaded .exe file.

4. VMware Workstation Pro initializes; in the installation wizard, click Next.

ﬁ Viiware Workstation Pro Setup — *

are Welcome to the VMware Workstation Pro

WORKSTATION [tidakiats

PRO™

Please wait while the Setup Wizard prepares to guide you
through the installation.
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5. Accept the user agreement and click Next.

0.

Page 23

ﬁ Viware Workstation Pro Setup

End-User License Agreement

Please read the following license agreement carefully.

— >

©

Last updated: 03 May 2021

[+]1 accept the terms in the License Agreement

Print Back

VMWARE END USER LICENSE AGREEMENT

THE TERMS OF THIS END USER LICENSE AGREEMENT (“EULA"™) GOVERN
YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE. A

In the Custom Setup wizard, check the Enhanced Keyboard Driver option and click

Next.

ﬁ VMware Workstation Pro Setup

Custom Setup

Install to:

Select the installation destination and any additional features.

C:Program Files (x8a) \WMware\WMware Workstation,

- x

Change...

This feature requires 10MB on your host drive.

Add YMware Workstation console tools into system PATH

Back
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7. In the User Experience Settings window, keep the default settings, and click Next.

ﬁ Vihware Workstation Pro Setup — >

User Experience Settings

Edit default settings that can improve your user experience.

[ ] chedk for product updates on startup
When YMware Waorkstation Pro starts, ched: for new versions of the application
and installed software components.

|:| Join the YMware Customer Experience Improvement Program

VMware's Customer Experience Improvement Program 2
(“CEIP"} provides VNware with information that enables
Wiflware to improve its products and services, to fix

problems, and to advise you on how best to deploy and use
our products. As part of the CEIP, VMware collects technical ,

Learn Mare

8. In the Shortcuts windows, keep the default settings and click Next.

ﬁ Wihtware Workstation Pro Setup — pt

Shortcuts
Select the shortouts you wish to place on your system.

Create shortcuts for YMware Waorkstation Pro in the following places:
Desktop

Start Menu Programs Folder
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9. Click Install to begin VMware Workstation Pro installation in the Ready to install the

VMware Workstation Pro window.

ﬁ Whiware Workstation Pro Setup

Ready to install VMware Workstation Pro

- x

©

installation settings. Click Cancel to exit the wizard.

Click Install to begin the installation. Click Back to review or change any of your

- Corcs

10. On completion of the installation, click Finish.

ﬁ Witware Workstation Pro Setup

vmware

WORKSTATION
PRO™

Wizard

key now,

Completed the VMware Workstation Pro Setup

Click the Finish button to exit the Setup Wizard.

Press the License button below if you want to enter a license

— >

11. You will be prompted to restart the system, click Yes.
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CT#3: Configure the Virtual Network in VMware Virtual Network Editor

1. Launch VMware Workstation Pro.

2. Navigate to Edit and click Virtual Network Editor... as shown in the screenshot.

r@ VMware Workstation

- o x
File Edt View VM Tebs Help INJ ==}
Libran, Cut Ctrl+X
|_—;3 Copy CtisC o
Paste Crl+V
[
[E Virtual Network Editor... ]
Preferences... Ctrl+P WO R KSTATI O N 16 P RO“‘
® - P
>
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

3. The Virtual Network Editor window appears; choose the VMnet8 NAT network and
click Change Settings from the lower-right section of the window.

@ Virtual Network Editor

X
MName Type External Connection Host Conmection  DHCP Subnet Address
VMnetl Host-only - Connected Enabled 192.168.63.0
VMnetd MNAT MAT Connected Enabled 192.168.226.0
Add Network... Remove Network Rename Metwork...
VMnet Information

Bridged {connect VMs directly to the external netwark)

Eridged to: Automatic Settings. ..
MAT (shared host's IP address with YMs) MAT Settings...
Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network

Host virtual adapter name: YMware MNetwork Adapter WMnet1
Use local DHCP service to distribute IP address to VMs DHCP Settings...

SubnetIP: | 192 .168 .63 . 0 Subnet mask: | 255 .255.255. 0

/% Administrator privileges are required to modify the network configuration. Gchange Settings

Restore Defaults Import... Export... Ok Cancel Apply Help

4. If a User Account Control pop-up appears, click Yes.
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5. In the Virtual Network Editor window, select VMnetl, define Subnet IP as 10.10.10.0,
and Subnet mask as 255.255.255.0, and click DHCP Settings...

@ Virtual Network Editor ®
Nameﬁon’pe External Connection Host Connection  DHCP Subnet Address
VMne Bridged Auto-bridging - - -

VMnet1 Host-only Connected Enabled 10.10.10.0
VMnetd NAT MAT Connected Enabled 20.20.10.0

Add Network... Remove Netwark Rename Network...
WMnet Information
() Bridged (connect YMs directly to the external network)

Bridged to: Automatic Automatic Settings. ..
(C)MAT (shared host's IP address with YMs) MAT Settings...

(®) Host-only (connect YMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: YMware Network Adapter YMnet1 o

Use local DHCP service to distrib‘aaddress to VMs DHCFEeth'ngs. -

SubnetIP:| 10 . 10 , 10 . O Subnet mask: || 255,255 .255. 0

Restore Defaults Import... Export... Cancel Apply Help

6. In the DHCP Settings window, define the Starting IP address as 10.10.10.3 and the
Ending IP address as 10.10.10.254, and click OK.

DHCP Settings Pt
Metwork: wmnetl

Subnet IP; 10.10.10.0

Subnet mask: 255,255.255.0

Starting IF address: .10 .10 . 3 [I

Ending IP address: 10, 10, 10 . 254 [I

Broadcast address: 10, 10.10, 255

Days: Hours: Minutes:
Default lease time: | 0 = | 0 = | 30 =
Max lease time: | 0 = | 2 = | 0 =
Cance el
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7. Select VMnet8, define Subnet IP as 20.20.10.0 and Subnet mask as 255.255.255.0, and

click NAT Settings...

@ Virtual Network Editor x
Name Type External Connection Host Connection DHCF Subnet Address
YMnetd Bridged Auto-bridging - - -
YMnetl Host-only - o Connected Enabled 10,10,10.0
|VMnets  NAT MAT Connected Enabled  20.20.10.0 |
Add Network... Remove Network Rename Metwork. ..

VMnet Information
(") Bridged (connect YMs directly to the external network)

Bridged to: | Automatic
(@) NAT (shared host's IP address with YMs)

(_)Host-only (connect VMs internally in a private network)

Automatic Settings...

e MAT Settings. ..

Connect a host virtual adapter to this network
Host virtual adapter name: WMware Metwork Adapter VMnets

[ Use local DHCP service to distribuheamlress to VMs DHCFP Settings...
SubnetIP: | 20 .20 . 10 . © Subnetmask: | 255 .255.255. 0
Restore Defaults Import... Export... Cancel Apply Help

8. The NAT Settings window appears; enter the Gateway IP as 10.10.10.2 and click OK.
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MNAT Settings *
MNetwork: wmnetd
SubnetIP:  20.20.10.0
Subnet mask: 255.255.255.0
GatewayIP: | 20 . 20 . 10 . 53
Port Forwarding
HostPort  Type  Virtual Machine TP Address Description
Add... Remove Properties
Advanced
Allow active FTP
Allow any Organizationally Unique Identifier
UDP timeout (in seconds): | 30 =
Config port: 0 =
[[]Enable IPvs
IPv& prefix: | fd15:4ba5: 5a2b: 1008:: /64 |
DNS Settings... MetBIOS Settings...
oc || cacel | hes
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9. Now we keep VMnet8 selected and click DHCP Settings...

EC-Council

& Virtual Network Editor X
MName Type External Connection Host Connection DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -
YMnetl Host-only - Connected Enabled 10.10.10.0
|VMnets  MAT NAT Connected Enabled  20.20.10.0 |
Add Network... Remove Netwark Rename Network...
W¥Mnet Information
() Bridged {connect YMs directly to the external network)
Bridged to: | Automatic Automatic Settings...
(®) MAT (shared host's IP address with VMs) MAT Settings...
i Host-only (connect YMs internally in a private network)
Connect a host virtual adapter to this network
Host virtual adapter name: YMware Network Adapter VMneta
lUse local DHCP service to distribute IP address to YMs DHCP Settings. ..
Subnet IP: | 20 .20 .10 .0 Subnet mask: | 255 . 255.255. 0
Restore Defaults Import... Export... oK Cancel Apply Help

10. In the DHCP Settings window, define the Starting IP address as 20.20.10.2 and the
Ending IP address as 20.20.10.254, and click OK.

Page 29

DHCP Settings

Metwark:
Subnet IF:
Subnet mask:

Starting IP address:

Ending IF address:

Broadcast address:

Default lease time:

Max lease time:

>
vmnets
20.20,10.0
255,255, 255.0
l20.20.10. 2 |
| 20 .20 . 10/ .254 |
20.20,10,255
Days: Hours Minutes:
E [0 ] [ :
E 2 [2 SIE :
Cancel Help
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11. Click Apply and OK in the Virtual Network Editor window to complete the configuration.

© Virtual Network Editor X
Name Type External Connection Host Connection  DHCP Subnet Address
VYMnetd Bridged Auto-bridging - - -
VMnetl Host-only - Connected Enabled 10.10.10.0
VMnet3 MNAT MNAT Connected Enabled 20.20.10.0
Add Network. ., Remove Network Rename Metwork...
VMnet Information

(Z)Bridged (connect WMs directly to the external netwark)
Bridged to:  Automatic Automatic Settings. ..
(@) NAT (shared host's TP address with VMs) MAT Settings...

(") Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware MNetwork Adapter VMnetd

Use local DHCP service to distribute IP address to VMs DHCF Settings...

SubnetIP:| 20,20 .10, 0 Subnet mask:

Restore Defaults

Impaort... Export...

255,255,255, 0 o
2
Cancel I Apply I Help J

CT#4: Creating Virtual Machines

CT#4.1: Creating Virtual Machine for Web Server

1.

2.

Page 30

In the VMware Workstation window, click Create a New Virtual Machine.

@ VMware Workstation
File Edit View VM

‘Library

Tabs

£ Type here to search

1 My Computer
[ Shared VMs

— O X
Help = [I:E
{7y Home
WORKSTATION 155 PRO™
® [ 2
e
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware

In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.
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3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file
and click on Next >.

New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

@nstaller disc image file (iso):
[ Cr\sers\ \Downloads\20348.169.210 ~ | | | Browse...

[i] Windows Server 2022 detected.
This operating system will use Easy Install. (What's this?

()1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help | < Back ‘ | Next > |“ Cancel ]
4. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next.

New Virtual Machine Wizard X

Easy Install Information
This is used to install Windows Server 2022.

Windows product key

Version of Windows to install

I|:J\‘indnws Server 2022 Standard &3 I
Personalize Windows
Full name: || Admin ||
Password: | | (optional)

Confirm: | |

Log on automatically (requires a password)

j Help . | <Back [ Cancel

5. A popup appears for windows product key. Click yes.
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6. Assign the name of the virtual machine as WebServer. You can choose different location to

store the VIM’s or set it to default location. Click Next.

New Virtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

X

Virtual machine name:
WebServer ‘

Location:

D:\Workstation\CNDv3\WebServer

‘ | Browse...

The default location can be changed at Edit > Preferences.

< Back IV Next =

Cancel

7. Specify Disk Capacity section appears, allocate 60 GB space for hard disk. Then, select the

Page 32

Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

X

files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows Server 2022: 60 GB

[@ Store virtual disk as a single file]
(O Split virtual disk into multiple files

but may reduce performance with very large disks.

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,

Splitting the disk makes it easier to move the virtual machine to another computer

Help < Back | Next >

Cancel
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8. Click Customize Hardware.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2022 and then VMware Tools.

The virtual machine will be created with the following settings:

Name: WebServer
Location: D:\Workstation\CNDv3\WebServer
Version: Workstation 17.x

Operating System: Windows Server 2022

Hard Disk: 60 GB

Memory: 2048 MB

Network Adapter:  Custom (VMnet0)

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card
| Customize Hardware... |

[_]Power on this virtual machine after creation

< Back | | Finish | | Cancel ]

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet0
(Bridged). Click on Close.

Hardware X
Device Summary Device status
2GB Connected
2 Connect at power on
Using file C:\Users\AbhinashM. ..
Network connection
Present () Bridged: Connected directly to the physical network
)
4 50_und Cerd Auto detect Replicate physical network connection state
(=) Printer Present
[pisplay Auto detect () NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
@ Custom: Spedific virtual network
VMnet0 he
() LAN segment:
LAN Segments... Advanced...
Add... Remove
e
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10. Uncheck Power on this virtual machine after creation checkbox and click on Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2022 and then VMware Tools.

The virtual machine will be created with the following settings:

Name: WebServer
Location: D:\Workstation\CNDv3\WebServer
Version: Workstation 17.x

Operating System: Windows Server 2022

Hard Disk: 60 GB

Memory: 2048 MB

Network Adapter:  Custom (VMnet0)

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

| Customize Hardware... |

@ower on this virtual machine after creation

< Back | Finish | Cancel W

11. VMware workstation creates WebServer virtual machine profile.
CT#4.2: Creating Virtual Machine for AD Domain Controller

1. In the VMware Workstation window, click Create a New Virtual Machine.

5 VMware Workstation - O X
File Edit View VM Tabs Help 08 o
Jlerary ® £ Home
£ Type here to search -

1 My Computer
[ Shared VMs

WORKSTATION 155 PRO"

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.
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3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file
and click on Next >.

New Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available »

@Installer disc image file (iso):
| C:\Users\ \Downloads\20348.169.210 | Browse...

[i] Windows Server 2022 detected.
This operating system will use Easy Install. (What's this?

(O 1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help | < Back | Next > | Cancel l
4. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next.

New Virtual Machine Wizard X

Easy Install Information
This is used to install Windows Server 2022.

Windows product key

Version of Windows to install

[Winduws Server 2022 Standard v ]
Personalize Windows
Full name: ﬂ Admin ‘l
Password: | ‘ (optional)
Confirm: | ‘

Log on automatically (requires a password)

| He _<mck [[het> ]| cncl |

5. A popup appears for windows product key. Click yes.
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6. Assign the name of the virtual machine as AD Domain Controller. You can choose
different location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard

Name the Virtual Machine

Virtual machine name:

What name would you like to use for this virtual machine?

| AD Domain Controller

et

Location:
| D:\Workstation\CNDv3\AD Domain Controller | E Browse...
The default location can be changed at Edit > Preferences.

< Back Next > Cancel

7. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

Page 36

New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

files, and data to your virtual machine.

Maximum disk size (GB): 50 :_I

Recommended size for Windows Server 2022: 60 GB

() split virtual disk into multiple files

Help < Back

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Cancel

X
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8. Click on Customize Hardware.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2022 and then YMware Tools.

The virtual machine will be created with the following settings:

Name: AD Domain Controller
Location: D:\Workstation\CNDv3\AD Domain Controller
Version: Workstation 17.x

Operating System: Windows Server 2022

Hard Disk: 50 GB

Memory: 2048 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card

Customize Hardware...

[_]Power on this virtual machine after creation

< Back | Finish Cancel ]

9. Click on Network Network Adapter. Select Custom: Specific Virtual Network and select
VMnetO (Bridged). Click on Close.
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Hardware

Device
[E=IMemory

Summary
2GB
2

Custom (VMnet0)
Present

Using file C:\Users\AbhinashM...

<) Sound Card Auto detect
@ Printer Present
[Ipisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state
() NAT: Used to share the host's IP address.

(O Host-only: A private network shared with the host
Custnm: Specific virtual network

VMnet0

() LAN segment:

LAN Segments...

Advanced...
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10. Ensure to uncheck the Power on this virtual machine after creation checkbox and click
Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2022 and then VMware Tools.

The virtual machine will be created with the following settings:

Name: AD Domain Controller
Location: D:\Workstation\CNDv3\AD Domain Controller
Version: Workstation 17.x

Operating System:  Windows Server 2022

Hard Disk: 50 GB

Memaory: 2048 MB

Metwork Adapter:  Custom (VMnet0)

Other Devices; 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

I [ ]Power on this virtual machine after creation

< Back II Cancel

11. Hyper-V Manager creates AD Domain Controller virtual machine profile.

CT#4.3: Creating Virtual Machine for Finance Dept

1. In the VMware Workstation window, click Create a New Virtual Machine.

@ VMware Workstation - [m} *
File Edit View VM Tabs Help 08O

i *®

Library £ Home

| £ Type here to search -

1 My Computer
[ Shared VMs

WORKSTATION 155 PRO™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.

Page 38 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defend =
abSetup Guide EC-Council

3. In the Guest Operating System Installation wizard, choose the I will install the operating
system later radio button (if you have an ISO of Windows 11) and click Next.

Mew Virtual Machine Wizard >
Guest Operating System Installation
& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
Install from:

Installer disc:

Mo drives available

() Installer disc image file (jiso):

Browse...

(®) I will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help < Back Cancel

4. In the Select a Guest Operating System wizard, ensure that the Microsoft Windows radio
button is selected in the Guest operating system section and that Windows 10 x64 is
selected under Version. Click Next.

MNew Virtual Machine Wizard *

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(@) Microsoft Windows
OLinux

O WMware ESX

() Other

Version

| Windows 10 x64 |

Help < Back Cancel
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5. The Name the Virtual Machine wizard appears; type Windows 11 in the Virtual machine
name ficld and click the Browse button to store the virtual hard disk. Choose your desired
location to store the hard disk and then click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

‘ Finance Dept |

Location:
‘ D:\Workstation\CNDv3\Finance Dept | | TR "
The default location can be changed at Edit = Preferences.

< Back . Next > Cancel

6. The Specify Disk Capacity wizard appears. Leave the Maximum disk size (GB) to default

(i.e., 80 GB, recommended), select the Store virtual disk as a single file radio button, and
click Next.

New Virtual Machine Wizard hd

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows 10 x64: 60 GB

I@ Store virtual disk as a single ﬁIeI
() split virtual disk inte multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel
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7. 'The Ready to Create Virtual Machine wizard appears; confirm the settings and click the
Customize Hardware... button.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows 11
x64.

The virtual machine will be created with the following settings:

Name: Finance Dept
Location: D:\Workstation\CNDv3\Finance Dept
Version: Workstation 17.x

Operating System: Windows 11 x64

Hard Disk: 50 GB

Memory: 4096 MB

Network Adapter:  NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

< Back Finish Cancel -‘

8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand
pane. In the right-hand pane, select the Use 1SO image file radio button and then click the
Browse... button to provide the ISO path of Windows 11 ISO file. Click Close.

Hardware %
Device Summary Device status
E=IMemory 268 Connected
El rOCESSOrS 2 Connect at power on
" JNew CD/OVD (SATA) _ Auto detect |
S Network Adapter NAT Connection
USB Controller Present (O Use physical drive:
cli Sound Card Auto detect Auto detect
= Prirter Present
Clpisplay Auto detect (®) Use IS0 image file:
I—vl —
Advanced...
Add... Remove
=
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9. In the Ready to Create Virtual Machine wizard, click Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows 11
x64.

The virtual machine will be created with the following settings:

Name: Finance Dept
Location: D:\Workstation\CNDv3\Finance Dept
Version: Workstation 17.x

Operating System: Windows 11 x64

Hard Disk: 50 GB

Memory: 2048 MB

Network Adapter:  Custom (VMnet8)

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware... 1

< Back I | Finish . Cancel ‘

10. VMware workstation creates Finance Dept virtual machine profile.

CT#4.4: Creating Virtual Machine for Admin Machine-1

1. In the VMware Workstation window, click Create a New Virtual Machine.

(8 VMware Workstation - O X
File Edit View UM Tabs Help 08 o

i X

Library £) Home

| £ Type here to search -

1 My Computer
T Shared VMs

WORKSTATION 155 PRO"™

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.
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3. In the Guest Operating System Installation wizard, choose the I will install the operating
system later radio button (if you have an ISO of Windows 11) and click Next.

Mew Virtual Machine Wizard >
Guest Operating System Installation
& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
Install from:

Installer disc:

Mo drives available

() Installer disc image file (jiso):

Browse...

(®) I will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help < Back Cancel

4. In the Select a Guest Operating System wizard, ensure that the Microsoft Windows radio
button is selected in the Guest operating system section and that Windows 10 x64 is
selected under Version. Click Next.

MNew Virtual Machine Wizard *

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(@) Microsoft Windows
OLinux

O WMware ESX

() Other

Version

| Windows 10 x64 |

Help < Back Cancel
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5. The Name the Virtual Machine wizard appears; type Windows 11 in the Virtual machine
name ficld and click the Browse button to store the virtual hard disk. Choose your desired
location to store the hard disk and then click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

I Admin Machine-1 ‘I
Location:
‘ D:\Workstation\CNDv3\Admin Machine-1 ‘ | Browse...
The default location can be changed at Edit > Preferences.
< Back I Next > | Cancel |

6. The Specify Disk Capacity wizard appears. Leave the Maximum disk size (GB) to default

(i.e., 80 GB, recommended), select the Store virtual disk as a single file radio button, and
click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows 10 x64: 60 GB

I@ Store virtual disk as a single ﬁIeI
() split virtual disk inte multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel
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7. 'The Ready to Create Virtual Machine wizard appears; confirm the settings and click the
Customize Hardware... button.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows 11
x64.

The virtual machine will be created with the following settings:

Name: Admin Machine-1
Location: D:\Workstation\CNDv3\Admin Machine-1
Version: Workstation 17.x

Operating System: Windows 11 x64

Hard Disk: 70 GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

< Back | Finish | Cancel |

8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand
pane. In the right-hand pane, select the Use 1SO image file radio button and then click the
Browse... button to provide the ISO path of Windows 11 ISO file. Click Close.

Hardware B%

Device Summary Device status

E=IMemary 2cE Connected

{"Eprocassors 2 Connect at power on

@New CD/OVD (SATA)  Auto detect |

S Network Adapter NAT Connection

[] use Controller Present (O Use physical drive:

c}o Sound Card Auto detect Auto detect

@ Printer Present

[Cpisplay Auto detect I@ Use IS0 image file: I

I VI Browse...
Advanced. ..
Add... Remove
__Close Help i
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9. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine

in MB (here, 2048).

Hardware X
Device Summary Memory
4GB Specify the amount of memory allocated to this virtual machine. The memory
2 size must be a multiple of 4 MB.
:E:NSS(IREBDDS?TA) ::t_:_) detect Memory for this virtual machine: 2048 = ﬂ MB
USB Controller Present
<) Sound Card Auto detect 12868
(5 Printer Present 6468
[Clpisplay Auto detect 3268
16 GB P B Maximum recommended memory
86GB (Memory swapping may
4GB < occur beyond this size.)
268 4H 13.3 GB
1GB
512 MB B Recommended memory
256 MB 4GB
128 MB
64 MB Guest OS recommended minimum
32 MB 4GB
16 MB
8 MB
4 MB
Add... Remove

Help

10. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8.
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ardware X
Device Summary Device status
[E=IMemory 2GB Connected
Processors 2 Connect at power on
New CD/DVD (SATA)  Auto detect
F Network Adapter NAT Network connection
USB Controller Present (O Bridged: Connected directly to the physical network
</ Sound Card Auto detect
3 Replicate physical network connection state
(= Printer Present
[Ipisplay Auto detect (O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(®) Custom: ific virtual network
VMnets (NAT) M
(O LAN segment:
LAN Segments... Advanced...
Add... Remove

Close |

Help 1
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11. In the Ready to Create Virtual Machine wizard, click Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows 11
x64.

The virtual machine will be created with the following settings:

Name: Admin Machine-1
Location: D:\Workstation\CNDv3\Admin Machine-1
Version: Workstation 17.x

Operating System: Windows 11 x64

Hard Disk: 70 GB

Memory: 2048 MB

Network Adapter:  Custom (VMnet8)

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware... |

< Back Finish Cancel

12. VMware workstation creates Admin Machine-1 virtual machine profile.

CT#4.5: Creating Virtual Machine for Operation Dept
1. Launch VMware Workstation. If already launched, skip to step two.

2. New Virtual Machine Wizard window appears, click Next > button.

New Virtual Machine Wizard X

vmware Welcome to the New Virtual

WORKSTATION  Machine Wizard
PRO"™

1 7 What type of configuration do you want?

@Typical (recommended)

Create a Workstation 17.x virtual machine
in a few easy steps.

(O Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

< Back [] Cancel J
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3. Click I will install the operating system later radio button and click on Next >.

New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

() Installer disc image file (iso):

Browse...

[ @I will install the operating system later. ]

The virtual machine will be created with a blank hard disk.

Help < Back ‘l Next > | Cancel

4. Select Linux and choose Ubuntu 64-bit as Version. Click on Next.

New Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

(@) Linux_]
() VMware ESX
() Other

Version

Ubuntu 64-bit v

L Help < Back | L Cancel J
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5. Assign the name of the virtual machine as Operation Dept. You can choose different
location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

I‘ Operation Dept I ‘
Location:
‘ D:\Workstation\CNDv3\Operation Dept ‘ | Browse... |

The default location can be changed at Edit > Preferences.

< Back L Next> Cancel

6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): - 5 Z

Recommended size for Ubuntu 64-bit: 20 GB

[@ Store virtual disk as a single ﬁ|E]
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

L Help < Back Cancel J
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7. Click Customize Hardware.

New Virtual Machine Wizard X
Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.
The virtual machine will be created with the following settings:
Name: Operation Dept
Location: D:\Workstation\CNDv3\Operation Dept
Version: Workstation 17.x
Operating System: Ubuntu 64-bit
Hard Disk: 50 GB
Memory: 4096 MB
Network Adapter: NAT
Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card
Customize Hardware... |
<Back || Finish | | Cancel —|

8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine

in MB (here, 2048).

Hardware X
Device Summary Memory
Specify the amount of memory allocated to this virtual machine. The memory
% Processors 2 size must be a multiple of 4 MB.
g :msﬁ{i‘;gni:\-m) g::u;‘:l(e\?:ﬂnem) Memaory for this virtual machine: 2048 2 (MB
[]uss Controller Present
< Sound Card Auto detect 12868
(=) Printer Present sice
Cloisplay Auto detect 3268
16.GB < M Maximum recommended memory
GB (Memory swapping may
4GB -« ocour beyond this size.)
268 4 133GB
1GB
512 MB B Recommended memory
256 MB 4GB
128 MB
64 MB Guest OS recommended minimum
32 M8 2GB
16 MB
BMB
4MB
Add... Remove
v
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9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8.
Click on Close.

Hardware

Device Summary
[E=IMemory 2 GB
{Processors 2

New CD/DVD (SATA)  Auto detect
USB Controller Present
<) Sound Card Auto detect
(= Printer Present
[_Ipisplay Auto detect

Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state
() NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
@ ustom: Specific virtual network

(vMnets (NAT)

(O LAN segment:

LAN Segments...

|

Advanced...

10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse
and select the iso file for Ubuntu. Click on Close.
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Hardware
Device Summary
lemory 2 GB
2
(=) New CD/DVD (SATA)  Auto detect |
S0 Network Adapter Custom (VMnet8)
USB Controller Present
<1» Sound Card Auto detect
IE',] Printer Present
|;|Display Auto detect
Add... Remove

Device status
Connected
Connect at power on

Connection

() Use physical drive:

Auto detect E
([
[ C:\Users! Yownloads\ubuntu-22.0 v \| Browse...

Come ] v ||

Advanced...
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11. Click on Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-hit.

The virtual machine will be created with the following settings:

Name: Operation Dept
Location: D:\Workstation\CNDv3\Operation Dept
Version: Workstation 17.x

Operating System: Ubuntu 64-bit

Hard Disk: 50 GB

Memory: 2048 MB

Network Adapter:  Custom (VMnet8)

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware... ]

< Back Cancel

12. VMware workstation creates Operation Dept virtual machine profile.

CT#4.6: Creating Virtual Machine for Admin Machine-2

1. In the VMware Workstation window, click Create a New Virtual Machine.

@ VMware Waorkstation - O X
File Edit View VM Tabs Help 08O
i *®
Jlerary £ Home
£ Type here to search -

1 My Computer
[ Shared VMs

WORKSTATION 155 PRO"

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.
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3. Click I will install the operating system later radio button and click on Next >.

New Virtual Machine Wizard

Guest Operating System Installation
Install from:

Installer disc:

No drives available

O Installer disc image file (iso):

[ (@)1 will install the operating system later.

L Help < Back

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

The virtual machine will be created with a blank hard disk.

X

Browse...

4. Select Linux and choose Ubuntu as Version. Click on Next.

Mew Virtual Machine Wizard

Select a Guest Operating System

Guest operating system
() Microsoft Windows

L) VMware ESX
() Other

Version

Help < Back

Which operating system will be installed on this virtual machine?
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5. Assign the name of the virtual machine Admin Machine-2. You can choose a different
location to store the VM’s or set it to default location. Click Next.

Mew Virtual Machine Wizard >

Hame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Admin Machine-2

Location:

l D:\Wo e\ Admin Machine-2 l ' Browse. .. I

The default location can be changed at Edit = Preferences.

6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): - 50 Z
Recommended size for Ubuntu 64-bit: 20 GB

[@ Store virtual disk as a single ﬁle]
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

L Help < Back _._ Cancel J
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7. Click Customize Hardware.

New Virtual Machine Wizard K

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine will be created with the following settings:

Name: Operation Dept
Location: D:\Workstation\CNDv3\Operation Dept
Version: Workstation 17.x

Operating System: Ubuntu 64-bit

Hard Disk: 50 GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware... |

< Back | | Finish | | Cancel W

8. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8..

Hardware X
Device Summary Device status
EIMEmury 2GB Connected
Eprocessors 2 Connect at power on
New CD/DVD (SATA)  Auto detect
ENetwork Adapter Custom (VMnet8) Network connection
USB Controller Present (O Bridged: Connected directly to the physical network
" Sound Card Auto detect
g u.un ar ko aeter Replicate physical network connection state
(=) Printer Present
[lpisplay Auto detect (O NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
uslom: Speific virtual network
(VMnets (NAT) ~
(O LAN segment:
LAN Segments... Advanced...
Add... Remove
|
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9. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse
and select the iso file for Security Onion. Click on Close.

Hardware x
Device Summary Device status
EMemory 12.1G8 Connected
{“FProcessors 4 Connect at power on
[@]1ew CD/DVD (SATA)  Auto detect
o Metwork Adapter NAT Connection
[ uss controller Present (O use physical drive:
£li Sound Card Auto detect e
pisplay Auto detect

(®) Use 150 image file:

lD:\END\securitycman.i‘250‘20230519.\50 ~ l Browse. ..

Advanced...

Add... Remove
Close Help |
10. Click on Finish.
Mew Virtual Machine Wizard >

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu.

The wirtual machine will be created with the following settings:

Name: Admin Machine-2 ~
Location: D:\WorkStation\CMNDv3\admin Machine-2
Version: Workstation 17.5.x

Operating System: Ubuntu

Hard Disk: 50 GB

Memaory: 12416 MB

Metwork Adapter:  NAT

Qther Devices: 4 CPU cores, CD/OVD, USB Controller, Sound Card W

I Customize Hardware. .. |

< Back Finish Cancel

11. VMware workstation creates Admin Machine-2 virtual machine profile.
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CT#4.7: Creating Virtual Machine for OSSIM Server

1. In the VMware Workstation window, click Create a New Virtual Machine.

18 VMware Warkstation - [m} *
File Edit View VM Tabs Help Iy =g
‘Library X £ Home
£ Type here to search -
1 My Computer
[ Shared VMs .
WORKSTATION 155 PRO
® 4 &
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remaote Server
vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click

Next.

3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file

and click on Next >.

New Virtual Machine Wizard

Guest Operating System Installation
A virtual machine is like a physical computer;

system. How will you install the guest operating system?

x

it needs an operating

Install from:

Installer disc:

No drives available

[ @Installer disc image file (iso):

|C:\Users‘ Downloads\AlienVault_055 v| [ Browse...

[i] Debian 9.x 64-bit detected.

(D1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back

Next > . Cancel
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4, Select Other and choose FreeBSD 12 64-bit as Version. Click on Next.

New Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

() Linux

() VMware ESX

Version

 FreeBSD 12 64-bit v

Help < Back | Cancel
. — 4

5. Assign the name of the virtual machine as OSSIM Server. You can choose different
location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
| 0SSIM Server ‘

Location:
‘ D:\Workstation\CNDv3\0SSIM Server ‘ [ Browse...
The default location can be changed at Edit > Preferences.
< Back | ( Next > | Cancel
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6. Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then, select the

Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): 305

Recommended size for Debian 9.x 64-bit: 20 GB

(®) Store virtual disk as a single file ]

() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

7. Click Custo

Page 59

Help < Back | Next = || Cancel
i | |

mize Hardware.

New Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Debian 9.x
64-bit.

The virtual machine will be created with the following settings:

MName: 0S55IM Server
Location: D:\Workstation\CNDv3\0OSSIM Server
Version: Workstation 17.x

Operating System: Debian 9.x 64-bit

Hard Disk: 30 GB

Memory: 2048 MB

Network Adapter: NAT

QOther Devices: CD/DVD, USB Controller, Sound Card
| Customize Hardware... |I

[ ] Power on this virtual machine after creation

< Back . | Finish | . Cancel l
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine
in MB (here, 4096).

Hardware X
Device Summary Memory
Specify the amount of memory allocated to this virtual machine. The memory
1 size must be a multiple of 4 MB.
xz:vugilz\é?pg?a :Z‘:g file C:\Users\ Memory for this virtual machine:
USB Controller Present
<) Sound Card Auto detect 12868
(3 Printer Present 64 GB
|:|Display Auto detect 3268
16 GB < B Maximum recommended memory
8GB (Memory swapping may
168 @ occur beyond this size.)
26GB « 13.3GB
1GB
512 MB M Recommended memory
256 MB 2GB
128 MB
64 MB Guest OS5 recommended minimum
32 MB 1GB
16 MB
8 MB
4MB
Add... Remove
Help

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnetl.
Click on Close.

Hardware X
Device Summary Device status
4GB Connected
1 Connect at power on
(=) New CD/DVD (IDE) __Using file C:\Users\ .
< Network Adapter NAT Network connection
[=]us Controller Present (O Bridged: Connected directly to the physical network
0l
ok So_und Card Auto defect Replicate physical network connection state
(=5 Printer Present
[Clpisplay Auto detect (O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
Custnm: Specific virtual network
v
(O LAN segment:
LAN Segments... Advanced...
Add... Remove
Close | Help 1
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10. Select Processors and select 4 in number of processors. Click on Close.

Hardware

Device
E=IMemory

Summary
4GB

Processors. 4

Processors

Number of processors:

Total processor cores: 4

Virtualization engine
[ virtualize Intel VT-x/EPT or AMD-V/RVI
[ virtualize CPU performance counters

New CD/DVD (IDE)  Using file C:\Users\,
23 Network Adapter Custom (VMnet1)
USB Controller Present
<l Sound Card Auto detect
@] Printer Present
[Ipisplay Auto detect
Add... Remove

Number of cores per processor:

[] virtualize IOMMU (IO memory management unit)

(o=

11. Click on Finish.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Debian 9.x

64-bit.

The virtual machine will be created with the following settings:

Name:

Location:

Version:
Operating System:

Hard Disk:
Memory:
Network Adapter:
Other Devices:

OSSIM Server
D:\Workstation\CNDv3\0SSIM Server
Workstation 17.x

Debian 9.x 64-bit

30 GB
4096 MB
Custom (VMnet1)

4 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

| Customize Hardware... |

[ ]Power on this virtual machine after creation

Cancel

| <Back || Finish |‘

‘_l

12. VMware workstation creates Android virtual machine profile.
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CT#4.8: Creating Virtual Machine for Android Device

1. In the VMware Workstation window, click Create a New Virtual Machine.

18 VMware Warkstation - [m} *
File Edit View VM Tabs Help Iy =g
‘Library X £ Home
£ Type here to search -
1 My Computer
[ Shared VMs .
WORKSTATION 155 PRO
® 4 &
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remaote Server
vmware

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click

Next.

3. Click I will install the operating system later radio button and click on Next >.

New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

X

Install from:
Installer disc:

No drives available

() Installer disc image file (iso):

(@1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Browse...

Help | <Back | Next > | ‘ Cancel
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4, Select Other and choose FreeBSD 12 64-bit as Version. Click on Next.

New Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

() Linux

() VMware ESX

Version

| FreeBSD 12 64-bit v

Help < Back | Cancel
. —

5. Assign the name of the virtual machine as Android. You can choose different location to
store the VMM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
‘ Android ‘

Location:
‘ D:\Workstation\CNDv3\Android | Browse...

The default location can be changed at Edit > Preferences.

< Back [ Next > Cancel

d
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6. Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): - 20 T

Recommended size for FreeBSD 12 64-bit: 20 GB

[@ Store virtual disk as a single file ]
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back | Next > |I Cancel ]

7. Click Customize Hardware.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD 12
64-bit.

The virtual machine will be created with the following settings:

Name: Android
Location: D:\Workstation\CNDv3\Android
Version: Workstation 17.x

Operating System: FreeBSD 12 64-hit

Hard Disk: 20 GB

Memory: 256 MB

Network Adapter: NAT

Other Devices: CD/DVD, Printer, Sound Card

|: Customize Hardware...

< Back | Finish | Cancel
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine

in MB (here, 2048).

Hardware

Device Summary
Memory 2GB
Processors 1

New CD/DVD (IDE) Auto detect

_%l Network Adapter NAT

USB Controller Present

<l? Sound Card Auto detect

[ Display Auto detect

Add...

Memory

Specify the amount of memory allocated to this virtual machine. The memory

size must be a multiple of 4 MB.

Memory for this virtual machine:

128 GB
64 GB
32GB
16 GB < M Maximum recommended memory
8GB (Memory swapping may
4GB occur beyond this size.)
2606 4l 13.3GB
1GB
512 MB B Recommended memory
256 MB < 256 MB
128 MB
64 MB Guest OS recommended minimum
32MB 32MB
16 MB
8 MB
4 MB

Close

Help

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnetl.

Click on Close.

Hardware
Device Summary
2GB
2
() New CD/DVD (SATA)  Auto detect
£ Network Adapter NAT
USB Controller Present
< Sound Card Auto detect
=1 Printer Present
:|Display Auto detect
Add...

Device status
Connected
Connect at power on

Network connection

(O Bridged: Connected directly to the physical network
Replicate physical network connection state

(O NAT: Used to share the host's IP address.

(O) Host-only: A private network shared with the host
Cuslom: Spedific virtual network

VMnetl (Host-only)

(O LAN segment:

LAN Segments...

Close |

Advanced...

Help 1
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10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse
and select the iso file of Android. Click on Close.

I kProcessors

Hardware
Device Summary
E=IMemory 2GB

1

Device status
Connected

Connect at power on

Connection

(O Use physical drive:

(=) New CD/DVD (IDE) Auto detect |
S Network Adapter Custom (VMnet1)
USB Controller Present
£l Sound Card Auto detect
Clpisplay Auto detect
Add... Remove

Auto detect ~
(®) Use IS0 image file:
C:\Users' Downloads\android-x86. ~ ‘I Browse... I

Advanced...

Help

Close

11. Click on Finish.

Page 66

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD 12

64-bit.

The virtual machine will be created with the following settings:

Name:

Location:

Version:

Operating System:

Hard Disk:
Memory:
Network Adapter:

Android

D:\Workstation\CNDv3\Android

Workstation 17.x
FreeBSD 12 64-bit

20 GB
2048 MB
Custom (VMnet1)

Other Devices:

CD/DVD, USB Controller, Sound Card

Customize Hardware... |

< Back _

Cancel
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12. VMware workstation creates Android virtual machine profile.

CT#4.9: Creating Virtual Machine for PfSense External Firewall

EC-Council

13. In the VMware Workstation window, click Create a New Virtual Machine.

(5 vMware Workstation = m} *
File Edit View VM Tabs Help 1=
Jl.ibrary x & Home
| D Type hereto search -
1 My Computer
3 Shared VMs .
WORKSTATION 155 PRO
® [ P
F
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware

14. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click

Next.

15. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file
and click on Next >.

Page 67

New Virtual Machine Wizard
Guest Operating System Installation

system. How will you install the guest operating system?

A virtual machine is like a physical computer; it needs an operating

X

Install from:

Installer disc:

No drives available ~

nstaller disc image file (iso):

| C:\Users\ Downloads\pfSense-CE-2.6 | Browse... |

[i] FreeBSD version 10 and earlier 64-bit detected.

()1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back | Next > |

Cancel ]
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16. Assign the name of the virtual machine as pfSense External Firewall. You can choose
different location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

” pfSense External Firewall ‘

Location:
‘ D:\Workstation\CNDv3\pfSense ‘

I Browse... I

The default location can be changed at Edit > Preferences.

< Back Next = Cancel

17. Connect Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then,
select the Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB) 200 =

Recommended size for FreeBSD version 10 and earlier 64-bit: 20 GB

[@ Store virtual disk as a single file ]
() Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back | Next > | Cancel
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18. Click on Customize hardware.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing FreeBSD
version 10 and earlier 64-bit.

The virtual machine will be created with the following settings:

Name:

Location:

Version:
Operating System:

Hard Disk:
Memory:
Network Adapter:
Other Devices:

pfSense External Firewall
D:\Workstation\CNDv3\pfSense
Workstation 17.x

FreeBSD version 10 and earlier 64-bit

20 GB

256 MB

NAT

CD/DVD, USB Controller, Sound Card

[ Customize Hardware...

?iner on this virtual machine after creation:

< Back Finish | Cancel J

EC-Council

19. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine
in MB (here, 1024). Click on Network Adapter.

Memory

size must be a multiple of 4 MB.

Hardware
Device summary
256 MB
1
.=) New CD/DVD (IDE)
525 Network Adapter NAT

Using file C:\Users\Ab_]hlnashM... Memory for this virtual machine: MB

[%=]UsB Controller

Present

128 GB

<l» sound Card Auto detect
|:|Di5play Auto detect 64 GB
32GB
16 GB Pl B Maximum recommended memory
8GB (Memory swapping may
4GB occur beyond this size.)
26GB 13.3GB
168 @l
512 MB B Recommended memory
256 MB < 256 MB
128 MB
64 MB Guest 0S recommended minimum
32MB 32MB
16 MB
8MB
4 MB
Add... Remove

o

Specify the amount of memory allocated to this virtual machine. The memory
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20. Select Custom: Specific Virtual Network and select VMnetO (Bridged). Click on Add.

Hardware Options

Virtual Machine Settings

Device
E=IMemory

[=\Hard Disk (SCSI)
CD/DVD (IDE)
i Network Adapter
USB Controller
<) Sound Card
[_Ipbisplay

Summary
1GB

1

20GB

Using file C:\Users\AbhinashM...

Bridged (Automatic)
Present

Auto detect

Auto detect

Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
istom: Spedific virtual network

X

(O LAN segment:

LAN Segments...

Advanced...

oK | Cancel |l Help l
21. Select Network Adapter and click Finish.
Virtual Machine Settings X
Hardware Options
Device Summary Device status
[E==IMemory 1GB Connected
|:Processors 1 Connect at power on
[=\Hard Disk (SCSI) 20 GB
CD/DVD (IDE) Add Hardware Wizard X
22 Network Adapter E
USB Controller Hardware Type
£}) Sound Card What type of hardware do you want to install?
[Clpisplay
Hardware types: Explanation it

[\Hard Disk

USB Controller

<1 Sound Card

@ Parallel Port

Serial Port

(= Printer

Generic SCSI Device

1&; Trusted Platform Module

Add a network adapter.

.

oo

Cancel

Remove

oK | Cencel || Help 1

egments...

Advanced...
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22. Select Custom: Specific Virtual Network and select VMnetl (Host Only). Click on Add.

Virtual Machine Settings X
Hardware Options
Device Summary Device status
[E=IMemory 1GB Connected
1 Connect at power on
[\Hard Disk (5CSI) 20 GB
CD/DVD (IDE) Using file C:\Users\AbhinashM... Network connection
"I Network Adapter Custom (VMnet0) () Bridged: Connected directly to the physical network
) Network Adapter 2 NAT i . i
Replicate physical network connection state
USB Controller Present
) Sound Card Auto detect () NAT: Used to share the host's IP address
[Cpisplay Auto detect () Host-only: A private network shared with the host
(® Custom: Specific virtual network
VMnetl (Host-only) I v
() LAN segment:
LAN Segments... Advanced...
Add... [ Remove
L oK | Cancel | | Help L
23. Select Network Adapter and click Finish.
WVirtual Machine Settings X
Hardware Options
Device Summary Device status
1GB Connected
1 Connect at power on
20 GB
CO/DVD (IDE) Add Hardware Wizard X
Network Adapter i
2 Network Adapter 2 Hardware Type
USB Controller What type of hardware do you want to install?
<) Sound Card
[ pisplay Hardware types: Explanation t
[\Hard Disk Add a network adapter.
CD/DVD Drive ~
SB Controller -
<) Sound Card L
(2 parallel Port pgments... Advanced...
Serial Port P
(=3 Printer

eneric SCSI Device
15, Trusted Platform Module

Cancel

=3
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: i |

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

EC-Council

24. Select Custom: Specific Virtual Network and select VMnet8 (NAT). Click OK.

Virtual Machine Settings

Hardware Options

Device status

X

Device Summary
[E=IMemory 1GB Connected
i Processors 1 Connect at power on
[=\Hard Disk (SCSI) 20 GB
CD/DVD (IDE) Using file C:\Users\AbhinashM... Network connection
" Network Adapter Custom (VMnet0) () Bridged: Connected directly to the physical network
"0 Network Adapter 3 NAT ) ) )
Replicate physical network connection state
5 Network Adapter 2 Custom (VMnet1)
USB Controller Present () NAT: Used to share the host's IP address
%Suund Card Auto detect (O Host-only: A private network shared with the host
= Display Auto detect Custom: Specific virtual network
v
() LAN segment:

LAN Segments... Advanced...

Add... Remove

oK | Cancel | | Help L

25. Unselect Power on this virtual machine after creation checkbox and click on Finish.

New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing FreeBSD
version 10 and earlier 64-bit.

The virtual machine will be created with the following settings:

Name: pfSense External Firewall
Location: \D-.-
Version: Workstation 17.x

Operating System: FreeBSD version 10 and earlier 64-bit

Hard Disk: 20 GB

Memory: 256 MB

Network Adapter:  NAT

Other Devices: CD/DVD, USB Controller, Sound Card

Customize Hardware...

[ [ ]Power on this virtual machine after creation ]

< Back Cancel

26. VMware workstation creates pfSense External Firewall virtual machine profile.
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27. In VMware Workstation main window, you see a new virtual machine named pfSense

External Firewall.

BT T Fsence Eormal Frewall - VNiware Worketation ™5
Eile Edit View VM Tabs Help [~ ) 2 OB O
l'brm X | % ome | pfsense External Firewall ]
Tyr -
2N xternal Firewall
[ pfSense Exte
. P> Power on this vi
[ Edit virtual machine
¥ Devices
= Memory 1GB
Processors 1
= Hard Disk (SCS) 20GB
CD/DVD (IDE) Using file C\Use..
I Network Adapter Custom (VMnet0)
9 Network Adapter 2 Custom (VMnet1)
% Network Adapter 3 Custom (VMnet8)
USB Controller Present
4 Sound Card Auto detect
[Display Auto detect

* Description

~ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDv3\pfSense\pfSense External Firewall.vrmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

2.0

CT#4.10: Creating Virtual Machine for Smoothwall Internal Firewall

1.

2.

Page 73

In the VMware Workstation window, click Create a New Virtual Machine.

8] Vitware Workstation — O X
File Edit View VM Tabs Help O B o

i X

Library £ Home

[ £ Type here to search hd

[ My Computer
IO Shared VM=

WORKSTATION 155 PRO"

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server
vmware

In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

EC-Council

3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file

and click on Next >.

New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

X

Install from:
Installer disc:

No drives available

nstaller disc image file (iso):

| C:\Users!

Downloads\Express-3.1-x8¢ ~ |

/\ Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

()1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

| Browse... |

Help

< Back

Next = | Cancel I

4. Select a Guest Operating System section appears. Select Other radio button and choose
FreeBSD version 10 and eatlier 64-bit as shown in the screenshot. Click on Next.

New Virtual Machine Wizard

Select a Guest Operating System

Which operating system will be installed on this virtual machine?

X

Guest operating system

() Microsoft Windows

(O Linux

() VMware ESX

Version

_T:reeBSD version 10 and earlier 64-bit

Help

< Back

G|
—dl
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5. Assign the name of the virtual machine as Smoothwall Firewall. Click on Browse to choose
different location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Ve FrReliT e

‘ Smoothwall Firewall ‘

Location:
‘ D:\Workstation\CNDv3\Smoothwall ‘ | e
The default location can be changed at Edit > Preferences.

L < Back . Next> ||| Cancel |

6. Connect Specify Disk Capacity section appears, allocate 10 GB space for hard disk. Then,
select the Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): -

Recommended size for FreeBSD version 10 and earlier 64-bit: 20 GB

I[@ Store virtual disk as a single file ]
() Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

[ Help < Back . Cancel
——— e
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7. Click on Customize Hardware.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD
version 10 and earlier 64-bit.

The virtual machine will be created with the following settings:

Hard Disk: 10 GB
Memory: 256 MB
Network Adapter:  NAT

Name: Smoothwall Firewall
Location: D:\Workstation\CNDv3\5moothwall
Version: Workstation 17.x

Operating System: FreeBSD version 10 and earlier 64-bit

Other Devices: CD/DVD, USB Controller, Sound Card

[l Customize Hardware... |]

< Back Finish Cancel l

8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine

Page 76

in MB (here, 512). Click on Network Adapter.

Hardware X
Device Summary Memory
[E=IMemory 512 MB Specify the amount of memory allocated to this virtual machine. The memory
1 size must be a multiple of 4 MB.
New CD/DVD (IDE Using file C:\Users\AbhinashM... ES
T a I NAT \ Memory for this virtual machine: 512 2 MB
D
USB Controller Present
<) Sound Card Auto detect 128 GB
|:|Display Auto detect 64GB
32GB
16 GB <« W Maximum recommended memory
8GB (Memory swapping may
4GB occur beyond this size.)
2GB 13.3GB
1GB
512 MB 4 B Recommended memory
256 MB < 256 MB
128 MB
64 MB Guest OS recommended minimum
32 MB 32 MB
16 MB
8MB
4MB
Add... Remove

Close | Help —L
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9. Select Custom: Specific Virtual Network and select VMnetl (Host Only). Click on close.

Hardware X
Device Summary Device status
512 MB Connected
1 Connect at power on
New CD/DVD (IDE) Using file C:\Users\AbhinashM...
b oty ork Adapter Custom (VMnet1) Network connection
USB Controller Present () Bridged: Connected directly to the physical network
) Sound Card Auto detect
éD:;ay ar Aztz dzt:cl Replicate physical network connection state
() NAT: Used to share the host's IP address
Host-only: A private network shared with the host
(®)|custom: Specific virtual network
VMnet1 (Host-only) &4
Q LAN segment:
LAN Segments... Advanced...
Add... Remove

10. Click finish.

New Virtual Machine Wizard

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install FreeBSD

version 10 and earlier 64-bit.

The virtual machine will be created with the following settings:

Name: Smoothwall Firewall
Location: D:\Workstation\CNDv3\Smoothwall
Version: Workstation 17.x

Operating System: FreeBSD version 10 and earlier 64-bit

Hard Disk: 10 GB
Memory: 512 MB
Network Adapter:  Custom (VMnet1)

Other Devices: CD/DVD, USB Controller, Sound Card

Customize Hardware... |

< Back

oo ) o |

— A
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11. VMware Workstation creates Smoothwall Internal Firewall virtual machine profile.

12. In VMware Workstation main window, you see a new virtual machine named Smoothwall
Firewall. Click on Edit virtual machine settings.

* Virtual Machine Details

State: Powered off

Configuration file: D:\Workstation\CNDv3\Smoothwall\Smoothwall Firewall vmx

1 17.x virtual machine

Primary IP address: Metwork information is not available

Firewall - VMware
le Edit View VM Tabs Help [~ ® 2 ODE-
i * Smoothwall Firewall
B fypeheer. ¥
FE Smoothwall Firewall
oy compue | (L1
] pfSense Exte 5
" moothwall br wer on this virtual machine
[' ~ Edit virtual m : ]
¥ Devices
E=IMemory 512 MB
2 Processors 1
= Hard Disk (SCS1) 10GB
) CO/DVD (IDE) Using file C:\Use.
< Network Adapter Custom (VMnet1)
USE Controller Present
Sound Card Auto detect
1Display Auto detact
~ Description
T r ual
i

13. Select Network Adapter and click on Add.

Virtual Machine Settings

Hardware Options

Device

:Processors
[\Hard Disk (SCSI)

Netwurk Adapter ustom (VMnet1)

Summary
512 MB

1

10 GB

=] USB Controller Present
<1 Sound Card Auto detect
DDisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state
() NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network

VMnet1 (Host-only)
() LAN segment:

LAN Segments...

Cancel

[ ok ]

Advanced...

Help 4
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14. Select Network Adapter and click on Finish.

Add Hardware Wizard

Hardware Type

What type of hardware do you want to install?

Hardware types:

Explanation

[—\Hard Disk
CD/DVD Drive
EI Floppy Drive
'-Netwark Adapter
USB Controller
<) Sound Card
@ Parallel Port
Serial Port

ltﬂ,] Printer
Generic SCSI Device

{E, Trusted Platform Module

Add a network adapter.

IIW”I Cancel —|

15. Select Custom: Specific Virtual Network and select VMnetl (Host Only). Click on OK.

Virtual Machine Settings

Hardware Options

Device

[E=IMemory
{“kProcessors
[—\Hard Disk (SCSI)

Summary
512 MB

1

10 GB

CD/DVD (IDE) Using file C:\Users\AbhinashM...
55 Network Adapter Custom (VMnet1)
55 Network Adapter 2 NAT
USB Controller Present
£l Sound Card Auto detect
:lDisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state
() NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
Custom: Specific virtual network

(e

() LAN segment:

LAN Segments...
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Advanced...
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X
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CT#4.11: Creating Virtual Machine for Attacker Machine

1.

In the VMware Workstation window, click Create a New Virtual Machine.

vmware

18 VMware Warkstation - [m} *
File Edit View VM Tabs Help Iy =g
‘Library X £ Home
£ Type here to search -
1 My Computer
[ Shared VMs .
WORKSTATION 155 PRO
® 4 &
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remaote Server

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click

Next.

3. Click I will install the operating system later radio button and click on Next >.

Page 80

New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

X

Install from:
Installer disc:

No drives available

(O Installer disc image file (iso):

[ @I will install the operating system later.

Browse...

The virtual machine will be created with a blank hard disk.

L Help

< Back

oo
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4, Select Linux and choose Ubuntu 64-bit as Version. Click on Next.

New Virtual Machine Wizard X

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

() VMware ESX

() other

Version

\Ubuntu 64-bit v

Help < Back || Next > [ Cancel —I

5. Assign the name of the virtual machine as Attacker Machine. You can choose different
location to store the VM’s or set it to default location. Click Next.

New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
‘ Attacker Machine ‘

Location:
‘D:\Workstation\CNDv3\Attal:ker Machine ‘ | Browse...
The default location can be changed at Edit > Preferences.
<Back Next > Cancel ]
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6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard K

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): - 50 5
Recommended size for Ubuntu 64-bit: 20 GB

(®) Store virtual disk as a single file]
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back | Next > || Cancel ]

7. Click Customize Hardware.

New Virtual Machine Wizard K

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Ubuntu
64-bit.

The virtual machine will be created with the following settings:

Name: Attacker Machine
Location: D:\Workstation\CNDv3\Attacker Machine
Version: Workstation 17.x

QOperating System: Ubuntu 64-bit

Hard Disk: 50 GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

| < Back . | Finish | . Cancel
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine

in MB (here, 2048).

Hardware X
Device Summary Memory
Specify the amount of memory allocated to this virtual machine. The memory
% Processors 2 size must be a multiple of 4 MB.
g :msﬁ{i‘;gni:rm) g::u;‘:l(e\?:ﬂnem) Memaory for this virtual machine: 2048 2 (MB
[=]use Controller Present
< Sound Card Auto detect 12868
(=) Printer Present sice
[Ipisplay Auto detect az2ce
16.GB < M Maximum recommended memory
GB (Memory swapping may
Jcm < occur beyond this size.)
268 4 133GB
1GB
512 MB B Recommended memory
256 MB 4GB
128 MB
64 MB Guest OS recommended minimum
32 M8 2GB
16 MB
BMB
4MB
Add... Remove
|

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnetl.

Click on Close.

Hardware
Device Summary Device status.
[E=IMemory 2GB Connected
2 Connect at power on
() New CD/DVD (SATA) _ Auto detect
" Network Adapter NAT Network connection
USB Controller Present (O Bridged: Connected directly to the physical network
) Sound Card Auto detect
<@ D.un ar o dete Replicate physical network connection state
1= Printer Present
[pisplay Auto detect (O NAT: Used to share the host's IP address.
(O Host-only: A private network shared with the host
Cuslom: Spedific virtual network
|VMnet1 (Host-only) =
(O LAN segment:
LAN Segments... Advanced...
Add... Remove
Close | Help
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10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse
and select the iso file for Ubuntu. Click on Close.

Hardware
Device Summary Device status
[E=IMemory 2GB Connected
2 Connect at power on
New CD/DVD (SATA)  Auto detect
% Network Adapter Custom (VMnet1) Connection
USB Controller Present O Use physical drive:
<1 Sound Card Auto detect 5
1= Printer Present BUED QLA
[Ipisplay Auto detect [®) Use ISO image file;
C:\Users\ Downloads\ubuntu-22.0- ~ ‘l Browse... |
Advanced...
Add... Remove

(o

Help

11. Click on Finish.

New Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu

64-bit.

The virtual machine will be created with the following settings:

Name:

Location:

Version:
Operating System:

Hard Disk:
Memory:
Network Adapter:
Other Devices:

Attacker Machine

D:\Workstation\CNDv3\Attacker Machine

Workstation 17.x
Ubuntu 64-bit

50 GB
2048 MB
Custom (VMnet1)

2 CPU cores, CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware... |

< Back

ol

12. VMware workstation creates Attacker Machine virtual machine profile.
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CT#4.1: Creating Virtual Machine for Backup Server

12. In the VMware Workstation window, click Create a New Virtual Machine.

(8 VMware Workstation - O X
File Edit View VM Tabs Help Iy =g

i X

Library £) Home

| £ Type here to search -

1 My Computer
[ Shared VMs

WORKSTATION 155 PRO"

® [ P

Create a New Open a Virtual Connect to a
Virtual Machine Machine Remote Server

vmware

13. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click
Next.

1. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file
and click on Next >.

New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

@Installer disc image file (iso):
[ Cr\users\ \Downloads\20348.169.210 | BT

[i] Windows Server 2022 detected.
This operating system will use Easy Install. (What's this?)

OI will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back | Next > | ‘ Cancel
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2. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next.

New Virtual Machine Wizard X

Easy Install Information
This is used to install Windows Server 2022.

Windows product key

Version of Windows to install

iLWindDws Server 2022 Standard &4 ]
Personalize Windows
Full name: i| Admin |i
Password: | | (optional)
Confirm: | |

Log on automatically (requires a password)

J Help . | <Back | Cancel l
3. A popup appears for windows product key. Click yes.

4. Assign the name of the virtual machine as WebServer. You can choose different location to
store the VM’s or set it to default location. Click Next.

Mew Virtual Machine Wizard >

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| Backup Server |

Location:

|D:‘|,'|.’I.|'Drk513ﬁon‘|,CNDv3 || Browse... |

The default location can be changed at Edit > Preferences.

< Back Mext = Cancel J
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5. Specify Disk Capacity section appears, allocate 60 GB space for hard disk. Then, select the
Store virtual disk as a single file radio button and click Next.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows Server 2022: 60 GB

[@ Store virtual disk as a single ﬁle]
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back | Next > Cancel

6. Click Customize Hardware.

Mew Virtual Machine Wizard *

Ready to Create Virtual Machine

Click Finish to create the wvirtual machine. Then you can install Windows
10 x64,

The virtual machine will be created with the following settings:

Mame: Backup Server ~
Location: D:\WorkStation\CNDw 3
Version: Workstation 15.x

Operating System: Windows 10 x64

Hard Disk: a0 GB

Memoary: 2048 MB

Metwork Adapters MNAT

Other Devices: 2 CPU cores, CD/DVD, USE Controller, Printer, Sound... %

l Customize Hardware. .. l

<oac Gl
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7. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet0
(Bridged). Click on Close.

Hardware X
Device Summary Device status
E=IMemory 2GB Connected
{.l:Processors 2 Connect at power on
(=) New CD/DVD (SATA; Using file C:\Users\AbhinashM...
Netwnrk Adapter Custom (VMnet0) Network connection
[<]usB Controller Present (O Bridged: Connected directly to the physical network
) Sound Card Auto detect

4 o-un e to dete Replicate physical network connection state
(=5 Printer Present
[lpisplay Auto detect (O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host

Custum: Specific virtual network
VMnet0 e
(O LAN segment:
LAN Segments... Advanced...
Add... Remove
e |

8. Uncheck Power on this virtual machine after creation checkbox and click on Finish.

9. VMware workstation creates Backup Server virtual machine profile.

CT#5: Configuring PfSense as External Firewall

CT#5.1: Installing PfSense as External Firewall

1. In VMware Workstation main window, you see a new virtual machine named pfSense
External Firewall. Click Power on this virtual machine.

brary * | Home

[] pfSense Extermnal Firewall
v

r'D pfSense External Firewall

I My Computer
P
 Edit virtual machine settin
~ Devices
IMemory 168

[ Processors

=) Hard Disk (SCS1) 2068
2 CD/OVD (IDE) Using file C:AUse.

Page 88

I Network Adapter
I Network Adapter 2

Custom (VMnet0)
Custom (VMnet1)

"2 Network Adapter 3 Custom (VMnetg)
USB Controller Present

1 Sound Card Auto detect
| Display Auto detect

+ Description
e
machine

* Virtual Machine Details
State: Powered off
Configuration file: D:\Workstatiom\CNDv3\pfSense\pfSense External Firewallvmi

Hardware compatibility: Workstation 17 virtusl machine
i notavailable
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2. pfSense Installer will start, press Enter to Accept copyrights and distribution notice.

P Niware Workstation
§ Help ="

Home » pfSense External Firewall

) = =L

-

Copyright and Trademark Noti

Copyright (c) 2884-2816. Electric Sheep Fencing, LLC C“ESF™).
ALl Rights Reserved.

r.n.yrl.hucl 2814-2622. Rubicon Commnications, LLC d/b/a Netyate

iotgate”
nll Rights Reserved.

A1 logos, text. and content of ESF and/or Netyats, including underlying
e, s, and graphics used and/or depicted herein are
pnu.c«n under United States and international copyright and tradewark
laws and treatios, and may not bo used or reproduced without the prior

expross written parmission of ESF and/or Notgate.

Sfsunte Iz & ragiztersd tradmark of ISP, swluelvaly Hcensal: to

Netgate, and way not be used without the prior express wri

Barniasiun of EST dmi/oc NeIYAth: AI1GERIE SEederks shoun Mreinare
owned by the respective companies or persons indicate

[ cert]

3. ptSense Welcome screen appears, Press Enter to Install pfSense.

pfSense Installer

Uelcome to pf3ense!t

We lcome

Install
Rescue Shell
Recover config.xml

Install pf3ense

Launch a shell for rescue operations
Recover config.xml from a previous install

{Cancel>

4. Hit the Enter to Continue with default keymap.

pfSense Installer

The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

Keymap Selection

Belarusian
Belgian

Page 89

>>> Continue with default keymap)

->— Test default keymap
) Airmenian phonetic layout

Belgian (accent keys)

Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BD3)

Bulgarian (Phonetic)

Canadian Bilingual

Central European

<Cancel>
TAB or ENTER]

<Select>

[Press arrouws,
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5. Press the Down Arrow and Enter for disk partition as selected Guided Disk Setup using
BIOS boot method.

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (ZFS) Guided Root-on-ZF3

Auto (UFS) BIOS uided Dizk Setup using BIDS boot method

Auto (UFS) UEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

<Cancel>

6. Wait for few seconds for installing distribution.

Fetching Distribution

MANIFEST Done

base.txz [ED:

Fetching distribution files...

Overall Progress
403

7. Installation will finish, Hit Enter for default selection No.

pf3ense Installer

Manual Conf iguration
The installation is now finished.

Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modif ications?

Cves > @VEE
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8. Navigate to Media menu of virtual machine select DVD Drive->Eject pfSense-CE-2....

To remove disk media
I; pfsense External Firewall on RDDW-031 - Virtual Machine Connection

File  Action | Media | Clipboard View  Help

Eject pfSense-CE-2....E-p3-amdéd.iso

B " @ DVD Drive ’
pfSense Ins Diskette Drive  » Insert Disk...

Capture E:

Complete
Installation of pfSense

complete?! Uould you like
to reboot into the
installed system now?

ERETN® <Shell >

9. Click on red button of virtual machine to shut down pfSense system

&3 pfSense External Firewall on RDDW-031 - Virtual Machine Connection

File  Action  Media Clipboard View Help

-(D nmmwfs o B

pfSense Installer

E

Complete
Installation of pfSense
complete! Would you like
to reboot into the

installed system nouw?

FRIATHIS <Shell >

|Status: Running |
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1. pfSense firewall booting will start, It will prompt for VLAN setup type n and press Enter.

Structured Extended Features3=0xbcO00000<IBPB,STIBP,ARCH_CAP,35BD:
XSAVE Features=0xf <XSAVEDFPT, XSAVEC, X INUSE, XSAVES >
IA3Z_ARCH_CAPS-0x4

ypervisor: Origin = "Microsoft He"

nitializing..................

itarting device manager (devd)...done.

oading conf iguration......

lpdating configuration..............

larning : Configuration references interfaces that do not exist: em® eml

letwork interface mismatch — Buwmming interface assignment optiom.
Jalid interfaces are:

il 00:15:54:00:e0:10 C(down) Hyper-V Hetwork Interface
ml 00:15:54:00:e0:11 C(down) Hyper-V Hetwork Interface
e 00:15:54:00:e0:12 (down) Hyper-VU Hetwork Interface

Jo ULANs need to be set up first?
[f ULfiNs will not be used. or only for optional interfaces, it is typical to
z:ay no here and wuse the webConf igurator to configure ULAN= later, if required.

hould ULAN=s be =et up now [yinl? nl

[tatus: Running | = @

2. To setup interface it will prompt for valid input interfaces as shown in above list.
3. Type hnO for WAN Interface and press Enter.

starting device manager (deud)...done.
Loading configuration......

Jpdating configuration..............
Jarning: Conf iguration references interfaces that do not exist: emd eml

Hetwork interface mismatch —— Bumning interface assignment optiom.
Jalid interfaces are:
mo 00:15:54:00:e0:10 (down) Hyper-U Network Interface

ml 00:15:54:00:e0:11 (down) Hyper-U Network Interface
me 00:15:54:00:e0:12 (down) Hyper-U Network Interface

Do ULAN=s need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is typical to
zay no here and use the webConfigurator to conf igure ULANs later, if required.

Should VLANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing "a’ to begin the process.

Enter the WAN interface name or ’'a’ for awto-detection
(hn® hnl hnZ or a): hmoj

Status: Running | = [Q

Page 92 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec-cn“ncil

4. Type hnl for LAN Interface name and press Enter.

fetwork interface mismatch —— Rumming interface assignment optionm.
Jalid interfaces are:
hno 00:15:54:00:20:10 (down) Hyper-V Network Interface

hnl 00:15:54:00:20:11 (down) Hyper-V Network Interface
hne 00:15:54:00:e0:12 (down) Hyper-U Network Interface

Do ULANs need to be set wup first?
If ULANs will not be used, or only for optional interfaces, it is typical to
zay no here and wuse the webConf igurator to conf igure ULANs later, if required.

should ULANs be =et up now [yinl? n

If the names of the interfaces are not knoun, auto-detection can
he used instead. To wuse auto—detection, please discommect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection
(hn@ lnl hnZ or al: hnd

Enter the LANH| interface mame or 'a’ for auto-detection
MOTE: this enables full Firewalling-NAT mode.
(hnl hnZ a or nothing if finished): hnll

Status: Running — [!,]

5. Type hn2 for Optional 1 Interface and press Enter.

Ualid interfaces are:

00:15:54:00:e0:10 (doun) Hyper-V Hetwork Interface
00:15:5d4:00:e0:11 (down) Hyper-V Hetwork Interface
00:15:54:00:e0:12 (dowun]) Hyper-U Network Interface

Do ULANs need to be set wp first?
If ULANs will nwot be used, or only for optional interfaces, it is tuypical to
zay no here and use the webConf igurator to configure ULANs later, if reguired.

Should VULAN=s be set up now [yinl? n

[If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please discommect all
interfaces before pressing 'a’ to begin the process.

[Enter the WAN interface name or 'a’ for auto-detection
(hn@ hnl hnZ or al): hnd

Enter the LAN interface name or 'a’ for auto-detection
MOTE: this enables full Firewalling-NAT mode.
(hnl hnZ a or nothing if finished): hnl

Enter the Optional 1 interface name or 'a’ for auto-detection
(hnZ a or nothing if finished): hnZ'

Status: Running | —_ [!_.J
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6. Finally, all Interfaces will be displays, type y to proceed and press Enter.
say no here and wuse the webConfigurator to configure ULANs later, if required.

Should VULANs be =et up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please discommect all
interfaces before pressing ‘a’ to begin the process.

Enter the WAN interface name or 'a’ for awto-detection
(hn@ hnl hnZ or al: hnd

Enter the LAN interface name or 'a’ for auto-detection
NOTE: this enables full Firewalling-NAT mode.
(hnl hnZ a or nothing if finished): hnl

Enter the Optional 1 interface name or 'a’ for auto-detection
(hnZ a or nothing if Finished): hnZ

The interfaces will be assigned as follows:

WAN —> hnO
LAN —>» hnl
0PT1 - hnd

Do you want to proceed [yin

Status: Running | = Lﬂ ——

7. Welcome screen appears with list of options, type 2 for setting interfaces IP address and hit
Enter.

Starting CRON... done.
pfSense 2.4.4-RELEASE (Patch 3) amd64 Wed May 15 18:53:44 EDT 2019
Bootup complete

FreeBSD-samd64 (pfSensze. localdomain) (ttywd)

Hyper-U Virtual Machine - NHetgate Device ID: Zbeddef8l1Z46e014cd3fb
wxx Welcome to pfi3ensze 2.4.4-RELEASE-p3 (amdb64) on pf3ense s

WAN (wan) -» hn0 -» v4/DHCP4: 172.16.1.109-23
LAN (lan) -» hnl -» vd: 192.168.1.1-24
OPT1 (optl) => ImZ >

0) Logout (SSH omly) 9) pfTop

1) Assign Interfaces 101 Filter Logs

21 Set interface(s) IF address 11) Restart webConf igurator

3) Reset webConf igurator password 12) PHP shell + pfSensze tools

41 Re=zet to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 16) Re=start PHP-FPM

8) Shell

Enter an option: 2'
Status: Running |
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8. It will prompt for number interfaces configuration, type 2 and press Enter.

wxx lelcome to pfSense £.4.4-RELEASE-p3 (amd64) on pfSense =wex

WAN (wan) ->» hn0 -» v4sDHCP4: 172.16.1.109-23
LAN (lan) -» hnl -» ud: 192.168.1.1-24
OPT1 (optl) -» hnZ -

0) Logout (S5H only)l 93 pfTop

1) fAs=ign Interfaces 10) Filter Logs

£) Set interface(=s) IP address 11) Restart webConf igurator

3) Reset webConf igurator password 123 PHP shell + pf3ense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 163 Restart PHP-FPH

8) Shell

Enter an option: £
Available interfaces:
1 - WAN (hn® - dhcp, dhcpb)

Z — LAN (hnl - static)
3 - OPT1 (hnZ)

Enter the number of the interface you wish to configure: 2'
Status: Running | =] w =

9. Type 10.10.10.1 IPv4 address for LAN and press Enter.

| LAN (lan) -» hnl :192.168.1.1-24
OPT1 (optl) -» hm2

0) Logout (S55H only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

21 Set interface(s) IP address 11) Restart webConf igurator

3) Reset webConf igurator passuord 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot systen 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
71 Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 2
fivailable interfaces:
1 - UAN (hnO - dhcp, dhcpb)

Z — LAN (hnl - static)
3 - OPT1 (hn2)

Enter the number of the interface you wish to configure: £

Enter the new LAN IPv4 address. Press <ENTER> for none:

> 10.1@.10.1[

Status: Running - [ﬂ
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10. Enter Subnet bit count as 24 and hit Entet.

Auailable interfaces:

1 - WAN (hn® — dhcp, dhcpb)
7 — LAN (hml - static)
3 — OPT1 (hm2)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 10.10.10.1

subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

24
16
8

.. 255.255.255.0
£255.255.0.0
£55.0.0.0

Enter the new LAN IPv4 subnet bit count (1 to 31):
¥ 24

LS,tatus,: Running | =] [!.J

d

11. System will prompt for to enter IPv4 upstream gateway address hit Enter for none.
12. Hit Enter for setting LAN IPv06 as none.

13. System will ask to enable DHCP server on LAN type n for none and hit Enter.

1 - WAN (hn® - dhcp, dhoph)
2 — LAN (hnl - static)
3 - OPT1 (hnZ)

Enter the number of the interface you wish to confiqure: 2

Enter the new LAN IPv4 address. Press <ENTER: for none:
> 10.10.10.1

Subnet masks are entered asz bit counts (as in CIDR notation) in pf3enze.
e.q. £55.255.255.0 = 24

255.255.0.0 16

255.0.0.0 8

Enter the new LAN IPv4 subnet bit count (1 to 31):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPv6 address. Press <ENTER: for none:
>

Do you want to enable the DHCP server om LANT (y-sn) ﬂ
Status: Running — [!,.]

- |
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14. Type n to not revert http as webconfigurator protocol and press Enter.

3 — OPT1 (hnZ)

‘nter the number of the interface youw wish to configure: 2

‘nter the new LAN IPv4 address. Press <{ENTER> for none:
» 10.10.10.1

subnet masks are entered as bit counts C(as in CIDR wnotation) in pf3ense.
2. £55.255.255.0 = 24

255.255.0.0 16

255.0.0.0 8

‘nter the new LAN IPv4 subnet bhit count (1 to 31):
» 24

‘or a WAN, enter the new LAN IPu4 upstream gateway address.
‘or a LAN, press <ENTER> for nome:

-]

‘nter the new LAN IPv6 address. Press <ENTER> for none:

»

Jo you want to enable the DHCP server on LANT (y-n) n
Jisabling IPw4 DHCPD...Dizabling IPub6 DHCFPD...
Jo you want to revert to HTTP as the webConfigurator protocol? (ysn! nl

LStatus: Running | = [Q

15. System will display the URL of pfSense webconfigurator, hit Enter to continue.

Enter the new LAN IPv4 subnet bhit cuﬁnt (1 to 31):
> 24

For a WAN, enter the new LAN IFPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPv6 address. Press <ENTER> for none:
>

Do you want to enable the DHCP server on LAN? (ysml) n
Disabling IPuvd4 DHCPD...Disabling IPuwG6 DHCPD...
Do you want to revert to HTTF as the webConf igurator protocol? (ysn) n

Pleaze wait while the changes are =saved to LAN. ..
Reloading filter...

Reloading routing configuration...

DHCED. ..

The IPv4 LAN address has been set to 10.10.10.1-24
You can now access the webConf igurator by opening the following URL in your web
brouser:

https:/-10.10.10.1~

Press {ENTER> to continue.
Status: Running | =) [Q j
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16. pfSense welcome screen appears with list of options as shown in following screenshot.

The IPv4 LAN address has been set to 10.10.10.1/24
You can now access the webConf igurator by opening the following URL in your web
brouser :

https:/-10.10.10.1-

Press <ENMTER> to continue.
Hyper-U Uirtual Machine - Hetgate Device ID: 003cdblZ5c601139f620

*xx Yelcome to pfSense Z2.4.4-RELEASE-p3 (amd64) on pfSense =

WAN (wan) -» hno -» v4/DHCP4: 172.16.0.84/23
LaN (lan) -» hml -» vi: 10.10.10.1-24
OPT1 (optl) => hnZ ->

Logout (SSH only) 9) pfTop

fissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConf igurator password 12) PHFP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: B

CT#06: Configuring Smoothwall as Internal Firewall
CT#6.1: Installing Smoothwall as Internal Firewall

1. In VMware Workstation main window, you see a new virtual machine named Smoothwall
Firewall. Click Power on this virtual machine.

PSRGothwal Frewall - Viware Workstation — =T
fle Edit View VM Tabs Help [+ @ o [OE D
I."“" x Smaothwall Firewall
£ -
F Smoothwall Firewall
§ L My Computer r[l )
o [ ey
Smoothwall L d —
~ De
Memory 512 MB
Processors 1
Hard Disk (SCSI) 10G8
CD/DVD (IDE) Using file C\Use.
Network Adapter Custom (VMnet1)
1 Network Adapter 2 Custom (VMnet8)
USB Controller Present
Sound Card Auto detect
Display Auto detect
* Description
 Virtual Machine Details
State: Powered off
Configuration file: wal\Smoothwall Firewallvmx
Hardware compatibility:
Primary IP addres:
E >
Page 98 Certified Network Defender Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec'co“ncil

2. The Boot Options window will appear, select Install Smoothwall Express option and
press Enter.

GNU GRUB version 0.97 (639K lower » 523200K upper memory)

Boot Options
(. Install Snoothuall Express |
. Install Smoothwall Express (Advanced)

Other Options

Help

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 03, ‘e’ to edit the
commands before booting, "a’ to modify the kernel arguments
before booting, or ‘¢’ for a command-line.

smogtvell 3,1

3. Accept the welcome to installation message and click Ok (Press Enter).

omoothwall Express 3.1 — http - smoothwall.org~

Smoothwall Express 3.1

Welcome to the Smoothwall Express
installation program. Please visit our
homepage at hitp:- - www.smoothwall.org.
Selecting Cancel on any of the following
screens will reboot the computer.

<Tabh>-<Alt-Tah> betuween elements i  <3Space> selects
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4. Then click on Ok (Press Enter) to acknowledge the Smoothwall hard disk.

Smoothuall Express 3.1 — hittp: -smoothwall .org~

Smoothwall Express 3.1

The installation program will now
prepare the harddisk on ~dev-sda.
First the disk will be partitioned,
and then the partitions will have a
filesystem put on them.

{Tab>-<Alt-Tab> between elements i <3pace> selectis
LStatus: Running | =

5. On the Warning window, click Ok (Press Enter) to start the installation and accept that you
might permanently erase things.

smoothwall Express 3.1 — http:-sssmoothwall .org-

'ttt WARNING t1? |

You are about to PERMANENTLY ERASE the contents of the
harddisk. This will OVERWRITE ALL DATA ON ALL PARTITIONS
on your harddisk. If you would like to continue with the
installation of Smoothwall Express, press the Ok button.
Otherwize press Cancel to ABORT the installation process.
There is NO UNDO FEATURE once this has been done.

{Tab>r<Alt-Tab> between elements i <Space> selects
LStatus: Running — [Q
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6. After the installation is complete, on the Configurations! window, click Ok (Press Enter).

smoothwall Express 3.1 — http:-/ssmoothwall.org~

| Congratulations? |

Smoothwall Express was successfully installed. Please remove any
fFloppy disks or CDROMs in the computer. Setup will now run where
you may conf igure ISDN, network cards, and the system passuords.
After Setup has been completed, you should point your web
brouwser at http:-- smoothwall:81 or http=s:- -smoothuwall:441 (or
whatever you name your Smoothwall Express), and conf igure dialup
networking (if required) and remote access. Remember to set a
password for the Smoothwall Express "dial’ user, if you wish non
Smoothuall Express *admin’ users to be able to control the link.

{Tab>s<Alt-Tah> betueen elements i  «8pace> selects

7. Accept the default of No for restoring configuration and press Enter.

amoothwall Express 3.1 — htip :A//smoothwall .orgs

| Smoothwall Express 3.1 |

Do you want to restore the configuration for this Smoothwall
Express from a previous installation wusing a backup floppy
disk? If you select ‘Yes’, the areas uhich were restored from
the backup will be automatically configured and will not be
displayed to you. This can also be used to restore settings

from a previous version of Smoothwall Express.

{Tab>-s<{Alt-Tab> between elements i <Space> =elects
Status: Running - [!J
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8. On the Keyboard mapping window, select the type of keyboard required from the list,

select Ok and press Enter.

aomoothwall Express 3.1 — http:-~smoothwall.org-

| Keyboard mapp

the list below.

ua
ua-cplZs1
wa-utf
ua—utf-us
ua—ws

1k

Chooze the type of keyboard you are using from

ing

[quertyl
[quertyl
[quertyl
Lguertyl
[quertyl
[querty]l

<Tab>-s<Alt-Tabh> between elements i <3pacer =elects

Status: Running |

9. In the Timezone window, select the proper time zone from the list, select Ok and press

Enter.

Smoothwall Express 3.1 — http:-rsmoothwall.org~

| Timezone |
Choose the timezone you are in f

UsS-Michigan
US. Mountain
US-Pacific
US-Pacif ic—Neu
US.-Samoa

C

rom the list below.

{Tab>~<Alt-Tab> between elements

|tatus: Running |

i <Space> selects
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10. On the Hostname window, enter a name if you like for the machine, or accept the default
smoothwall, select Ok and press Enter.

Smoothwall Express 3.1 — http:-/ssmoothwall .org~

| Hostname |

Enter the machine’s hostname.

{Tab>~s<Alt-Tab> between elements i <3pace> selecis

|Status: Running | |=| w J

11. We want a relatively secure Firewall, but not a closed firewall, so accept the default of Half-
open and press Enter.

omoothwall Express 3.1 — http.rssmoothwall . orgs
| Default security policy

Select the default security policy for outgoing requests. This
setting does NOT affect incoming requests in any way, which are
aluways blocked unless explicitily allowed.

'Open’ : all outgoing requests are allowed (this is the same
az previous verzioms of Smoothwall Express).

'Half-open” : most outoing requests are allowed, except for
potentionally harmful ones.

‘Closed” : all outgoing requests are blocked, and must be

explicitly enabled on the ports and servicesz you reguire.

Open

alf—open

Closed

|3tatus: Running | = [g
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12. On the Network configuration menu window, select the Network configuration type
and press Enter.

Etatus: Running |

omoothwall Express 3.1 —— http:rssmoothwall.orgs

Network configuration menu

Current config: GREEN (RED iz modem-ISDN)

etwork configuration type
Card assignments

fAddress settings

DNS and Gateway settings

<Tab>~-<Alt-Tab> between elements i <Space> selects

13. On the Network configuration type windows:

o Select GREEN + ORANGE + RED option from the list

Page 104

o Select Ok and press Enter

This gives us 3 interfaces for the machine

Note: Use <Arrow> and <Tab> keys to select the proper options.

Status: Running

SNUULWall Lapi'cs=> J.14 — JiLLp.~~smuodLnwall . uiry-s
Network configuration type

Select the network configuration for Smoothwall
Express. The following configuration types list
those interfaces which have ethernet attached. If
you change this setting, a network restart will
be required, and you will have to reconfigure the
network driver assignments.

GREEN (RED is modem~ISDN)

GREEN + ORANGE (RED is modem/ISDN)

GREEN + RED

GREEN + ORANGE + RED

GREEN + PURFLE (RED is modem~/ISDN)

GREEN + PURFLE + ORANGE (RED is modem~ISDN) |

{Tab>-<Alt-Tab> between elements i <{Space> selects
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14. After you have selected the interface types, you will be back to the main configuration
window, and you need to arrow down and select Card assignments and press Enter.

smoothwall Express 3.1 — hittp:--smoothwall.org-

Network conf iguration menu
Current config: GREEN + ODRANGE + RED

When configuration is complete, a netuwork
restart will be required.

Network conf iguration tupe
Eiiress seiilngs

DNS and Gateway settings
|1!!!!|| 1!!!!!!'

{Tab>-<filt-Tab> between elements i <Space> =selects

ftatus: Running |

15. You will be prompted for probing for cards. In the Card assignments window, select Ok

and press Enter to change the settings.
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Smoothwall Express 3.1 — http://smoothuall .org”

| Card assignments |

Conf igure network drivers, and which interface each card
iz assigned to. The current configuration is as follows:

GREEN: Microsoft Hyper-V network driver (eth0)
[A0:15:54:53:39:6b1

ORANGE: Microsoft Hyper-U network driver (ethl)
[00:15:5d:53:39:6c1

RED: Microsoft Hyper-U netuwork driver (ethZ)
[00:15:54:53:39:721

Do you wish to change these settings?

{Tab>~{Alt-Tabh> between elements i <Space> selects
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16. Assign this card to the Green interface.

o Select Green option from the list

o Select Ok and press Enter

smoothwall Express 3.1 —— htip:-smoothwall.org-

| Card assignment |

There is an unclaimed ethernet card of type:
Microsoft Hyper-U network driver [00:15:54:00:e0:131

You can assign this to:

{GREEN |
ORANGE
RED

\Status: Running |

<Tab>-s<Alt-Tab> between elements i <Space’ selects

17. Assign this card to the ORANGE interface.
o Select ORANGE option from the list

o Select Ok and press Enter

Status: Running |

asmooLhwall Express 3.1 — hitp:s-smoothwall.org”s

| Card assignment |

There is an unclaimed ethernet card of type:
Microsoft Hyper-V network driver [00:15:5d:00:e0:141

You can assign this to:

()

RED

{Tab>~/<Alt-Tab> between elements i <Space> selects
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18. Assign this card to the RED interface.
o Select RED option from the list

o Select Ok and press Enter

smoothwall Express 3.1 — hitp:-rssmoothwall.org”

| Card assignment |

There is an unclaimed ethernet card of type:
Micro=soft Hyper-U netuwork driver [00:15:54:00:e0:15]

You can assign this to:

{Tab>-/<Alt-Tab> betueen elements i <3Space> selects
Status: Running | = @ i

19. Finally, card assignment will be allocated you will see message, press Enter.

smoothwall Express 3.1 — http:/ssmoothuwall.org”s

Card assignment

fill cards successfully allocated.

{Tab>s<Alt-Tab> betueen elements i «3pace> =elects
|Status: Running | =] @ -
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20. You will be back to the main configuration window, and you need to arrow down and select
Address settings and press Enter.

SMOODLNWa Ll LXprress J.1 — HNLLp.-<s=MO0OLnNWa il .orgs

Metwork conf iguration menu
Current config: GREEN + ORANGE + RED

When configuration i= complete, a network
restart will be required.

Network conf iguration type

hddfeés settings |

{Tab>s<{Alt-Tab> betuween elements i <Space’> selects
étatus: Running | = [Q ]

21. Address settings will prompt, select GREEN Interface and press Enter.

Smoothwall Express 3.1 — http:/ssmoothuwall .org”

| Address settings |

Select the interface yow wish to reconf igure.

ORANGE
RED

{Tab>~<Alt-Tab> between elements i <{Space> selects
|Status: Running | =) w =)
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22. Type the IP address as 20.20.10.53 and Network mask as 255.255.255.0, select Ok and press
Enter.

omoothwall Express 3.1 — http:-ssmoothuall.org”

| GREEN interface |

Enter the IP address information for the
GREEN interface.

IP address: 0. 20.10.53
Netuwork mask: 255.255.255.0

{Tab>-<Alt-Tab> betueen elements i <Space> selects

23. You will be back on Address setting prompt, select ORANGE Interface and press Enter.

smoothwall Express 3.1 — http:rrznoothwall.orgs

| Address settings |
Select the interface you wish to reconf igure.
[

i
BORANGER

{Tab>-<Alt-Tab> between elements i <Space> selects
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24. Type the IP address as 10.10.1.53 and Network mask as 255.255.255.0, select Ok and press

Enter.

25. You will be

Page 110

omoothwall Express 3.1 — http:-“smoothwall.org-

| ORANGE interface |

Enter the IP address information for the
ORANGE interface.

IP address: 10.10.1.53
Network mask: 255 .255.255.0

<Tab>~<{Alt-Tab> betuween elements i <{Space> selects
back on Address setting prompt, select RED Interface and press Enter.

Smoothwall Express 3.1 — htip:- ssmoothuwall.org-

| fAddress settings |
Select the interface you wish to reconf igure.

GREEN
ORANGE

{Tab>~<Alt-Tab> between elements i <Space> selects
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26. To continue IP address setting configuration for RED Interface use space bar button, select
IP address option as Static, press tab and set IP address for RED Interface is 10.10.10.100
and Network mask as 255.255.255.0, press Enter.

smoothwall Express 3.1 — hitp:s~ssmoothwall .org-
| RED interface |

RED interface.

DHCPF Ho=ztname:

IP address:
Network mask:

Enter the IP address information for the

smoothwall

10.10.10, 100
255 .255.255.0

{Tab>-<Alt-Tab> betueen elements i <Space> =elects

27. Navigate to Done option using tab button and press Enter.

Smoothwall Express 3.1 — http:/ssmoothwall .org-

| Address settings |

Select the interface you wish to reconfigure.

GREEN
ORANGE

{Tab>-<Alt-Tab> hetuween elements i <Space? selects
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28. You will be back to the Network configuration menu, select DNS and gateway settings
option press tab to Ok and press Enter.

smoothwall Express 3.1 — http:-ssmoothwall.org-

Network configuration menu

Current config: GREEN + ORANGE + RED

When configuration is complete, a network
restart will be required.

Hetwork configuration type
Card as=signments

Addres=z settings

DNS and Gateway settings

29. In DNS and Gateway setting window set following configuration
*  Primary DNS: 10.10.10.1
= Secondary DNS: 8.8.8.8
* Default Gateway: 10.10.10.1

Press tab and press Enter.

onmoothwall Express 3.1 — http:/7smoothuwall.org”

| DHS and Gateway settings |

Enter the DNS and gateway information. These settings
are used only if DHCP is disabled on the RED interface.

Primary DNS: . 1
secondary DNS: .
Default Gateway: 0.1

B

{Tab>~<Alt-Tab> between elements i <Space> selects
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30. You will be back to the Network configuration menu, select Done option using tab and
press Enter.

omoothwall Express 3.1 — http:/ssmoothwall.orgs

Network conf iguration menu

Current config: GREEN + DRANGE + RED

When configuration is complete, a network
restart will be required.

Network conf iguration type
Card assignments

Address settings

DNS and Gateway settings

{Tab>-<Alt-Tab> betueen elements i <Spacer> selects
31. On the next window, select Finished and press Enter.
32. Enter a password for the remote admin of admin
T SFoo thiia 1 I EXpress 3.1 |
Enter Smoothwall admin password. This is the

user to use for logging into the Srmoothwall
Hweb administration pages.

Passwmord :
Again:

=

Note: Make sure that the <Caps Lock> is not ON.

33. Enter the password root for the root user.

[ SHoothWall Express 3.1 | — ————i
Enter the ’'root’ user password. Login as this
user for commandline access.
Password:
Again:
Iliil IIEIIHIII
L )|
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34. On the Completion window, press Ok to reboot the Smoothwall machine.

setup

aMOOThHall Express 3.1

iz complete. Press 0k to reboot.

35. Smoothwall machine will reboot. Login with user as root and password as toor.

srMoothwall login: root
Password:
sMoothuall

CT#7: Confiuring Windows 11 Enterprise Guest OS as Admin Machine-1

CT#7.1: Installing Windows 11 Pro OS as Admin Machine-1

1. Click on Admin Machine-1 virtual machine in VMWare Workstation and click Power on
this virtual machine.

"
[—'D Admin Machine-1

Edit virtual machine set

~ Devices
Memory
Processors
1Hard Disk (NVMe)
CD/DVD (SATA)
Network Adapter
USB Controller
Sound Card
Printer
I Display

{% Trusted Platform Module

~ Description

4GB

8

70 GB

Using file C:\Use..
Custom (VMnet8)
Present

Auto detect
Present

Auto detect

Present

¥ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDv3\Admin Machine-1\Admin Machine-1.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available
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2. The virtual machine is initialized and the Windows Setup window appears. In the first
window of the setup, keep the default settings and click on Next.

14 Windows Setup EI [=] @T

==uWindows

Language to install: English (United States) -
Time and currency format: ([l LT EL RS 1S -

Enter your language and other preferences and click "MNext" to continue.

oration. All ights reserved.

3. In the next window, click on Install now to begin installation.

T".':d Windows Setup EI =) @T

am Windows

Install now

Repair your computer

e All ights reserved.
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14. In the Select the operating system you want to install wizard, select Windows 11 Pro and

click Next.
X
| | & Wind Set
N, w INQOWS >E Up
Select the operating system you want to install
Operating system Architecture Date modified
Windows 11 Education put 12/7/2021
Windows 11 Education N 104 12/7/2021
Windows 11 Enterprise 64 12/7/2021
Windows 11 Enterprise N «64 12/7/2021
Windows 11 Pro 164 12/1/2021
Windows 11 Pro N B4 127772021
Windows 11 Pro Education 64 12/7/2021
Description:
Windows 11 Pro
[ Net

15. If This PC can’t run Windows 11 crror appears, follow the below steps:

e DPress Shift+F10 and 2 Command Prompt window appears.

e In the Command Prompt window, type regedit and press Enter.

EN Administrotor: X\windows\system32\cmd.exe
Mi Ft Windows [V ion 18.8.2
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16. The Registry Editor window appears, from the left-pane navigate to
HKEY_LOCAL_MACHINE > SYSTEM. Right-click Setup node and navigate to New = Key.

File Edit View Favorites Help

Computer\ HKEY_LOCAL_ MACHINE\SYSTEM\Setup

A - Computer Name Type Data
> [l HKEY_CLASSES ROOT aB) (Defoutt) REG.SZ (value not set)
Z —— HKEY_CURRENT_USER ab| Cmdline REG 52 winpeshlexe I
L — HKHHE;EMCA:E? CHINE] | FactoryPrelnstall.. REG DWORD 0x00000007 (1)
; =5 sam ab|OslogderPath  REG.SZ \
; =3 SECURITY 7| Respecialize REG_DWORD 000000000 (0)
)‘ - SOFTWARE I;'_c%]ﬁestartSewp REG_DWORD (00000000 (0
I - — SVSTEHI i'g'_é]SerupType REG_DWORD (00000000 (0)
S = ControlSet00? 3% SystemSetuplnP... REG DWORD 0x00000001 (1)
s © CurrentControiSet Q!']WarkingDir?dory REG 57 X\windows\panther
} ~ DrverDatabase
5 ©7 HordwareConfig
» 58 Keyboard Layout
_' MountedDevices
__ ResourceManager
pand
LS owea G n ke
~ HKEY_USER: i
: =2 HKEY_CURR e Sangjlcius
Delete Binary Value
Rename DWORD (32-bit) Value
Export, QWORD (64-bit) Value

H Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

»> T HardwareConfig Name Type Data
> __ Keyboard Layout g?](DefaufU REG.SZ (value not set)
i MountedDevices
3 _ ResourceManager
.77 RNG
i Select
v Setup
L s T AllowStart

=1 Pid
SETUPCL

)l __ Software

2T WeA

s =7 HKEY USERS

:; _ HKEY CURRENT_CONFIG
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18. Right-click anywhere in the right pane and navigate to New > DWORD (32-bit) Value.

B Registry Editor = (HCW =53
File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabCanfig

» _ HardwareConfig MName Type Data
> &8 Keyboard Layout 1 REG_SZ (value not set
; MountedDevices
» __ ResourceManager
_ RNG New Key
_ Select )
v =3 Setup String Value
> T AllowStart Binary Value
0 Pid DWORD (32-bit) Value
- iE; ‘é’:;; QWORD (64-bit) Value
a
o = Multi-String Value

» Software
WBA Expandable String Value

» __ HKEY USERS

5 T HKEY_CURRENT_CONFIG

19. Rename the value as BypassCPUCheck and press Enter.
20. Now, right-click BypassCPUCheck value and select Modify... option.
21. Edit DWORD (32-bit Value) pop-up appears, change the Value data to 1 and click OK.

B Registry Editor o || = @
2
L

View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

> HardwareConfig MName Type Data
> f:fb"”’:;“f"”‘ ab| (Default) REG $Z (value not set)
— MouniedDevices 4| BypassCPUCheck | REG_DWORD 0x00000000 (0)
» __ ResourceManager
=7 RNG . :
o Selew Edit DWORD (32-bit) Value =
v Setup Value name:
> AllowStart BypassCP UCheck
L7 Pid
=~ SETUPCL Value data: Base
e I-| I © Hexadecimal
s Software (O Decimal
L0 wea
> T HKEY_USERS Cancel
s ©7 HKEY_CURRENT_CONFIG
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22.

Similarly, create BypassTPMCheck, BypassRAMCheck, and BypassSecureBootCheck
values (for each value, set Value data=1).

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

> HardwareConfig Name Type Data
> &8 Keyboard Layout F) (Default) REG 57 (value not set)
-l MountedDevices ] BypassCPUCheck REG_DWORD Cx00000001 (1)
; ﬁﬁg”’t‘?”””ager 54 BypassTPMCheck REG_DWORD OxOD00000T (1)
Selent BypassRAMCheck REG_DWORD x00000001 (1)
- Setup Erd BypassSecureBootCheck R SCHMI®HY 00000007 (1)
s 7 AllowStart
Pid
SETUPCL
LabConfig
¥ Software
LT wea
HKEY_USERS
HKEY CURRENT.CONFIG

23.
24,
25.
206.

27.
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Now, close all the windows (Registry Editor, Command Prompt and Error window).
In Windows Setup window, click Yes.
Click Install Now button.

The Select the operating system you want to install wizard appears again; select
Windows 11 Pro and click Next.

Applicable notices and license terms wizard appears, accept the license terms by clicking
on I accept... checkbox and click Next.

’—

G é Windows Setup g

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

[I accept the license terms I

A »
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28. Under the Which type of installation do you want? wizard, click on Custom: Install

Windows only (advanced).

*@ é] Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

29. Then a Where do you want to install Windows? wizard appears; click on New to create a
partition. Select 45000 MB in the Size field and click on Apply.

*@ é] Windows Setup

Where do you want to install Windows?

Mame Total size Free space Type
(_.‘i? Drive 0 Unallocated Space 700 GB 700 GB
#4 Refresh 2{, Delete & Format
€8 Load driver ot Extend Size: ||4snuu [ = me ([ Agply ][ Cancel
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30. Click OK.
r Q
(o) ¢ Windows Setup
Where do you want to install Windows?
MName Total size Free space Type
,_.‘:i;, Drive 0 Unallocated Space 0.0 GB 700 GB
Windows Setup ﬁ
@ To ensure that all Windows features work correctly, Windows might create
[o] additional partitions for system files.
1 Refl
g8
Mext
S v |
31. Select the Unallocated Space partition and click on New; then, leave the size to default and
click on Apply.

*@ ﬁ] Windows Setup g

Where do you want to install Windows?

Marme Total size Free space  Type
— Drive 0 Partition 1: Systern Reserved 50.0 MB 380MB  Systemn
"-'.‘.i? Drive 0 Partition 2 439 GB 439 GB  Primary
r_:i;, Drive 0 Unallocated Space 26.1 GB 26.1 GB
+4 Refresh 2‘, Delete ‘,Emmat l-';:é Ngwl
€4 Load driver o Extend sze:  ||po67s | 3] MB“ Apply ]][ Cancel

/1. The amount of free space on the selected partition is smaller than the 39479 MB recommendation.
We recommend making it at least 39479 ME or selecting another partition.
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32. After the partitions are created, select Partition 2 to install Windows 11 and click on Next.

=
@ #f| Windows Setup

Where do you want to install Windows?

MName Total size Free space Type
1__;.? Drive 0 Partition 1: System Reserved 500 MB 380MB  System
Ll‘if' Drive 0 Partition 2 439 GB 439 GB Primary ]
1_._?'..;, Drive 0 Partition 3 261 GE 261 GB  Primary
4 Refresh 7< Delete @/ Format New
&4 Load driver :ﬂ Extend

33. The Installing Windows screen appears; wait until installation is complete.

F ==

| Windows Setup

Installing Windows

Status

.," Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up
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34. Use Default location and click yes.

Is this the right country or region?

Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

35. Select English (India) as Keyboard layout and click on Yes.

Is this the right keyboard layout or
input method?

If you also use another keyboard layout, you can add that
next.

us

Canadian Multilingual Standard

English (India) ]
Irish
NZ Aotearoa

Scottish Gaelic
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36. Click Skip.

<

Want to add a second keyboard
layout?

37. Click on I don’t have internet.

Let's connect you to a
network

You'll need an internet connection to continue setting up
your device. Once connected, you'll get the latest features
and security updates.

I; Unidentified network
No Internet

I don't have internet
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38. Click Continue with limited setup.

<«

‘'~

Connect now to quickly get started
on your device

Access the full range of apps that help you work and play the
way you want when you connect to a network and sign in with
Microsoft. Along with being able to browse the internet, get
email, and work across devices, you'll also get enhanced
features and security.

Continue with
. Connect now
limited setup

39. Type Admin and click on Next.

Wha's going to use this device?

You'll use this name to sign in to your device.

Enter your name

| Admin |
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40. Type admin@123 as password and click on Next.

e

Create a super memorable
password

Make sure to pick something you'll absolutely remember.

Enter a password

9

41. Type admin@123 to confirm the password and click on Next.

(e
Confirm your password
Enter your password one last time.
Password confirmation
(LI LT L LT L] o
Next
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42. Select one security question and type the answer. Click on Next.

é

Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (1 of 3)

[ What was your first pet's name? v ]

[ l

43. Select another security question and type the answer. Click on Next.

e

Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (2 of 3)

[ What's the name of the first school you ]

[ l
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44. Select the last security question and type the answer. Click on Next.

é

Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (3 of 3)

[ What was your childhood nickname? \/]

[ ]

45. Click on Next.

0 @0

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

Location
Get location-based experniences like directions and
weather. Let Windows and apps request your location and

allow Microsoft to use your location data to improve
location services

@ =

Find my device

Turn on Find my device and use your device's location
data to help you find your device if you lose it You must
sign in to Windows with your Microsoft account to use
this feature

@

Diagnostic data

Send info about the websites you browse and how you
use apps and features, plus additional info about device
health devire artivitv and enhanred errar rennrtinn

Learn more
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46. Click on Next.

0 @0

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

OB, L PR B LIV LY, S R P B LT

Required diagnostic data will always be included when you
choose to send Optional diagnostic data.

m Include Optional

Inking & typing

Send optional inking and typing diagnostic data to
Microsoft to improve the language recognition and
suggestion capabilities of Microsoft apps and services.

@ v

Tailored experiences

Let Microsoft use your diagnostic data, excluding
information about websites you browse, to offer you
personalized tips, ads, and recommendations to enhance
your Microsoft experiences

@D v

Learn more

47. Click on Accept.

0D @06

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

Tailored experiences

Let Microsoft use your diagnostic data, excluding
information about websites you browse, to offer you
personalized tips, ads, and recommendations to enhance
your Microsoft experiences.

@@ v

Advertising ID

Apps can use advertising 1D to provide more personalized
advertising in accordance with the privacy policy of the
app provider.

@ v

Select Learn more for info on the above settings, how
Windows helps protect you from unsafe apps and web
content, and the related data transfers and uses.
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48.

49.

Page 130

Now, the Windows 11 machine is ready, as shown in the screenshot below.

= o = G 447PM
‘[] == Q Ssearch I# = D - e ﬁ o EnNN (B0 7/4/2023 &

Open File Explorer window and click This PC in the left pane, then right-click on Local
Disk (D:) and click Format from the context menu.

Note: Drive letter may vary in your lab environment.

nd drives
cal Disk (C:) Local Disk (D:) DVD Drive (E)
.4 GB free of 43.3 GB 0 @&

= Open Enter

(]

Open in new tab

o

Open in new window

Format... ]

Pin to Quick access

Pin to Start

RclR SRSl 15

Properties Alt+Enter

£

Show more options shift+F10
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50. Format Local Disk (D:) window appears, leave the settings to default and click Start.

Format Local Disk (D)

Capadty:
26.0 GB

File system
MTFS (Default)

Allocation unit size

4096 bytes

Restore device defaults

Valume |abel

X

Format options

B Cuick Format

Cloze

51. Warning pop-up appears click OK

Format Local Disk (D)

| WARNMIMNG: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CAMCEL

OK

Cancel

X

52. In Format Complete message box click OK.

Formatting Local Disk (D)

o Format Complete.

Page 131

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

53. Once the formatting of Local Disk (D:) is completed click Close.

Format Local Disk (D) X
Capadity:

26.0 GB e
File system

NTFS {Default) b

Allocation unit size

4096 bytes b

Restore device defaults

Wolume |abel

Format oplions

8 Quick Format

CT#7.2: Change the Computer Name
1. Right-click Start icon and click on System.

Installed apps

Power Options

Event Viewer
Device Manager
Network Connections
Disk Management
Computer Management
Terminal
Terminal (Admin)
Task Manager
Settings
File Explorer
Search
Run
Shut down or sign out

Desktop

EC-Council
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2. In the System properties window, click Advanced system settings.

W Network & internet
/ Personalization
B Apps

: Accounts

Settings
@  Admin System > About
w Local Account
Device ID
- c 1821F8D0-D3F6-4B99-8DE3-130D5A365843
Find a setting Q
Product ID
| 00330-80000-00000-AA220
Syst
B System System type
Bluetooth & devices

Pen and touch

Related links

64-bit operating system, x64-based processor

No pen or touch input is available for this display

Domain or workgroup

System protection

[ Advanced system settings]

” [ipeidingtaos == Windows specifications
£2 Gaming
Edition
* Accessibility Windows 11 Pro
. . Versi
\; Privacy & security ersion
22H2
@ Windows Update Installed on

Copy R

3. In the Computer Name tab of the System Properties window, click Change.
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System Properties

Hardware Advanced System Protection Remote

Windows uses the following information to identfy your computer

on the netwark.

Computer description: |

x

For example: "Kitchen Computer” or "Mary's

Computer”.
Full computer name: DESKTOP-1DLETZK
Warcgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Metwork 10

To rename this computer or change its domain or
workgroup, click Change.

Cancel

Metwork 10,

Change...

Apply
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4. In the Computer Name field enter Admin-machine-1 and click OK.

Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources.

l Admin-Machine-1|

Full computer name:
Admin-Machine-1

Mare...

Member of
() Domain:

Q) Workgroup:
WORKGROUP

5. When prompted to restart the system, click OK.

Computer Name/Doemain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programs,
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6. You will be returned back to System Properties window, click Close.

7. You will be prompted to restart the system, click Restart Now.
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System Properties X
Computer Name  Hardware Advanced System Protection  Remote

Windows uses the following information to identify your computer
on the networl.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: Admin-Machine-1

Woarkgroup: WORKGROUP

L:;:s:ﬂ{a I\El]i.zard to join @ domain or workgroup, click Metwar 1D

Tao rename this computer or change its domain or
waorkgroup, click Change.

/4, Changes will take effect after you restart this computer.

e ippll;.

Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

[ Restart Mow Restart Later
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CT#7.3: Setting up IP address for Admin Machine-1
1. Launch VMWare Workstation.

2. Click on Admin
settings.

Machine-1 virtual machine profile and click Edit virtual machine

D Admin Machine-1

P> Power on this virtual machine

(15 edit virtual machine settings

~ Devices
E=IMemory
[ Processors
[\ Hard Disk (NVMe)
(=) CD/DVD (SATA)
3 Network Adapter
[] UsB Controller
) Sound Card
(21 Printer
Ipisplay

¥ Description
Type here to enter a description

machine.

4GB
8

70 GB

Using file C:\Use...
NAT

Present

Auto detect
Present

Auto detect

of this virtual

¥ Virtual Machine Details
State: Powered off
C ion file: C:\Users\Abhi Documents\Virtual Machines\Windows 11 x64\Windows 11 x64.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane,
click Custom: Specific virtual network radio button and select VMnet8 from dropdown,

click Add....

Hardware Options

Device Summary
E=IMemory 4GB
EEEProcessors 8

[=\Hard Disk (NVMe) 70 GB

CD/DVD (SATA) Using file C:\Users

(- Network Adapter Custom (VMnet8)

E USB Controller Present
£]) Sound Card Auto detect
(5 Printer Present
gDisplay Auto detect

Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
[@ Custom: Specific virtual network 1

VMnet8 (NAT) e >

(O LAN segment:

LAN Segments... Advanced...

OK Cancel Help
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4. 'The PrivateVS switch for internet purpose which is connected to PfSense External Firewall,
now we need one more switch that is InternalVS for I.an connection.

5. Select Network Adapter in left side pane and click Finish button.

Add Hardware W

Hardware Type

What type of hardware do you want to install?

Hardware types:

Explanation

[=\Hard Disk
CD/DVD Drive
Floppy Drive

- Network Adapter
“=| USB Controller
<) Sound Card

(2] parallel Port
Serial Port

@ Printer

Generic SCSI Device

{E, Trusted Platform Module

Add a network adapter.

———  A—

6. The new Network Adapter will be added, select newly added Network adaptor, click
Custom: Specific virtual network radio button and select VMnet1. Then, click OK.
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Virtual Machine Settings

Hardware Options

Device Summary
Memory 4GB
{Fprocessors 8
[=YHard Disk (NVMe) 70 GB
CD/DVD (SATA) Using file C:\Users!
5 Network Adapter Custom (VMnet8)
Network Adapter 2 NAT ]
=] USB Controller Present
<) Sound Card Auto detect
(= Printer Present
|:|Display Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state

(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host

' (:2 Custom: Specific virtual network
VMnetl (Host-only)

(I LAN segment:

LAN Segments...

o

X

Advanced...

Help
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7. In VMware Workstation, click Power on this virtual machine.

l_'|:| Admin Machine-1

[ P> Power on this virtual machine ]
@ Edit virtual machine settings

¥ Devices
Memory 4GB
Il Processors 8
=) Hard Disk (NVMe) 70 GB
CD/DVD (SATA) Using file C:\Use...
0 Network Adapter Custom (VMnet8)
S Network Adapter 2 Custom (VMnet1)
USB Controller Present
< Sound Card Auto detect
(= Printer Present
[ Display Auto detect

¥ Description

Type here to enter a description of this virtual
machine.

¥ Virtual Machine Details
State: Powered off
Configuration file: C:\Users\AbhinashMahanta\Documents\Virtual N
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

8. Login as Admin. after successful sign in, right-click on Network icon (lower right corner of
the desktop) and click Network and Internet Settings from the context menu.

€§3 Network and Internet settings

- = = ENG 1:58 PM
Q Search L O -CB A~ B 000
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9. The Settings window opens, scroll down and click on Change adaptor options.

Settings - = &
®  admin Network & internet
- Local Account
L_[:[l No internet
|:i'1c a setting (o]
O Properties (“,3’ Data usage 5
Public network < 1MB, last 30 days
@ System
a Bluetooth & devices E? Ethernet N
Authentication, IP and DNS settings, metered network
| 9 Network & internet
/ Personalization VPN
@ Add, connect, manage 2
B Apps
[ ] Proxy
A ts >
- ceoun 'E‘ Proxy server for Wi-Fi and Ethernet connections
1’ Time & language
) ) ) Dial-up N
#9 Gaming - Set up a dial-up internet connection
i’ Accessibility
EI:.' Advanced network settings 5
\; Privacy & security View all network adapters, network reset
@ Windows Update

10. The Advanced network settings page appears; scroll down and click on More network
adapter options.

€ settings - o o
®  Admin ** > Advanced network settings
- Local Account
Data usage >

Find a setting Q
B System Hardware and connection properties >
a Bluetooth & devices

3 Network reset 5

l W Network & internet Reset all network adapters to factory settings
/ Personalization
" e Related settings
: Accounts More network adapter options @
‘L’ Time & language
& Gaming Windows Firewall @
i’ Accessibility
I'g
W Privacy & security Q ainpy
&7 Give feedback
@ Windows Update
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11. Network Connections window opens, we have added two hardware virtual switch, so there
are two adaptors will visible here, choose first one (here Ethernet 0 in your case switch
number is different) right-click on Ethernet 0 switch, select Properties from the context

menu.

Note: The Name of Unidentified network may vary.

@ MNetwork Connections

€ e Eil < Network and Intern... » Network Connections > v
Organize « Disable this network device Diagnose this connection
"i. Ethernet W Ethemnet!
% _ Unidentifig % Disable lentified network
G Intel(R) 829 I{R) 825741 Gigabit Network C...
Status
Diagnose
® Bridge Connections
Create Shortcut
% Delete
% Rename
[ % Properties ]

-

Rename this connection

Search Network Connections

3

— O

-~

12. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.
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@ Ethernet0 Properties
Networking  Sharing

Connect using:
@ Intel(R) 82574L Gigabit Metwork Connection

This connection uses the following items:

&3 Client for Microsoft Networks

TFile and Printer Sharing for Microsft Networks
7 Qo5 Packet Scheduler

Intemet Protocol Version 4 (TCP/IPv4) [
[ & Microsoft Network Adapter Multiplexer Protacel
& Microsoft LLDP Protocol Driver

& Intemet Protocol Version 6 (TCP/IPvE)

Install... Uninztall

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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13. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 10.10.10.2

o Subnet mask: 255.255.255.0

o Default gateway: 10.10.10.1

o Preferred DNS server: 10.10.10.1
o Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Protocol Version 4 (TCP/IPv4) Properties
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
© Use the following IP address:

IP address: w. 10,10, 2
Subnet mask: 255,255 .255. 0
Default gateway: 0., 10,10 .1

Obtain DNS server address automatically

© Use the following DNS server addresses:

Preferred DNS server: 0,10 .10 . 1

Alternate DNS server: s .8 .8 .48

[ validate settings upon exit Advanced. ..

14. Click Close to close the Ethernet Properties window.
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[ Ethernetd Properties
Metworking  Sharing

Connect using:

@ Intel{R) 825741 Gigabit Network Connection

Configure. ..

This connection uses the following tems:

a Client for Microsoft Networks
’:]? File and Printer Sharing for Microsoft Networks
AH QoS Packet Scheduler

4. Intemet Protocol Version 4 (TCP/IPw4)

2. Microsoft Network Adapter Multiplexor Protocol
4. Microsoft LLDP Protocol Driver

2. Intemet Protacol Version 6 (TCP/IPE)

K EORKRKER

Install... Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
network.

I:anl:al
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15. Choose the second one (here Ethernet 1 in your case switch number is different) right-click
on Ethernet 1 switch, select Properties from the context menu.

Note: The Name of Unidentified network may vary.

L&) Network Connections — a *
€ = SR -E' <« Network and Intern... » Network Connections » o &} Search Metwork Connections @
Organize » Disable this network device Diagnose this connection Rename this connection » -~ [ o

Ethernet "-.- Ethernet1
* _ Unidentified network * _ Unidentified network )
@7 Intel(R) 825741 Gigabit Network C... @ Intel(R) 82574L Gigabit fetwork| % Disable
Status
Diagnose

¥, Bridge Connections

Create Shortcut

¢ Q@

Rename

¥, Properties ]

16. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.

U Ethernet1 Properties >

Networking  Sharing

Connect using:
I? Imtel(R) 825741 Gigabit Metwork Connection #2

This connection uses the following tems:

&8 Client for Microsoft Netwaorks

’:l? File and Printer Sharing for Microsoft Metworks
= Qo5 Packet Scheduler

Il Intemet Protocol Version 4 (TCP/IPw4) l
L a Microsoft Metwork Adapter Multiplexor Protocol
. Microsoft LLOP Protocol Driver

A Intemet Protocol Version 6 (TCP/IPvE)

Install.... Uninstall l Properties

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

QoK Cancel
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17. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 20.20.10.15

o Subnet mask: 255.255.255.0

o Default gateway: 20.20.10.53

o Preferred DNS server: 10.10.10.1
o Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Pratacal Version 4 (TCP/IPvd) Properties
General

‘fou can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an [P address automatically
© Use the following IP address:

IP address: 0 .20 .10 .15
Subnet mask: 255 .255.255. 0
Default gateway: 20 .20 .10 . 53

Obtain DNS server address automatically

© Use the following DNS server addresses:

Preferred DNS server: 20 .20 .10 . 53

Alternate DNS server: 8 .8 .8 .8

[ validate settings upon exit Adyanced. ..

CEHEEI

18. Click Close to close the Ethernet Properties window.
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@ Ethernet1 Properties

Metworking  Sharing

Connect using:

? Intel{R) 82574L Gigabit Metwork Connection #2

Corfigure...
This connection uses the following tems:

= Client for Microsoft Networks
’:]? File and Printer Sharing for Microsoft Netwarks
Q05 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

[J s Microsoft Metwork Adapter Mutiplexor Protocol
4. Microsoft LLDP Protocal Driver

. Intemet Protocol Version 6 (TCP/IPvE)

Install... Uninstall Properties

Description

Allows your computer to access resounces on a Microscft
network.

Close Cancel
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Download CND Tools Folder in Admin Machine-1
1. Copy the CND Tools folder from ASPEN in the E: Drive of Admin Machine-1.

2. Open Network and Sharing Center by navigating to Control Panel = Network and
Internet 2> Network and Sharing Center.

3. In the Network and Sharing Center window, click the Change advanced sharing settings

link in the left pane.
L% Network and Sharing Center - O X
€ v 4 AE < Met. > Network a.. v & Search Control Panel e

Control Panel Home

Change adapter settings

Change advanced sharin
settings

Media streaming options

View your basic network information and set up connections
View your active networks

Network Access type: Internet

Public network Connections:

Change your networking settings

ﬁ. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

4. In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private (current profile), Guest or Public, and All Networks, as
shown in the screenshots below, and click Save changes.

each profile.

. Advanced sharing settings

- . . <« Met.. » Advanced shari.. v &} Search Control Panel 2

Change sharing options for different network profiles

Windows creates a separate network profile for each netwerk you use. You can choose specific options for

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

© Turn on network discovery

) Turn off netwaork discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by pecple on the network.

@ Turn on automatic setup of network connected devices,

I © Turn on file and printer sharingl

All Networks

() Turn off file and printer sharing

Guest or Public (current profile)

W

Save changes Cancel
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All Metworks .

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

IOTurrl on sharing so anyone with network access can read and write files in the Publicfoldersl

() Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can alse find media en the network,

Cheose media streaming options..
File sharing connections

Windows uses 128-bit encryption to help protect file sharing connections. Seme devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

I 0 Use 128-bit encryption to help protect file sharing connections (recommended]l
[ Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing

When password protected sharing is en, only people who have a user account and password en this
computer can access shared files, printers attached to this computer, and the Public felders. To give
other people access, you must turn off password protected sharing.

I © Turn on password protected sharing I

() Turn off password protected sharing

Save changes Cancel

Bl 2dvanced sharing settings - a x
“— > e . <« MNet.. » Advanced shari.. R &) Search Control Panel ye
Change sharing options for different network profiles
Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.
Private v
IGuest or Public (current profile]l A
Network discovery
When network discovery is on, this computer can see other network computers and devices and is
visible te other netwerk computers,
Io Turn on network discoveryl
(_J) Turn off network discovery
File and printer sharing
When file and printer sharing is on, files and printers that you have shared frem this computer can
be accessed by people on the network.
IOTum on file and printer sharing I
() Turn off file and printer sharing
All Metworks w
¥ Save changes Cancel
i Advanced sharing settings = O X
- > > . <« Met.. » Advanced zhari... i w) Search Control Panel el
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11.
12.

13.
14.

Close the Network and Sharing Center window.

Now, open a File Explorer window, navigate to the E: drive, right-click on the CND Tools
folder, and navigate to Show more options > Properties from the context menu.

Select the Sharing tab from the Properties window to modify and display the current shared
folder settings.

Click the Share... button to access the File Sharing options.

In the File Sharing wizard, sclect Everyone from the drop-down list and click Add.

. For the newly added users (Everyone), click the Read drop-down menu and click

Read/Write.
Click Share to begin sharing with the added users.

Click Done on the confirmation page of the File Sharing wizard.

CMND-Tools Properties X

General Sharng  Securty Previous Versions Customize

Network File and Folder Sharing

CND-Tools
Shared

Network Path:
WADMIN-MACHINE-1\CND-Tools

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

® Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Metwork and Sharing Center.

OK Cancel Apph

Close the CND Tools Properties window.

Close all open windows.

CT#7.4: Installing Adobe Acrobat Reader

1.

2
3.
4
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Navigate to E:\CND-Tools\Lab Prerequisites\ Adobe Reader folder
Alternatively, you may download the latest version of Adobe Reader Adobe website
Double-click .EXE file to begin the installation

Follow wizard-driven installation steps and complete the install by choosing default options
throughout the installation process
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CT#7.5: Installing WinRAR

1.

A A o

8.

Navigate to E:\CND-Tools\Lab Prerequisites\WinRAR folder.

Alternatively, you can also download the latest version of WinRAR from Vendor.
Double click on .exe to begin the installation.

WinRAR setup window appears.

In the WinRAR 6.22 setup window, click Install.

Complete the install by choosing defaults throughout the installation process.

After completing the installation, the installation location of WinRAR files window opens
automatically.

Close the window.

CT#7.6: Installing Web Browsers

1.
2.
3.
4.

Navigate to E:\CND-Tools\Lab Prerequisites in guest operating systems.
Open Web Browsers folder
Follow wizard-driven installation steps and install Firefox and Chrome web browsers.

You can also download latest version of web browsers from respective vendors.

CT#7.7: Installing Notepad++

1.
2.
3.
4.
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Navigate to E:\CND-Tools\Lab Prerequisites in guest operating systems.
Open Notepad++ folder and double-click .exe file.
Follow the wizard-driven installation steps, to install Notepad++.

You can also download latest version of Notepad++ from its vendor site.
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CT#7.8: Installing JDK

1. Navigate the E:\CND-Tools\Lab Prerequisites\Java Double-click on jdk-20_windows-
x64_bin.exe.

2. If User Account Control popup appears, click Yes.
3. JDK Setup window appears, click Next.

<8 Java(TM) SE Development Kit 20,01 {64-bit) - Setup x

Welcome to the Installation Wizard for Java SE Development Kit 20.0.1
This wizard will guide you through the installation process for the Java SE Development
Kit 20.0.1.
4. Click Next.
a Java(TM) SE Development Kit 20.0.1 (64-bit) - Destination Folder X

This will install the Java{TM) SE Development Kit 20.0. 1 {64-bit), which requires
420MB on your hard drive, Click the "Chanage” button to change the installation
folder.

Install Java{T™) SE Development Kit 20.0. 1 {64-bit) to:
C:'\Program Files\Javajdk-20Y Change...

Note: If a user access control popup appears; click yes.
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5. Java SDK installed successfully, click Close.

8 Java(TM) SE Development Kit 20.0.1 (64-bit) - Complete X

Java(TM) SE Development Kit 20,0, 1 (64-bit) Successfully Installed

Click Next Steps to access tutorials, APT documentation, developer guides, release notes
and more to help you get started with the JDK.

Mext Steps

Ce=]
6. Navigate to C:\Program Files\Java\jdk-20 and copy the path.

T jdk-20 x . T
) New - T osort v = view .
&« > v |: C:\Program Files\Java'jdk-20) ~ | O Search jdk-20
% Home Name Date modified Type Size
» @ OneDrive — bin 7/12/2023 5:45 PM File folder
~ conf T/12/2023 3:45 PM File folder
Ml Desktop » ~ include T/12/2023 5:45 PM File folder

L i Downloads * __ jmods 7/12/2023 5:45 PM File folder

v |

7. In the search box, type Environment variable and click on Edit the system environment
variables.

@ Apps Documents Web Settings Folders Ph

Best match

Edlit the system environment -
variables

Control pane

Edit the system ent
Settings Confr

Edit environment variables for
your account @ Open
Search the web

O Environment - See web results >

() Environment I [ *] D - e a @
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8. The system properties window appears; click on Environment variables...

System Properties X

Computer Name Hardware Advanced  System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memary

User Profiles
Desktop settings related to your sign4in

Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
Environment Variables
QK Cancel Apply

————————————————————————————————
9. Click on New

Environment Variables X

User variables for Admin

Variable
OneDrive 31 AdminiOneDrive
Path Ch\Users\Admin\AppDatatLocal\Micresoft\WindowsApps:
TEMP Ch\Users\Admin\AppData\Local\Ternp
T™MP Ch\Users\Admin\AppData\Local\Temp
MNew... Edit... Delete

System variables

Variable Value

Com5pec Ch\Windows\system32\cmd.exe

DriverData CA\Windows\5ystem32\ Drivers\DriverData
MUMBER_OF_PROCESSORS 4

Qs Windows_NT

Path C\Program Files\Comman Files\Oracle\Java\javapath; C\Windows...
PATHEXT .COM; EXE:.BAT..CMD;.VBS: VBE:.JS; JSE:.WSF: WSH; MSC
PROCESSOR ARCHITECTURE  AMDE4
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10. In the New System Variable window enter Variable name as Java_home and Variable
value as C:\ProgramFiles\Jave\jdk-20.

Variable name:

Variable value:

|

Mew System Variable

' Java_home I

[C:\Program Files\Java'jdk-20 l

Browse Directory... Browse File...

oK

Cancel

11. In Windows explorer navigate to C:\Program Files\jdk-20\bin and copy the path in the

clipboard.

== bin X s _
@ New ~ Tl sort ~ = View -
w Search bin
% Home Mame - Date medified Type Size
> @ OneDrive ~ server 7/12/2023 5:45 PM File folder
api-ms-win-core-console-11-1-0.dll 7/12/2023 5:45 PM Application exten... 12KB
B Desktop » api-ms-win-core-console-11-2-0.dll 7/12/2023 5:45 PM Application exten... 12KB
- Downloads » @ api-ms-win-core-datetime-11-1-0.dIl 7/12/2023 5:45 PM Application exten... 12KB
= Documents » B api-ms-win-core-debug-11-1-0.dIl 7/12/2023 5:45 PM Application exten... 12KB
P Pictures + api-ms-win-core-errorhandling-11-1-0.dll  7/12/2023 5:45 PM Application exten... 12KB
12. In the Environment Variables window select path and click Edit
Enviranment Variables o
User variables for Admin
Variable Value
OneDrive C:\Users\Admin\OneDrive
Path Ch\Users\Admin\AppData\Local\Microsoft\WindowsApps;
TEMP Ch\Users\Admin\AppData\Local\Temp
T™P ChUsers\Admin\AppData\Local\Temp
New... Edit... Delete
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Systern variables

Variable

ComSpec

DriverData

Java_home
MUMBER_OF_PROCESSORS
05

PATHEXT

Value

CAWindows\system32\cmd.exe
CAWindows\System32\Drivers\DriverData
C\Program Files\Java\jdk-20

4

Windows_NT

A

C\Program Files\Common Files\OraclebJava\javapath; C\Windows...
.COM:.EXE: BAT:.CMD-.VBS:.VBE:.JS:JSE: WSF:.WSH:.MSC

New.“

Cancel

Delete
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13. Click New and add the copied path in the window and click OK

Edit envircnment variable

X

14. Click OK.

Ch\Program Files\Commen Files\Oracle\Java'javapath l New I

Fe5ystemRoot H\system32

FeSystemRoot% Edit

Fe5ystemRoot 26\ Systern3 2\ Whem

%6SYSTEMROOT\ System 32\ WindowsPowerShellha 1,00 Browse..,

S65YSTEMRO 0T\ Systern32\ OpenSS5HY,

C:\Program Files\Java'jdk-204bin| _ Delete
Mave Up

Mowve Down

Edit text...

—

Environment Variables x
User variables for Admin
Variable Value
OneDrive CA\Users\Admin\OneDrive
Path ChUsers\Admin\AppData\Local\Microsoft\WindowsApps;
TEMP ChUsers\Admin\AppData\Local\Temp
™P Ch\Users\Admin\AppData\Local\Temp
MNew... Edit... Delete
System variables
Variable Value
ComSpec CAWindows\system32\emd.exe
DriverData CA\Windows\5ystemn32\ Drivers\DriverData
Java_home C\Program Files\Java'jdk-20
MNUMBER_OF_PROCESSORS 4
Qs Windows_NT
Path C:\Program Files\Commen Files\Oracle\Java\javapath; C\Windows...
PATHEXT .COM:.EXE:.BAT:.CMD:.VBS: VBE: J5:.JSE: WSF:.WSH: .MSC
- — il
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15. Click OK

*System Properties

Computer Name Hardware Advanced  System Protection

Performance

User Profiles
Desktop settings related to your sign4n

Startup and Recovery
System startup, system failure, and debugging information

CT#7.9: Installing ZAP Tool

1. Navigate to E:\CND-Tools\Lab Prerequisites\ZAP and double click on
ZAP_2_14_0_windows.exe. The install wizard opens.

Note: If User Access Control pops up, click Yes.

“You must be logged on as an Administrator to make most of these changes.

Visual effects, processor scheduling, memory usage, and virtual memory

Environment Variables...

Remate

Settings...

Settings...

Settings...

Apply

installdj Wizard -

Zed Attack Proxy is preparing the install4j Wizard
which will guide you through the rest of the setup

process,

-

|

2. The automatically starts ZAP toll installation, The ZAP tool installation wizard opens, click

Next to continue.

Setup - Zed Attack Proxy 2.14.0

Wizard
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Welcome to the Zed Attack Proxy Setup

This will install Zed Attack Proxy on your computer. The
wizard will lead you step by step through the installation.

Click Next to continue, or Cancel to exit Setup.

- (m] X
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3. Accept the agreement and click Next.

RN Setup - Zed Attack Proxy 2.140

License Agreement
befo

re continuing.

foll.

Please read the ing imp

ing with the i

before c

g

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

1. Definitions.
O | accept the agreement
I do not accept the agreement

install4)

Please read the following License Agreement. You must accept the terms of this

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

< Back Cancel i

=

4. Select Standard installation radio button and click Next.

IRY Setup - Zed Attack Proxy 2.140

Select Installation Type
Which type of installation should be performed?

to continue,

[o Standard installation]
Custom installation

hnstalld)
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Select the type of installation that you want to perform. Click Next when you are ready

< Back

&

Cancel
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5. Click Install on Ready to install setup wizard.

IR Sctup - Zed Attack Proxy 2.14.0 =& x1
Ready to Install
Setup is now ready to being installing Zed Attack Proxy on your
compu‘ter. —

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\ZAP\Zed Attack Proxy

Start Menu folder:
ZAP\Zed Attack Proxy

Additional tasks:
Additional icons:
Create a desktop icon

Check for Updates:
Check for updates on startup: Yes

nstalld)
L < Back Cancel ﬂ
6. After successful installation, click Finish to complete the installation.
WY Setup - Zed Attack Proxy 2.14.0 - o x1

Completing the Zed Attack Proxy Setup
Wizard

Setup has finished installing Zed Attack Proxy on your
computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

CT#7.10: Installing Nessus Vulnerability Scanning Tool

1. Navigate the E:\CND-Tools\Lab Prerequisites\Nessus Double-click on Nessus-
10.5.3-x64.msi.
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2. Follow the installation wizard to complete the installation.

=8 Tenable Messus (x64) - InstallShield Wizard >

Welcome to the InstallShield Wizard for
Tenable Nessus (x64)

The Installshield(R) Wizard will install Tenable Nessus (x64) on
your computer, To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

3. Click on Finish to complete the installation wizard.

a Tenable Messus (x64) - InstallShield Wizard *

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Tenable
MNessus (x64). Click Finish to exit the wizard.

Cancel

4. The Nessus will launch default browser navigating to
http:/ /localhost:8834/WelcomeToNessus-Install/welcome link.
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5. Click Connect via SSL button to continue setup.

™ D Nessus - Welcome X B

G O localhost:8834/WelcomeToNessus-Install/welcome

( Ynessus

Connect via SSL

NOTICE: If you get a security alert from your browser, you
can accept the risk and continue or obtain a valid certificate
before proceeding. Please refer to the documentation for more

information

©Otenable

6. The browser shows the security warning, click Advance button in the browser.

TD_‘ Privacy error X #

<~ &) A Notsecure | Bpsy//localhost: 8534

Your connection isn’t private

messages, or credit cards).

MET:ERR_CERT_AUTHORITY_INVALID

Advanced

Attackers might be trying to steal your information from localhost (for example, passwords,

Ao Mmoo a5
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7. Click Continue to localhost(unsafe) button to continue the setup.

ID Privacy error x | -+

&« G A Not secure | Rips//localhost: 2834 A 7 |I| {%

Your connection isn't private

Attackers might be trying to steal your infermation from localhost (for example, passwords,

messages, or credit cards).

MNET:ERR_CERT_AUTHORITY_INVALID

This server couldn't prove that it's localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

[ Continue to localhost {unsafe) I

=

3
-

8. The Nessus welcome page opens, Click Continue.

T /j Nessus / Setup X r_|_

&< G A Notsecure | hitps//localhost:8834/#/ Ay m

ke

( Ynessus

Welcome to Nessus

You can click Settings to configure the Nessus proxy,
plugin feed, and encryption password settings before
you start the installation, or you can select Register
Offline to configure an offline installation.

When you are ready, click Continue to proceed with
the installation.

M Register Offline

Otenable
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9. Select Register for Nessus Essential radio button and click Continue.

[ | () Nessus/Setup x |+ -

& G A Notsecure | htps://localhost:8834/#/ A m = %

Welcome to Nessus

Choose how you want to deploy Nessus. Select an

option to get started.
@ Sset up a purchased instance of Nessus
@ Sstart a trial of Nessus Expert
@ start a trial of Nessus Professional
© Register for Nessus Essentials

@ Link Nessus to another Tenable product

Continue
Otenable

10. The Nessus required activation code, fill the following details and enter valid email address,
you will get the activation code on entered email id, click Email

0 ) Nessus/Setup X == -

& G A Notsecure | hupsy/localhost3834/4/ A M = 5 &

( Inessus

Get an activation code
To register for a free Nessus Essentials activation
code, enter your information.

First Name Last Name

Email

Already have activation code? Skip this step to enter it
manually.

Otenable
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11. Copy the activation code, switch to the Nessus installation tab of the browser. And paste
into the Activation Code* field, click Continue.

( nessus

License Information

Activation Code: L

Continue

12. On the next page type username as admin and password as admin@123, click Submit.

( nessus

Create a user account
Create a Nessus administrator user account. Use this
username and password to log in to Nessus.

Username *

admin _

Password *

... [

13. Wait for few minutes to complete the downloading.

D O Nessus/Initializing T =

& @ A Notsecure | hitpsi//localhost:8834/#/ A % m 1= R

( Inessus

Initializing

Please wait while Nessus is initializing.

Downloading plugins...

Otenable

Note: The downloading may take time. You need to wait for a more the 20 minutes.
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CT#7.11: Turn off Windows Firewall
1. Turn on the machine and log in with your credentials.

2. Open Control Panel and select System and Security.

@ Control Panel = (] X
€ > ~ 1 [E5 > Control Panel » ~ @) Search Control Panel »
Adjust your computer's settings View by:  Category =
6 System and Securi . User Accounits
EVIEW yOUr COMpULEr s status = ch "

Save backup copies of your files with File - % Change account type
History a E L
Backup and Restore (Windows 7) ! Appearance and Personalization

h Network and Internet . Clock and Reai
View network status and tasks P L ockan €gion

— Change date, time, or number formats

== Hardware and Sound
View devices and printers Ease of Access
Add a device Let Windows suggest settings

Optimize visual display
—gm-| Programs
r Uninstall a pregram
3. Click Windows Firewall in the System and Security window.
r‘ System and Security - a X
« 3 v @ > Control Panel > System and Security > w (&) Search Control Panel »

Control Panel Home

e System and Security
Metwork and Internet
Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

=
7

©

e § 4@

!/

Security and Maintenance
Review your computer's status and resclve issues
®y Change User Account Control settings | Troubleshoot common computer problems

[Windows Defender Firewal
Check firewall status | Allow an app through Windows Firewall

System
View amount of RAM and processor speed | % Allow remote access
Launch remote assistance | See the name of this computer

Power Options
Change what the power buttons de | Change when the computer sleeps

File History
Save backup copies of your files with File History | Restore your files with File History

Backup and Restore (Windows 7)
Backup and Restore (Windows 7) | Restore files from backup

BitLocker Drive Encryption
Manage BitLocker

Storage Spaces
Manage Storage Spaces

Work Folders
Manage Work Folders

Windows Tools
Free up disk space Defragment and oetimi.ze vour drive_s |
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4. In the Windows Firewall window, click Turn Windows Firewall on or off in the left
pane of the window.

‘ Windows Defender Firewall
« > v 4 ﬁ <« Systern and Secu... » Windows Defender Firewall ~ ) Search Control Panel .l

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through the Internet or a netwaork,
through Windows Defender 3
Firewall .
l ° Private networks Not connected
¥, Change notification settings 3
¥ Turn Windows Defender l ° Guest or public networks Connected
Firewall on or off =
W) Restore defaulis Metworks in public places such as airports or coffee shops
¥ Ad d setti
% Advanced seftings Windows Defender Firewall state: On
Troublesheot my network . . .
Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Active public networks: = Network

= Unidentified network

Notification state: MNotify me when Windows Defender Firewall
blocks a new app

See also
Security and Maintenance

Metwerk and Sharing Center

5. . In the Customize Settings window, select the Turn off Windows Firewall (not

recommended) radio button for all Domain, Private and Public network settings and click
OK.

ﬁ Customize Settings = [m] x

~

« > W ﬁ <« Windows Defender Firew... » Customize Settings ~ &) Search Control Panel P

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
v () Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

g IOTurn off Windows Defender Firewall (not recommended) l

Public network settings
0 (0) Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

w [oTum off Windows Defender Firewall (not recommended) ]

Cancel
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6. In the Windows Defender Firewall window, click Advanced settings in the left pane.

ﬁ Windows Defender Firewall

€ > v

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

®y Change notification settings

® Tumn Windows Defender
Firewall on or off

®y Restore default:

Troubleshoot my network

T ﬁ <« Systern and Secu... » Windows Defender Firewall w @)

= [} X

Search Control Panel 2

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
PC through the Internet or a network.

Update your Firewall settings

Windows Defender Firewall is not using the
recommended settings to protect your
computer,

) Use recommended settings

What are the recommended settings?

Not connected

l @ Private networks

l @ Guest or public networks

MNetworks in public places such as airports or coffee shops

Connected

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Active public networks: = Network

See also Unidentified network

Security and Maintenance Motification state: Motify me when Windows Defender Firewall
MNetwork and Sharing Center blocks a new app

7. Once Windows Defender Firewall with Advanced Security appears, click Windows
Defender Firewall Properties in the Overview section.

ﬂ Windows Defender Firewall with Advanced Security = O X
File Action View Help

==

o RULEEEL RSN Windows Defender Firewall with Advanced Security on Local Computer Actions

Inbound Rules

3 Outbound Rul Windows Defender Firewall...
%% Outbound Rules

B4 Connection Security Rules ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows computers. & Import Policy..

> ‘g, Menitoring 45| Export Policy...

Overview - Restore Default Policy
Domain Profile

f@' Windows Defender Firewall is on

Diagnese / Repair

View >
9 Inbound connections that do not match a rule are blocked.
_ |6 Refresh
@' Outbound connections that do not match a rule are allowed
D Properties
Private Profile
Help

@' Windows Defender Firewall is off

Public Profile is Active
3 Windows Defender Firewallis off

Windows Defender Firewall Properties ]

Getting Started -

A i e ati b

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

g Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if
it is authenticated, or if it comes from an autherized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a nule that
blocks them.

B3 Inbound Rules
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8. When the Windows Defender Firewall with Advanced Security on Local Computer
Properties window appears, in the Domain Profile tab, choose Off from the Firewall

state drop-down list. Then, navigate to the Private Profile and Public Profile tabs and
ensure that the Firewall state is Off. Click Apply, and then click OK.

9. Close all windows.

Windows Defender Firewall with Advanced Security on Local Com...

Domain Profile  Private Profle  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
7

State

i P Firewall state:

Inbound connections: Block (default)
Outbound connections: Allow (default)
Protected network connections: Customize. ..
Settings
+— | Specify settings that control Windows X
%= | Defender Firewall behavior. st omize =
Logging
Specify logging settings for "
Q troubleshooting. st omize =
Cancel Apply

10. Turn OFF Admin Machine-1

CT#7.12: Configure pfSense Firewall

Note: Make sure the pfSense Firewall VM is running.

1.

BR  Q Search

i L O - @CB e @

X

To open the browser, double-click on the Google Chrome icon on the desktop.

>

Page 164

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec'council

2. Browse pfSense web interface type http://10.10.10.1 in the address bar and press Enter.

& NewTab X e v ——T

c @[ nipy/1010101

P Gmail "I @  http://10.10.10.1

Q  http://10.10.10.1 - Google Search

Q_  Search Google or type a URL y @
0 o’ e +
Login Cloud Compu... In Web Store Add shortcut

#' Customi

|

3. A Privacy error page appears; click Advanced button and select Proceed to
10.10.10.1(unsafe) to continue.

Privacy error x -+

Sl

L C A Notsecure | hitps;//10.10.10.1

M Gmaill EB YouTube RB¥ Maps

A

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.1 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Advanced Back to safety
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Privacy error b3 +
& C A Notsecure | hitps://10.10.10.1

P Gmail @ VouTube B¥ Maps

A

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced

attacker intercepting your connection.

Proceed to 10.10.10.1 {unsafe)

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.1 (for example,
passwords, messages, or credit cards). Learn more

Q T get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is 10.10.10.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an

8
%

o]

4. The pfSense login page will appear; type username admin and password pfsense, and then
click SIGN IN button.

Bl pfSense - Login x 4+ o
&« C A Notsecure | Bs//10.10.101 1= ¥
M Grmail BB YouTube B¥ Maps

fisense .

SIGN IN

SIGN IN
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5. To continue, Click >Next on the welcome page.

Bl pfSensehomearpa - Wizard: pfe X+ ™ -
& C A Notsecure | hps//10.10.10.1/wizard.php?xml=setup_wizard.xml = v 0O
M Gmail @B YouTube BF Maps

[2/JS@NS@ system - interfaces = Firewall +  Services ~ VPN » Status ~ Diagnostics ~  Help ~

COMMUNITY EDITION

WARNING: The ‘admini account password is set o the default value. Change the password in the User Manager

Wizard / pfSense Setup /

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

pfSense® software is developed and maintained by Netgate®

= pfSense Netgate. View license.

6. The Netgate Global Support page will appear; click >Next.

R pfSenschomearpa - Wizardipfe X |+

< C A Notsecure | ktps//10.10.10.1/wizard.php?xmi=setup_wizard.xml

M Gmail @ YouTube ¥ Maps

Eﬂsens System ~ Interfaces ~  Firewall ~ VPN - Status ~ Diag

GOMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Netgate® Global Support is available 24/7

Step 10f 9

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from
branch office to enterprise — on premises to cloud,
We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companif
around the world choose Netgate support because:
- Support is available 24 hours a day, seven days a week, including holidays.
- Support engineers are located around the world, ensuring that no support call is missed
Our support engineers hold many prestigious network engineer certificates and have years of hands-on experient

with networking

7. To contact the browser for the first time, it is important to configure the primary DNS
server for pfSense. For the virtual environment, the default gateway address of the host
machine will be the primary DNS server for pfSense. To know the host default gateway

address of the host machine, switch to host machine.

8. Right-click on the Network icon on the taskbar and select Open Network and Internet

setting.

83 Network and Internet settings

Q Search [ D __ é ﬁ » Elr:,G &

1:58 PM

7/10/2023
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9. The Setting page will appear; click on Change adapter options under network settings.

| &

Settings

@ Home

| Find a setting

°|

)

Network & Internet

Status

Wi-Fi

Ethernet

Dial-up

VPN

Airplane mode

Mobile hotspot

Proxy

Status

Iffs  From the last 30 days

Properties

Show available networks

View the connection options around you.

Advanced network settings

Data usage

Change adapter options

=

View network adapters and change connection settings

MNetwork and Sharing Center
For the networks you connect to,

B
A

Network troubleshooter

View hardware and connection properties

Windows Firewall

Network reset

Diagnose and fix network problems.

decide what you want to share.

10. The Network Connections window will appear, which shows the number of adapters
created. Right-click on Network Bridge (Vnet0) to view the default gateway address of the

host mac

hine.

Organize

X

L.

E‘ Network Connections

1- & 3 Control Panel » All Control Panel ltems » Network Connections

Ethernet
Network cable unplugged
Intel(R) Ethernet Connection (6) 12...

VMware Network Adapter VMnet1
Enabled

VMware Virtual Ethernet Adapter ...

Network Bridge

Microsoft Network Adapter Multi...

vEthernet (Default Switch)
Enabled
Hyper-V Virtual Ethernet Adapter

L

L.

VMware Network Adapter VMnet8

Enabled

VMware Virtual Ethernet Adapter ...

Wi-Fi
Enabled, Bridged
Intel(R) Wireless-AC 9260 160MHz

AL

il

11. A pop-up list will appear; select the Status option.

E Network Connections

Organize ~
—
X @
A

7~ & > Control Panel > All Control Panel ltems » Network Connections

Ethernet
Network cable unplugged

Enabled

VMware Virtual Ethernet Adapter ...

Disable this network device

VMware Network Adapter VMnet1

Intel(R) Ethernet Connection (6) 12...

Diagnose this connection

- VMw
&? Enabl
& w

Network Bridge

!; Disable

Micr

Rename this connection

View status of this connect+

-

vEthernet (Default Switch)
Enabled
Hyper-V Virtual Ethernet Adapts

Status

Wi-Fi

Diagnose

Enabled, Bridged

il

Create Shortcut

9 Delete

Q Rename

Intel(R) Wireless-AC 9260 160

G Properties
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12. The Network Bridge (Vnet0) adapter status window will appear; click on Details...

button.
« Network Bridge Status X
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: Internet
Media State: Connected
Duration: 05:50:47
Speed: 72.2 Mbps
L Details...
Activity
Sent —— . I ——  Received
Bytes: 306,307,061 2,208,101,193
Gproperties GDisable Diagnose
Close J

13. 13. The Network Connection Details window will appear; you will find the default gateway
address of the host machine here, as shown in the screenshot below.

Network Connection Details:

Property A
Connection-specific DNS ...

Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway 192.168.1.1 ]
IPv4 DHCP Server 192.168.1.1
IPv4 DNS Servers

IPv4 WINS Server

NetBIOS over Tcpip Enab...

IPv6 Address

Temporary |IPv6 Address

Link-local IPv6 Address

|P\16 Default Gateway v

( >

Close ‘

14. Click Close all open Network connection windows and the Setting window.
15. Switch to Admin Machine-1 VM.
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16. Scroll down the page and type host DNS address in the Primary DNS Server text box
and 8.8.8.8 in the Secondary DNS Server text box (Note: here, the host machine default
gateway address is 192.168.1.1; in your case, it may differ. Please check your host machine

default gateway address.); then, click >Next.

i piSensehomearps - Wizard: pi= X ==
< & A Not secure | hips//10.10.10.1/wizard.php?xmi=setup_wizard.xml
™

Gmail EB YouTube B¥ Maps

General Information

On this screen the general pfSense parameters will be set

Hostname pfSense

EXAMPLE: myserver

Domain home.arpa

EXAMPLE: mydomain.com

The default behavior of the DNS Resclver will ignere manually configured DNS servers for client queries a
servers directly. To use the manually configured DNS servers below for client queries, visit Services > DN

enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 192.168.1.1
Secondary DNS 8.88.8

Server

Override DNS
Allow DNS servers to be overridden by DHCP/PPP on WAN

17. Under Time Sever Information, set the Timezone and click >Next.

B pfSensehomearpa - Wizard: pfo X +
&« c A Not secure | hitpsy//10.10.10.1/wizard.php?xmi=setup_wizard.xml
M Grail @ YouTube  B¥ Maps

'Sense System ~ Interfaces v Firewall v Services v VPN~ Status v Diagno

5

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Time Server Information

Step 3 of 9

Please enter the time, date and time zone.

Time server 2.pfsense.poolntp.org

hest .
ostname Enter the hostname (FQDN) of the time server.

Timezone Asia/Kolkata h

pfSense Netgate. View license.

Time Server Information
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18. To continue the pfSense setup, scroll down and click >Next.

B pfSensehomearpa - Wizard: pfo X + A4
<« cC A Notsecure | hitpsy//10.10.10.1/wizard.php?xml=setup_wizard xml =R
M Gmail EB YouTube BF Maps
PPTP Dial on Enable Dial-On-Demand mode
demand

This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The irf
configured, but the actual connection of the link is delayed until qualifying outgoing traffic is detected

PPTP Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought d
idle timeout of zero disables this feature

RFC1918 Networks

Block RFC1918 Block private networks from entering via WAN

Private Networks When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10,

172.16/12,192.168/16) as well as loopback addresses (127/8). This optien should generally be left turned on, un
WAN network lies in such a private address space, too.

Block bogon networks

Block bogon Block non-Internet routed networks from entering via WAN

networks When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by

Bogons are prefixes that should never appear in the Internet routing table, and obviously should not appear as the
address in any packets received.

= pfSense Netgate. View license.

19. The Configure LAN Interface section will appear; the LAN IP Address and Subnet Mask
are already during pfSense installation. Thus, click >Next.

Bl pfSensehomearpa - Wizard: pi= X =+ A4 3
& C A Notsecure | h#ps//10.10.10.1 /wizard.php?xmi=setup_wizard.xm| = 1
M Gmail B YouTube B¥ Maps

msense ystemn nterfa Firewall ¥ Services ~ VPN ~ Status ~

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Configure LAN Interface

Configure LAN Interface
On this screen the Local Area Network information will be configured.

LAN IP Address 10.10.10.1

Type dhep if this interface uses DHCP to obtain its IP address.

Subnet Mask 24 v
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20. The Set Admin WebGUI Password page appears; enter the Admin Password as
admin@123 to change the default password of pfSense and click >Next.

Bli pfSensehomearpa - Wizard:ipft X =+

&« c A Notsecure | bitps;//10.10.10.1/wizard.php?xml=setup_wizard.xml

M Gmail &3 YouTube B Maps

msense System = Interfaces Firewall + Services =

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Setup/ Set Admin WebGUI Password

Step 6of 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH service:

Admin Passwerd
Admin Password
AGAIN

21. The Reload configuration page appears; click >Reload.

Bl pfSensehome.arpa - Wizard: pfo X + ~4
& c A Not secure | Bips//10.10.10.1/wizard.php?xm|=setup_wizard.xml =
M Gmail B YouTube BF Maps

Plisense Frewall =

COMMUNITY EDITION

Wizard / pfSense Setup/ Reload configuration

Step 7 of 9

Reload configuration

Click Reload to reload pfSense with new changes.
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22. After reloading wizard is completed, click >Finish to complete the pfSense setup.

B pfSensehomearpa - Wizard: pf2 X -+ 4 -
&« C A Notsecure | hips//10.10.10.1/wizard.php?xml=setup_wizard.xml&stepid=9 = W [
M Gmail EB YouTube P: Maps

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services

User survey

Please help all the people involved in impreving and expanding pfSense software by taking a moment to answer this
short survey (all answers are anonymous)
Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

« To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletier for ongoing product information, software announcements and special offers.

B pfSensehomearpa - Status: Das. X +

C A Notsecure | bps//10.10.10.1

B YouTube PI Maps

software is allowed without the prior written consent of ESF and/or Netgate.

ESF and/or Netgate make no warranty of any kind, including but not limited to the implied warranties of merchantability and fitness for a
particular purpose. ESF and/or Netgate shall not be liable for errors contained herein or for any direct, indirect, special, incidental or
consequential damages in connection with the furnishing, performance, or use of any software, information, or material.

Restricted Rights Legend.

No part of ESF and/or Netgate's information or materials may be published, distributed, reproduced, publicly displayed, used to create
derivative works, or translated to another language, without the prior written consent of ESF and/or Netgate. The information contained
herein is subject to change without notice.

Use, duplication or disclosure by the U.S. Government may be subject to restrictions as set forth in subparagraph (c) (1) (i) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of the
Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other agencies.

Regulatory/Export Compliance.

The export and re-export of software is controlled for export purposes by the U.S. Government. By accepting this software and/or
documentation, Licensee agrees to comply with all U.S. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export or re-export outside the United States software or documentation, whether directly or indirectly, to
any Prohibited Party and will not cause, approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes: a party in
a U.S. embargoed country or country the United States has named as a supporter of international terrorism; a party involved in proliferation;
a party identified by the U.S. Government as a Denied Party; a party named on the U.S. Government's Enemies List; a party prohibited from
participation in export or re-export transactions by a U.S. Government General Order; a party listed by the U.S. Government's Office of Foreign
Assets Control as ineligible to participate in transactions subject to U.S. jurisdiction; or any party that Licensee knows or has reasen to know
has viclated or plans to violate U.S. or foreign export laws or regulations. Licensee shall ensure that each of its software users complies with
U.S. and foreign export laws and regulations as they relate to software and related documentation.
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24. Click Close to complete the pfSense Configuration.

EC-Council

= C A Notsecure | hips//10.10.10.1

Gmail B YouTube B¥ Maps

Thank you!

Many people expend a lot of effort improving and expanding pfSense software. It would be very helpful if you would please take a moment

to complete this brief and anonymous survey to help guide those efforts.

User survey

25. Finally, once the configuration is complete, you can start accessing the pfSense dashboard.

Bl pfSensehomearpa - Status: Das X W
€« C A Notsecure | hitps//10.10.10.1

M Gmaill B YouTube P“' Maps

Flisense syt~ oo+ Firewall «

COMMUNITY EDITION

Status / Dashboard

Name pfSense.home.arpa
User admin@10.10.10.100 (Local Database)
System VMware Virtual Machine

Netgate Device ID: 99a8cacb709ef5f81d6d

£90

Retrieving support infermation O

BIOS Vendor: Phoenix Technologies LTD T ’ ° o

v—@?

+ e

-~
[

Version: 6.00 ".-L_ WAN 4 1000baseT <full-duplex> 172.20.131.88
Release Date: Thu Nov 12 2020
fLLAN 4 1000baseT <full-duplex= 10.10.10.1
Version 2.6.0-RELEASE (amd64)
built on Mon Jan 31 19:57:53 UTC 2022
FreeBSD 12.3-STABLE
Unable to check for updates
CPU Type Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No
Hardware crypto
Kernel PTI Enabled
26. Close the browser and shut down Admin Machine-1.
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CT#7.13: Configuring Host File in Admin Machine-1

1. We will configure luxurytreats.com website in Web Server VM, to access website we need to
configure Host file in Admin Machine-1, navigate to C:\Windows\System32\drivers\etc and
right click on hosts file and click Edit with Notepad++ from context menu.

T ete x +
) New ~ T sort ~ = View ~ ass
“ 3 o~ 5 ThisPC » Local Disk () > Windows » System32 > drivers 5> etc
-

™ Home Narne Date modified Type Size

> @ OneDrive 7/11/2023 6:40 PM File
D Imhosts.sam 5/6/2022 10:22 PM SAM File

& Desktop » D networks 5/6/2022 10:22 PM File

. Downloads » D protocol 5/6/2022 10:22 PM File

=] Documnents » D services 5/6/2022 10:22 PM File

P4 Pictures »

o Music »

i3 Videos »

w= Local Disk (D:)

CNDv3 Lab Prerequ

> [ This PC

1KB

4KB

1KB

2KB

‘f

Search etc

2. Hosts file opens in Notepad++ type <IP Address of the Web Server 10.10.10.16>

www.luxurytreats.com and click Save button and close the Notepad++ window.

Note: The Save failed popup window appears, Click Yes to continue.

*CAWindows\System3\drivers\etc\hosts - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7

Hlimits.com‘ 4 = hosts E:!l

cHHBR LA simEkoe (| 2% EE 1 EEEGAo® SENRE

Copyright (c) 1953-2009 Microsoft Corp.

(S

This is a sample HOSTS file used by Microsoft TCE/IP for Windows.

[,y

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individuwal line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

-1 m

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

w o
HE AR A A A e S M e SR A e AR e e

1L
16 102.54.54.97 rhino.acme.com ¥ source server
17 38.25.63.10 X.&acme.com # x client host
¥ localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
£ ::1 localhost
llCl.lCl.lCl.lG wwWwW. luXurytreats.com ]
Il
L
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CT#7.14: Allowing running Cain&Abel on Admin Machine-1
Open File Explorer and navigate to E:\\CND-Tools\\CNDv3 Module 14 Network

1.
Traffic Monitoring and Analysis\ \ Cain&Abel folder.

| ST -0 X
@ New T sort = View
< > 4 « CNDv3 .. » CainBtAbel Search Cain&Abe
W Pictres  # Name Date modified Type Size
© Music B8 Cain&uabel_password-darknet123 12/14, 7:03 PM WinRAR ZIP archive 8,042 KB
[ Videos
> @ OneDrive J

2. Double click on Cain&Abel_password-darknet123 WinRAR ZIP archive file and then
double click on ca_setup.exe. Type darknet123 when prompted for password

X

Enter password

Enter password for the encrypted file
C:\Users\Admin\AppData\Local \Temp\Rar SEXb380... \ca_setup.exe|
in archive Cain&Abel_password-darknet123.zip

Enter password
darknet123

@ show password

Use for all archives

Organize passwords. ..

—

3. A WinRAR: Diagnostic messages window appears, close it

. WinRAR: Diagnostic messages

Message
1, Cannot execute "C:\Users\Admin\AppData'Local\Temp'\Rar $EXb3808.4087\,...

Break operation Copy to dipboard

lotal errors: 1

Page 176 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

4. A Windows Security popup notification appears on bottom right corner of the screen, click

on it.

@ Wwindows Security
Windows Security
Threats found

details.

L

Microsoft Defender Antivirus found threats. Get

Dismiss

5. Click on HackTool:Win32/Cain threat

Windows Security

O Virus & threat protection

Il

Protection for your device against threats.

@
0 & Current threats
2 Threats found. Start the recommended actions.
p
B HackTool:Win32/Cain High
12/21/2023 6:12 AM (Active)
Q
@ Start actions
% Scan options
) Allowed threats
Protection history
o

6. A drop down box appears where we have to choose Allow on device option and then click

on Start actions

Windows Security

O Virus & threat protection

Protection for your device against threats.

Threats found. Start the recommended actions.

@
0 & Current threats
&

B HackTool:Win32/Cain
12/21/2023 612 AM (Active)

High
Action options:

O Quarantine

O Remove

(®) Aliow on device

See details

@ Start actions
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7. A User Account Control popup appears, click on Yes

User Account Control

Do you want to allow this app to make
changes to your device?

‘ Windows Security

Verified publisher: Microsoft Windows Publisher

Show more details

Yes

L~ ]

8. Navigate to E:\\CND-Tools\\CNDv3 Module 02 Administrative Network
Security\ \Spyagent and follow the above-mentioned steps after selecting spyagent14.Zip

to allow the spyagent exe also in Admin Machine -1.

CT#8: Configuring Windows Sever 2022 Guest OS as Web Server

CT#38.1: Installing Windows Sever 2022 as Web Server

1. Launch VMware Workstation.

2. In VMware Workstation main window, you see a new virtual machine named Web Server.
Click on the newly created virtual machine and click Power on this virtual machine from the

context menu.

r[_'D WebServer

~ Devices
B Memory
{EProcessors
=S Hard Disk (NVMe)
(%) CD/DVD (SATA)
EFloppy
7 Network Adapter
[ USB Controller

Sound Card

) Printer
[Display

¥ Description
Type h
machine

4GB

2

60 GB

Using file C:A\Use..

Using file autoiin...
Custom (VMnet0)
Present

Auto detect
Present

Auto detect

~ Virtual Machine Details

Configuration file: D:\Workstation\CNDv3\WebServer\WebServer.vrmz
Hardware compatibility: Workstation 17 x virtual machine
Primary IP address: Network information is not available

State: Powered off
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3. When WebServer virtual machine is turned on, Windows Setup window will appear. Select
the required details and click Next.

Tu Microsoft Server Operating Systern Setup

= el

Language to install: [Ep,

ited States)

Time and currency format: [Sais LT R el E -

board or input metho

Enter your language and other preferences and click "Next” to continue.

i All rights reserved.

4. Click Install Now.

r

td Microsoft Server Operating System Setup

air your computer

= Microsoft

Install now

_ All ights reserved.
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5. While installing, Windows Setup appears; choose Windows Server 2022 Standard Evaluation
(Desktop Experience) and click Next.

r

b

I‘Q_._;"I é] Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified

Windows Server 2022 Datacenter Evaluation 3/3/2022
Windows Server 2022 Datacenter Evaluation (Desktop Experi... 3/3/2022
Description:

This option installs the full Windows graphical environment, consuming extra drive space. It can be

useful if you want to use the Windows desktop or have an app that requires it.

~ |

6. The License terms wizard appears; check I accept the license terms and click Next.

7. Click Custom: Install Windows only (advanced) to proceed with the installation.
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r
@ é Microsoft Server Operating System Setup

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
applications

The files, settings, and applications are moved to the new operating system with this optien. This
opticn is only available when a supported version of the operating system is already running on
the computer.

Custom: Install Microsoft Server Operating System only (advanced)

The files, settings, and applications aren't moved to the new operating system with this option. If
you want to make changes to partitions and drives, start the computer using the installation disc.
We recommend backing up your files before you continue.
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8. The Where do you want to install Windows? wizard appears; click New to create a partition.
Set the Size to 61440 MB and click Apply.

r g
@ éj Microsoft Server Operating System Setup

Where do you want to install the operating system?

Name Total size Free space Type
[5__3;? Drive 0 Unallocated Space 60.0 GB 60.0 GB ]
#4 Refresh % Delete "Eormat

€ Load driver ;ﬂ Extend Size: || 61440 % MBI[— Apply ]][ Cancel

Next
S =
9. Click Ok in the Microsoft Server Operating System Setup dialog box
Microsoft Server Operating System Setup g
& To ensure that all Windows features work correctly, Windows might create
0 additional partitions for system files.
— —d

10. The Installing Windows screen appears; wait until installation is complete.
I £ Microsoft Server Operating System Setup %

Installing Microsoft Server Operating System

Status

Copying Microsoft Server Operating System files (0%)
Getting files ready for installation

Installing features

Installing updates

Finishing up
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11. On installation, the Customize settings window appears where the username is set by
default as Administrator. Enter the password as admin@123 in Password and Re-enter
password fields and click Finish.

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Finish

12. Click Ctrl+Alt+Delete icon on the menu to login.

n-(slece moow B @-
LX (1) Home 1:‘, pfSense External Firewall U:, Smoothwall lﬁ Admin Machine-1 ﬁ WebServer
v
dd
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13. Login screen appears. Type the password (admin@123) and press Enter.

Administrator
N

NOTE: Similarly install Windows server 2022 in Backup Server VM

CT#8.2: Changing the Computer Name

1. Close the Server Manager window that opens. Right-click Start icon and click on System.

3

Recycle Bin

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Run

Shut down or sign out

Desktop
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2.

3.

Page 184

In the Settings window, scroll down and click Advanced system settings.

i}

Settings

Home

About

| |3i-1c: a setting

[

)

N

o &

L

System

Display

Sound

Notifications & actions

Focus assist

Power & sleep

Storage

Tablet

Multitasking

Projecting to this PC

This page has a few new settings

Related settings

Device Manager
Remote desktop

System protection

Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Some settings from Control Panel have moved here, and you can
copy your PC info so it's easier to share.

= m} X

[ Advanced system settings

Rename this PC (advanced)

Graphics settings

In the Computer Name tab of the System Properties window, click Change.

Systern Properties

Computer Mame

~— onthe

Worcgroup:

Hardware Advanced Remote

~ Windows uses the following information to identify your computer

network .

X

Computer description: ||

For example: "115 Production Server” ar

"Accounting Server”.

Full computer name: WIN-LTATFRZNCEN

WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

Cancel Aoy

Change...
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4. In the Computer Name field enter WebServer and click OK.

Computer Name/Domain Changes

Computer name:

You can change the name and the membership of this
computer. Changes might affect access to network resources.

*

I|WebSenrer ]

Full computer name:;
WebServer

Member of
(") Domain:

(®) Workgroup:

Mare...

|WOHKGHOUP

[ Cancel

5. When prompted to restart the system, click OK.

Computer Name/Domain Changes

these changes

programs.

You must restart your computer to apply

Before restarting, save any open files and close all

6. You will be returned back to System Properties window, click Close
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System Properties

Computer Name  Hardware Advanced Remote

h Windows uses the following information to identify your computer

= onthe network.

s

Computer description:

For example: "IlS Production Server" or

"Accourting Server”.
Full computer name: ‘WebServer

‘Workgroup: WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

1. Changes will take effect after you restart this computer.

"o )

Cancel

Apply J
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7. You will be prompted to restart the system, click Restart Now.

NOTE: Similarly Change the name of Backup Server VM as Backup Server.

Microsoft Windows

changes

You must restart your computer to apply these

Before restarting, save any open files and close all programs.,

x

Restart Later

CT#8.3: Turn Off Windows Firewall
1. Turn on WebServer VM.

EC-Council

2. Now, check for the system updates and if found any, update the virtual machine to the

latest.

Note: Installing the updates might take some time.

< Settings

@t Home

| Find a setting |

Windows Update

*Some settings are managed by your organization {View policies)

Update & Security

E

You're up to date
Last checked: Today, 12:44 AM

Windows Update

Q

I Delivery Optimization
W Windows Security
& Troubleshoot
=) Recovery

)  Activation

ff  For developers

Check for updates

apply). In that case, we'll automatically download enly those updates required to keep

smoothly.

®

190)

R&F

*We'll automatically download and install updates, except on metered connections (wh

Pause updates for 7 days
Visit Advanced options to change the pause period

Change active hours
Currently 8:00 AM to 5:00 PM

View update history
See updates installed on your device

Advanced options

Additional update controls and settings

1. Open Control Panel select System and Security.

Contrel Panel

+ » Control Panel »

Adjust your computer’s settings

‘

Review your computer's status

) View event logs
, [/ Hardware

Wiew devices and printers
Add a device

Network and Internet

Wiew network status and tasks

Programs
Uninstall a program
) Turn Windows festures on or off

8]l

®¢&R

View by:

User Accounts
) Change account type

Appearance and Personalization

Clock and Region
Set the time and date
Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Category ™
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3. Click the Windows Defender Firewall in the System and Security window.

‘ Systern and Security

Control Panel Home

® System and Security
Metwork and Internet
Hardware
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

<« v t » Control Panel » Systern and Security »

Security and Maintenance

Review your computer's status and resolve issues

®) Change User Account Control settings

ﬁ[ Windows Defender Firewall ]

Check firewall status

g System

View amount of RAM and processor speed

Launch remote assistance

Power Options
Change what the power buttons do

Administrative Tools
Defragment and optimize your drives
®) View event logs | ) Schedule tasks

Allow an app through Windows Firewall

See the name of this computer
Change when the computer sleeps

) Create and format hard disk partitions

- O X

v [¥] Search Control Panel yel

Troubleshoot common computer problems

& Allow remote access

) Generate a system health report

4. 1In the Windows Firewall window, click Turn Windows Firewall on or off link in the left-

pane of the window.

ﬂ Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

®) Change notification settings
Turn Windows Defender l

Firewall on or off

®) Restore defaults
®) Advanced settings
Troubleshoot my network

See also
Security and Maintenance

MNetwork and Sharing Center

« A i <« System and Security » Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

PC through the Internet or a network,

. o Private networks

Metworks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state:

Incoming connections:

Active private networks:

Motification state:

. 9 Guest or public networks

w (V] Search Control Panel yel

Connected

On

Block all connections to apps that are not on the
list of allowed apps

2 Network 2

Do not notify me when Windows Defender
Firewall blocks a new app

Not connected
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5. In the Customize Settings window, select Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click

OK

@ Customize Settings

« v ﬂ« Windows Defender Firewall » Customize Settings v [J] Search Control Panel P

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings

° (7 Turn on Windows Defender Firewall

Block all incoming connections, including those in the list of allowed apps

Matify me when Windows Defender Firewall blocks a new app

w [@Turn off Windows Defender Firewall (not recommended) ]

Public network settings
° (Z) Turn on Windows Defender Firewall

Elock all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

g [ (® Turn off Windows Defender Firewall (not recommended) ]

OK . [ Cancel

6. Again, in the Windows Firewall window, click Advanced settings link in the left-pane.

0 Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

®) Change notification settings

&) Turn Windows Defender
Firewall on or off

G Restore defaults

G Advanced settings

Troubleshoot my network

See also
Security and Maintenance

Metwork and Sharing Center

« > v 4 P <« System and Security » Windows Defender Firewall v | D Search Control Panel P

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

PC through the Internet or a network.

Update your Firewall settings

Windows Defender Firewall is not using the
recommended settings to protect your
computer,

What are the recommended settings?

. w Private networks

Metworks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active private networks: 2 Network 2

Motification state: Do not notify me when Windows Defender

Firewall blocks a new app

. g Guest or public networks

¥ Use recommended settings

- O X

Connected |

Not connected
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7. Once the Windows Firewall with Advanced Security appears on the screen, click
Windows Firewall Properties link in the Overview section.

File Action View Help

le s |[E HE

‘ Windows Defender Firewall with Advanced Security

@ Windows Defender Firewall witl

B3 Inbound Rules
Outbound Rules
E’E Connection Security Rules

> Bl Monitoring

ﬁ Windows Defender Firewall with Advanced Security provides network security for Windows computers.

Windows Defender Firewall with Advanced Security on Local Computer

A

Overview

Domain Profile

r@' Windows Defender Firewall is on

O Inbound connections that do not match a rule are blocked
'Q' Outbound connections that do not match a rule are allowed.
Private Profile is Active

r!;s' Windows Defender Firewall is off

Public Profile
@' Windows Defender Firewall is off

lg Windows Defender Firewall Properties ]

Getting Started

Authenticats ieati bety

uters
p
Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

EI Connection Security Rules

View and create firewall rules

Create firewall nules to allow or block connections to specified programs or ports. You can also allow a connection only if
it is authenticated. or if it comes from an authorized user, group. or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them.

B Inbound Rules

Actions

Windows Defender Firewall...

=2
al

BTG

Import Policy...
Export Policy...
Restore Default Policy
Diagnose /[ Repair
View

Refresh

Properties

Help

8. When the Windows Firewall with Advanced Security on Local Computer Properties

window appears, in the Domain Profile tab, choose Off from the Firewall state drop-

down list. Then navigate to Private Profile and Public Profile tabs and ensure that the

Firewall state is Off. Click Apply and then click OK.

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
ﬂ Firewall state: ||0ﬁ | ]
Inbound connections: Block (default)
Cutbound connections: Allow (defautt)
Protected network connections: Customize...
Settings
Spectssgstbt el WG |G
Logging
Q tSrESt‘:\?sLoogo%:zg.swings for Customize...

| Corcel |[[_soon

9. Close all the windows.

NOTE: Turnoff firewall in Backup server
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CT#8.4: Setting up IP address for Web Server

1.

2. In VMware Workstation main window, you see a new virtual machine named Web Server.

Launch VMware Workstation.

Click Edit virtual machine settings from the context menu.

D WebServer

~ Devices
E=lMemory 4GB
Processors 2
= Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file C:\Use...
7 Network Adapter Bridged (Autom..
[=] usB Controller Present
Sound Card Auto detect
) Printer Present
[ pisplay Auto detect

P> Poweer on this virtual machine

¥ Description

¥ Virtual Machine Details

State: Powered off
Configuration file: D:\Workstation\CNDv3\WebServer\WebServer.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane,
click Custom: Specific virtual network radio button and select VMnet8 from dropdown,

Page 190

click OK.

Hardware Options

Device Summary
E=IMemory 4GB
EBEProcessors 2
[\Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file C:\Users\ |
1 Network Adapter Bridged (Automatic) }
[=|usB controller Present
<1 Sound Card Auto detect
(=1 Printer Present
[Ipisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Network connection
() Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(®) Custom: Specific virtual network}

VMnet8 (NAT) ~

O LAN segment:

LAN Segments... Advanced...

OK l Cancel Help
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4. In VMware Workstation, Click on Power on this virtual machine.

[_'D WebServer

[» Power on this virtual mach'\ne}
[ Edit virtual machine settings

~ Devices
Memory 4GB
E Processors 2
=Y Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file C:\Use...
50 Network Adapter Custom (VMnet8)
USB Controller Present
<) Sound Card Auto detect
E] Printer Present
Cpisplay Auto detect

~ Description

Type here to enter a description of this virtual
machine.

~ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDv3\WebServer\WebServer.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

5. Login as Administrator. Wait for few seconds, the server manager window opens, close the
Server Manager window that opens after successful sign in, right-click on Network icon
(lower right corner of the desktop) and click Open Network & Internet settings from the
context menu.

Troubleshoot problems

Open Network & Internet settings

~o—=—77747.

6. Network & Internet window appear, scroll down and click on Change adapter settings.

Settings —
@ Home Status
Unidentihed network
| [ | Public network
You're connected to the Internet
Network & Internet .
You're on a metered network. Some apps might work differently to help
you save data while on this network.
Status
& A Troubleshoot
7 Ethernet
2 Diakup (B Show available networks
View the connection options around you.
%P VPN
Advanced network settings
@ Proxy
[ Change adapter options
View network adapters and change connection settings.
&, Network and Sharing Center
For the networks you connect to, decide what you want fe share.
View hardware and connection properties
Windows Firewall
Network resst
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7.
adapter and click Properties from the context menu.

Note: The Name of Unidentified network may vary.

In the Network Connections window, right-click on Unidentified network (Ethernet)

l.’ﬁ Metwork Connections

+ E' <« Metwork and Internet » Network Connections »

QOrganize «

Disable this network device Diagnose this connection

. | EthernetD
Unidentified network
Intel(R) 825741 Gigabit Metw

) Disable
Status

Diagnose

) Bridge Connections

Create Shortcut

0 Delete

&) Rename

[ G Properties ]

litem 1 itemn selected

v O

Rename this connection »

o
Ec
=

8. Ethernet adapter Properties window appears; and select Internet Protocol Version 4

(TCP/IPv4) and click Properties.

U Ethernetd Properties
Metworking

Connect using:

? InteliR) 825741 Gigabit Network Connection

This connection uses the following items:

£ Client for Microsoft Networks
T File and Printer Sharing for Microsoft Netwaorks

Y int Pr 4 )
. Microsoft Network Adapter Multiplexor Protocaol
4 Microsoft LLDP Protocol Driver

& Intemet Protocol Version 6 (TCP/IPv6)
£

>

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

Install... Uninstall

Description

oK Cancel |
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9. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 10.10.10.16

o Subnet mask: 255.255.255.0

o Default gateway: 10.10.10.1

o Preferred DNS server: 10.10.10.1
o Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(®) Use the following IP address:

IP address: [10.10. 10,15 |
Subnet mask: [ 255 .255.255. 0 |
Default gateway: [10.10.10.1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 0. 1w .10 .1 |

Alternate DMS server: | g .8 .8 .8 |

[ validate settings upon exit Tzl

| OK | | Cancel

10. Click Close to close the Ethernet Properties window.
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[ EthernetD Properties X

MNetworking

Connect using:

I? InteliR) 825741 Gigabit Network Connection

Configure...

This connection uses the following items:

a Client for Microsoft Networks
]? File and Printer Sharing for Microsoft Networks

“'Q05 Packet Scheduler

. Intemet Protocol Version 4 (TCP/IPv4)

2 Microsoft Network Adapter Multiplexor Protocal

. Microsoft LLDP Protocol Driver

. Intemet Protocal Version & (TCP/IPvE) W
>

N R ORE

Install.. Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
netwaork.

Close Cancel
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11. Now, check whether Windows Server 2022 is installed and working properly.

12. Set the IP address of backup server As follows

13. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

(@]

o

©)

o

(@]

IP address: 10.10.10.17

Subnet mask: 255.255.255.0
Default gateway: 10.10.10.1
Preferred DNS server: 10.10.10.1
Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically
(®) Use the following IP address:

IP address: w .10 .10 .17
Subnet mask: 255,255,255 . 0
Default gateway: 0.1 .10 .1

Obtain DNS server address automatically
@Jse the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

Networks

=) Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

> Network Connections > vio Search Net ‘We recommend allowing this on your

home and work networks, but not
Diagnose this connection  Rename this connection  » public ones.
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14. Click Close to close the Ethernet Properties window.

I Ethernet 2 Properties *

Metworking

Connect using:
I? Microsoft Hyper-V Network Adapter 2

Corfigure...

This connection uses the following items:

a Client for Microsoft Metworks
’:? Filz and Printer Sharing for Microsoft Metworks

43 Npcap Packet Driver (NFCAP)

’:]? MNpcap Packet Driver (MPCAP) {Wi-Fi)

#3005 Packet Scheduler

. Intemet Protocol Version 4 (TCP/IPv4)

O & Microsoft Metwork Adapter Multiplexor Protocol W
< >

Install... Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
netwark.

Close Cancel |

15. Now, check whether the network connection is set propetly.
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CT#8.5: Mapping CND-Tools Folder from Admin Machine to Windows Server 2022 VM
1. Open File Explorer, and type [\\10.10.10.2] in the address bar and press Enter.

n | = | File Explorer

Home Share View

A | whoao102

~ Frequent folders (8)

#F Quick access
I Desktop »* Desktop De
This PC ‘ TH
; Downloads - * -

Documents -
) Documents Pi
[&] Pictures 4 This PC IEI TN]
. Local Disk () - N
LuxuryTreats Local Disk (C) L
Public Keys i@ ThisPC Ld
Ny

2. Windows Security pop-up will appear, type Admin Machine-1 credentials (username:
Admin, Password: admin@123), check the Remember my credentials check box and

click OK.
n | [ - H b
Home Share View G
4+ #F » Quick access | X Search Quick access el
-~
S Quick access ~ Freguent folders (8)
I Desktop - Desktop Downloads
This PC This PC
‘ Downloads - =L 'l' I
Documents * Windows Security x
=] Pictures # | Enter network credentials
s Local Disk (C:)
LuxuryTreats Enter your credentials to connect to: 10.10.10.2
Public Keys
System32 0 | adinii I
3 This PC | ssssssesse |
[ Desktop
Documents DETET
¥ Downloads Remember my credentials
D Music \wwwroot\Lux,.\carousel
| Pictures The user name or password is incorrect. wwwrootiLux..\carousel
B videos fwwwroot\LuxuryT..Aimg
‘ Local Disk (C:) 0K Cancel \wwwroot LuxuryT..\img
|:_} Metwork wwwrootiLuxu.\images
= cal Local Disk (C:juinetpubiwnwrootiluxy..\images 4
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3. The CND-Tools shared appears folder and right-click on the CND-Tools Folder and select
Map network drive... option.

M| [ = 1010102 E
Home Share View

&« v 4 5 Network > 10.10.10.2 v O 10.10.2
3 Quick access CND-Tools
[ Desktop 4 <@ Jpea
& Downloads " Open in new window

Pin to Quick access

|| Documents 2 =
m Scan with Windows Defender...

| Pictures - s
Restore previous versions
‘i Local Disk (C:) Pin to Start
LuxuryTreats 3
I Map network drive...
Public Keys
System32 Sopy,
Create shortcut
& This PC
Properties
[ Desktop

|=| Documents

4. Map Network Drive window opens, Select Drive as Z: check Reconnect at sign-in, click
Finish.

% Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: &8 ~

Folder: WI0.10.10.2CND-Tools Browse...
Example: \\server\share
Reconnect at sign-in

[] Connect using different credentials

Connect to 3 Web site that you can use to store your documents and pictures,

Cancel
We have mapped the CND-Tools folder from Admin Machine-1, this folder contains tools for lab

execution

5. Follow the steps to share CND-Tools directory in Admin VM in backup server
CT#8.6: Installing Adobe Acrobat Reader
1. Navigate to Z:\CND-Tools\ Lab Prerequisites\Adobe Reader folder
Alternatively, you may download the latest version of Adobe Reader Adobe website

2
3. Double-click .exe to begin the installation
4

Follow wizard-driven installation steps and complete the install by choosing default options
throughout the installation process

5. Similary install Adobe Acrobat Reader in Backup Server
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CT#8.7: Installing WinRAR

1.
2.
9.

10.
11.
12.
13.

14.
15.

Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder

Alternatively, you can also download the latest version of WinRAR from Vendor
Double click on .exe to begin the installation

WinRAR setup window appears

In the WinRAR 5.10 setup window, click Install

Complete the install by choosing defaults throughout the installation process

After completing the installation, the installation location of WinRAR files window opens
automatically

Close the window

Similary install WinRAR in Backup Server

CT#8.8: Configuring Windows Explorer

1.

In the Advanced Settings section of explorer, under Hidden files and folders, select Show
hidden files, folders, and drives radio button, uncheck Hide extensions for known file types

and Hide protected operating system files (Recommended) options, click Apply and then
click OK.

CT#8.9: Installing Web Browsers

1.

A A

Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

Open Web Browsers folder

Follow wizard-driven installation steps and install Firefox and Chrome web browsers
You can also download latest version of web browsers from respective vendors

Similarly install Web Browsers in Backup Server

CT#8.10: Installing Notepad++

1.

2
3
4.
5
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Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems
Open Notepad++ folder and double-click .exe

Follow the wizard-driven installation steps, to install Notepad++

You can also download latest version of Notepad++ from its vendor site

Similarly install Notepad++ in Backup Server
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CT#8.11: Adding IIS (Internet Information Services) roles in Server Manager

1. To open Server Manager, type Server Manager and click Server Manager icon.

Best match

r; Server Manager
=

2 Server Manager i ™ ™

2. In Server Manager Dashboard, click Add Roles and Features.

= Server Manager

Server Manager * Dashboard @) Manage  Tools  View
Dashboard WELCOME TO SERVER MANAGER
i Local Server
i' All Servers . .
- o Configure this local server
QUICK START
2 [I—‘.dc: roles and features
3 Add other servers to manage
WHAT'S NEW P _
4 Create a server group
5 Connectth ser to cloud services
Hide
LEARN MORE
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3. Add Roles and Features Wizard appears, click Next.

Fﬁ Add Roles and Features Wizard

Before you begin

e You Begin

Installation T

Server Selection

- O X

DESTINATIOM SERVER
WebServer

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

nstall Cancel

< Previous

4. In Installation Type section of the wizard, select Role-based or feature-based
installation radio button and click Next.

Before You Begin

Server Selection

& Add Roles and Features Wizard — O X
Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services install
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next » Install
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5. In Server Selection section, leave the selections to default and click Next.

Before You Begin
Installation Type
Server Selection
Server Roles

Features

[E Add Roles and Features Wizard = O *
Select destination server R

Select a server or a virtual hard disk on which to install roles and features.

[@ Select a server from the server pool ]
) Select a virtual hard disk

Server Pool

Filter: |

Mame IP Address Operating System

WebServer 10.10.10.16 Microsoft Windows Server 2022 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous |I| Next > |! Install Cancel
= |

6. Server Roles section appears, click the check box of Web Server (IIS) role.

T% Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

= O X

DESTIMATIOMN SERVER

WebServer
Select one or more roles to install on the selected server.
Roles Description
L e ~ Active Directory Certificate Services
[] Active Directory Domain Services (AD C5) is used to create
D Active Directory Federation Services certification authaorities and related
[] Active Directory Lightweight Directory Services role services that.a_llow o t°_i55UE
[ Active Directory Rights Management Services and. manage c.ertlf.lcates used in a
[[] Device Health Attestation variety of applications.
[C] DHCP Server
[ DNS Server
[] Fax Server

| [ File and Storage Services (1 of 12 installed)
[ Hest Guardian Service
[] Hyper-v
[ Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[ Remote Desktop Services

[ ] Volume Activation Services
Web Server (IIS]
[| Windows Deployment Services

[[] Windows Server Update Services ™

| < Previous | | Next » | Install | Cancel l
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7. Add Roles and Features Wizard window appears, click Add Features.

E Add Roles and Features Wizard X

Add features that are required for Web Server (lIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IS)
4 Management Tools
[Tools] 115 Management Console

Include management tools (if applicable)

‘ Add Features | ‘ Cancel ‘

8. In the Server Roles section, you will observe the Web Server (IIS) option is checked. Click

Next.
[ Add Roles and Features Wizard = O =
DESTIMATION SERVER
Select server roles Webserver
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server selection L Active Directory Certificate Services ~ Web Server (IS) provides a reliable,
[] Active Directory Domain Services manfage_able_, and scalable Web
N [] Active Directory Federation Services application infrastructure.
Features [] Active Directory Lightweight Directory Services
‘Web Server Role {lIS) [ Active Directory Rights Management Services
- [] Device Health Attestation
Role Services ] DHCP Server
Confirmation ] DNS Server
[] Fax Server
| [ File and Storage Services (1 of 12 installed)
[ Hest Guardian Service
[] Hyper-v
[ Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[ Remote Desktop Services
slume-dctivation Services
‘_ Install Cancel i
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9. Features section appears, select the checkboxes under NET Framework 4.6 Features.

Note: Click Add Features button if you get a prompt for the features to be added, while selecting

any features. Click Next.

-ﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Sarver Role (II5)
Role Services

Confinmation

DESTIMATION SERVER
WebSenver

Select one or more features to install on the selected server.

Features Description

| NET Framework 3.5 Features ) TCP Activation supports pracess

2 (W] NET Framework 4.8 Features (2 of 7 installed) etvaton Ve e e plicabions that
| .NET Framewark 4.8 (Installed) use TCP Activation can start and
ASP.NET 4.8 stop dynamically in response to

4 [m] WCF Services (1 of 5 installed) work items that arrive over the
HTTP Activation network via TCP.

Message Queuing (MSMQ) Activation
Mamed Pipe Activation
CP Activatio
+f| TCP Port Sharing (Installed)
I [] Background Intelligent Transter Service {EF'I'!}‘
[] BitLocker Drive Encryption
[ BitLocker Metwork Unlock
[] BranchCache
[ Client for NFS
[] Containers
[[] Data Center Bridging
[] Direct Play
[71 Enhanced Storage w

| < Previous | | Next > | Install Cancel

10. Web Server Role (IIS) section appears in the wizard, click Next.

-Ea. Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Rolas

Features

Role (IIS)

Role Services

Confirmation

Web Server Role (IIS) Websener

DESTIMATION SERVER

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (1IS) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

* The default installation for the Web Server (1I5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server lIS

< Previous ||| Mext > || Install
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11. Selected Role Services section appears in the wizard. Check all features under Health and

Diagnostics.

Elﬁ Add Roles and Features Wizard

Before You Begin
Installation Type
Server selection
Server Roles

Features

Web Sarver Role (IIS)

Confirmation

Select role services

Select the role services to install for Web Server (IIS)

Role services

4 Web Server A
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
[¥] Static Content
[C] HTTP Redirection

4 Health and Diagnostics
HTTP Legging
Custom Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
4 || Performance
Static Content Compression
[ Dynamic Content Compression

4 V] Security W

DESTINATION SERVER
WebServer

Description

IIS 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two [IS APls, Admin Base
Object (ABO) and Active Directory
Service Interface (ADSI). You can use
existing lIS 6 scripts to manage the
115 10 Web server.

| < Previous || Next > |

| Install | Cancel

12. Scroll down and Check FTIP Setver> FTP Service, Management Tools=> IIS
Management Console, IIS 6 Metabase Compatability => IIS 6 Metabase
Compatability. Click Next.
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-ﬁ Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Rolas
Features

Web Server Role (1IS)

Role Services

Confirmation

Select role services

Select the role services to install for Web Server (1IS)

Role services

|| Client Certificate Mapping Authentication
[] Digest Authentication

[1 1S Client Certificate Mapping Authenticatic
[] 1P and Domain Restrictions

] URL Autharization

] Windows Authentication

4 FTP Server
FTP Service
FTP Extensibility
4 Management Tools
115 Management Console
4 IS 6 Management Compatibility
IS & Metabase Compatibility
[T 56 Management Consale
[1 IS 6 Seripting Tools
1 115 6 WMI Compatibility
[ 1S Management Scripts and Tools

[] Management Service »

DESTINATION SERVER
WebServer

Description

1S 6 Management Compatibility
provides forward compatibility for
your applications and scripts that
use the two |15 APls, Admin Base
Object (ABQ) and Active Directory
Service Interface (ADSI). You can use
existing 115 6 scripts to manage the
1S 10 Web server.

< Previous | | MNext =

install | [ Cancel | l
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13. In Confirm installation section wizard, click Install (Ignore the warning under the Custom

installation selections wizard).

-& Add Roles and Features Wizard

Confirm installation selections

server Roles their check boxes.

Features

WebSenver
Defors You Baoin To install the following roles, role services, or features on selected server, click Install,
Installation Type [] Restart the destination server automatically if required
Seryer Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

DESTIMATION SERVER

Web Sarvar Rale (1IS) NET Framework 4.8 Features

B ASP.NET 4.8
Role Services

" WCF Services
e
Message Queuing (M5MQ) Activation
Mamed Pipe Activation
TCP Activation
Message Queuing

Message Queuing Services

Message Queuing Server

Export configuration settings
Specify an alternate source path

< Previous Next >

l Install i Cancel

————A—

14. Add Roles and Features Wizard will show the installation progress of the features. It will
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take a while to complete the installation of selected roles.

-ﬁ Add Roles and Features Wizard

Installation progress

View installation progress

- O X

DESTINATION SERVER
WebServer

o Feature installation
I

Installation started on WebServer

.NET Framework 4.8 Features
ASPNET 4.8
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
Mamed Pipe Activation
TCP Activation

Message Queuing
Message Queuing Services
Message Queuing Server

Export configuration settings

< Previous MNext »

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Close Cancel
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15. After the completion of installation, click Close button and restart the machine.
=

[f= Add Roles and Features Wizard = O *
g DESTINATION SERVER
Installation progress WebServer

View installation progress

0 Feature installation

Installation succeeded on WebServer.

.NET Framework 4.8 Features (ad
ASPMNET 4.8
WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
MNamed Pipe Activation
TCP Activation

Message Queuing
Message Queuing Services
Message Queuing Server

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

—— — m

CT#6.12: Installing Microsoft SQL Server 2022 Evaluation edition

1. Navigate to Z:\CND-Tools\Lab Prerequisites\SQL Server 2022 and double-click
SQLServer2022-SSEI-Eval.exe.

Export configuration settings

2. If Open File -Security warning pop-up appears, click Run.

Open File - Security Warning X
Do you want to run this file?

i E Name: ..istrator.SERVER2022\Downloads\SQL2022-5SEl-Eval.exe

Publisher: Microsoft Corporation

Type: Application
From: ChUsers\Administrator.SERVER2022\Downloads\5QL20...

[ Run ] | Cencel

Always ask before opening this file

2 While files from the Internet can be useful, this file type can potentially
(0/- harm your computer. Only run software from publishers you trust.
What's the risk?
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3. SQL Server 2022 window appears click Custom.

SQL Server 2022
Evaluation Edition

Select an installation type:

Basic Download Media

SQL Server 2022
Evaluation Edition

Specify SQL Server media download target location

MINIMUM
8494 MB
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5. After installing, SQL Server Installation Center window appears. Select Installation tab from left
pane and click New SQL Server stand-alone installation or add features to an existing
installation link and wait for some time.

% SQL Server Installation Center = a X
Planning 5@
Launch a wizard to install SQL Server 2022 in a non-clustered environment or to add
features to an existing SQL Server 2022 instance.
Maintenance
Install Server Reporting Services
Tools
58] Launch a download page that provides a link to install SQL Server Reporting Services. An
Resources internet connection is required to install S5RS.
iiITE Install SQL Server Management Tools
Options Launch a download page that provides a link to install SQL Server Management Studio,

SOL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor. An internet connection is required to
install these tools.

Lg Install Server Data Tool

Launch a downlcad page that provides a link to install SQL Server Data Tools (S5DT). SSDT
provides Visual Studic integration including project system support for Microsoft Azure
SQL Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install S5DT.

ﬁ New SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2022 failover cluster.
This action is only availabe in the clustered environment.

ﬁ Add node to a SQL Server failover cluster

Launch a wizard to add a node to an existing SQL Server 2022 failover cluster.
This action is only availabe in the clustered environment.

g Upgrade from a previous version of Server

Launch a wizard to upgrade a previous version of SQL Server to SQL Server 2022.

Microsoft SQL Server 2022 lick here to first view y e

8

6. Edition window appears, Select Specify a free edition radio button and click on Next.

E SQL Server 2022 Setup = a X

Edition

Select the edition of SQL Server 2022 you want to install.

Edition Select an edition of SQL Server to install. You can choose to either use a SQL Server license that you have

License Terms already purchased by entering the product key or choose pay-as-you-go billing through Microsoft Azure.
You can also specify a free edition of SQL Server: Developer, Evaluation, or Express. Evaluation has the

Global Rules largest set of SQL Server features, as documented in SQL Server Books Online, and is activated with a 180

Microsoft Update -day expiration. Developer edition does not have an expiration, has the same set of features found in

Product Updates Evaluation, but is licensed for non-production database application development only. To upgrade from

P one installed edition to another, run the Edition Upgrade Wizard.
Install Setup Files
Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

(® Specify a free edition;
Evaluation 7 v
(O Use pay-as-you-go billing through Microsoft Azure:

Warning: To enable this option, you must have an active Azure subscription that you will be
required to provide along with a resource group, Azure region, and tenant ID later in setup. For
more information, see https://aka.ms/ArcEnabledSqlPAYG.

Standard

O Enter the product key:

| have a SQL Server license with Software Assurance or SQL Software Subscription

| have a SQL Server license only

< Back Next > Cancel
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7. Read the Software License Terms in the License Terms section, check the option I accept the
license terms and click Next

E SQL Server 2022 Setup

License Terms

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

To install SQL Server 2022, you must accept the Microsoft Software License Terms.

SQL Server 2022 Evaluation Edition

YOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW. Please  *
read the full license terms provided at (aka.ms/useterms).

DATA COLLECTION. The software may collect information about you and your
use of the software and send that to Microsoft. Microsoft may use this
information to provide services and improve Microsoft's products and services.
Your opt-out rights, if any, are described in the product documentation. Some
features in the software may enable collection of data from users of your
applications that access or use the software. If you use these features to enable
data collection in your applications, you must comply with applicable law,
including getting any required user consent, and maintain a prominent privacy
policy that accurately informs users about how you use, collect, and share their
data. You can learn more about Microsoft's data collection and use in the
product documentation and the Microsoft Privacy Statement at

httne /ina micrnenft com faldink 121 inkld -821220 VA anraa ta ramnhswith all

v

G =)
Copy Print
[@ | accept the license terms and  Privacy Staternent]
SQL Server its inf ion about your i ion experience as well as other usage and

performance data. Azure Arc connection also transmits the configuration data to allow you to manage
and protect your SQL Server instance using Azure Portal and services. To learn more about data
processing and privacy controls, and to turn off the collection of certain information, see the
documentation.

<Back |[_Net> ]| cancel L

8. SQL Server 2022 Setup Microsoft Update section appears, click Next.
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! SQL Server 2022 Setup
Microsoft Update

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SOL Server
Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Use Microsoft Update to check for important updates

Microsoft Update offers security and other important updates for Windows and other Microsoft
software, including SQL Server 2022. Updates are delivered using Automatic Updates, or you can visit
the Microsoft Update website.

[] Use Microsoft Update to check for updates {recommended)

Micresoft Update FAQ

Microsoft Privacy Statement

o Gl
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9. Azure Extension for SQL Server window appears. Uncheck the Azure Extension for SQL Server

box and click on Next.

[ Sl Server 203 Setup

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Serv...
Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Azure Extension for SQL Server

Azure Extension for SQL Server is required to enable Microsoft Defender for Cloud, Purview, and Azure Active Directory.

[E] Azure Extension for SQL Sewer]

account or 3 service

instance to Azure. You also need to provide the Subscription ID,
Resource Group, Region, and Tenant ID where this instance will be

For more

To install Azure extension for SQL Server, provide your Azure

principal to authenticate the SQL Server

9
https://aka.ms/arc-sql-server.

Use Azure Login

Use Service Principal

for each p , visit

Azure Service Principal ID* |

Azure Service Principal Secret* I

Azure Subscription ID*

Azure Resource Group®

Azure Tenant ID*

I
I
Azure Region™ I
[
Proxy Server URL (optional) |

4

oo () e |

10. Feature Selection window appears. Click on select all and click on Next.

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

r% SQL Server 2022 Setup = [m] X‘
Feature Selection
Select the Evaluation features to install.
Edition
5 [ ] Locking for Reporting Services? Download it from the web
License Terms
Global Rules Features: Feature description:
Microsoft Update Instance Features The configuration and operation of each N
Product Updates [~] Database Engine Services instance feature of a SQL Server instance is
Install Setup Files SQL Server Replication imlitefi from other SQL Serve{ irl;hn('es. saL
Install Rules Machine Learning Services and Language Ex f;":;r':ﬁ::;au?" operate side-by-side on
. Full-Text and Semantic Extractions for Search © © e d
Azure Extension for SQL Server Data Quality Services Prerequisites for selected features:
Feature Selection ] PolyB: Service for External Dat
olyBase Query Service for External Data Aready instalied: 3

Analysis Services
Shared Features

Data Quality Client
ntegration Services

Windows PowerShell 3.0 or higher
- Microsoft Visual C++ 2017 Redistributable

- Microsoft Visual Studio Tools for Apolicatior ¥
< >

Scale Qut Master
Scale Out Worker

Disk Space Requirements

Master Data Services
Redistributable Features

Drive C: 11407 MB required, 77132 MB J
available

| SelectAn || Unselectall

Instance root directory: Ci\Program Files\Micr

osoft SQL Server\ ‘ = ‘

Shared feature directory: C:\Program Files\Micr

Shared feature directory (x86):

C:\Program Files (x86)\Microsoft SOL Server\

osoft SQL Server\

< Back | Next > ‘ Cancel L
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11. Instance Configuration window appears. Select Default instance radio button that gives Instance
ID as MSSQLSERVER and click on Next.

W SQL Server 2022 Setup - m} X

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Edition (® Default instance

License Terms

(O Named instance: * MSSQLSERVER
Global Rules
Microsoft Update
Product Updates MSSQLSERVER
Install Setup Files
Install Rules
Azure Extension for SQL Server SQL Server directery: C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER
Feature Selection Analysis Services directory:  C:\Program Files\Microsoft SQL Server\MSAS16.MSSQLSERVER
Feature Rules
Instance C Installed instances:
PolyBase Configuration Instance Name Instance ID Features Edition Version

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ..,
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

12. PolyBase Configuration window appears. Retain the default port range and click on Next.

I SQL Server 2022 Setup )

PolyBase Configuration

Specify PolyBase port range.

Edition Specify a port range for PolyBase services (6 or more perts):
License Terms 7

Sloal e
Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server

Feature Selection

Feature Rules

Instance Configuration

PolyBase Configuration

Server Configuration

Database Engine Configuration

Analysis Services Configuration

Integration Services Scale Out ...

Integration Services Scale Out ...

Feature Configuration Rules

Ready to Install
Installation Progress
Complete
{ < Back Next > | Cancel J
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13. Server configuration window appears. Click on Next.

E SQL Server 2022 Setup

Server Configuration

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration
Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Specify the service accounts and collation configuration.

Service Accounts  Collation

Microsoft recommends that you use a separate account for each SQL Server service.

Service Account Name Password
SQL Server Agent NT Service\SQLSERVERA...

SQL Server Database Engine
SQL Server Analysis Services

SQL Server Integration Services 16.0 | NT Service\MsDtsServer...

Startup Type
Manual v

NT Service\MSSQLSERVER
NT Service\MSSQLServer...

Automatic v

Automatic v

Automatic v

[[] Grant Perform Volume Maintenance Tasks privilege to SQL Server Database Engine Service

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
to information disclosure by allowing deleted content to be accessed.

Click here for details

SQL Server Integration Services Sc... | NT Service\SSISScaleOut... Automatic v
SQL Server Integration Services Sc... | INT Service\SSISScaleOut... Automatic v
SQL Server PolyBase Engine INT AUTHORITY\NETWO... Automatic v
SQL Server PolyBase Data Movem... | NT AUTHORITYANETWO... Automatic v
SQL Server Launchpad INT Service\MSSQLLaunc... Automatic v
SQL Full-text Filter Daemon Launc... | NT Service\MSSQLFDLa... Manual

SQL Server Browser |NTAUTHORITY\LOCAL .. Disabled v

Cancel J

14. Database Engine Configuration window appears, select
authentication and Windows authentication) radio button and enter the password as
qwerty@]123. Click on Add Current User. You can see WEBSERVER\Administrator
(Administrator) under Specify SQL Server administrators. Click on Next.

Mixed Mode(SQL Server

m SQL Server 2023 Setup - o b |
Database Engine Configuration
Specify Database Engine authentication security mode, ini data di TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.
Edition Server Configuration Data Directories TempDB MaxDOP Memory FILESTREAM
License Terms o .
B i Specify the authentication mode and administrators for the Database Engine.
Microsoft Update R
Authentication Mode
Product Updates
Install Setup Files O Windows authentication mode
Install Rules (® Mixed Mode (SQL Server auth and Windows authentication) )
v BxtensiontonSaL Sever Specify the password for the SQL Server system administrator (sa) account.
Feature Selection
‘e s l
Instance Configuration Confirm password: ‘"“"“" |
PolyBase Configuration . o5
i Specify SQL Server administrators
Server Configuration
D e Configaration WEBSERVER\Administrator (Administrator) SQL Server administrators have unrestricted
N N R ) access to the Database Engine.
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
< Back | Next > | Cancel 4

Page 212

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide

15. Analysis Services Configuration window appears. Select Tabular Mode radio button and Click on
Add Current User as shown in the screenshot below and Click on Next.

?ﬁ SQL Server 2022 Setup

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SOL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Qut ...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Analysis Services Configuration

Specify Analysis Services server modes, administrators, and data directories.

Server Configuration Data Directories

Server Mode:

(O Multidimensional Mode

(® Tabular Mode

Specify which users have administrative permissions for Analysis Services.

WEBSERVER\Administrator (Administrator)

Analysis Services administrators have
unrestricted access to Analysis Services.

I Add Current User | Add... Remove

< Back | | Next > I Cancel

16. Integration Services Scale Out Configuration- Master Node window appears, Select Create a

Page 213

new SSL certificate radio button, and click on Next.

E SQL Server 2022 Setup

Integration Services Scale Out Configuration - Master Node

Specify the port number and security certificate for the Scale Out Master node.

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Ou...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Specify a port number that the master node uses to communicate with the worker nodes.

Port Number:

8391 |

Select a SSL certificate that is used for the communication between the master node and worker
nodes in the scale out topology. A default self-signed certificate is created if you choose to create a

new SSL certificate.

[@ Create a new SSL certificate ]

CNs in the certificate:

[CN=webserver; CN=2020.1044

O Usean existing SSL certificate

Browse..,

< Back | l Next > I Cancel
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17. Integration Services Scale Out Configuration- Work Node window appears, Click on Next.

JESGIServer 022 Setup

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server

Integration Services Scale Out Configuration - Worker Node

Specify the master node endpoint and security certificate used by the Scale Out Worker node.

— [u] b3

Provide the master node endpoint which the worker node needs to connect to (e.g. https://
[MasterNodeMachineName]:[Port]):

https://webserver:8391

Configure the SSL certificate of master node to trust in this machine. The master’s SSL certificate
needs to be trusted on this worker node for establishing the connection between worker and master,
This is optional if your master certificate has already been trusted, i.e. it's issued by a trusted CA
(Certification Authority) on this machine, or the master is installed on the same machine. Otherwise,

Festure Selection please provide the masters client SSL certificate, i.e. the certificate is created and self-signed by
Feature Rules yourself and the master is not on the same machine.
Instance Configuration 8 ]
rowse...
PolyBase Configuration
Server Configuration
Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Ou...
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
| <gack |[ New> ]| c«mdl
18. Ready to Install window appears. Click on Install.
—
[ SaL Server 2022 Setup - ] X
Ready to Install
Verify the SQL Server 2022 features to be installed.
Edition Ready to install SQL Server 2022:
License Terms & Summary A
Global Rules - Edition: Evaluation
Microsoft Update Action: Install
Product Updates - Prerequisites
. - Already installed:
Install Setup Fil
RN SeIUp THES  Windows PowerShell 3.0 or higher
Install Rules Microsoft Visual C++ 2017 Redistributable
Azure Extension for SQL Server Microsoft Visual Studio Tools for Applications 2019
Feature Selection Microsoft MPIv10
Feature Rules =] §eneral Configuration
: Confiaurati i) Features
Instance Configuration i Database Engine Services
PolyBase Cenfiguration SQL Server Replication
Server Configuration Machine Learning Services and Language Extensions
Database Engine Configuration Full-Text and Semantic Extractions for Search
. . . . Data Quality Services
A S Configurat
nalysis Services Configuration PolyBase Query Service for External Data
Integration Services Scale Out ...  Analysis Services
Integration Services Scale Out ... Data Quality Client
Feature Configuration Rules Integration Services
Scale Qut Master
to Install
Ready . Scale Out Worker
Installation Progress | . Master Data Services N
Complete < >
Configuration file path:
C:\Program Files\Microsoft SQL Server\160\Setup Bootstrap\Log\20231228 232119\ ConfigurationFile.ini |
< Back J I Install I [ Cancel J‘
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19. Wait till it gets installed.

E SQL Server 2022 Setup

Installation Progress

Edition

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Azure Extension for SQL Server
Feature Selection

Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ...
Feature Configuration Rules
Ready to Install

Installation Progress
Complete

Setting Agent setup log folder permission.

Next > Cancel
_— |
20. After the installation, click on Close.
[ SOl Server 2022 Setup e = 4
Complete
Your SQL Server 2022 installation completed successfully with product updates.
Edition Information about the Setup operation or possible next steps:
License Terms -
A
Global Rules - Feature Status
. Master Data Services Succeeded
Microsoft Update Data Quality Services Succeeded
Product Updates Full-Text and Semantic Extractions for Search Succeeded
Install Setup Files PolyBase Query Service for External Data Succeeded
Install Rules Machine Learning Services and Language Extens... Succeeded
Azure Extension for SQL Server Database Engine Services Succeeded
. SQL Server Replication Succeeded
Reature Selection Analysis Services Succeeded 3
Feature Rules -
Instance Configuration
PolyBase Configuration Details:
Server Configuration il suce ]

Database Engine Configuration
Analysis Services Configuration
Integration Services Scale Out ...
Integration Services Scale Out ..,
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Summary log file has been saved to the following location:

:\Program Files\Mi ft rver\16 i tr 1 11
\Summary WebServer 20231228 232119 txt

Close
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CT#6.13: Installation of Microsoft SQL Server Management Studio

1. Navigate the Z:\CND-Tools\Lab Prerequisites\SQL Server Management Studio Double-click
on SSMS-Setup-ENU.exe.

Click Run if a security waring pop-up appears.

Open File - Security Warning X

Do you want to run this file?

= Name: _..istrator. SERVER2022\Downloads\SSMS-Setup-ENU.exe

Publisher: Microsoft Corporation

Type: Application
From: CAUsers\Administrator.SERVER2022\Downloads\S5MS-...

Run | Cancel |

Always ask before opening this file

I While files from the Internet can be useful, this file type can potentially
'., harm your computer. Only run software from publishers you trust.
d What's the risk?

2. Microsoft SQL Server Management Studio welcome screen appears, click Install to begin the setup.

RELEASE 19.2
Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Location:

C:\Program Files (x86)\Microsoft SQL Server Management Studio 19

By clicking the "Install” button, | acknowledge that | accept the Privacy Statement and
the License Terms for SQL Server Management Studio and Azure Data Studio
SQL Server Management Studio transmits information about your installation experience, as well as other

usage and performance data, to Microsoft to help improve the product. To leamn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

documentation
{L Install J Close
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3. Microsoft SQL Server Management Studio begins the setup. Wait for the setup to finish.

RELEASE 19.2
Microsoft SQL Server Management Studio
with Azure Data Studio

4. Microsoft SQL Server Management Studio Setup Completed screen appears, click Close to finish.

RELEASE 19.2
Microsoft SQL Server Management Studio
with Azure Data Studio

Setup Completed

All specified components have been installed successfully.
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CT#8.12: Configure the LuxuryTreats Website

1. Navigate to Z:\CND-Tools\Lab Prerequisites\ Websites.

2. Right-click the LuxuryTreats.zip file select copy from the context menu to copy the file.

I E L Edract Websites - (=] x
Home Share View Compressed Folder Tools
« - 4 » ThisPC » CND-Toels (1\10.10.10.2) (Z) » Lab prerequisites > Websites v O Search Websites 2
Name - Date modified Type Size
7 Quick access
u LusuryTr 123 AM WinRAR ZIP archive 13,260 KB
I Desktop o Open
¥ Downloads * [of Edit with Notepad-++
|| Documents * E3 Open with WinRAR
B Pictures * BB Extract files...
“ Extract Here
&5 This PC B3 Extract to "LuxuryTreats\"
- 30 Objects 2 Share
B Desktop Open with >
%) Documents Restore previous versions
& Downloads Sendto 5
J\ Music
_ Cut
= Pictures L Cory l
B Videos
. Create shortcut
s Local Disk (C:)
CND-Toels (\\10.10. Delete
ool 110,
z 0 Rename
P Network Properties

3. Navigate to C:\inetpub\wwwroot folder and past the copied LuxuryTreats.zip file.

T T = 1 wwwroot
Home Share View
« v $ » ThisPC » Local Disk (C) » inetpub > wwwroot »

Name Date modified
s Quick access

I Desktop @ iisston
iisstar
‘ Downloads = usstart

’ :
El Documents of nLuxuryTteuls 1/3/20
»

&= Pictures

aspnet_client

LS

Websites »

I This PC
B 30 Objects
Il Desktop
| Documents
& Downloads
J’! Music
&/ Pictures
B videos
‘4 Local Disk (C:)
== CND-Tools (\\10.10.

¥ Network

v 0 earch v root ye
Type Size
File folder
Microsoft Edge H... 1KB
PNG File 98 KB
WinRAR ZIP archive 13,260 KB
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4. Right-click the LuzuryTreats.zip file and click Extract All option from the context menu.

0 2 = Extract wwwroot - g 2 1
Home Share View Compressed Folder Tools e

« v 4 » ThisPC » Local Disk (C:) » inetpub » wwwroot » v O Search root L

Name Date modified Type Size
# Quick access

aspnet_client
I Desitop g e iisstart TKB
4 Downloads = iisstart 98 KB
|s] Documents * ] Luxury™— 13,260 KB
& Pictures + . L
Websites . [ Edit with Notepad++
B3 Open with WinRAR

[ This PC B3 Extract files...
B 3D Objects
I Desktop 3 Extract to "LuxuryTreats\"
|5] Documents |2 Share
& Downloads s 2
b Music Restore previous versions
= Pictures Send to >
B videos Cut
% Local Disk (C:) Copy
== CND-Tools (\\10.10. e ————

¥ Network Delete

Rename
Properties

5. Change the Destination folder to C:/inetpub/wwwroot/ and click Extract.

6. LuxuryTreats.zip file will be extracted, and you will see a LuxuryTreats folder created in
C:/inetpub/wwwroot. Delete the LuxuryTreats.zip file. After extracting the LuxuryTreats
folder delete the LuxuryTreats.zip file.

T = | wwwroot - =] X
Home Share View

« v 4 > ThisPC » Local Disk (C:) » inetpub > wwwroot > v O Search v oot L2

Name Date modified
s Quick access

aspnet_client
[ Desktop £

& Downloads -

wsstart

|5] Documents - = iisstart

&= Pictures * B uryTreats
Websites *

[ This PC

B 30D Objects

[ Desktop

|£] Documents

¥ Downloads

J’! Music

= Pictures

B Videos

‘i Local Disk (C:)

== CND-Tools (\\10.10.

i Network

7. Open LuxuryTreats folder from C:\inetpub\wwwroot\ and open Web.config file in
notepad++ or in notepad.
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Scroll down to connectionStrings tag, Replace Server with your machine’s name in the

connectionString property of DBConn connection string as shown in the screenshot.

Note: If you have changed the password of sa user while installing SQL Server, change the
password in the connection string to given password for SQL Server sa user while installing

SQL Server.

*C:\inetpub\wwwroot\LuxuryTreats\Web.config - Notepad++ [Administrator] = =] X
Eile Edit Search View Epceding Language Seftings Tgols Macre Run  Plugins Window 2 + v X
sHHBRGE smk|pe |y 2% GEIST EFEGAo® DENRE
= Web config E3
25 B <zoot> A

<level value="DEBUG" />

7 <appender-ref ref="RollinglogFileAppender” />

I </root>

‘logdnet

H:onnectionStrings>
§&88 name="DBConn" p

|

I econnectionStrings>

34 Hsystem. web>

!-- this disables header checking -->

<httpRuntime enableHeaderChecking="false" requestValidationMode="

uld set secure and http o

TR

{=- this is how

<httpCockies htt ies="false" requireSSL=

40 <trace emabled="true’ />
<compilation defaultLanguage="C#" debug="true" targetFramework="4.0">
<assemblies>
<1--add assembly="System.Web_Mobile, Version=2.0.0
/assemblies>
</compilation:
1-- show detailed error messages --—:
7 =]

- </customErrors>

customErrors mode="0ff">

<l-- set up users —->

Mo b b B B B B

<authentication mode="Forms">
“forms name="customer_login’

<credentials password

m |

Clear">

<user name="mario" password="luigi" />
57 <user name="bcb" password="password" />
</credentials>
</forms
</authentication:

[l <autherization>
<allow users="*" />
</authorization>

<

riderName="System.Data.SqlClient” connectionString={Server=WINServer2012)Database=hotels;User Ld=sa;

0.0, Culture=neutral, PublicKeyToken=b03fSf7flld§0a3a™ /-->

imecut="30" loginUrl="Index.aspx” requireSSL="false"

" protection="None" path="/" slidingExpiration="t:

9. Save the file and close it.

10. Now, launch SQL Server 2022 Management Studio and click Connect.

=¥ Connect to Server

SQL Server

Server type:

Server name:

SQL Server Authentication

Database Engine v
WEBSERVER v|

[sa

[uun -

Password:

|:| Remember password

e

Help Options >>
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11. Microsoft SQL Server Management Studio window, right-click on Databases and select
New Database.

File Edit View Tools Window Help
- |;ﬁ' -2 *|6EINEWQUQT)' a%mnﬁmm

Execute

Object Explorer MR

Connect~ ¥ ¥ YO
= B WEBSERVER (SQL Server 16.0.1000.6 - sa)

[ New Database...

® Security

® Server Objects Attach...

H Replication Restore Database...

e Always On Hig Restore Files and Filegroups...
® Management

= Integration Sery Filter

#3 SQL Server Age

Deploy Data-tier Application...
7 [F] XEvent Profiler (= &

Import Data-tier Application...

Start PowerShell

Reports

Refresh

12. New Database window appears, specify Database name as Hotels and click OK.

New Database - o X
[Selecta page . 1
i: LT Scipt + @ Help
& Options
M Flegroups Database name: ]
Qwer [<defauit> |
Database fles:
Logcal Name  File Type  Filegroup Intial Size (ME)  Autogrowth / Maxsize Pa
Hotels ROWS.  PRIMARY |8 | By 64 MB, Unimted cd
Hotels Jog  LOG Not fpplcable B By®4 MB, Unlmted ] ¢
[Connection
Server
WebServer
Connection:
sa
¥¥ View connection propeties
Progress
Ready < >
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13. Now expand the Databases node. You will observe that Hotels database appears under the
Object Explorer section, which implies that Hotels database has been successfully created.

File Edit View Tools Window Help
: - | le - > % IJ" | H% New Query ﬁ% {7 [ m BAR

Execute

Object Explorer - 1 x

Connect~ ¥ ¥ Y &
—T| @ WEBSERVER (SOL Server 16.0.1000.6 - sa)

-
E System Databases
2 Database Snapshots
= E DW<Configuration
@ @ DWDiagnostics
& i DWQueue

ez Security

* Server Objects

E Replication

£ Always On High Availability
E3 Management

[ Integration Services Catalogs

=3 SQOL Server Agent (Agent XPs disabled)
7 %] XEvent Profiler

14. Navigate to Z:\Lab Prerequisites\ Website\DBScript.

15. Double-click Script.sql file, it will open in SQL Server Management Studio Editor.If you
are not connected to the database server Connect to Server Window appears give the
username and password and connect to the database server.

USE [hotels]
fresees Object:
o0

GO

GO

Jeerans Object:
G0
GO
GO

[FirstName]
100% ~ 4

¥., Connected. (1/1)

SET ANSI_NULLS ON
SET QUOTED_IDENTIFIER ON
SET ANSI_PADDING ON
-ICREATE TABLE [dbo].[Comments]
[commentNumber] [int] IDENTITY(1,1) NOT N
[productCode] [varchar](15) HOT HL
[email] [varchar](10@) NOT N .
[comment] [text] NOT N
PRIMARY KEY CLUSTERED
[commentNumber] ASC

WITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_DUP_KEY = OFF, ALLOW_ROW_LOCKS = ON, ALLOW_PAGE_LOCKS = ON) ON [PRIMARY]
ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO
SET ANSI_PADDING OFF
GO

SET ANSI_NULLS ON
SET QUOTED_IDENTIFIER ON
SET ANSI_PADDING ON

-ICREATE TABLE [dbo],[CustomerLogin](
[Username] [varchar](5@) NOT NHU

gl WESSERVER maste s (147) = —

a
Table [dbo].[Comments] Script Date: 10/24/2018 11:38:03 PM ****== 1 T

Table [dbo].[CustomerLogin]  Script Date: 10/24/2018 11:38:03 PM ==****/

[varchar](1e@) nULL, -
»

WEBSERVER (16.0 RTM)  sa (147) master | 00:00:00 Dlaws*
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16. Now click m Execute on the task bar.

L " script.sql - master (sa (147)) - Mi SQL Server Studio i ) Quick Launch (Ctrl+Q Po- g x
File Edit View Query Project Jools Window Help
[B- -2 P BNy B2 %D - Q- mrEa-.
: v 5265 £ 5 #| B0
script.sql - WEBSERVER.master (sa (147)) + X
USE [hotels] +|
GO -
/***=== Object: Table [dbo].[Comments] Script Date: 10/24/2018 11:38:03 pM *=*x=== b
SET ANSI_NULLS ON "
GO
SET QUOTED_IDENTIFIER ON L
GO
SET ANSI_PADDING ON
GO

[commentNumber] [int] IDENTITY(1,1 ,
[productCode] [varchar](15) 1 , u
[email] [varchar](1@@) NOT I
[comment] [text] NOT
PRIMARY KEY CLUSTERED b

[commentNumber] ASC "
WITH (PAD_INDEX = OFF, STATISTICS NORECOMPUTE = OFF, IGNORE DUP_KEY = OFF, ALLOW ROW_LOCKS = ON, ALLOW PAGE LOCKS = ON) ON [PRIMARY]
ON [PRIMARY] TEXTIMAGE_ON [PRIMARY]

GO

SET ANSI_PADDING OFF r
GO

j##ss%% Opject: Table [dbo].[CustomerLogin]  Script Date: 10/24/2018 11:38:03 PM *****+/

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

SET ANSI_PADDING ON

GO

=ICREATE TABLE [dbo].[CustomerLogin]

[Username] [varchar](5@) NOT I

[FirstName] [varchar](18@) I A
100% | 4 »

.‘h‘ Connected. (1/1) WEBSERVER (16.0 RTM) _ sa (147)  master 00:00:00 DIMJ
17. This process will create necessary tables in the Hotels database.

18. Now click Start menu button, click Administrative Tools.

Best match

~ Windows Administrative Tools
App

Settings

= Edit group policy

O administrative

‘\Hq»\'
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19. Double-click on Internet Information Services (I1IS) Manager.

Home Share

=

s Quick access
B Desktop
& Downloads

%] Documents

LR S

[&] Pictures

Websites

0 This PC
2 30 Objects
[ Desktop

¥ Downloads

D Music

&= Pictures

8 Videos

i Local Disk (C:)

= CND-Tools (\10.10.

@ Network

25 tems

< | Administrative Tools

View

A 725> Control Panel > System and Security > Administrative Tools

Name Date modifi

Terminal Services

¥ Active Directory Module for Windows Po...
- Component Services

& Computer Management

%3 Defragment and Optimize Drives

72 Disk Cleanup

$3] Event Viewer
@ Internet Information Services (IIS) Manager |
&3, iSCS! Initiator

7h Local Security Policy

5 Microsoft Azure Services

773 ODBC Data Sources (32-bit)

75 ODBC Data Sources (64-bit)

(3) Performance Monitor

#2a Recovery Drive

B Registry Editor

®) Resource Monitor

Fa Server Manager

a4 Services

3 System Configuration
T System Information
D Task Scheduler 1
#P Windows Defender Firewall with Advanc...
78] Windows Memory Diagnostic

3B Windows Server Backup 5/8/20211

ied

20 AM

14 AM
14 AM
14AM
14 AM

14 AM

14 AM

15AM

16 AM

Type
File folder
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Size

2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB

2KB
2KB

- 0 XJ

»

i =

20. Internet Information Services (IIS) Manager main window appears, now in Connections
pane of the IIS Manager, right-click the Machine Name and click Add Website from

context menu.

Internet Information Services (1IS) Manager — O X
€3, WEBSERVER » RSNl B
File View Help
@) WEBSERVER H
— ome
> k= 3 # Manage Server
:3 3:[:::;?2 Filter: v W Go - GShowAll _ ety
v e o & Refresh = Il ®
-& Arp 8 « 5 @ sicp
> @ Sites emove Connection
g ‘ \‘// J,_!‘l View Application Pools
(@ noaweie.. J NET  NETEror ]
Start Compilation Pages Change .NET Framework
. StO g sion
? _‘?/ = Get New Web Platform
@ AddFIPSite.. NET Trust ~ Application COMmpERiet
REnsime n Levels Settings ® Hep
.= Switch to Content View ﬁ
Connection MachineKey Pages and
Strings Controls
T [
@ &} 1 fj 2

~

s | [ Festure view] 2 Content iew

%d
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21. Add Website wizard appears, type the Site name in Site name: field and click on Browse
button near Physical path: section. Here we are installing LuxuryTreats site, so we have
provided LuxuryTreats in the Site name: field.

Add Website

Site name:

[ LuxuryTreats

l | LuxuryTreats

Select...

Content Directory

Physical path:

22. Browse for Folder pop-up appears, navigate to C:\inetpub\wwwroot and choose
LuxuryTreats folder and click OK.

Browse For Folder

Select a directory for the application.

X

history
logs
mailroot
temp
v wwwroot
aspnet_client
-
Admin
App_Code

serenoow | ]

Cancel

a

23. Now in Binding section choose http in Type: field. Choose the Host machine IP address
(Internal adaptor - 10.10.10.12) from IP address: field, and choose 80 in Port: field.

24. Type www.luxurytreats.com in Hostname: field, make sure that Start Website immediately

is checked and click OK.
Add Website 7 X
Site name:
[Luxmymau ‘ |LuxuryTruu Select...
Content Directory
Physical path:
[ Cinetpubwmawroot LuxuryTreats
Pass-through authentication
Connmectas.. | Test Settings...
Binding
Fype: 1P address: Port:
(htte ~] [10.10.1020 ] [e0 |
Host name:
[www.luxurytreats.com| |
Exemple mor 1 —hem
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CT#8.13: Configuring Host File in Windows Server 2022

1. In Windows Server 2022 navigate to C:\Windows\System32\drivers\etc and right click
on hosts file and click Edit with Notepad++ from context menu.

EC-Council

2. Hosts file opens in Notepad++ type <IP Address of the Web Server> www.luxurytreats.com and
click Save button and close the Notepad++ window.

(& cAWindows\System32\driversietc\hosts - Notepad-++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7
6 B9 iry=Y | |t p|lax| BE=1 EEEDG ®|
"
E]hostsml
1 I# Copyright (c) 1953-200% Microsoft Corp.
R
2 4 This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
- St
5 # This file contains the mappings of IP addresses to host names. Each
& # entry should be kept on an individual line. The IP address should
7 # be placed in the first column followed by the corresponding host name.
8 # The IP address and the host name should be separated by at least one
3 # space.
10 #
11 # Additionally, comments (such as these) may be inserted on individual
12 # line= or following the machine name denoted by a '#' symbol.
13 #
14 # For example:
15 #
16 # 102.54.94.97 rhino.acme.com # source server
17 # 38.25.63.10 X.acme . com # x client host
15 # localhost name resclution is handled within DNS itself.
20 # 127.0.0.1 localhost
21 _ ¢ $:l localhost
22 I 10.10.10.16 wwW . luxurytreats. com I
s

CT#8.14: Setting up FTP Site
1. Navigate to Z:\Lab Prerequisites\ Website and copy the DemoFTPSite into C: drive.

A ¥ Manage Local Disk (C:)
Home Share View Drive Tools
L o * 4 & » ThisPC » Local Disk (C:) » v O

v 3 Quick access
I Desktop ¢

Name Date modified Type Size

DemoFTPSite 5/21/2020 3:54 AM File folder

inetpub 29/2023 4:08 AM
& Downloads d Perflogs 5/8/2021 1:20 AM File folder
= Documents d Program Files 1/3/2024 B:32 PM
= Pictures » Program Files (x86) 12/14/2023 2:27 AM
Websites sQL2022 der
~ [ This PC oers S et
wampb4 2/2/2022 1:32 AM File folder
J 30 Objects Windows 2972023 4:04 AM File folder
I Desktop htaccess 50 AM HT
< Documents
&4 Downloads
2D Music
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2. Click on Windows Start button 2 Administrative Tools.

A Window:

A Adobe Acrobat

s Server

B zure Data Studio % 4

F Server
“‘ Firefox

©9, Fircfox Private Browsing th g

Windows
Manager  PowerShell

Windows
el Administrativ... Task Manager

Q) Google Chrome

" )
Remote
™ Microsoft Edge Desktop... Event Viewer

B Microsoft SQL Server 2022

3. Double-Click on Internet Information Services (IIS) Manager.

>

Windows
PowerShell ISE

Control Panel

File Explorer

B | = | Administrative Tools
Home Share View

4 725 » Control Panel » System and Security > Administrative Tools > v 0 »
Name Date modified Type ize
# Quick access
I Dk Terminal Services 5/8/2021 1:20 AM
esktol

F S¥ Active Directory Module for Windows Po..  5/2/2021 1:15 AM
& Downloads % I, -
. Component Services 5/8/2021 1:14 AM 2kB

& Documents & Computer Management 4 AM
] Pictures % Defragment and Optimize Drives 11:14 AM B
Websites 7% Disk Cleanup 5/8/2021 1:14 AM 2K8

B TP 23] Event Viewer 5 11:14 AM
* 5 Internet Information Services (IIS) Managar} 5 5 AM c
B 30 Objects €3, iSCS! Initiator 2021 1:14 AM 8

I Desktop i Local Security Policy 11:15AM
%] Documents 25 Microsoft Azure Services 5 5 AM 2K8
& Downloads 78l ODBC Data Sources (32-bit) 5 1113 AM
b Music 5] ODBC Data Sources (64-bit) 8/2021 1:14 AM B
Pictures ) Performance Monitor AM 2KB

SE

B videcs s Recovery Drive 8/2021 1:14 AM

- 28 ResistnuEditor T 248

4. In the IIS Manager window expands WINSERVER (WEBSERVER\Administrator). Right-click on
Sites and click on Add FTP Site from the context menu.

> [=] Features View || Content View

@3 Internet Information Services (IIS) Manager - ]
r(- €5 » WEBSERVER » @
File View Help
| Connections Actions
GJI WEBSERVER Home
< - s, - Manage Server
Sjj Start Page || Filter - W Go ~GhShowAll
v 5 WEBSERVER (WEBSERVER\A; 4
~ - ASP.NET a A
..} Application Pools [ ]
(GET, & Y
@ Add Website... 404
NET NET Error
Ml Refresh l.. Compilation Pages
Add FTP Site... y —
v ] 8 =
[ Switch to Content View = Wi o
S— NETTrust  Application
Globalization Levels Settings
i‘ ‘77
ab ¥ =
Connection Machine Key Pages and
Strings Controls
n? g;\ [ -
“\ 1} v =] v

-
!

Page 227

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec'council

5. Give FTP site name as DemoFTPSite. Click ... ellipse button.

Add FTP Site ? X

“ Site Information

FTP site name:
DemoFTPSite]

Content Directory
Physical path:

| Ia

Previous MNext Finish Cancel

6. Browse for folder dialog box appears, navigate to C:\DemoFTPSite and click OK.

Browse For Folder pd

Select the physical path for the new FTP site,

v 2 Local Disk (C:) ~
(T DemoFTPsie )
) inetpub
Perflogs

Program Files

' Program Files (x86)
5012022

» Users

wampbd i

Make New Folder o< ]| concel
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7. 'The physical path will be set to C:\DemoFTPSite. Click Next.

Add FTP Site

? X
q Site Information

FTP site name:
lDemoFTPSite

Content Directory

Physical path:
| C:\DemoFTP5ite

Previous

MNext Finish Cancel

8. Seclect IP Address 10.10.10.16 from the IP Address dropdown Port: 21 and check Start FIP site
automatically. Select No SSL as SSL option and click Next.

Add FTP Site

? X
0 Binding and SSL Settings

Binding
IP Address: Port:
[10.10.10.14 | & )

[[] Enable Virtual Host Names:

[E] Start FTP site automatically ]
SSL
(® No SSL

O Allow S5L

() Require SSL
SSL Certificate:
Not Selected

Previous Next Einish Cancel
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9. Check Anonymous and Basic for Authentication. Select Allow access to: All users as

Authorization and check Permissions: Read and Write. Click Finish.

Add FTP Site

g Authentication and Authorization Information

Authentication

Authorization

Allow access to:

l] All users

Permissions

[ Read
B Write

Previous

Cancel

10. You will see that DemoFTPSite will be successfully created in IIS Manager.

« -

File View Help

?ﬂ Internet Information Services (IIS) Manager

& » \WEBSERVER » Sites »

Connections
S-id 28

&5 Start Page

-2 Application Pools
~ - @ Sites

(@ DemoFTPSite )

4 LuxuryTreats

% Default Web Site

v ..13 WEBSERVER (WEBSERVER\Ad

W

q“i Sites

Filter: -

¥ Go - (5 Show All

Mame ID
k) Default Web Site 1

LuxuryTreats

<

Bind
808"
10.1(
W

Status

Unknown ...
Started (ftp)
Started (ht...

Features View |/ Content View

®@ © e

Add Website...

/ebsite Defaults...

Add FTP Site...
Set FTP Site Defaults...

Help

Sid
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11. Click on DemoFTPSite and double-click on FTP Logging as shown in following screenshot.

@3 Internet Information Services (IIS) Manager — O X
: '@ » WEBSERVER » Sites » DemoFTPSite » @ =@
File View Help
T & DemoFTPsite Home 3 b0
oy xplore
.43 Start Page ~ Edit Permissions...
H v - Y - =)
« .85 WEBSERVER (WEBSERVER\AD{ | _Te" Go - Gshowall g
el i Edit Site
{2} Application Pools FP . A i
v . @ Sites ) d — ) mgs..r.
5 & Default Web Site ) Basic Settings...
. FTP FP FTP Current View Applications
Authentic... Authorizat..  Sessions View Valiel Dastinons
| ;
. FTP Site €}
(2 o
FTP Directory FTP Firewall ~ FTPIP Restart
Browsing Support  Address a... Start
g P o= Stop
(ETE) (TP Advanced Settings...
FTP Logging FTP FTP Request
Messages  Filtering ® Hep
0
g [FTe) v
< > Features View i Content View

[Ready

12. Click on Select W3C Fields... button.

% Internet Information Services (I1S) Manager

'@ » WEBSERVER » Sites » DemoFTPSite »

@ he

File View Help

= RE01 Y
. 'd3 Start Page
v 83 WEBSERVER (WEBSERVER\Ad
112 Application Pools
> Q) Default Web Site
&9 DemoFTPSite
> 4 LuxuryTreats

0 FTP Logging

One log file per:
Site ~

Log File

Select W3C Fields...

Directory:

& Apply

¢ Cancel

Disable

View Logs...

® Hep

| CAinetpub\logs\LogFilles

Enceding:
UTFe v

Log File Rollover

Selert a methnd that FTP uses tn create 3 new lna file,

<

>

< >
iguration: 'applicationHost.config'

Features View || 7 Content View

%
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13. Tick All check boxes available in Information to Log window and click OK.

Information To Log ? X

Date ( date )
[ Time (time)
[ Client IP Address ( c-ip )
[~] User Name ( cs-username )
@ Service Name ( s-sitename )
[] Server Name ( s-computername )
[ Server IP Address ( s-ip )
[#] Method ( cs-method )
[] URI Stem ( cs-uri-stem )
[~] Protocol Status ( sc-status )
(4] Win32 Status ( sc-win32-status )
[~] Bytes Sent ( sc-bytes )
[] Bytes Received ( cs-bytes)
[~] Time Taken ( time-taken )
[A Server Port ( s-port)
[A Host ( cs-host )
@ Protocol Substatus ( sc-substatus )
[ Session ID ( x-session )
[A Full Path (x-fullpath )
[ Additional Information ( x-debug )

@m
|

==

d
14. Click Apply in right side Action pane.
W3 Internet Information Services (1IS) Manager - o X
. @ » WEBSERVER » Sites » DemoFTPSite » & o @-
File View Help
FTP Loggi
- oggin =
-2 (8 & 99ing
...y Start Page ] " || Bk Cancel
© .95 WEBSERVER (WEBSERVER\AGY | o9 fle Per g
- Site At Disable
12 Application Pocls View Logs
- y SIteS 1EW LOgs...
> ) Default Web Site Log File @ Hep
.4 DemoFTPSite )
) @ Luxuryreats | Select W3C Fields...
Directory:
‘ CAinetpub\logs\LogFiles
Encoding:
UTF8 v
Log File Rollover
Select a methnd that FTP uces tn rreate a new Ina file, ¥
>
2 s | [ Festures View |2 Content View
Eonfiguration: ‘applicationHost.config' aii
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15. You will see Alerts The changes have been successfully saved.

vﬂ Internet Information Services (11S) Manager

- O X
© @ » WEBSERVER » Sites » DemoFIPSite » w o) @-
File View Help
FTP L i How
; oggin
id |7 & 0 gging (i) The changes have been
.dy Start Page ) successfully saved.
i One log file per:
v -ﬂa WEBSERVER. (WEBSERVER\Ad - Acti
-2} Application Pocls Site =
v . @ Sites & A

» 4y Default Web Site Log File =x Cancel

g f’"""T" i | Select WAC Fields.. Disable

> - uxuryTreats View LOgs...
Directory: @ Help
| C:\inetpub\logs\LogFiles
Encoding:
UTF8
Log File Rollover
Select a method that FTP uses to rreate a new lon file, ¥

< >
< > | [[E]Features View |i.Z Content View
‘gnnfigurdtion: ‘applicationHost.config’ ai‘

16. Close all open windows.

CT#8.15: Change User Account Settings to disable notification on System Changes

1. Open Control Panel, click on System and Security.
E Contrel Panel - D l'—*
13 M+ ComtodPanel » C
"‘","“’" yOUr COMPUter § seTOngs ey b
Sysiem and Secunity User Accounts
‘ te.ows puter | st ' Qv.,k.. 2 e
Love Sactup ropes ¥ yme ey itk File < amar
Forbop ondt Satare (Wondom g Appearance and Personalization
NeTWOrk and Intermet o
“ £ Clock anxd Regeon
T e o » Sia Bea. oF A ' '
G e et O e ct s
'_r_" Prograsns
AR T e R
k ol
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2. Click on Change User Account Control setting link.

3.

Page 234

Mot oid Sacnd Windows Defender Firewall

Chach fapned ditn Alove 00 app Weoah Woadows Feenet

Backup and Restore (Windows 7)

. Baibhug ond Seakars (Windows 1) Reudare Vi Pam Sabug

- Bal ocker Drive Encryption
Monsge Bt ok

sp2 Sorage Spaces
- Mansge Seenge Jpac e

Work Folders
. Marpt ot Hasery

Windows Tools
| - a—-—-—-———

Progama
Uner accowres System
Views amacnt of FAM snd pos wunr spand B9 Muss omats siin
Appamence and Lowsmc™ vammicte st o Su B narve of tha computs
Ciack oot Rogon Power Options
Loee of Accom Cherje ehdt e pomdl Suftiew gt whon the Limvgasten Loy
File Heastoey
Loet b buag Cogpms oA pian Piwy ai Fla Maglery Fartone yuot Tums i Bidg 06t oy

[ e o Secerey - x
P y = # € Gt v Syveman. y et ® C pmmrad P ol F
Cotial fynd e ? Security and Mantenance
|2 R

o
‘ B Change Usir Accoum Contol jattngs I TIoAMINICT (Ermamgm (Cmpeter Griblrmg

Drag the scroll bar down Always notify to Never notify and click OK.

[ e S ot e =

Choose whaen to be notified about changes 0 your computer

Unes Aot Comtich Selgn prevert petentisdy Aarmd s poegi oo Hom makng (Renpes 10 yies (OmOute
ek ru s about Shar Ais e Cantedd Mg

Aoyt notfy
o a Newer sotify me when
®  Aops try b wvitall softare or make Changes to My
cempater
= e ®  Lmate hanges 1o Windews witegs
- - Q it ommanses
Never actfy

g =1
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CT#8.16: Adding New User

1. Right-click on Web Server virtual machine profile in Hyper-V Manager and click Connect..
and login with username Administrator and password as admin@123. If already connect,

skip step 2 to continue.

2. Open control panel and select User Accounts.

Control Panel

1™ » Control Panel »
G View event logs
./ Hardware

«_. Programs
[01, Uninstall a program

Adjust your computer's settings View by: Category =
System and Security
Review your computer's status
\" ¥, Network and Internet
View network status and tasks
ﬁ‘ View devices and printers
Add a device

G Turn Windows features on or off

- [m} s

v~ & |Sr:arch Control Panel pel

User Accounts
) Change account type

Appearance and Personalization
Change the theme

Clock, Language, and Region
Add a language

Change input methods

Set the time and date

Change date, time, or number formats

£ ':.*»; (ﬁ g

Ease of Access
Let Windows suggest settings
Optimize visual display

®

3. Select Change account type link as shown in following screenshot.

SR User Accounts

Control Panel Home

System and Security
Metwork and Internet
Hardware
Programs

¢ User Accounts

Appearance and
Personalization

Clock, Language, and Region

Easze of Access

&« « 4 ER » Control Panel » User Accounts »

% User Accounts
[ thangeaccuuntt}rpel Gﬂemcveuseracccunts
@’q Credential Manager

Manage Web Credentials | Manage Windows Credentials
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4. Manage Account window opens, click Add a user accounts.

% Manage Accounts

= S j{!‘ » Control Panel » User Accounts » User Accounts » Manage Accounts
Choose the user you would like to change

Administrator
R Local Account
Administrator
Password protected

I Add a user acccuntl

5. User details window opens, fill user details such as username as John, password as user(@123
and confirm password, password hin, click Next.

Add a user

Choose a password that will be easy for you to remember but hard for others to guess. If
you forget, we'll show the hint.

User name
Password
Reenter password

Password hint used
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6. Click Finish to complete the document.

Add a user

The following user will be able to sign in to this PC.

Jlelaly

R Local account

| Finish

7. You can see the user added successfully.

52, Manage Accounts

“~ v 4 82 > Control Panel > UserAccounts > User Accounts » Manage Accounts
Choose the user you would like to change

n ;LACI rlr:nlstreztor N john
H ocal Accoun H Local Account
Administrator

Password protected Password protected
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CT#8.16: Sharing Shared Docs folder in C Drive

1.

folder and copy it in C:\ Drive, double click o
select properties.

EC-Council

Navigate to Z: CND-Tools copy the Shared Docs folder from the Lab Prerequisites

n Shared docs and right click on Files and

T 1A 7 = | Shared docs - 0
Home  Share  View
« v 4 > ThisPC » Local Disk (C:) » Shared docs » v O
Name Tpe e
o Quick access
B Desktop Files File folder
& Downloads of Open in new window
%/ Documents of Pin to Quick access
B Pictures 4 Give access to >
Shared docs Restore previous versions
[ This PC Include in library >
3 3D Objects Pin to Start
[ Desktop B3 Addto archive...
B Diciraints B3 Addto “Files.rar”
" i 83 Compress and email...
B3 Compress to “Files.rar” and email
D Music
= Pictures | Sd 2
2. Go to sharing tab and click on share.
Files Properties X
General Sharing Secuity Previous Versions Customize
Network File and Folder Sharing
Files
Shared
Network Path
\\WEBSERVER\Shared docs'Files
Advanced Sharing
Set custom pemmissions, create multiple shares, and set other
advanced shanng options.
Gﬁgvmced Sharing....

Password Protection

computer to access shared folders.

Cancel

People must have a user account and password for this

To change this setting. use the Network and Sharing Center.
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3. Now click on Drop-down arrow and Select Everyone. Click on share.

< 2 Network access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

| A Add

Administrator

Level
e
Create 3 new user...
T

I AT LTS

I'm having trouble sharing

' GShare 1|| Cancel ]

S
4. Click on Done.

OrK acCess

Your folder is shared.

Individual Items

Files
\WEBSERVER\Shared docs\Files

Show me all the network shares on this computer.
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5. Switch back to Admin Machine-1. To access the shared docs from webserver, Navigate to
File explorer and type \\10.10.10.16\Shared docs\Files in the address bar and press

Enter.
‘This PC . - .
- N st 8% view
€« v I-_ \110.10.10.16\Shared docs\Files = I N  anen T b
v Quick access ~ Folders (6)

@l Desktop » - Desktop

Documents Downloads
4 Downloads #

Music Pictures Videos
= Documents # :

I8 Pictures  # | < Devices and drives (5)

i -m i :]
@ Music H Floppy Disk Drive (A:) [ Local Disk (C) DVD Drive (D:)
] o T
== New Volume (F 50.6 GB free of 79.3 GB
n vid New Volume (E:) New Volume (F:)
\deos — | — 1
24.6 GB free of 29.5 GB 483 MB free of 499 MB

> @ OneDrive ~ Network locations (1)

~ [l ThisPC Shared docs (\\10.10.10.16) (K:)
> @ Desktop

> & Documents

> i Downloads
> @) Music
> N Pictures

> [ Videos

> = Local Disk (C) s

6. Enter network credentials window appears. Type Administrator as username and
admin@]123 as password. Click OK.

".’e',;crl — o

New ~ T sort ~ 8= View

= A < v X O Search Network
== Windows Security

v Quick access .
Enter network credentials
& Desktop
Enter your credentials to connect to: WEBSERVER
< Downloads
£ Documents Administrator
P9 Pictures
LLL LA L L L L
@) Music
= New Volume \:| Remember my credentials
i3 Videos
The username or password is incorrect.
YARA
> @ OneDrive
> [ This PC

> DVD Drive (D:) Deve

> 3 Network
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Now, you can see Shared docs folder connected. Double click on it, and open Files folder.
You can see all the files accessed from Webserver VM.

[ETspc a |
Ne T son 8= View
« =2 - 2~ W ThisPC > Search This PC
© Music Folders (6)
w= New Volume (F - Desktop E Documents Downloads
B Videos
o8 Music Pictures Videos
> @ OneDrive :
v [l ThisPC Devices and drives (5)
> @ Desktop [ Floppy Disk Drive (4) 28 loclDsk(C) w' DVD Drive (D)
o GB free of 79.3 GB
> |d Documents
New Volume (E:) New Volume (F:)
> & Downloads o o !
i 24,6 GE free of 29.5 GB 483 ME free of 499 MB
> @ Music Network locations (1)
> N Pictures Shared docs (\\10.10.10.16) (K:)
> [ Videos E 68.5 GB free of 9.3 GB
> %= Local Disk (C)
> w= New Volume (E
> we= New Volume (F
> g Shared docs (\\
> '3 Network
F Files X |
+) New T sort = View
@
+ + » This PC » Shared docs (\\10.10.10.96) (K) > Files c Search Files
Narme - Date modified Type Size
& Music
= New Volume (F [ Businessdoc.ppte 12/14/2023 10:19 PM PPTX File 487 KB
O Videos | Clientinfe 12/14/2023 10:19 PM Text Document BKB
[ CompanylnstFiles Adobe Acrobat D... K8
» o OneDrive
™ CompanyPolicysetup Application
~ B This PC [ Datasetup.csv CSV File 1K8
» @ Desktop | DocofClient Office Open XML ... 19KB
» @ Documents [ information Adobe Acrobat D. 6,739KB
» & D 0 12 ) PM Office Open XML 14KB
» ) Music
> N Pictures
» [ Videos

» e Local Disk (C)
> wm New Volume (E
3 = New Volume (F

5> mm Shared docs (\\

> 3 Network

NOTE: Perform CT 8.11 — CT8.15 On Backup Server VM
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CT#9: Configuring Windows Server 2022 Guest OS as AD Domain Controller

CT#9.1: Installing Windows Server 2022 as AD Domain Controller

8. Click on Power on this virtual machine virtual machine profile in VMware Workstation.

r[_'D AD Domain Controller 1

~ Devices
2 Memory 2GB
[ Processors 2
Hard Disk (NVMe) 50 GB
CD/DVD (SATA) Using file C:\Use...
EFloppy Using file autoin
- Network Adapter Custom (VMnet0)
USB Controller Present
1" Sound Card Auto detect
3 Printer Present
Display Auto detect

¥ Description
ype here to ent

¥ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDv3\AD Domain Controlle\AD Domain Controller.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

|- . L

9. When WebServer virtual machine is turned on, Windows Setup window will appear. Select
the required details and click Next.

= ® el

4 Microsoft Server Operating System Setup

a Microsoft

Language to install: {English (United States) -
Time and currency format: ||l OGRS -

Enter your language and other preferences and click "Next" to continue.

. All rights resenved.
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10. Click Install Now.

4 Microsoft Server Operating System Setup

= Microsoft

Install now

Repair your computer

poration. All rights reserved.

=)

11. While installing, Windows Setup appears; choose Windows Server 2022 Standard Evaluation

(Desktop Experience) and click Next.

& M‘f Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified
rWindows Server 2022 Standard Evaluation X604 3/3/2022

Windows Server 2022 Datacenter Evaluation X064 3/3/2022

Windows Server 2022 Datacenter Evaluation (Desktop Experi..  x64 3/3/2022

Description:

useful if you want to use the Windows desktop or have an app that requires it.

This option installs the full Windows graphical environment, consuming extra drive space. It can be

=)
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12. The License terms wizard appears; check I accept the license terms and click Next.

13. Click Custom: Install Windows only (advanced) to proceed with the installation.
==

*® ﬁl Microsoft Server Operating System Setup

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
applications

The files, settings, and applications are moved to the new operating system with this option. This
option is only available when a supported version of the operating system is already running on
the computer.

Custom: Install Microsoft Server Operating System only (advanced)

The files, settings, and applications aren't moved to the new cperating system with this option. If
you want to make changes to partitions and drives, start the computer using the installation disc.
‘We recommend backing up your files before you continue

14. The Where do you want to install Windows? wizard appears; click New to create a partition.
Set the Size to 61440 MB and click Apply.

"@ j Microsoft Server Operating System Setup

Where do you want to install the operating system?

MName Total size Free space  Type

[51_'? Drive 0 Unallocated Space 60.0 GB 60.0 GB ]

+4 Refresh ﬁ Delete -.’Eormat

€ Load driver é",[ Extend Sizer || 61440 El MBl[ Apply ]] [ Cancel

Next

— —d

1. In the Microsoft Server Operating System Setup dialog box Click OK

Microsoft Server Operating System Setup g

@ To ensure that all Windows features work correctly, Windows might create
additional partitions for system files.

L [ Cancel |

4
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15. Select the Unallocated Space partition, click Next.

r
@ ﬂ Microsoft Server Operating System Setup

Where do you want to install the operating system?

MName Total size Free space Type
= Drive 0 Partition 1 100.0 ME 950 MB  Systemn
(= Drive 0 Partition 2 16.0 MB 160 MB  MS5R (Reserved)
~ Drive0 Partition 3 59.9 GB 599 GB Primary l
+4 Refresh 75 Delete & Format Mew
€4 Load driver 3 Extend

16. The Installing Windows screen appears; wait until installation is complete.
P

ﬂ Microsoft Server Operating System Setup

Installing Microsoft Server Operating System

Status

Copying Microsoft Server Operating System files (0%)
Getting files ready for installation

Installing features

Installing updates

Finishing up
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17. After successful installation customize setting window appears, type password admin@123
for Administrator and type confirm password, click Finish

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

18. After completing the installation, the virtual machine automatically will restart.
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CT#9.2: Changing the Computer Name

1. Login as Administrator.

2. Launch Server Manager and right-click on Windows Start Icon and select System.

Recycle Bin

Apps and Features
Power Options
Event Viewer

System

Device Manager

Network Connections

Disk Management

Computer Management

Windows PowerShell

Windows PowerShell (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

3. Settings window will open, scroll down and click on Advanced system settings.

Page 247

Settings

@ Home

| |:\ nd a setting

System

3 Display

) Sound

L_,.‘ Motifications & actions
{D Focus assist

@) Power & sleep

= Storage

Tablet

&

i}

Multitasking

o]

Projecting to this PC

About

05 build 20348.587

Copy

Change product key or upgrade your edition of Windows

O

Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Related settings

Device Manager
Remote desktop

System protection

Advanced system sertingsl

Rename this PC (advanced)

Graphics settings

*
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4. In the Computer Name tab of the System Properties window, click Change.

System Properties

Computer Name  Hardware Advanced Remate

o on the netwark.

‘ Windows uses the following information to identify your computer

X

Computer description: ||

"Accourting Server”.
Full computer name: WIN-N1DNJHSLGRS

Workgroup: WORKGROUP

Cancel

For example: "I15 Production Server” or

To rename this computer or change its domain ar
workgroup, click Change. —

Ppply J

5. In the Computer Name field enter DomainControll and click OK.

Computer Mame/Domain Changes

You can change the name and the membership of this

computer. Changes might affect access to netwark resources.

s

| DomainControll I

Full computer name:
DomainControll

Member of
() Domain:

(®) Workgroup:

Mare...

|WORKGF~!OUP

1. When prompted to restart the system, click OK.

Page 248

Cancel

Computer Name/D'omain Changes

these changes

programs.

You must restart your computer to apply

Before restarting, save any open files and close all

EC-Council
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6. You will be returned back to System Properties window, click Close.

Computer Name

Full computer name:

Worlgroup:

Systemn Properties

Hardware Advanced Remote

Windows uses the following information to identify

== onthe network.

*

your computer

Computer description:

For example: "11S Production Serv
"Accounting Server”.

DomainControll

WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

Changes will take effect after you restart this computer.

l Close | Cancel

er' or

Apply

7. You will be prompted to restart the system, click Restart Now.

Microsoft Windows

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

Restart Mow

Restart Later

s

CT#9.3: Turn Off Windows Firewall

1. Turn on WebServer VM.

latest.

Note: Installing the updates might take some time.

Now, check for the system updates and if found any, update the virtual machine to the

= Settings

@ Home

Windows Update

tting

nization (View policies)

| *Some settings are managed by your orgai

Update & Security

> Windows Update

=

Delivery Optimization
Windows Security
Troubleshoot
Recovery

Activation

i For developers

You're up to date
Last checked: Today, 12:44 AM

E

Check for updates

*We'll automatically download and install updates, except on metered connections (wh
applyl. In that case, we'll automatically download only those updates required to keep

smoathly.

() Pavse updates for 7 days

Visit Advancad options to change the pause period

@y Change active hours

& Currently 8:00 AM to 5:00 PM

View update history

See updates installed on your device

O]

Ty

Advanced options
Rix

Additional update controls and settings
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3. Open Control Panel select System and Security.

4. Click the Windows Defender Firewall in the System and Security window.

Page 250

Control Panel

1+ » Control Panel »

Adjust your computer’s settings

System and Security ]
Review your computer's status
) View event logs

Network and Internet

View network status and tasks

Hardware
View devices and printers
Add a device

Programs
Uninstall a program
) Turn Windows features on or off

®GER

‘I
7
Ql

User Accounts
®) Change account type

Appearance and Personalization

Clock and Region
Set the time and date
Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

View by:  Category ¥

‘ Systern and Security

< v ﬁ » Control Panel » System and Security »

Control Panel Home - .
Security and Maintenance

& System and Securi
yst e ) Change User Account Control settings
Metwork and Internet

Hardware ﬂ[ Windows Defender Firewall ]
Check firewall status

Programs

User Accounts g System

View amount of RAM and processor speed
Appearance and

- Launch remote assistance
Personalization

Clock and Region Power Op‘tiOhS

Ease of Access Change what the power buttons do

Administrative Tools
Defragment and optimize your drives
®) View event logs | ) Schedule tasks

Review your computer's status and resolve issues

Allow an app through Windows Firewall

See the name of this computer

Change when the computer sleeps

) Create and format hard disk partitions

- O X

v [¥] Search Control Panel Fel

Troubleshoot common computer problems

& Allow remote access

) Generate a system health report
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5. In the Windows Firewall window, click Turn Windows Firewall on or off link in the left-
pane of the window.

‘ Windows Defender Firewall = O =
<« v o ﬂ <« Systern and Security » Windows Defender Firewall ~ ] Search Control Panel r

Control Panel Home Help protect your PC with Windows Defender Firewall

‘Windows Defender Firewall can help prevent hackers or malicicus software from gaining access to your

Allow an app or feature PC threugh the Internet or a network.

through Windows Defender

Firewall . P

. ° Private networks Connected ()

& Change notification settings

Turn Windows Defender Networks at home or work where you know and trust the people and devices on the network

Firewall on or off
& Restore defaults Windows Defender Firewall state: On
% Advanced settings Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Treubleshoot my network
Active private networks: 2 Network 2

Notification state: Do not notify me when Windows Defender
Firewall blocks a new app

l 9 Guest or public networks Mot connected |

See also
Security and Maintenance

Metwork and Sharing Center

6. In the Customize Settings window, select Turn off Windows Defender Firewall (not
recommended) radio button for all Domain, Private and Public network settings and click
OK.

@ Customize Settings = O X

« v @ < Windows Defender Firewall » Customize Settings v | O Search Control Panel »

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
9 (O Turn on Windows Defender Firewall
Block all inceming connections, including those in the list of allowed apps

MNotify me when Windows Defender Firewall blocks a new app

g [@TurnoffWindowsDefenderFirewall (not recommended) ]

Public network settings
o (C) Turn on Windows Defender Firewall
Block all inceming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

e [ (® Turn off Windows Defender Firewall (not recommended) ]

QK Cancel
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7. Again, in the Windows Firewall window, click Advanced settings link in the left-pane.

@ Windows Defender Firewall - O X
« = v 4 i <« Systern and Security » Windows Defender Firewall v | D Search Control Panel »

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
Allow an app or feature PC through the Internet or a network,
through Windows Defender
Firewall

Update your Firewall settings
) Change notification settings

&) Turn Windows Defender
Firewall on or off

) Restore defaults

Troubleshoot my network . g Private networks Connected 'Z::j-

Metworks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall is not using the
recommended settings to protect your
computer.

Q Use recommended settings

What are the recommended settings?

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active private networks: 2 Network 2

Motification state: Do not notify me when Windows Defender

Firewall blocks a new app

See also l @ Guest or public networks Not connected (-

Security and Maintenance

Metwork and Sharing Center

8. Once the Windows Firewall with Advanced Security appears on the screen, click
Windows Firewall Properties link in the Overview section.

B Windows Defender Firewall with Advanced Security = [m] x>
File Action View Help
e = | B
[ A e S e il Windows Defender Firewall with Advanced Security o al Computer Actions
Inbaund Rules ~ | Windows Defender Firewall... ‘
3 Outbound Rules ﬁ Windows Defender Firewall with Advanced Securty provides network securty for Wind u
B4, Connection Security Rules indows Defender Firewall wi vanced Security provides network security for Windows computers. &) Import Policy..
> B Monitoring 3| Export Policy...
Overview - Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Defender Firewallis on. View »
O Inbound connections that do not match a rule are blocked
_ & Refresh
@ Outbound connections that do not match a ule are allowed.
D Properties
Private Profile is Active
. H Hep
% Windows Defender Firewall is off.
Public Profile
r@ Windows Defender Firewall is off.
[g Windows Defender Firewall Properties ]
Getting Started -
Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).
Connection Security Rules
View and create firewall rules
Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if
it is authenticated, or f it comes from an authorized user, group, or computer. By defautt, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them
Inbound Rules o
< 3|« >
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9. When the Windows Firewall with Advanced Security on Local Computer Properties
window appears, in the Domain Profile tab, choose Off from the Firewall state drop-
down list. Then navigate to Private Profile and Public Profile tabs and ensure that the
Firewall state is Off. Click Apply and then click OK.

d

Domain Profile

Windows Defender Firewall with Advanced Security on Local Com... X

Specify behavior for when a computer is connected to its comporate

omairi.
State

Private Profile  Public Profile  |Psec Settings

-]

i P Firewvall state: llLOFF

Inbound connections:

Outbound connections:

Protected network connections: Customize. ..

Settings

Specify settings that control Windows
L=

Defender Firewall behaviar.

Logging
Specify logging settings for
| troubleshooting.

10. Close all the windows.

CT#9.4: Enabling Remote Desktop Connection

Block (defautt)

Allow (default)

Customize...

Customize. ..

1. Press Windows + R keys and type control panel in Run command to open control panel and

click OK

Page 253

4 Fun

Type the name of a program, folder, document, or Internet
resource, and Windows will epen it for you.

control panel l

o

E; This task will be created with administrative privileges.

Cancel Browse...
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2. Control Panel appears on the screen, type system in search field, the System options will be
listed out, click Allow remote access to your computer option under System section.

&«

L2

0. I

,§

system - Control Panel

v A » Control Panel »

System

) Edit the system environment variables

Show which operating system your computer is running
G View advanced system settings

View system resource usage in Task Manager
Allow remote access to your computer

Check processor speed

G Create a restore point

) Rename this computer

See the name of this computer

Show how much RAM is on this computer

Administrative Tools
G Generate a system health report

Sound
Adjust system volume
Change system sounds

Security and Maintenance
Review your computer's status and resolve issues
View reliability history

Programs and Features
Show which programs are installed en your computer

Taskbar and Navigation
Auto-hide the taskbar
Customize the taskbar

Group similar windews on the taskbar

= [m] X

N ° )

~d

3. System properties dialog-box appears, click Allow Remote Connection to this computer
radio button, click Apply and OK.

Page 254

System Properties

Femote Assistance

Remate Desktop

Computer Name Hardware Advanced Remote

Allow Remote Assistance connections to this computer

Choose an option, and then specify who can connect.

() Don't allow remate connections to this computer

I (@) Allow remate connections to this computer ]

Help me choose

Allow connections only fram computers running Remate
Desktop with Metwork Level Authentication {recommended)

*

Advanced...

Select Users...
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CT#9.5: Setting up IP address for AD Domain Controller

1.

Launch VMWare Workstation.

2. Click on AD Domain Controller virtual machine profile and click Edit virtual machine

settings.

E AD Domain Controller

P Power on this virtual machine
T3 Edit virtual machi
~ Devices
ESMemory 4G8
Processors 2
) Hard Disk (NVMe) 60 GB

CD/DVD (SATA) Using file C:\Use...

2 Network Adapter Bridged (Autom...
[=] UsB Controller Present

1" Sound Card Auto detect

) Printer Present
[Display Auto detect

~ Description
Type here to enter a description of this virtual

—

¥ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDvI\AD Domain Controlle\AD Domain Controller.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

3. Settings for AD Domainn Controller window opens, click Network Adapter in left side
pane, click Custom: Specific virtual network radio button and select VMnetl from

dropdown, click OK.

F:
Hardware Options
Device Summary
Memory 4GB
i -EProcessors 2
[\Hard Disk (NVMe) 60 GB
(=) CD/DVD (SATA Using file C:\Users\AbhinashM...
21 Network Adapter Bridged (Automatic)
[/ UsB Controller Present
<) Sound Card Auto detect
E] Printer Present
gDisplay Auto detect
Add... Remove

~va

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
[@ Custom: Specific virtual netwarﬂ

VMnet1 (Host-only) ~
O LAN segment:
LAN Segments... Advanced...

OK I Cancel Help J
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4. In VMware Workstation, click Power on this virtual machine.

T_D AD Domain Controller

[ b Power on this virtual machine I
rﬁ Edit virtual machine settings

~ Devices
Memory 4GB
E] Processors 2
=) Hard Disk (NVMe) 60 GB
CD/DVD (SATA) Using file C:\Use...
51 Network Adapter Custom (VMnet1)
USB Controller Present
<’ Sound Card Auto detect
=1 Printer Present
[pisplay Auto detect

¥ Description

Type here to enter a description of this virtual
machine.

~ Virtual Machine Details
State: Powered off
Configuration file: D:\Workstation\CNDv3\AD Domain Controlle\AD Domain Controller.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available

5. Login as Administrator. Wait for few seconds, the server manager window opens, close the
Server Manager window that opens after successful sign in, right-click on Network icon

(lower right corner of the desktop) and click Open Network & Internet settings from the
context menu.

Troubleshoot problems

Open Network & Internet settings

S TTEIATAZ3
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6. Network & Internet window appear, scroll down and click on Change adapter settings.

Settings

(it Home

Status

Unidentrhed netwark

| |:i nd a setting

| Public network

Status

Ethernet

Dial-up

VPN

Proxy

You're connected to the Internet

Network & Internet .
You're on a metered network. Some apps might work differently to help

you save data while on this network.

A Troubleshoot

@ Show available networks

View the connection options around you.

Advanced network settings

=

Change adapter options

==,

View network adapters and change connection settings.

Network and Sharing Center

@

View hardware and connection properties
Windows Firewall

Network reset

For the networks you connect to, decide what you want to share.

7. In the Network Connections window, right-click on Unidentified network

(Ethernet)

adapter and click Properties from the context menu.

Note: The Name of Unidentified network may vary.

Organize «

!‘lﬁ Metwork Connections

4 El <« MNetwork and Internet » Metwork Connections »

Disable this network device Diagnose this connection

1 item

Ethernetl
Unidentified network

v O

Renamethis connection  »

) Disable

Status

Intel(R) 825741 Gigabit Netw

Diagnose

9 Bridge Connections

Create Shortcut

G Delete

9 Rename

[9 Properties ]

1 item selected
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8. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.

U Ethernetd Properties X
MNetworking

Connect using:

@ Intel{R) 82574L Gigabit Metwork Connection

This connection uses the following tems:

IJ_:CIient for Microsoft Networks ~
*'13_2 File and Printer Sharing for Microsoft Networks

L] o Microsoft Network Adapter Muttiplexor Protocal
4. Microsoft LLDP Protocol Driver

4 Intemet Protocol Version 6 (TCP/IPvE) v
€ >

Install... Uninstall
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

9. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

o IP address: 20.20.10.19

o Subnet mask: 255.255.255.0

o Default gateway: 20.20.10.53

o Preferred DNS server: 20.20.10.53
o Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Protocol Version 4 (TCP/IPv4) Properties had
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: [10.10. 10,1 |
Subnet mask: [255.255 .255. 0 |
Default gateway: [0 .10 .01 ]

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 0 .10 .10 .1 |

Alternate DNS server: | 8 .8 .8 .48 |

[ validate settings upon exit

Advanced...
corce |
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10. Click Close to close the Ethernet Properties window.

U Ethernetl Properties x

MNetwarking

Connect using:
I? Intel(R) 825741 Gigabit Metwork Connection

Corfigure ...
Thig connection uses the following tems:

aClient for Microsoft Networks
’:]? File and Printer Sharing for Microsoft Networks

Q05 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/1Pw4)

[] _u Microsoft Network Adapter Muttiplexor Protocal

4 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/IPvE) W
< >

Ingtall... Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
network .

Close - Cancel

11. Now, check whether Windows Server 2022 is installed and working properly.
CT#9.6: Adding DHCP Role to Domain Controller
1. Launch Server Manager.-=> Click Add roles and features

E= Server Manager

Server Manager * Dashboard ® Manage  Tooks  View  Help
Dashboard WELCOME TO SERVER MANAGER
i Local Server
i' All Servers X .
- 0 Configure this local server
QUICK START
2 [ Add roles and features
3 Add other servers to manage
WEATS e 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
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2. Click Next to begin.

I Add Roles and Features Wizard

Before you begin

Installaticn Typ

Server Selection

= (] >

DESTINATIOM SERVER
DemainControll

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website,

To remove roles, rele services, or features:
Start the Remove Roles and Features Wizard

Before you centinue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous I Next > I Install Cancel

3. Select Role-based or feature-based installation and click Next.

Before You Begin

Server Selection

[z Add Roles and Features Wizard =) m] x
Select installation type T pamanconton

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

[ ® Role-based or feature-based installation l
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous Next > | Install | Cancel
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4. The Default DomainController is selected, click Next to continue.

FE. Add Roles and Features Wizard

Before You Begin
Installation Type

er Selection

Server Roles

Features

Select destination server

[@ Select a server from the server pool ]

() Select a virtual hard disk

Server Pool

DESTINATION SERVER
DemainControll

Select a server or a virtual hard disk on which to install roles and features.

Filter: |

Mamea IP Address

DomainControll 20.20.10.19

Operating System

Microsoft Windows Server 2022 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Install

Cancel

|<Previous||| Next > |l

V|

5. The list of roles displays, select DHCP from the list.

-h Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server selection

Server Roles

Features

m}

DESTIMATION SERVER

[] Active Directory Domain Services
[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
[] Device Health Attestation
(] DHCP servel
|| DNS Server
[] Fax Server
I [®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[1 Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services
[ Volume Activation Services
[] Web Server {I1S)
[] Windows Deployment Services
] Windows Server Update Services

DomainControll
Select one or more roles to install on the selected server.
Roles Description
[mfActive Directory Certificate Service: A Active Directory Certificate Services

(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

< Previous |

| MNext =

| Install | Cancel

X
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6. Add Roles and Features Wizard appears, click Add Features.

E Add Roles and Features Wizard

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

Add features that are required for DHCP Server?

The following tocls are required to manage this feature, but do not

Add Features Cancel
7. Click Next to continue.
[ Add Roles and Features Wizard = O *
DESTINATION SERVER
Select server roles DomainCortrol
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
SENE [] Active Directory Certificate Services Dynamic Host Configuration
[] Active Directory Domain Services Protocol (DHCP) Server enables you
Features [] Active Directory Federation Services to ce.ntrally configure, manage, and
o [] Active Directory Lightweight Directory Services pro\nde.tempora.ry P add.resses and
DHCP Server [] Active Directory Rights Management Services related information for client
Confirmation [] Device Health Attestation computers.
e
] DNS Server
[] Fax Server
I [ File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[1 Hyper-v
[[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services
[ Volume Activation Services
] Web Server {IIS)
[ Windows Deployment Services
] Windows Server Update Services
< Previous Next = | Install | Cancel l
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8. Click Next in Feature section.

[ Add Roles and Features Wizard = O *
DESTINATION SERVER
Select features P

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection v A .MET Framework 3.5 combines the
Server Roles - (W] .NET Framework 4.8 Features (2 of 7 installed) LTS d AR T S
I [] Background Intelligent Transfer Service (BITS) AP_Is f""th pew te‘.:hnolog ies for
S2IES [ BitLocker Drive Encryption bmldln.g appllcgtlons that offer
DHCP Server [ BitLocker Network Unlock appealing user interfaces, protect
_ B ] BranchCache your customers' personal identity
Confirmation ] Client for NFS information, enable seamless and
[ ] Containers secure communication, and provide
] Data Center Bridging the ability to model a range of
] Direct Play business processes.

[] Enhanced Storage

[ Failover Clustering

[] Group Policy Management

[] Host Guardian Hyper-V Support

[] /O Quality of Service

[ 1S Haostable Web Core

[] Internet Printing Client

] 1P Address Management (IPAM) Server

[ LPR Port Monitor v

—
| < Previous |I MNext > |I Install

9. Under DHCP Server Section some note appears, click Next.

& Add Roles and Features Wizard — O *

DHCP Server P omaincontrol

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Rolas

Faaturas Things to note:

* You should configure at least one static IP address on this computer.

Caonfirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

Install Cancel

10. Now to confirm installation, select Restart the destination server automatically if
required.
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11. The alert popup appears, click Yes and click Install to continue.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

DHCP Server

Confirmation

B Add Roles and Features Wizard — O *
Confirm installation selections T omsinControl

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required ]

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their cherk haves

Add Roles and Features Wizard

DHC

Rem: F. If a restart is required, this server restarts automatically,
without additional notifications. Do you want to allow
automatic restarts?

{ )
Export configuration settings
Specify an alternate source path
< Previous | | MNext> | Install | | Cancel |l
12. Wait for few minutes to install DHCP role.
& Add Roles and Features Wizard — O X
- DESTIMATIOMN SERVER
Installation progress BomainContrl

View installation progress

o Feature installation
—

Installation started on DomainControll

DHCP Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel
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13. After Successful installation click Close.

= Add Roles and Features Wizard = O X
o DESTIMATION SERVER
Installation progress BomainControl

View installation progress

o Feature installation

Configuration required. Installation succeeded on DomainCentroll.

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration

Remote Server Administration Tools
= Rele Administration Tools

DHCP Server Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

< Previous Mext > -l Cancel

14. Now to complete the installation navigate to Server Manager and click on alert notification
as shown in following screenshot.

Export configuration settings

erver Manager = g

Server Manager * Dashboard | FA Manage Tools  View  He

WELCOME TO SERVER MANAGER

B Local Server

ii All Servers
¥ DHCP
¥y File and Storage Services b

a Configure this local server

QUICK START
Add roles and features

MJ

[¥%]

Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
% nucn . | | File and Storage .
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15. Click on complete DHCP Configuration.

5 Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGI

Dashboard

Post-deployment Configura...

16

Description

target computer:

- DHCP Administrators
- DHCP Users

= Configuration required for DHCP Server at
R DOMAINCONTROLL
B Al Servers o C' [ Complete DHCP cnnfiguratl'Dn]
i DHCP

_7! o Feature installation
WE File and Storage Services b QUICK START ————————————

2 Configuration required. Installation succeeded on

DomainControll.
3 Add Roles and Features
PLSTSE 4 Task Details
5 Connect this server to cloud services
Hidea
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Servergroups: 1 | Servers total: 1
= = File and Storage
$8 DHCP 1 ] ; 9 1
Services
Y P
. Click Commit to complete the installation.
[z DHCP Post-Install configuration wizard = O >

The following steps will be performed to complete the configuration of the DHCP Server on the

Create the following security groups for delegation of DHCP Server Administration.

< Previous

Mext > Commit Cancel
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17. The summary page appears, click Close.

[z DHCP Paost-Install configuration wizard - O X

Summary

The status of the post install configuration steps are indicated below:

Summary

Creating security groups [ERS—— b ] |

Please restart the DHCP server service on the target computer for the security groups to be
effective.

< Previous Next >

CT#9.7: Install Active Directory on AD Domain Controller VM

1. To install the AD in the Windows Server 2022 VM, launch the Server Manager, click Roles
in the left pane, and Add Roles under the Roles Summary section.

[ Server Manager

Server Manager * Dashboard @ Manage  Tools

% Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . .
. o Configure this local server
1l DHCP -
WE File and Storage Services b QUICK START
2
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Server groups: 1 | Servers total: 1
= = File and Storage
DHCP 1 L] 1
?! ¥ Services
@ Manageability @ Manageability
Events Events
Services Performance
Performance BPA results
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2. Once the Before You Begin wizard opens, click Next to continue.

[ Add Roles and Features Wizard — O *
H DESTINATION SERVER
Before you begin BomainComrol
& You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
= features to install based on the computing needs of your organizaticn, such as sharing decuments, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous | Mext = Install Cancel

3. Select Role-based or Feature-based installation and click Next.

I Add Roles and Features Wizard — O =
. - DESTINATION SERVER
Select installation type DomainControl

Before You Begin Select_ the installation .type..‘r'ou can |nst.all roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Installation Type

[ (® Role-based or feature-based installationl
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = Install
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4. Choose Select a server from the server pool and click Next.

-& Add Roles and Features Wizard

Before You Begin

Installation Type

Server Rolas

Features

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

l (®) Sel=ct a server from the server pocl ]
() Select a virtual hard disk

Server Pool

- O X

DESTINATION SERVER
DomainControll

Filter: |

MName IP Address

20.20.10.19

DomainControll

Operating System

Microsoft Windows Server 2022 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

 ————
< Previous I l

Install Cancel l

5. Check Active Directory Domain Services in the Roles section in the Server Roles wizard.

-& Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection

ver Rol

Select server roles

Select one or more roles to install on the selected server.

Roles

Yy
[] Active Directory Lightweight Directory Services
[1 Active Directory Rights Management Services
[] Device Health Attestation
+| DHCP Server (Installed)
[] DNS Server
[] Fax Server
| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[1 Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[ Remote Desktop Services
[ Volume Activation Services
] Web Server (1IS)
[] Windows Deployment Services
[] Windows Server Update Services

- O X

DESTINATIONM SERVER
DomainControll

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

< Previous | | Next >

Install | Cancel l
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6. In the Add Roles and Features Wizard, choose Add Features button and click Next.

El'h Add Roles and Features Wizard — O pd
S | t | DESTIMATION SERVER
eleCt server rolg = Add Roles and Features Wizard > DomainControll
— *
Add features that are required for Active Directory
i i 7
Domain Services? Ltion
You cannot install Active Directory Domain Services unless the Directoq:r Domair? Services
Server Roles following role services or features are also installed. ) stores information about
on the network and makes
[Tools] Group Policy Management lprmation available to users
4 Remote Server Administration Tools [twork administrators, AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools k users access to permitted
Active Directory module for Windows PowerShell es anywhere on the network
4 AD DS Toaols h a single logon process.

Include management tools (if applicable)

[Toals] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

‘ Add Features ‘ ‘ Cancel ‘
< Previous Next > Install -
- 4
7. Click Next.
[ Add Roles and Features Wizard = O s
DESTINATICN SERVER
Select server roles P
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
ZaEnE SEE [ Active Directory Certificate Services - Active Directory Domain Services
Active Directory Domain Services {AD D) stores information about
— [] Active Directory Federation Services objects on the network and makes
= [] Active Directory Lightweight Directory Services this information available to users
AD DS [] Active Directory Rights Management Services and network administrators. AD DS
[ Device Health Attestation uses domain controllers to give
Confirmation 7| DHCPS network users access to permitted
erver (Installed) P
] DNS Server resources anywhere on the network
[ Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-V

[] Metwork Policy and Access Services

[ Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Valume Activation Services

] Web Server (IIS)

[] Windows Deployment Services

] Windows Server Update Services v

< Previous i Mext » | | Install | Cancel

— |
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8. The Active Directory Domain Services wizard appears; click Next to continue.

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

i

-E. Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

v O a
I (W] .NET Framewaork 4.8 Features (2 of 7 installed)
rd Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwork Unlock

[ BranchCache

[] Client for NFS

[ Containers

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[[] Host Guardian Hyper-V Support

[] 170 Quality of Service

] 115 Hostable Web Core

[] Internet Printing Client

[] Ip Address Management (IPAM) Server

[7] LPR Port Monitor v

- O

DESTINATION SERVER
DomainControll

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applicatiens that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| < Previous || Next > |

| Install | Cancel *

9. The Active Directory Domain Services wizard appears; click Next to continue.

-h Add Roles and Features Wizard

Active Directory Domain Services

Before You Begin
Installation Typa
Server Selection
Server Roles
Featuras

Confirmiation

DESTINATION SERVER
DomainControll

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates rescurce

sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain contrellers for a domain.

* AD D5 requires a DN5 server to be installed on the network, If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to dloud and on-premises web

apps.
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous.

Mext =

Install

[ cancer |

|
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10. In the Confirm Installation Selections Wizard, check Restart the destination sever

automatically if required. Then, a confirmation prompt will appear. Click Yes and Install

to continue.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

B Add Roles and Features Wizard — O =
Confirm installation selections P pomincontrl

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required]

Opticonal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Act
Groy
Rei

Add Roles and Features Wizard

A If a restart is required, this server restarts automatically,
i lé without additional notifications. Do you want to allow
automatic restarts?

Yes Na I

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous MNext » | Install |I| Cancel |

L S

11. The Installation progress wizard shows the installation process of the Roles, as shown in

the screenshot below.

&= Add Roles and Features Wizard — O s
- DESTINATION SERVER
Installation progress BomainCarrol

View installation progress

o Feature installation
—

Installation started on DomainControll

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LD5 Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or cpen this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel
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12. In Installation progress wizard, a Configuration required. Installation succeeded on
DomainControll. message will appear; click Close.

Fﬁ Add Roles and Features Wizard — O
. DESTIMATION SERVER
Installation progress DomainControl

View installation progress

o Feature installation

Configuration required. Installation succeeded on DomainControll.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD D5 5nap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext = Close Cancel

13. Click on Alert Flag, as shown in the screenshot below.

Page 273

Manager * Dashboard -

WELCOME TO SERVER MANAGER

0 Configure this local server
QUICK START
b 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE
b\ ROLES.AND.SERMER.GROLIRS
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14. Select Promote this server to a domain controller.

Server Manager * Dashboard

Dashboard

Local Server

All Servers
AD DS
DHCP

File and Storage Services b

) |

)

FA Manage Tools View

1. Post-deployment Configura... |
WELCOME TO SERVER MANAGI

Configuration required for Active Directory Domain
Services at DOMAINCONTROLL

o C' [ Promote this server to a domain controller ]

o Feature installation
|

QUICK START

A%

Configuration required. Installation succeeded on
DomainControll.

Add Roles and Features

(W8]

Vel (R 4 Task Details
5 Connect this server to cloud services
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 3 | Server groups: 1 | Servers total: 1

15. The Active Directory Domain Services Configuration Wizard opens; select Add a new

forest and specify the root domain name as CND.com, and then click Next.

Additional Options
Paths
Review Options

Frareguisites Check

Deployment Configuration

Domain Controller Options .

[ Active Directery Demain Services Configuration Wizard

Deployment Configuration

Select the deployment operation

() Add a domain controller to an existing domain
in to an existing forest

Specify the domain information for this operation

Root domain name: |CND.com I

Mare about deployment configurations

< Previous

Install

O X

TARGET SERVER
DomainControll

Cancel
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16. The Domain Controller option section appears; check DNS server, type password as

admin@]123, and click Next.

[z Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain Controller Options

DNS Options

Forest functional level:

Additional Options Domain functional level:

Paths Speci

Review Options

domain controller capabilities

Domain Name System (DNS) server

Prereguisites Chack +| Global Catalog (GC)

Password:

Confirm password:

Read only domain controller (RODC)

Select functional level of the new forest and root domain
Windows Server 2016 \‘
Windows Server 2016 o

Type the Directory Services Restore Mode (DSRM) password

= O X

TARGET SERVER

DomainControll

More about domain controller options

| < Previous

Cancel

MNext > Install

17. In the DNS Option, a parent zone cannot be found error is seen; ignore the error and click

Page 275

Next.

[& Active Directory Domain Services Configuration Wizard

DNS Options

= O X

TARGET SERVER

DomainControll

| A, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show maore b4

Deployment Configuration . i i
Specify DNS delegation options

Domain Controller Options

Create DNS delegation

Additional Opticns
Paths
Review Options

Prereguisitas Chack

Mare about DNS delegation

< Previous ||| Mext > |

Cancel

Install
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18. Retain the Net BIOS domain name; click Next to continue.

Deployment Configuration i . . L
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions

DN3 Options

The NetBIOS domain name: CND

Paths
Review Cptions

Prereguisites Chack

More about additional options

| < Previous | | Next > | Install

[z Active Directory Domain Services Configuration Wizard — [m} *
e - TARGET SERVER
Additional Options ——

| Cancel

19. Retain the default path of the AD services, database, and logs, and then click Next.

[z Active Directory Domain Services Configuration Wizard

Paths

Deployment Configuration . . )
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options

= O X

TARGET SERVER

DomainControll

Database folder [cAWindows\NTDS

[

DNS Options

Additional Options fogjfissolder |C=\Windows\NTDS

[

SYSVOL folder: |C:\Windows\SYS\.l’OL

[

Review Options

Praraguisitas Chack

More about Active Directory paths
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< Previous |I| Next > || | Install | Cancel l
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20. In the Review section, the configuration settings of the AD services are available; click Next

to continue.

[ Active Directory Domain Services Configuration Wizard — ] s
R . O . TARGET SERVER
EVIEW pt|on5 DomainControll
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest. ~
DNS Options The new domain name is "CND.com”. This is also the name of the new forest,

dtiondibpuces The NetBIOS name of the domain: CND
Paths

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No ~

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

[ —
| < Previous |I| MNext > | Install Cancel
21. Under Prerequisites Check, click Install to continue.
[z Active Directory Dormain Services Configuration Wizard = O X
- s TARGET SERVER
Prerequisites Check DomainControll
| 0 All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show mare x

Deployment Configuration B i - . o )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNs Options Rerun prerequisites check
Additional Cptions

Faths ® View results
1

Windows Server 2022 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
Prerequ cryptography algorithms when establishing security channel sessions.

Review Cptions

For more infarmation about this setting, see Knowledge Base article 942564 (httpy//
gomicrasoft.com/fwlink/?Linkld=104751).

! Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "CND.com”. Otherwise, no action is required. o

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

MNext > Install | Cancel
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22. Wait for a few minutes for the system to restart; then, log in with username

CND\Administrator and password admin@123.
CT#9.8: Map CND-Tools Folder from Admin Machine-1 VM

Before Mapping CND-Tools Folder, make sure that pfSense Firewall VM, Smoothwall
Firewall VM and Admin Machine-1 VM is running.

1.

Launch the AD Domain Controller VM Login with username as CND\Administrator
and password as admin@123.

CNDNAdministrator

3. Open File Explorer, and type [20.20.10.15] in the address bar and press Enter.

Page 278

= | File Explorer

Hame Share

i

View

1 ‘1?\\30.20.10.15{ ]

7 Quick access
[ Desktop

; Downloads
|| Documents

| Pictures
[ This PC
B DVD Drive (D:) 555_X¢

¥ Network

~ Frequent folders (4)

Desktop Downloads
- This PC ‘ This PC
Pictures
| This PC
| =

~ Recent files (0)

After you've opened some files, we'll show th
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4. Windows Security pop-up will appear, type Admin Machine-1 credentials (username:
Admin, Password: admin@123), check the Remember my credentials check box and

click OK.

Windows Security

Enter network credentials

Enter your credentials to connect to: 20.20.10.15

I admin I

Domain: CND

[ D Remember my credentials]

The user name or password is incorrect.

OK

Cancel

5. The CND-Tools shared appears folder and right-click on the CND-Tools Folder and select

Map network drive... option.

= | 20.20.10.15

Home Share View

v 4 E s Network > 20201015 »

I access CMD-Tools
sktop b g = Op=n
load * Open in new window

wnloads
Pin to Quick access

cuments b g . .
Restore previous versions

t

- ” Pin to Start

EC [ Map network drive... ]

Drive (D) 555 Xt Copy

l\ork Create shortcut
Properties
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6. Map Network Drive window opens, Select Drive as Z: check Reconnect at sign-in, click
Finish.

QJ Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: I W
Folder: 4420.20.10.15\CND-Toels Browse...

Example: \\server\share

Reconnect at sign-in

[] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

([ Fin ][ conce

7. We have mapped the CND-Tools folder from Admin Machine-1, this folder contains tools
for lab

execution
CT#9.9: Installing Adobe Acrobat Reader

1. Navigate to Z:\CND-Tools\Lab Prerequisites\ Adobe Reader folder.

2. Alternatively, you may download the latest version of Adobe Reader Adobe website.
3. Double-click .exe to begin the installation.
4

Follow wizard-driven installation steps and complete the installation by choosing default
options throughout the installation process.

CT#9.10: Installing WinRAR
1. Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder
Alternatively, you can also download the latest version of WinRAR from Vendor

Double click on .exe to begin the installation

2

3

4. WinRAR setup window appears

5. In the WinRAR 5.10 setup window, click Install

6. Complete the install by choosing defaults throughout the installation process
7

After completing the installation, the installation location of WinRAR files window opens
automatically

8. Close the window
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CT#9.11: Installing Web Browsers

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Web Browsers folder

3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers

4. You can also download latest version of web browsers from respective vendors
CT#9.12: Installing Notepad++

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Notepad++ folder and double-click .exe file

3. Follow the wizard-driven installation steps, to install Notepad++

4. You can also download latest version of Notepad++ from its vendor site
CT#9.13: Create and Configure OU in AD

1. The Server Manage Window opens.

2. Navigate to Tools — Active Directory Users and Computers.

rver Manager * Dashboard -@ 1 F

Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

WELCOME TO SERVER MANAGER

. . [ Active Directory Users and Computers ]
o Configure this local ser|  “oseam

Component Senvices

QUICK START

. Computer Management
Add roles and features i .

Mo

Defragment and Optimize Drives
CHCP

Disk Cleanup

4 Create a server group e

Event Viewer

5 Connect this server o clo Group Policy Management

ISCSI Inttiator

ervices P

3 Add other servers to man

WHAT'S NEW

LEARN MORE Local Security Policy

Microsoft Azure Services

ROLES AND SERVER GROUPS (I BHE R Es (R

Roles: 4 | Servergroups: 1 | Servers total: 1 ODBC Data Sources (64-bit)
Performance Manitor

DHCP Recovery Drive
Registry Editor

i§l apDs 1

ol
Hl

®

@ Manageability

Events Events

Manageability Resource Monitor
Services

. . System Configuration
Services Services

System Information
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3. The Active Directory Users and Computers window opens; right-click on CND.com and
select New—Organizational Unit.

| Active Directory Users and Computers - O *
File Action View Help
% | FH i HE TaETa%
] Active Directory Users and Com || Name Type Description
1 ? Sa‘fd Queries [ Saved Queries Folder to store your fave...
> Delegate Control... Jomain
Find...
Change Domain...
Change Domain Controller...
Raise domain functional level...
Operations Masters...
[_ MNew )] Computer
All Tasks > Contact
Properties Grchp)
InetOrgPerson
FEE msD5-ShadowPrincipal Container
mslmaging-P5Ps
MSMQ Queue Alias
[ Organizational Unit ]
Printer
User
< v Shared Folder
reates a new item in this container.

4. In the New Object - Organizational Unit window, type FinanceOU in the Name field and
click OK.

Mew Object - Organizational Unit x

--;:/ Create in:  CMND.coms

I Finance0L|

Protect container from accidental deletion
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5. The FinanceOU is now ctreated.

[=] Domain Con...
121 FinanceOU

» ] Computers

antrollers j— ) )
| ForeignSecu... Centainer
3 q tyPrincipall ] Managed Se... Container
» [ Managed Service Accour [ Users Container

] Users

| Active Directory Users and Computers — m}
File Action View Help
p = F RS ! 1
e 2 H Bz BHE|I3eETaR

] Active Directory Users and Com|| Name Type Description

1 ? i:’;d Queries 17 Builtin builtinDomain

v - -com j(omputers Container Default container for up...

3 || Builtin

Organizational...
Organizational...

Default container for do...

Default container for sec...
Default container for ma...

Default container for up...

6. To create a sub-OU, right-click on FinanceOU and select New—Organizational Unit.

E Active Directory Users and Computers = [m] X
File Action View Help
b — = T - P 1
== | 1E 0 Boz HE/ReaaTEYR
[ Active Directory Users and Com|| Name Tpe Description
b 3 Saved Queries [ Buittin builtinDomain
v & ‘,.”“;-‘j’t’" [ Computers  Container Default container for up...
it ! e '
= 12" Domain Con... Organizational... Default container for da...
» ] Computers -
= 1] FinanceOU  Organizational..
5 &) Domain Controllers || = ™" )
> ElFs | ForeianSecu... Container Default container for sec...
. e Delegate Control.. Se.. Container Default container for ma...
Y Mar Move.. Container Default container for up...
> O User  Find..
Al Tasks ) Contact
c Group
Delete InetOrgPerson
2 msDS-ShadowPrincipalContainer
ename
melmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User
< >
Shared Folder
eates a new item in this container. |

7. The New Object - Organizational Unit window opens; type FinanceUsers and click OK.

MNew Object - Organizational Unit

—{Z Create in:

CND com/Finance0l

*

Name:

Finance Users| l

Protect container from accidental deletion

Help
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8. You have now created FinanceOU—FinanceUsers under CND.com

File

Action

View Help

] Active Directory Users and Computers 3

A EIEEEY EEY Y 2R

2| FinanceQU
> Financelsers

] Active Directory Users and Com
s [l Saved Queries
v 3 CND.com

> [ Builtin

» [ Cemputers

> |21 Domain Controllers

» [] ForeignSecurityPrincipal:
» [ Managed Service Accour
» [ Users

Mame Type Description

[ Builtin builtinDomain

-} Computers Container Default container for up...
[2] Domain Con... Organizational... Default container for do...
[2] FinanceQU Organizational...

= ForeignSecu... Container Default container for sec...
™= Managed 5e.. Container Default container for ma...
[ Users Container Default container for up...

9. Right-click on FinanceOU and select New — Group.

| Active Directory Users and Computers b
File Action View Help
s = = = | @ e e I
= 2T BBz HE 3aETE%
] Active Directory Users and Com|| Name Type Description
1 ; EEN"';" Queries 1 Builtin builtinDomain
v - Blc";:n ] Computers Container Default container for up...
’ % i =] Domain Con... Organizational... Default container for do...
> ] Computers o o
- . 1= FinanceQU Organizational...
> |21 Domain Controllers . . .
v EEnaneai || ForeignSecu... Container Default container for sec..
s &1 Fir Delegate Control... =.. Container Default container for ma...
5 [ Foreig Move... Container Default container for up...
> [] Manay Find...
5 [ Users
| MNew 3 Computer
All Tasks Contact
Delete InetOrgPerson
R msD5-ShadowPrincipal Container
ename
Refrech mslmaging-P5Ps
MSMQ Queue Alias
s e Organizational Unit
Help Printer
H User
< >
- . - Shared Folder
reates a new item in this container.
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10. The New Object - Group window opens; type Group name as Admin-Support and click

OK.

Mew Object - Group

% Createin:  CND.com/FinanceQU

Group name:

I| Admin-Support| I

Group name (pre-Windows 2000):

| Admin-Support

Group scope

() bomain local

(@) Global

() Universal

Group type

@ Security
() Distribution

Cancel

11. Create a user who will be a member of the Admin-Support group under FinanceOU.

12. Click the New user icon; the New Object - User window opens. Type the first name as
FinanceAdmin1 and user logon name as FinanceAdmin1; then, click Next.

e Action

A EEEN E

Active Dhrectory Users and Computers

RETER

— O

Active Directory Users and Com|| pame Type Description
\__I saved Queries %Admin—Sup... Security Group...
3 CND.com & Fil
» [ Builtin Mew Object - User =
» [ Computers
» (2] Domain Controllers
v FinanceOU & Create in:  CND.com/FinanceOL
> 2] FinancelUsers
» [l ForeignSecurityPrincipal:
» [l Managed Service Accout First name: I Finance Admin1 I | Initials: | |
> [ Users Last name: ’7 |
Full name: |HnanceMmin1 |
|F|nar1ceAdmir11| | @CND com -
User logon name (pre-Windows 2000):
|CND\ | |HnanceMmin1 |
< Back Next > [ Cancel
>
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13. Type and confirm your password uset(@123; uncheck all boxes and click Next.

Mew Object - User X

& Createin:  CND.com/FinanceQL

Password: | sssssses I
Corfim p I I

[D User must change password at next logon ]

[[] User cannot change password
[[] Password never expires
[] Accourt is disabled

< Back Next > Cancel |

14. Click Finish.

MNew Object - User X

& Createin:  CND.com/FinanceQLl

When you click Finish, the following object will be created:

Full name: FinanceAdmin1

User logon name: FinanceAdmin1@CND.com

————— —

15. Once user FinanceAdmin1 has been created, add this user to the Admin-Support group.

16. Right-click FinanceAdmin1 and select Add to a group...

Active Directory Users and Computers = O X
Yy P
File Action View Help

R EEE R Y R

| Active Directory Users and Com|| Name Type Description
» [ Saved Queries
- Admin-Sup...  Security Group...
v 3 CND.com % 5 L] £
| Built -
> L Builtin 2] FinanceUsers  Organization; Copy...

» [ Computers

Add to a group...

> |2 Domain Controllers
w 2| FinanceQU

» (2] FinanceUsers
» [ ForeignSecurityPrincipall
» [ Managed Service Accou
» [ Users

Disable Account
Reset Password...
Move...

Open Home Page

Send Mail
All Tasks >

Cut
Delete

Rename
Properties

Help

< 2>

reates a new user, copying information from the selected user.
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17. The Select Groups window opens; type the object name as Admin-Support and click Check

Names. Once the Admin-Support group is selected, click OK. After you receive a message

indicating you have successfully added the user to the group operation, click OK.

Select Groups

Select this object type:

bes

|Groups or Built4in security principals

| Object Types...

From this location:

|CND.corn

| Locations...

Enter the object names to select (gxamples):

Admin-Support '

Advanced...

i I Check Names YII

18. FinanceAdminl is now a member of the group Admin-Support.

CT#9.14: Create and Configure User Account in AD

1. Open

the Server Manager.

2. Navigate to Tools — Active Directory Users and Computers.

rver Manager * Dashboard

ervices P

WELCOME TO SERVER MANAGER

0 Configure this local ser

QUICK START

Add roles and features

(%]

(o8]

Add other servers to man

WHAT'S NEW
4 Create a server group

(W]

Connect this server to clo

LEARM MORE

ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1

il ADDs 1 §8 DHcP

@ Manageability

Events

Manageability
Events

Services Services

)1 P

Active Directory Administrative Center

Manage Tools View Help
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers ]

ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information
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3.

In the Active Directory Users and Computers window, expand the CND.com node and

right-click Users. Click New, and then User from the context menu, as shown in the

screenshot below.

| Active Directory Users and Computers

File Action View Help

e 2@ O XD HotataTah

] Active Directory Users and Com
» [l Saved Queries

w 5 CND.com

> Builtin

» [ Computers

> 2] Domain Controllers

» [2] FinanceQU

» [] ForeignSecurityPrincipal:

5 Managed Service Accour

Delegate Control...
Find...

Mame

Mew
All Tasks

B

-3

Refresh
Properties

Help

< >

reates a new item in this container.

SEMVICES
Performance

BPA results

Type Description

:%Admin-Sup... Security Group...
&Financeﬂ\dm... User

[2] Financelsers

Organizational...

Computer

Contact

Group

InetOrgPerson
msD5-KeyCredential
msD5-ResourcePropertyList
msD5-5hadowPrincipal Containe
mslmaging-P5Ps

MSMQ Queue Alias

Printer

User

Shared Folder

‘ BPA results

r

4.  'The New Obiject - User dialog box appears; fill in the required fields.

5. Type Martin in First name, initials of your choice, type martin in User logon name, and
then click Next.
MNew Object - User X
& Createin:  CND.com/Llsers

First name: l martin | Initials: l S I

Last name: |

Full name: |martin 5. |

|martin| I | @CND.com ~

User logon name {pre-Windows 2000):

|CND\ | |n'|artir|

< Back | Cancel
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6. Type and confirm your password user@123, and uncheck User must change password at
next logon and check Password never expires option. Then, click Next

Note: If a “You specified that the password should never expire” pop-up appears, click OK.
This is for a lab demonstration purpose for CND, as a network administrator user should

change their domain password according to the organization’s network policies.

Mew Object - User X

l}_) Createin:  CND.com/Users

Password: lio.ooto. l |

Confirm password: l ssssssns I |

[] User must change password at next logon

[] User cannct change password

( [7] Password never expires )
[] Accourt is disabled

< Back | Cancel
——______J

7. Once User is successfully created, click Finish.

Mew Object - User x

li) Createin:  CND.com/Users

‘When you click Finish, the following object will be created:

Full name: martin 5.
User logan name: martin@CHD com

The password never expires.

< Back Cancel

Page 289 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec-council

8. Once User is successfully created, click Finish. Similarly, you can create Bob b. and John j.

users in Active Directory Domain Services.

[50 Active Directory Users and Computers
File Action View Help

e nE 4 XEE BE 32 TER

[ Active Directory Users and Com| | Name Tpe Description

> [ Saved Queries B, Administrator User Built-in account for ad...

¥ & ChD.com B2 Allowed RO... Security Group... Members in this group c...
1 Buitin Fyoee s =

| Computers
8, Cert Publish... Security Group... Members of this group .

B Cloneable D... Security Group... Members of this group t..
=1 ForeignSecurityPrincipal B Denied ROD... Security Group.. Members in this graup c..
| Managed Service Accour | BRDHCP Admi... Security Group... Members who have ad...
< Users H2DHCP Users  Security Group... Members whe have vie...
B3 DnsAdmins  Security Group... DNS Administrators Gro...
B DnsUpdateP... Security Group... DNS clients who are per
8% Domain Ad... Security Group... Designated administrato.
8% Domain Co...  Security Group... Al workstations and ser
8% Domain Con... Security Group... Al domain controllers i..
B Domain Gue... Security Group... All domain guests

% Domain Users  Security Group... Al domain users

8 Enterprise A...  Security Group... Designated administrato...
B Enterprise K. Security Group... Members of this group ..
B Enterprise R..  Security Group... Members of this group .
8 Group Palic... Security Group... Members in this group c...

| Domain Controllers
31 FinanceOU

&, Guest User Built-in account for gue...
:Xjohn ). User
B Key Admins  Security Group... Members of this group ...
E- Y martin 5. User

8 Protected Us... Security Group... Members of this group ...
B3 RAS and IAS ... Security Group... Servers in this group can...
B Read-only D... Security Group... Members of this group .
B Schema Ad...  Security Group... Designated administrato...
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CT#9.15: Installing WampServer

1.
2.

8.

Page 291

To install WampServer without any errors, install all required prerequisites.

Navigate to Z:\CND-Tools\Lab Prerequisites\WAMP Server and Copy the WAMP
Server folder in C: Drive of AD Domain Controller VM.

Navigate to C:\ WAMP Setver and extract all_veredist_2022_x064.exe file.
The extracted folder contains the list of prerequisite VC++ files; select each file and install.

Similatly, navigate to C:\WAMP Server\ all_vcredist_2022_x86.exe, double-click each
veredist_* file, and follow the wizard-driven steps to install Microsoft Visual C++
Redistribute packages.

Navigate ~ Z:\CNDv3  Lab  Prerequisites\WAMP  Server and  double-click
wampserver3.3.2_x64.exe

In the Select Setup Language pop-up, choose English as the default language and click OK.
1.Click Run

Open File - Security Warning X

Do you want to run this file?

‘E Name: ...ator.SERVER2022\Downloads\wampserver3.3.2 x64.exe
Publisher: Dominique Ottello
Type: Application
From: CAUsers\Administrator.SERVER2022\Downloads\wamp...

Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
'\c,l harm your computer. Only run software from publishers you trust.
- What's the risk?

Select English language when Select Setup Language window appears.

T
Select Setup Language X

@ Select the language to use during the installation.

A

English v/

L I : | . Cancel
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9. Select the I accept the agreement Radio button and click Next.

10. Click Next.

& Setup - Wampserverbd 3.3.2

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

** WampServer

Creator : Romain Bourdon

Maintainer/Upgrade to 2.5 : Herve Lederc

Upgrade 2.5 to 3.0.0 : Otomatic (wampserver @otomatic.net)
http: //forum. wampserver.com/index.php

GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.ora/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thie varcinn nf tha CMI L accar Canars! Dy hlic |icanca incarnaratas
(@1 accept the agreement
(1 do not accept the agreement

ampserver 3.3.2 Install by Inno Setup

X

W

h Setup - Wampservered 3.3.2

Information

Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

|--- Installation of Wampserver ---

BEFORE proceeding with the installation of Wampserver, you must ensure that certain
elements are installed on your systern, otherwise Wampserver will absolutely not run,
and in addition, the installation will be faulty and you need to remove Wampserver
BEFORE installing the elements that were missing,

Make sure you are “up to date” in the redistributable packages VC10, VC11, VC13,
'VC15 and VS16.

See ——— Visual O++ Packages below.

--- Do not install Wampserver OVER an existing version, follow the advice:

- Install a new version of Wampserver: htto://forum wampserver com/read,php?2,123606

If you install Wampserver over an existing version, not only it will ot work, but you fsk
losing your existing databases,

--- Install Wampserver in a folder at the root of a disk, for example C:#*wamp or D:

Wwamp, Take an installation path that does not include spaces or diacritics:

Therefore, no installation in ¢ % Program Files¥ or C: W Proaram EI &5 (%06)

‘We must BEFORE installing, disable or close some applications:

- Close Skype nrinr:&nm to use port 80
0, o

It . f the Wampserver TROUBLESHOOTING
TIPS:hitp://forumwampserver.com/read php?2,134915

- Disable 1IS

er 3.3.2 Install by Inno Setup

sk [ Newt ] conce

11. Select path and click NEXT.

Page 292

@ Setup - Wampservertd 3.3.2

Select Destination Location

X

Where should Wampserver64 be installed? u

| U Setup will install Wampserver64 into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

At least 1.66 GB of free disk space is required.

Wampserver 3.3.2 Install by In

| Bak || Next | Cancel

J

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

12. Wait until it is installed.

o

X

& Setup - Wampserverd 3.3.2 -

Installing
Please wait while Setup installs Wampserver64 on your computer. U

Extracting files...
c:\wamp64\apps\phpmyadmin5. 2. 1\themes \metrojmg \designer \grid.png

Setup -

13. If you want to choose a browser different from your default browser, Click Yes.

Setup
Edge
will be used as Browser by Wampserver.
Do you want to choose another Browser installed on your
system?
T
| A

14. Say No to choose a different editor and wait until it Wamp server set up is completely

installed.
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Setup

notepad.exe (The Notepad)

will be used as Text Editor by Wampserver.

Do you want to choose another text editor installed on your
system?

T

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

15. Click Next when the Information window appears.

o
(&7

Setup - Wampservert4 3.3.2

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dlick Next.

FO' some explanations on how Wampserver works
see the file: wamp(64)\instructions_for_use.pdf
For the use of MariaDB and MySQL
See the file : wamp(64)\mariadb_mysql.txt
Wampmanager icon works with
Left-Click and Right-Click

Left-Click
Wampserver - 3.3.2 - 64bit
Made in France by Dominique Ottello
73} Localhost
wé  PhpMyAdmin 4
57 Adminer4.8.1
M) Your VirtualHosts 4
/ Apache 24574 M

16. Click on Finish after successful setup installation.

& Setup - Wampservers4 3.3.2

Completing the Wampserver64 Setup
Wizard

Setup has finished installing Wampservers4 on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Wampserver

Wampserver
3.3.2

Back Finish

17. WampServer icon appears in the notification area. Wait till the icon turns from red colour to

green colour.
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18. Once

the icon turns green,

navigate to the location

C:\Wamp64\bin\apache\apache2.4.58\conf, open httpd.conf file with Notepad++ i.e.,
right-click on httpd.conf file and select Edit with Notepad++.

Scroll down to line no. 311 and change the script from Require local to Require all granted.

“Nwam) in\apache\apac| cor 'conf - Notepad=+ [Administrator]
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cDHE R B sMB/de g @ax|EE =1
i ipd cort 1 |

EDEDRe= @EDN®B

=g
+ v X

Roc # for more information.
¥

Options +Indexes +FollowSymLinks +Multiviews

# The following lines prevent .htaccess and
# viewed by Web clients.
¥
<Files ".ncHn>
Require all denied
</Files>

‘n #

.htpasswd files from being

#
# 1s what directives may be placed in .htaccess files.
* combination of keywords:
$# Allowowv fig Limit
#
AllowOverride all
¥
# Controls who can get stuff from this ser
#
# Don't modify this line - Instead modify Require of VirtualHost in httpd-vhost.conf
Require all granted
</Directory>
f 1
# Dir sets the file that Apache will serve if a directory
¥ is
¥
<IfModule dir_module>
DirectoryIndex index.php index.php3 index.html index.htm
</IfModule>
#

19. Click File from the menu bar and then click Save

File | Edit Search View Encoding Language Settings Tools Macro Run Plugins Window

| s
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Wampbd\bin\apache\apad o Cont - Notepads + [Administrator]

CINCRURDE N =]

New ad-n & | [BEE EE@ERE
Open... Ctrl+0
Open Containing Folder >
Open in Default Viewer
Open Folder as Workspace... pltiviews
Reload from Disk Ctrl+R
CHisS N ives may be placed in .htaccess files.

Save As... Ctrl+Alt+S ~ ombination o
Save a Copy As... fg Limic
Save All Ctrl+Shift+S
Rename...
Close CtieW

1is server.
Close All Ctrl+Shift+ W
Close Multiple Documents. > 1ify Requ of VirtualHost in httpd-v
Move to Recycle Bin
Load Session...
Save Session...

ache will serve if a directory
Print... Ctrl+P
Print Now
1: c\wampb4\logs\apache_error.log index.html index.htm
2: C:\Program Files\Notepad++\change.log
Restore Recent Closed File Ctrl+Shift+T
Open All Recent Files and .htpasswd files from being
Empty Recent Files List

Exit Alt+F4

HeguIrc uri wcHrca

</Files>
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20. Close the file and all the other folders that were open. Click Wamp server icon from the
system tray, and then click Restart All Services and wait until the icon turns green.

Wampserver - 3.3.2 - 64bit
Made in France by Dominique Ottello

m Localhost
PhpMyAdmin
Adminer 4.8.1
Your VirtualHosts 4
Apache 24.58 »

PHP 8213 »
Default DBMS: mysql
MySQL 820

MariaDB 1122 »
Help MariaDB - MySQL *

o
c
3
Q
=
®
=

Start All Services
Stop All Services

Installing and Configuring WordPress Website

1. Click on Wamp server icon from the system tray and select Local Host

Wampserver - 3.3.2 - 64bit
Made in France by Dominique Ottello

A Localhost
s PhpMyAdmin
6% Adminer4.8.1

ES MariaDB 1122
) Help MariaDB - MySQL

5 ] Your VirtualHosts L
E 7/ Apache 2458 »
v B8 PHp 8213
a Default DBMS: mysql |
g £ MysaL 820 »
=

Start All Services
Stop All Services
Restart All Services
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2. As soon as you click the icon, the WAMPSERVER home page appears in the default
browser. Click phpmyadmin5.2.1 under Your Aliases

NOTE: Screenshots differs with different browsers

U WAVIPSERVER Homepage X — XT
(6] @® localhost b+ g o 2 @
lu\ Wampserver
u Apache 2.4 - MySQL5&8 - MariaDB 10 - PHPS5, 7 &8 S
Version 3.3.2 - 64bit | english v | classic v
Server Configuration
Apache 2.4.58 - Doc Apache
Server Software: Apache/2.4.58 (Win64) PHP/8.2.13 mod_fcgid/2.3.10-dev - Port defined for Apache: 80
PHP Version: [Apache module] 8.2.13 - Documentation PHP - Loaded PHP extensions - Use of PHP versions
[FCGI] 7.4.33 - 8.0.30 - 8.1.26 - 8.2.13 - 8.3.0 - FCGI mode help
MySQL Version: 8.2.0 - Port defined for MySQL: 3306 - default DBMS - Documentation MySQL
MariaDB Version: 11.2.2 - Port defined for MariaD8: 3307 - Documentation MariaDB - MySQL - MariaDB
Tools Your Projects (1) Your Aliases (2) Your VirtualHost (1)
& phpinfo() cnd % adminer 4.8.1 % localhost
J” xdebug_info() folders in c:/wamp64 v « PhpMyAdmin 5.2.1
- 2n http link, you must declare them
&~ PhpSysInfo 3.4.3
4" Add a Virtual Host
Wampserver Forum

[

3. PHPMyAdmin Home page appears. Give username as root (no password is required) and

click on Log in.

&

v 4k phpMyAdmin

x  +

c @ localhost/phpmyadmin/ w

php
Welcome to phpMyAdmin
Language
English v
Login @
Usemame:; root
Password

Server choice: MySQL

Log in

_uTT

a2
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4. Select Databases tab.

v H& localhost/ MySQL | phpMyAdr X~ 4 - a X
€« > C @ localhost/phpmyadmin/index.php?route=/&route=%2F h*4 o a2 H
phpMyAdmln B 7 Server- MySQL-3306
omEeGe i Databases [ SQL (g, Status =° Useraccounts =} Export [&d Import ¥ More
Current server:
MysaL ¥ General settings Database server
RRecentl| Favoiles @ Change password « Server: MySQL (127.0.0.1 via TCP/IP)
e :
» = Server connection collation: & SiissvertypeMySOL
6 New « Server connection: SSL is not being used
~ 1 information_schema utf8mb4_unicode_ci v @
- mysql #° More settings « Server version: 8.2.0 - MySQL Community|
— 1 performance_schema Server - GPL
Hd sys « Protocol version: 10
i « User: root@localhost
PI = < « Server charset: UTF-8 Unicode (utf8mbd4)
&’ Language @
English v Web server
Sihcme gy pmshomme. v |[Viewal « Apache/2.4.58 (Win64) PHP/8.2.13
mod_fcgid/2.3.10-dev
» Database client version: libmysgl -
mysqind 8.2.13
« PHP extension: mysqli @ curl @
mbstring &
« PHP version: 8.2.13

5. Databases webpage appears, type wordpress in the Create database text field, leave the drop-
down list set to default as Collation and click Create to create a database named wordpress.

v 4h localhost / MySQL | phpMyAdr X 4 - g X
€« > C @ localhost/phpmyadmin/index.php?route=/server/databases <4 o® :
phpMyAdmin
amlenae 4 Databases [ SQL g Status =7 Useraccounts =} Export (il Import J” Settings ¥ More
Current server:
MysaL ¢ Databases
| Recent Favorites
| } . Create d: [} }.,,
wordpress ‘ Collation Create
Check all (73 Drop | 4 | Search
Database Collation Action

information_schema utf8mb3_general_ci a: Check privileges

mysgql utf8mb4_@960_ai_ci a- Check privileges

performance_schema utf8mb4_0900_ai_ci == Check privileges

sys utf8mba_0900_ai_ci a- Check privileges
Total: 4

/&, Note: Enabling the database statistics here might cause heavy traffic between the web server and the MySQL server,

Enable statistics

h . .

6. On successful creation of the database, a pop-up appears stating that the database is created.
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7. 'The newly added wordpress database appears in the left pane, click on it.

Tv W localhost / MySQL / wordpres:

phpMyAdmin
RElel|*6
Current server:

MySQL -

Recent Favorites

w
B

x -

<« > C ® localhost/phpmyadmin/index.php?route=/server/databases

7l Server- MySQL-3306 » [ Database: wordpress

4 Structure L SQL 4 Search

4 Query |k} Export [& Import #* Operations ¥ More

[ /2, No tables found in database.

| g Create new table

Table name Number of columns

\ 4

g ,JA localhost / MySQL / wordpress
&«

Recent Favorites

.6 New

#+— | information_schema
*— 1 mysql

+~ . performance_schema
-9 sys

=~ 1 wordpress

x  +

> C @® localhost/phpmyadmin/index.php?route=/database/structure8:db=wordpress

J Query &} Export [ Import 4* Operations ¥ More

phpMyAdmin 7] Server: MySQL:3306 » @ Database: wordpress
aEeSe W Structure [ SQL = 4 Search
LS [ ~+, No tables found in database.
MySQL v

22 Privileges

| | .d Create new table

& Routines

Table name Number of columns

4

® Events

2% Triggers

Create
— 3 Designer

phpMyAdmin
el %6

Current server:

MysQL v

Recent Favorites

.6 New
~ 1 information_schema
F— 4 mysql
~ 1 performance_schema
) sys
— . wordpress

& db=wordpress&ch

eckprivsdb=wordpress&viewing_... Y a a

€« - C @ localhost/phpmyadmin/index.php?route=/server/privil

W Structure ] SQL 4 Search

B 7 Server- MySQL-3306 » @ Database: wordpress

J Query &} E

xport [« Import J* Operations ¥ More

1 & Users having access to "wordpress™
User name Hostname Type Privileges Grant Action
[0 mysqlinfoschema localhost  global SELECT No & Edit privileges 5} Export
(J root localhost  global ALL PRIVILEGES Yes £ Edit privileges —} Export
T [0 Checkall With selected: =} Export
| New |
&) Add user account
|
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10. Under Login Information section:

a. Type admin in the Username: text field,

b. Select Local from the Host: drop-down list.

c. Type the password as qwerty@123 in Password: and Re-type: password fieldsIn the
Global privileges section:

d. Click Check All link.

e. Click Go button in the bottom of the page

) Databases ||

User name:

Host name:

Password:

Re-type:

Authentication Plugin

Generate password:

 Login Information

CflServer: MySQL:3306

Add user account

SQL (§y Status =7 Useraccounts
Use text field: l[l admin |
Local E|I localhost I @
Use text field: [v]]| sesssanss
[ oeesreses |

Generate

Native MySQL authentication

e} Export [ Import J* Settings

I Strength: Weak

] Replicatinnj

r{ Global privileges

Grant all privileges on database wordpress.

Check all

Note: MySQL privilege names are expressed in English

Data

SELECT
INSERT
UPDATE

DELETE

(W< <IN < I

FILE

Structure

[_) Grant all privileges on wildcard name (username'_%)

Administration

CREATE GRANT

ALTER SUPER

INDEX PROCESS

DROP RELOAD

CREATE TEMPORARY TABLES SHUTDOWN

SHOW VIEW SHOW DATABASES
CREATE ROUTINE LOCK TABLES
ALTER ROUTINE REFERENCES
EXECUTE REPLICATION CLIENT
CREATE VIEW REPLICATION SLAVE
EVENT CREATE USER
TRIGGER
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11. You will observe the newly added user in the wordpress database’s webpage as shown in the
following screenshot:

i Databases [/ SQL (g Status =' Useraccounts =} Export [ Import J* Setti Il Replicati © | Vari v More

« You have added a new user.

CREATE USER 'admin'@'localhost' IDENTIFIED WITH mysql native password AS '***';GRANT ALL PRIVILEGES ON *.* TQO
‘admin'@'localhost' REQUIRE NONE WITH GRANT OPTION MAX QUERIES_PER HOUR O MAX CONNECTIONS_PER HOUR 0 MAX UPDATES_PER HOUR 0
MAX USER CONNECTIONS 0;GRANT ALL PRIVILEGES ON ‘wordpress'.* TO 'admin'@’'localhost’':

[Editinline] [ Edit ] [ Create PHP cod

Database Table Routine

Edit privileges: User account ‘admin'@ 'localhost' - Database wordpress

12. Close the Web browser.

13. Navigate to C:\wamp64\www and create a new folder named cnd.

| = |
- v 4 » ThisPC > Local Disk (C:) > wampB4 > www >
Name - Date modified Type Size
s Quick access
end 11/6/2019 421 AM  File foldel
Bl Desktop » I I : !
wamplangues 11/1/2019 2:44 AM  File folder
!’ Downloads  # wampthemes 11/1/2019 244 AM  File folder
(5] Documents #7344 vhost.php 5/11/20193:42PM  PHP File 23KB
&= Pictures A @ favicon 12/31/2010 8:40 AM  Icon 198 KB
System32 [ index.php 5/11/20193:39PM  PHP File 21KB
D test_sockets.php 9/21/20156:30PM  PHP File 1KB
l [ This PC .
== [ testmysql.php 12/13/2016 1:50PM  PHP File 1KB
¥ Network
e d

14. Navigate to Z:\Lab Prerequisites\Websites\WordPress and copy all the contents in
the location.

T T = | wordpress =8 X
Home Share View
« = 4 [l > ThisPC » CND-Tools (\10.10.10) (Z) » Lab prerequisites > Websites » wordpress v ®  Searchwordpress ]
Name - Date modified Tpe Size
v sk Quick access
B Dests . wp-admin 12/28/2023 3:00 AM File folder
eskto
" wp-content 12/28/2023 3:00 AM File folder
¥ Oownloads o wp-includes 12/28/2023 301 AM File folder
% Documents & | index.php 2/5/2020 10:33 PM PHP File 1KB
& Pictures # [ license 12/31/2022 406 PM Text Document 20K8
end € readme 7/5/2023 10:41 AM Microsoft Edge H. 2KB
wp-content L] wp-activate.php S/12/2023 2:35 PM PHP File BKE
wp-includes | wp-blog-header.php 2/5/2020 10:33 PM PHP File 1K8
[ wp-comments-post.php 6/14/2023 7:11 AM PHP File 3KB
ww =
[ wp-config-sample.php 11/15/2023 947 AM PHP File 1KB
~ [ This PC [ wp-cron.php 5/30/2023 11:48 AM PHP File 6KB
2 30 Objects | wp-links-opmi.php 11/26/2022 1:01 PM PHP File 1KkB
B Desictop | wp-load.php 7/16/2023 516 AM PHP File 4KB
2 Documents L wp-loginphp 9/29/2023 3:01 PM PHP File 50 KB
) | wp-mail.php 9/15/2023 11:50 PM PHP File 9KB
& Downloads = = ——
| wp-settings.php 10/10/2023 7:05 AM PHP File 26 KB
b Music | wp-signup.php 6/19/2023 11:27 AM PHP File M KB
& Pictures | wp-trackback.php 6/22/2023 7:36 AM PHP File SKB
B Videos [ xmirpc.php 9/30/2023 1239 AM PHP File 4KB
i Local Disk (C))
» = CND-Tools (1010,
i Network
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15. Navigate to C:\wamp64\www\cnd and paste all the contents that were copied from
Z:\Lab Prerequisites\ Websites\ WordPress.

R =5
Home Share View

« ~ 4 | » ThisPC > Local Disk (C) » wampB4 > www > cnd v & | Searchend »
. Name - Date modified Type Size
Quick access
wp-admin File folder
B Desicop * wp-content File folder
'!' Downloads — # wp-includes File folder
[ Documents  # [ indexphp PHP File 1KB
] Pictures #  [3 license Text Document 20k8
cnd © readme Microsoft Edge H. 2KB
wp-admin || wp-activate.php PHP File 2KB
wp-content |:1 wp-blog-header.php PHP File 1KB
wprinchudes 1) wp-comments-post.php PHP File 3KB
|} wp-config-sample.php PHP File 3KB
[ ThisPC (] wp-cron.php PHP File
9 3D Objects |7 wp-links-opml.php PHP File
I Deskiop [] wp-load.php PHP File
& Documents [} we-loginphp PHP File
|| wp-mail.php PHP File
¥ Downloads [] wp-settings.php PHP File
& Music [ wp-signup.php PHP File
&I Pictures | ] wp-trackback.php PHP File 5KB
B Videos [) xmlrpc.php PHP File 4K8
2. Local Disk (C:)
= CND-Tools (10.10.
¥ Network

16. Launch a web browset, type the URL http://localhost/cnd and press Enter.
17. Setup Configuration webpage appears, click Continue.

Note: Screenshots may differ if you are using different browser.

€ > C @ localhost/cnd/wp-admin/setup-config.php * & O 2

W

English (United States)
Afrikaans

AT

Aragonés

A=

RESEPUIRT
Azerbaycan dili
Benapyckan MoBa
Bbnrapckn

QA

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch (Schweiz, Du)
Deutsch (Schweiz)
Dauterh
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18. Setup Configuration webpage appears, click Let’s go! button

<« > C @® localhost/cnd/wp-admin/setup-config.php?step=0 * .i, o 2 ( :

Welcome to WordPress. Before getting started, you will need to know the following items.

1. Database name

2. Database username

3. Database password

4. Database host

5. Table prefix (if you want to run more than one WordPress in a single database)

This information is being used to create a wp-config.php file. If for any reason this automatic file creation
does not work, do not worry. All this does is fill in the database information to a configuration file. You
may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as wp-
config.php. Need more help? Read the support article on wp-config.php.

In all likelihood, these items were supplied to you by your web host. If you do not have this information, then you
will need to contact them before you can continue. If you are ready...

Let's go! ‘

[ S v
19. Now, you need to specify the database connection details
Type:

a. wordpress in Database Name field

b. admin in User Name field

c. qwerty@123 in Password field

d. localhost in Database Host field
20. Click Submit button.

Below you should enter your database connection details. If you are not sure about these, contact your host

Database Name ‘ wordpress ‘

The name of the database you want to use with WordPress.

Username

‘ admin ‘
Your database username.

Password I ® show ]
Your database password.

Database Host

‘ localhost ‘

You should be able to get this info from your web host, if localhost does not work.

Table Prefix ‘ wp_ ‘

If you want to run multiple WordPress installations in a single database, change this.

Submit
"
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21. Click on Run the Installation.

All right, sparky! You've made it through this part of the installation. WordPress can now communicate with your

database. If you are ready, time now to...

Run the installation

22. Welcome page appears, scroll down the webpage, type:

®

o

CND demo website in Site Title field

admin in the Username field

qwerty@123 in Password and Re-type password field

&

and email ID in Your E-mail text field

e. Uncheck Allow search engines to index this site. option and click Install WordPress

button.

Page 304

r

Welcome

Site Title

Username

Password

Confirm Password

Your Email

Search Engine
Visibility

| Install WordPress I
| N—

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don't worry, you can always change these settings later.

I CND demo website |

I admin |

Usernames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol.

| admin@123 || o hice
Weak

Important: You will need this password to log in. Please store it in a secure location.

@Cunﬁrm use of weak password

| \@gmail.com| X ||

Double-check your email address before continuing.

[C] Discourage search engines from indexing this site

It is up to search engines to honor this request.

m
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23. On successful installation, a webpage appears stating that the installation is successful. Click
Log In button.

Success!

WordPress has been installed. Were you expecting more steps? Sorry to disappoint.

Username admin
Password Your chosen password.
—
24. Log In webpage appears, type admin in Username field, qwerty@123 in Password field and
click Log In button.
Username
|admin |
Password
Remember Me

25. Once you have logged in to the website, WordPress Dashboard appears.
26. Hover the mouse cursor on Settings and click General.

27. WordPress Settings webpage appears, type http://[IP Address of AD Domain
Controllet]/cnd in WordPress Address (URL) and Site Address (URL) fields.

Note: In this lab setup, the IP Address of AD Domain Controller is 20.20.10.19 and this
address may vary in your lab environment.

General Settings

Site Title CND Demo Website

B Pages

Tagline ust another wordpress site

¥ Comments

WordPress Address (URL http://20.20.10.19/cnd

Site Address (URL) http://20.20.10.19/cnd
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28. Scroll down the webpage and click Save Changes button.

A Plugins 1
a'n Users

& Tools

Settings

General

«F
Date Format (® November 6, 2019 Fi, Y
O 2019-11-06 Y-m-d
O 11/06/2019 m/d/Y
(O 06/11/2019 d/m/Y
O custom: FjY
Preview: November 6, 2019
Time Format (@ 12:42 pm g:ia
O 1242 PM g:iA
O 1242 H:d
O Custom: gia
Preview: 12:42 pm
Documentation on date and time formatting.
Week Starts On Monday :]
Save Changes I
v

29. On clicking the button, you will be redirected back to the login page.

30. Enter the user credentials (admin/qwerty@123) and click Log In button.

Username or Email Address

admin

Password

(XXX &

Remember Me

Lost your password?
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31. No, open a new tab in the browser and type http://localhost/cnd in the URL bar and

press Enter.
h— (¢ @® localhost/cnd, Q W Sy O 2 1

CND Demo Website Sample Page

A commitment to innovation and
sustainability

Etudes is a pioneering firm that seamlessly merges creativity and
functionality to redefine architectural excellence

CT#10: Conguring Windows 11 Enterprise Guest OS as Finance Dept
CT#10.1: Installing Windows 11 Enterprise Guest OS as Finance Dept

1. Click on Finance Dept virtual machine in VMware Workstation and click Power on this

virtual machine.

2. Wait until Windows Setup screen appears, in Windows Setup screens choose the Language
and other preferences then click Next.

14 Windows Setup E\ = @

==_Windows

Language to install: English (United States) hd

Time and currency format: [[Sab I EILTERI &) -

Keyboard or input method: |

Enter your language and other preferences and click "Next” to continue.
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3. Click Install now button to start the installation process of Windows 11.

am Windows

Install now

4. In the Select the operating system you want to install wizard, select Windows 11 Pro and

click Next.
X
| % Wind Set
NS, M Indows >etup
Select the operating system you want to install
Operating system Architecture Date modified
Windows 11 Education x4 12777201
Windows 11 Education N B4 12/7/2011
Windows 11 Enterprise x64 12/7/2021
Windows 11 Enterprise N w4 12/7/2021
Windows 11 Pro b
Windows 11 Pro N 64 12/7/2011
Windows 11 Pro Education x64 12/7/2011
Descniption:
Windows 11 Pro
| bet

5. If This PC can’t run Windows 11 error appears, follow the below steps:
e DPress Shift+F10 and a Command Prompt window appears.

¢ In the Command Prompt window, type regedit and press Enter.

BE® Administrator: X:\windows\system32\cmd.exe

Page 308 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defend =
abSetup Guide EC-Council

6. The Registry Editor window appears, from the left-pane navigate to
HKEY_LOCAL_MACHINE > SYSTEM. Right-click Setup node and navigate to New = Key.

B Registry Editor o O]
File Edit View Favorites Help

Computer\HKEY LOCAL_MACHINE\SYSTEM\ Setup

hd - Computer Name Type Data
> - HKEV_CLASSES_ROOT 5] (Defouty REG.SZ (value not set)
> HKEV_CURRENT_USER ab| Cmdline REG 57 winpeshi.exe
Iv T EK&;E;-:;:MCH!NEI J‘:-'_cﬂFadar}rPrEfnsme.. REG DWORD 00000007 (1)
N - SAM ab| OslpaderPath REG 52 \
N - SECURITY ﬁ[-ﬂRe:peciattz;e REG_DWORD 00000000 (0)
N - SOFTWARE J‘:-'_cﬂﬁestarﬂetup REG_DWORD 00000000 (1)
M| Setup Type REG_DWORD Ox00000000 (0)
s = ControlSet00] .‘ﬁ'_cﬂSystemSetupfnP... REG_DWORD 00000001 (1)
3 E CurrentControlSet E_P]Wo:ktngﬂtredory REG 52 X\windows\panther
:; __ DnverDatabase
s 7 HardwareConfig
y 5 Keyboard Layout
. MountedDevices
' __ ResourceManager
50 RNG
Select
Esae]
> = Softw, _ Expand
L owea LEY B Key
» . HKEY_USER: i
N E HKEY:CURE Find... String Value
Delete Binary Value
Rename DWORD (32-bit) Value

Export QWORD (64-bit) Value

7. A new key has been created, rename it as LabConfig and press Enter.

K Registry Editor =N =R
File Edit View Favorites Help

Computer\HKEY_L OCAL_MACHINE\SYSTEM\Setup LabConfig

>: __ HardwareConfig Narme Tvpe Data

> 1 Keyboard Laycut 28] (Default) REG 57 (value not set)

_ MountedDevices
. __ ResourceManager
__ RNG

i Select

. __ Setup

L T AllowStart
Pid

SETUPCL

)I __ Software

LT wea

» _ HKEY USERS

s =7 HKEY_CURRENT CONFIG
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8. Right-click anywhere in the right pane and navigate to New = DWORD (32-bit) Value.

B Registry Editor = (HCW =53
File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabCanfig

» _ HardwareConfig MName Type Data
> &8 Keyboard Layout 1 REG_SZ (value not set)
; MountedDevices
» __ ResourceManager
_ RNG New Key
_ Select _
~v 7 Setup String Value
> T AllowStart Binary Value
L DWORD (32-bit) Value
i — SETUPCL QWORD (84-bit) Value
. LabConfig o
» __ Software Multi-Siring Value
L27 wea Expandable String Value
» T2 HKEY_USERS
» . HKEY_CURRENT_CONFIG

9. Rename the value as BypassCPUCheck and press Enter.
10. Now, right-click BypassCPUCheck value and select Modify... option.
11. Edit DWORD (32-bit Value) pop-up appears, change the Value data to 1 and click OK.

E Registry Editor [i“ﬂ]@
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig
> HardwareConfig MName Type Data
» | Keyboard f-a}'_‘OUf ab| (Default) REG SZ fvalue not set)
— MountedDevices 4| BypassCPUCheck | REG_DWORD 0x00000000 (0)
» __ ResourceManager
.= RNG 5 -
B el Edit DWORD (32-bit) Value =
v Setup Value name:
:jr __ AllowStart BypassCFUCheck
w0 Pid
=2 SETUPCL Value data: Base
= {abConfig I-| I 0 Hexadecimal
s = Software () Decimal
LD weA

> T HKEY_USERS Cancel

s HKEY CURRENT_CONFIG
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12. Similarly, create BypassTPMCheck, BypassRAMCheck, and BypassSecureBootCheck

values (for each value, set Value data=1).

| Registry Editor
File  Edit
Computer\HKEY_LOCAL_MACHINE\SYSTEM\Setup\LabConfig

View Favorites

Help

>

) HardwareConfig
> Keyboard Layout
MountedDevices
> ResourceManager
LT RNG

Lelect

- Setup

AllowStart
Pid
SETUPCL
i LabConfig
> Software
L wea
HKEY_USERS

HKEY_CURRENT_CONFIG

Name Type Data

3['] (Default) REG 52 (value not set)
@BypassCPUCheck REG DWORD (0000007 (1)
I;'g']BypassTPMCheck REG DWORD Ox(0000007 (1)
I;'g']BypassRAMCheck REG DWORD Ox(0000007 (1)
RS ey REG DWORD 0000000017 (1)

13.
14.
15.
16.

17.
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Now, close all the windows (Registry Editor, Command Prompt and Error window).

In Windows Setup window, click Yes.

Click Install Now button.

The Select the operating system you want to install wizard appears again; select
Windows 11 Pro and click Next.

Applicable notices and license terms wizard appears, accept the license terms by clicking

on I accept... checkbox and click Next.

r

@ é] Windows Setup

License terms
Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.
EULAID:TIC 2R 1 ED_E W _en-us

I accept the license terms:

Mext
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18. Click Custom: Install Windows only (advanced) option to proceed with the installation.

*@ ﬂ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this opticn. This epticn is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recemmend backing up your files before you continue.

Help me decide

19. Where do you want to install Windows? wizard appears, click New to create a partition.

'6 ﬂ Windows Setup

Where do you want to install Windows?

%

&4 Load driver

| Marme | Total size Free space | Type
(_:i? Drive 0 Unallocated Space 400 GB 400 GB
+4 Refresh 2( Delete \’Eormat -,,J,- Mew

Q Extend
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20. Provide 30000 MB in the Size field and click Apply.

@ ﬂ Windows Setup

Where do you want to install Windows?

| MNarne | Total size Free space | Type
r;;‘? Drive 0 Unallocated Space 400 GB 400 GB
#3 Refresh ?(\ Delete & Format 3 New
4 Load driver St Extend Size: | 30000 :I MB [ Apply ||| Cancel

21. Windows Setup pop-up appears, click OK.

Windows Setup

additional partitions for system files.

To ensure that all Windows features work correctly, Windows might create

oK | [ concel |

i

22. Click Unallocated Space partition, then click on New
then click Apply.

, and then leave the size to default and

@ ¢ Windows Setup

Where do you want to install Windows?

%

| Name | Total size Free space | Type
f.',:'_.? Drive 0 Partition 1: System Reserved 500.0 MB 4830 MB  System
r__”;.;, Drive 0 Partition 2 288 GB 288 GB  Primary
|(__‘?'.., Drive 0 Unallocated Space 10.7 GB 10.7 GB P
2
#4 Refresh ?‘\ Delete ‘,Eormat
€4 Load driver L‘;iE:_ctend Size: lLogse ill MB | Apply ﬂ Cancel

1. The amount of free space on the selected partition is smaller than the 13196 MB recommendation.
We recommend making it at least 13196 ME or selecting another partition.
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23. After partitions are created, choose the partition to install Windows 11, and click Next.

r

@ é] Windows Setup

Where do you want to install Windows?

%

| MName | Total size Free space | Type
= Drive 0 Partition 1: System Reserved 500.0 MB 4830 MB  System
r_-_‘—;? Drive 0 Partition 2 28.8 GB 288 GB  Primary
r_-:-.? Drive 0 Partition 3 10.7 GB 107 GB  Primary
*4 Refresh 7< Delete &” Format Mew
&% Load driver :::ﬂ Extend

24. The Installing Windows screen appears; wait until installation is complete.

r
é] Windows Setup

Installing Windows

Status

J Copying Windows files

Installing features
Installing updates
Finishing up

Getting files ready for installation (0%)
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25. Use Default location and click yes.

Is this the right country or region?

United States

Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

26. Select English (India) as Keyboard layout and click on Yes.

Is this the right keyboard layout or
input method?

If you also use another keyboard layout, you can add that
next.

us
Canadian Multilingual Standard

English (India) ]

Irish

NZ Aotearoa

Scottish Gaelic
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27. Click Skip.

<

Want to add a second keyboard
layout?

28. Click on I don’t have internet.

=\\

N

Let's connect you to a
network

You'll need an internet connection to continue setting up
your device. Once connected, you'll get the latest features
and security updates.

I; Unidentified network
Mo Internet

| don't have internet
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29. Click Continue with limited setup.

<

=\\

Connect now to quickly get started
on your device

Access the full range of apps that help you work and play the
way you want when you connect to a network and sign in with
Microsoft. Along with being able to browse the internet, get
email, and work across devices, you'll also get enhanced
features and security.

Continue with
. Connect now
limited setup

30. In Who’s going to use this device type Martin and click on Next.

31. Type user@123 as password and click on Next.

é

Create a super memorable
password

Make sure to pick something you'll absolutely remember.

Enter a password

9
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32. Type user@]123 to confirm the password and click on Next.

<

Confirm your password

Enter your password one last time.

Password confirmation

3

Next

33. select one security question and type the answer. Click on Next.

é

Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (1 of 3)

[ What was your first pet's name? v ]

[ )
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34. Select another security question and type the answer. Click on Next.

é
Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (2 of 3)

[ What's the name of the first school you ]

[ l

Next

35. Select the last security question and type the answer. Click on Next.

é
Now add security questions

Just in case you forget your password, choose 3 security
questions. Make sure your answers are unforgettable.

Security question (3 of 3)

[ What was your childhood nickname? v ]

[ ]
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36. Click on Next.

0 @ 0

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

Location
Get location-based experiences like directions and
weather. Let Windows and apps request your location and

allow Microsoft to use your location data to improve
location services.

@ v

Find my device

Turn on Find my device and use your device's location
data to help you find your device if you lose it. You must
sign in to Windows with your Microsoft account to use
this feature

@D v

Diagnostic data

Send info about the websites you browse and how you
use apps and features, plus additional info about device
health device artivitu and enhanced error renartinn

Learn more

37. Click on Next.

O ® O

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

20, Com i STeCo0, S0A O (0Dl D[S
Required diagnostic data will always be included when you
choose to send Optional diagnostic data.

m Include Optional

Inking & typing

Send optional inking and typing diagnostic data to
Microsoft to improve the language recognition and
suggestion capabilities of Microsoft apps and services.

Tailored experiences

Let Microsoft use your diagnostic data, excluding
information about websites you browse, to offer you
personalized tips, ads, and recommendations to enhance
your Microsoft experiences.

@D e
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38. Click on Accept.

Choose privacy settings for your
device

Microsoft puts you in control of your privacy. Choose your
settings, then select Accept to save them. You can change
these settings at any time.

Tailored experiences

Let Microsoft use your diagnostic data, excluding
) ) " information about websites you browse, to offer you
personalized tips, ads, and recommendations to enhance
your Microsoft experiences

@ v

Advertising ID

Apps can use advertising ID to provide more personalized
advertising in accordance with the privacy policy of the
app provider.

@@ v

Select Learn more for info on the above settings, how
Windows helps protect you from unsafe apps and web

content, and the related data transfers and uses.
~

Learn more ‘ pt

39. Now, the Windows 11 machine is ready, as shown in the screenshot below.

7/4/2023 =

m == Q Search mis [ D ; e a ~ EI’:‘G (D) S
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40. Open File Explorer window and click This PC in the left pane, then right-click on Local
Disk (D:) and click Format from the context menu.

Note: Drive letter may vary in your lab environment.
nd drives
Ica' Disk (C:) Local Disk (D:) DVD Drive (E:)
4 GB free of 433 GB © ED
= Open Enter
Open in new tab
(7 Open in new window
& Format...
s Pin to Quick access
s? Pin to Start
A2 Properties Alt+Enter
£7 Show more options Shift+F10

41. Format Local Disk (D:) window appears, leave the settings to default and click Start.

Capadty:
26.0 GB

File system
MTFS (Default)

Allocation unit size

4096 bytes

Valume |abel

Format Local Disk (D) >

Restore device defaults

Format options

B Cuick Format
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42. Warning pop-up appears click OK

Format Local Disk (D)

| WARMIMG: Formatting will erase ALL data on this disk.
=2 Toformat the disk, click OK, To quit, click CANCEL,

x

Cancel

43. In Format Complete message box click OK.

Formatting Local Disk (Dz)

Format Complete.

l! oK !l

44. Once the formatting of Local Disk (D:) is completed click Close.
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Format Local Disk (D)
Capacity:
26.0 GB

File system
MTFS (Default)

Allocation unit size

4096 bytes

Restore device defaults

Volume label

Pt

Format options

B Quick Format

Start

Close
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CT#10.2: Changing the Computer Name

1. Right-click Start icon and click on System.

Installed apps

Power Options

Event Viewer

Device Manager

Network Connections

Disk Management

Computer Management

Terminal

Terminal (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out >

Desktop

(H EE Q sexrch LOD-C8a ~ W

2. In the System properties window, click Advanced system settings.
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. — (] 4
Settings
o N System > About
w Local Account
Device ID
- c 1821F8D0-D3F6-4B99-8DE3-130D5A365843
Find a setting Q
Product ID
| 00330-80000-00000-AA220
Syst
& System System type
Bluetooth & devices 64-bit operating system, x64-based processor
Pen and touch
@ Network & internet No pen or touch input is available for this display
/ Personalization
Related links  Domain or workgroup ~ System protection
B Apps
[ Advanced system set'tings]
: Accounts
‘L, [Upslsdnglags == Windows specifications Copy ~
#® Gaming
Edition
K Accessibility Windows 11 Pro
- . Versii
W Privacy & security ersen
22H2
@ Windows Update Installed on
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3. In the Computer Name tab of the System Properties window, click Change.

System Properties *

Hardware Advanced System Protection Remote

‘Windows uses the following information to identify your computer
on the netwarl:.

Computer description: |
For example: "Kitchen Computer” or "Mary’s
Computer”.

Full computer name: DESKTOP-1DLZTZK

Worlgroup: WORKGROLUP

To use a wizard to join @ domain or workgroup, click

Network 1D Networl 1D....

To rename this computer or change its domain or

warkgroup, click Change. 2T

4. In the Computer Name field enter Finance-Dept and click OK.

Computer Mame/Dlomain Changes *

You can change the name and the membership of this
computer. Changes might affect access to networl: resources.

'[h'nnl ter name:

|| Finance-Dept|
Full computer name:
Finance-Dept
Mare...
Member of
() Domain:
(@) Worgroup:
|wo RKGROUP |
=
el
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5. When prompted to restart the system, click OK.

Computer Mame/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
programes,

6. You will be returned back to System Properties window, click Close

System Properties *

Computer Name  Hardware Advanced System Protection  Femote

[. Windows uses the following information to identify your computer
= onthe network.

Computer description:
For example: "Kitchen Computer” or "Mary’s
Computer”.

Full computer name: Finance-Dept

Workgroup: WORKGROUFP

Lgtli.-s:ﬂ? IIIEIJI_zard to join @ domain or workgroup, click Network 1D

To rename this computer or change its domain or
worlkgroup, click Change.

1. Changes will take effect after you restart this computer.

Cloge Cancel Apply
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7. You will be prompted to restart the system, click Restart Now.

F

Microsoft Windows >

You must restart your computer to apply these
changes

Before restarting, save any open files and close all proegrams.

| Restart Mow Restart Later

CT#10.3: Setting up IP address for Finance Dept
1. Launch VMWare Workstation.

2. Click on Admin Machine-1 virtual machine profile and click Edit virtual machine
settings.

T_'D Admin Machine-1 b

P> Power on this virtual machine
{ [[% Edit virtual machine settings

v Devices
Memory 4GB
i Processors 8
[\ Hard Disk (NVMe) 70GB
(=) CD/DVD (SATA) Using file C:\Use...
£ Network Adapter NAT
E USB Controller Present
<) Sound Card Auto detect
(=) Printer Present
=] Display Auto detect

¥ Description

re to enter a description of this virtual

~ Virtual Machine Details
State: Powered off

Configuration file: C:\Users\AbhinashMahanta\Documents\Virtual Machines\Windows 11 x64\Windows 11 x64.vmx
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available
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3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane,

click Custom: Specific virtual network radio button and select VMnet8 from dropdown,
click Add....

Virtual Mac

Hardware Options.

Device Summary
[E=IMemory 468

£ EProcessors 8

[\Hard Disk (NVMe) 70 GB

CD/DVD (SATA) ° Using file C:\Users.

(= Network Adapter Custom (VMnet8)
USB Controller Present

<)) Sound Card Auto detect
= Printer Present
[Ipisplay Auto detect

Add... Remove

Device status
Connected
Connect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
(O NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host

(®) Custom: Specific virtual network
VMnet8 (NAT) 3

() LAN segment:

LAN Segments....

OK | | Cancel

Advanced...

Help _1

4. The PrivateVS switch for internet purpose which is connected to PfSense External Firewall,
now we need one more switch that is InternalVS for Lan connection.

5. Select Network Adapter in left side pane and click Finish button.

Page 328

Hardware Type

What type of hardware do you want to install?

X

Hardware types:

Explanation

[—\Hard Disk
CD/DVD Drive
Floppy Drive
[ Network Adapter|
=] USB Controller
tl) Sound Card
@ Parallel Port
Serial Port
(=1 Printer
Generic SCSI Device
L, Trusted Platform Module

Add a network adapter.

Cancel
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6. The new Network Adapter will be added, select newly added Network adaptor, click
Custom: Specific virtual network radio button and select VMnetl. Then, click OK.

F
Hardware Qptions
Device Summary Device status
E=Memory 4GB Connected
IProcessors 8 Connect at power on
[=)Hard Disk (NVMe) 70 GB
CD/DVD (SATA) Using file C:\Users! Network connection
) Network Adapter Custom (VMnet8) (O Bridged: Connected directly to the physical network
Network Adapter 2 NAT
E‘ etwor oDIEr Replicate physical network connection state
B USB Controller Present
<) Sound Card Auto detect (O NAT: Used to share the host's IP address
%Printer Present () Host-only: A private network shared with the host
—IDisplay Auto detect (®) Custom: Speific virtual network
VMnet1 (Host-only) ~
() LAN segment:
LAN Segments... Advanced...
Add... Remove
Ganc

7.

In VMware Workstation, click Power on this virtual machine.

Help J

l__'l:' Admin Machine-1

[ P> Power on this virtual machine ]
@ Edit virtual machine settings

¥ Devices
Memory 4 GB
B Processors 8
[} Hard Disk (NVMe) 70 GB

CD/DVD (SATA)
0 Network Adapter
“£0 Network Adapter 2

B USB Controller Present
< Seund Card Auto detect
fé'.] Printer Present
[ pisplay Auto detect

¥ Description
Type here to enter a description of this virtual
machine.

Using file C:\Use...
Custom (VMnet8)
Custom (VMnet1)

~ Virtual Machine Details
State: Powered off

Configuration file: C:\Users\AbhinashMahanta\Documents\Virtual §
Hardware compatibility: Workstation 17.x virtual machine
Primary IP address: Network information is not available
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8. Login as Admin. after successful sign in, right-click on Network icon (lower right corner of
the desktop) and click Network and Internet Settings from the context menu.

83 Network and Internet settings

. - ENG 1:58 PM
Q Search B O & é =] AN BY 00

9. The Settings window opens, scroll down and click on Change adaptor options.

Settings - o &

® Admin Network & internet
[ Local Account
L_|:|;| No internet

|:| nd a setting Q

@ Properties o Data usage
Public network. 6 < 1MB, last 30 days
B system
9 Bluetooth & devices Etharmat
[;? Authentication, IP and DNS settings, metered network 2
| ¥ Network & internet
/ Personalization (D VPN 5
Add, connect, manage
B Apps
[ ] Proxy
o AR a2 Proxy server for Wi-Fi and Ethernet connections &
{, Time & language
&> Dial-up 5
#9 Gaming " Setup adial-up internet connection
)‘: Accessibility
‘% Advanced network settings N

View all network adapters, netwark reset

W Privacy & security

@ Windows Update

10. The Advanced network settings page appears; scroll down and click on More network
adapter options.

€ Settings - o &
®  Admin === > Advanced network settings
wr Local Account
Data usage >

Find a setting a
B system Hardware and connection properties >
@ Bluetooth & devices

. Network reset 5

| ¥ Network & internet Reset all network adapters to factory settings
/ Personalization
‘ As Related settings
: Accounts More network adapter options @
"L’ Time & language
& Gaming Windows Firewall @
'K Accessibility
g
W Privacy & security @ Gethelp
&7 Give feedback
@ Windows Update
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11. Network Connections window opens, we have added two hardware virtual switch, so there
are two adaptors will visible here, choose first one (here Ethernet 0 in your case switch
number is different) right-click on Ethernet 0 switch, select Properties from the context

menu.

Note: The Name of Unidentified network may vary.

@ Network Connections = a
v E-" <« Metwork and Intern... » MNetwork Connections » w ] Search Metwork Connections
Organize + Disable this network device Diagnese this connection Rename this connection 8-~ [
-". Ethemnet0 W~ Ethemetl
P Unidentifi % Disable lentified network
=l Intel(R) 82! I(R) 82574L Gigabit Network C...
Status
Diagnose

#, Bridge Connections

Create Shortcut

e &

Rename

Properties I

12. Ethernet adapter Properties window appears; and select Internet Protocol Version 4
(TCP/IPv4) and click Properties.
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E‘J Ethernet 2 Properties
Networking

Connect using:
I? Microsoft Hyper-V Networc Adapter #2

This connection uses the following items:

x

£33 Cliert for Microsoft Networks

3 Npcap Packet Driver (NFCAF)
’3? MNpcap Packet Driver (NPCAP) (Wi-Fi)
4= Q05 Packet Scheduler

’:]? File and Printer Sharing for Microsoft Networks

Install... Uninstall

Description

across diverse interconnected networks,

oK

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocal that provides communication

Cancel

1
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13. Select Use the following IP address and Use the following DNS server addresses radio
buttons, and type the following values as shown in the screenshot and click OK.

IP address: 20.20.10.10

Subnet mask: 255.255.255.0
c. Default gateway: 20.20.10.53
d. Preferred DNS server: 20.20.10.19
e. Alternate DNS server: 8.8.8.8

Note: Once you click on OK button if Networks section appears on the right side of the
desktop screen, and then click Yes.

Internet Protocel Version 4 (TCP/1Pvd) Properties >

General

You can get IP settings assigned automatically it vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 20,20 .10 . 10 |
Subniet mask: | 255 .255.255. 0 |
Default gateway: | 20 .20 . 10 .53 |

Obtain DMS server address automatically

(®) Use the following DS server addresses:

Preferred DMS server; | 20 .20 .10 . 19 |

Alternate DMS server: | 4 .8 .8 .8 |

[ ]validate settings upon exit
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14. Click Close to close the Ethernet Properties window.

U Ethernet2 Properties

Metwaorking

Connect using:

This connection uses the following tems:

B Microsoft Hyper-V Network Adapter #2

Configure...

a Client for Microsoft Metwors

T3 Npcap Packet Driver (NPCAP)

Q05 Packet Scheduler

£

T File and Printer Sharing for Microsoft Networks
]? MNpcap Packet Driver (NPCAP) (Wi-Fi)

4 Intemet Protocal Version 4 (TCP/IPv4)
O 4 Microsoft Network: Adapter Multiplexor Protocal W

>

Install... Uninstall

Description

netwaork.

Allows your computer to access resources on a Microsoft

Properties

Close

Cancel

15. Now, check whether Finance-Dept is installed and working properly.
Note: Map CND-Tools folder to finance dept following CT#9.8
CT#10.4: Installing Adobe Acrobat Reader
Navigate to Z:\CND-Tools\Lab Prerequisites\ Adobe Reader folder

1.

2
3.
4

Alternatively, you may download the latest version of Adobe Reader Adobe website

Double-click .exe to begin the installation

Follow wizard-driven installation steps and complete the install by choosing default options

throughout the installation process

CT#10.5: Installing WinRAR
Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder

1.

AR
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Alternatively, you can also download the latest version of WinRAR from Vendor

Double click on .exe to begin the installation
WinRAR setup window appears
In the WinRAR 5.10 setup window, click Install
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6. Complete the install by choosing defaults throughout the installation process

7. After completing the installation, the installation location of WinRAR files window opens
automatically

8. Close the window
CT#10.6: Installing Web Browsers

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Web Browsers folder

3. TFollow wizard-driven installation steps and install Firefox and Chrome web browsers

4. You can also download latest version of web browsers from respective vendors
CT#10.7: Installing Notepad++

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Notepad++ folder and double-click .exe file

3. Follow the wizard-driven installation steps, to install Notepad++

4

You can also download latest version of Notepad++ from its vendor site

CT#10.8: Enabling Remote Desktop Connection

1. Navigate to Settings > System > Remote Desktop and toggle the “Enable Remote
Desktop” button to ON.

CT#11: Configuring Ubuntu Linux Guest OS as Operation Dept
CT#11.1: Installing Ubuntu Linux as Operation Dept

1. Click on Operation Dept virtual machine in VMware Workstation and click Power on this
virtual machine.

2. Ubuntu virtual machine starts booting with the provided source. Choose preferred language
on the left hand-side and click Install Ubuntu in the Welcome screen.

3. Preparing to install Ubuntu wizard appears, check the check box as shown in the screenshot
and click Continue.

4. Leave default selection of keyboard layout and click continue.
5. Select Normal Installation option and click Continue.

6. In Installation type, choose Erase disk and install Ubuntu radio button and click Install
Now

7. Write the changes to disks poop-up appears, click Continue

8. Where are you screen appears, choose the location or leave the settings to default and click
Continue

9. Keyboard layout screen appears, leave the settings to default and click Continue
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10. Who are you screen appears, type Bob in Your name field. The corresponding fields Your
computer’s name and Pick a username are auto filled. Type user@123 in Choose a password
and Confirm your password fields and click Continue

11. Ubuntu installation will start, wait till you get the Ubuntu login screen as shown the
screenshot below:

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

w Copyingfiles...

12. Click Restart Now button, once the installation is completed. Login screen appears, type
uset@]123 in the Password field and press Enter.

Installation Complete

r @ Installation is complete. You need ko restart the computer in order to use the new installation.

Restart Now
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13. If Keyboard Shortcuts pop-up appears click Close.

Mot listed?

14. Once Successful login you will see Online Accounts window, click Skip.

Online Accounts Skip

Connect Your Online Accounts

Connect your accounts ko easily access your
online calendar, documents, photos and more.

Ubuntu Single Sign-On

Nextcloud

G Google

[ ’
= Microsoft

15. Click Next on Help improve Ubuntu window.

Previous Help improve Ubuntu Next

Help improve Ubuntu

Ubuntu can report information that helps developers
improve it. This includes things like the computer
model, what software is installed, and the approximate
location you chose (Asia/Kolkata).

Show the First Report Legal notice

Would you like to send this information?

Yes, send system info to Canonical

O No, don't send system info
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16. Click Next on welcome to ubuntu window.

Previous Welcome to Ubuntu Next

Privacy

Location Services

Allows applications to determine your geographical location. An
indication is shown when location services are in use.

Uses Mozilla Location Service: Privacy Policy

17. Click Done on Ready to go window to continue with Ubuntu.

Previous Ready to go Done

You're ready to go!

You can use “Software” to install apps like these:

18. Once Successful login you will see desktop as shown in following screenshot.

Activities Sep 16 18:50
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19. Login with user name as Alice and password as user@]123.

20. Navigate to Wired Connection icon from right upper side corner of desktop and select
Wired connecting.

= Wired Connecting

-~ Alice

21. Wired Connecting option will expand select Wired Settings.

Wired Connecting

Turn OFff

Wired Settings
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22. Network window will open, click setting icon as shown in following screenshot.

Wired

10000 Mb/s

VPN

Nok set up

Network Proxy

+

OFf

23. Wired window will open select IPv4 tab check manual radio button and enter following
details in Address section.

Address: 10.10.10.50

Netmask: 255.255.255.0

Gateway: 10.10.10.1

Details Identity IPv6 Securiky
IPv4 Method Automatic (DHCP) Link-Local Only
Addresses
Address Metmask
10.10.10.50 255.255.255.0 ] W
]
DNS Automatic (i)
(s.8.8888.4.4
Separate |P addresses with comn
Routes Automatic I]
Address Metmask Gateway Metric
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24. Click toggle button off/on to refresh the network connection as shown in following
screenshot.

r— .
Wired +
Connected - 10000 Mb/s Lk

| .

25. Close Network window.
CT#11.2: Add User to Operation Dept

1. Click on Activities in the left corner of the desktop; type user in the search box and select
Users.

Activities Jun7 23:05

Settings

Ubuntu Software
15 more

Xfce Panel Profiles
Mugshot Lightweigh
Glade

Account details

- -

Light Locker Settings

2. 'The Users panel opens; click Unlock button.

Details

& Unlock

4+ About

(O Date&Time

alice
*

% Default Applications

Logged in
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3. The Authentication required pop-up appears. Once you type the password user@123, the

Unlock button turns to Add Uset...

23:07

Jun7

alice

LTy

Automatic Login

ast Login

Logged in

4. Click on Add User to open the panel and select Account type as Standard with user full
name Smith and username smith. Select Set a password now and type user(@123. Then,

click Add.

Cancel

Standard

ill be used to name vour h

St
nange

Password

O Set a password now

eszecnes |

Allow user to set a password when they next login

Administrator

confin | eeeeeeee)

5. Once you click Add, the user Smith will be created.
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6. Now log in as user Alice.

S

Not listed?

7. Open the terminal and type sudo gedit /etc/sudoers and press Enter. If you encounter a
password prompt, type user@123.

[+1 alice@alice-Virtual-Machine: ~/Desktop

$ sudo gedit /etc/sudoers
[sudo] password for alice:

F; sudoers

# This file MUST be edited with the 'wvisudo' command as reot.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.

#

# See the man page for details on how to write a sudoers file.

#

Defaults env_reset

Defaults mail_badpass

Defaults secure path="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/snap/
bin"

# Host alias specification
# User alias specification
# Cmnd alias specification
# User privilege specification

root AlL=(ALL:ALL) TLL
smith ALL=(ALL) ALL

# Members of the admin group may gain root privileges
sadmin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
%sudo ALL=(ALL:ALL) ALL

# See sudoers(5) for more information on "#include" directives:

#includedir setc/sudoers.d
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CT#12: Configuring Security Onion Guest OS as Admin Machine-2
CT#12.1: Installing Security Onion as Admin Machine-2

1. Launch VMWare and Power on Admin Machine-2 virtual machine virtual machine profile
in VMware Workstation.

2. The security Onion setup starts click Yes.

3. Select Install option in the setup window and click Ok.
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4. Type AGREE in the setup window and click Ok.

5. Enter securityonion as host name and click Ok.

6. Select Use Anyway in the setup window to proceed.
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7. Setup prompts for selecting the management NIC Select eth0
] Security Onion Setup - 2.3.258 |

Please select your management NIC:

() ethB B2:15:5d4:81:38:a4 Link UP
( ) ethl B82:15:5d4:81:38:a5 Link UP

<0k> <Cancel>

8. Setup prompts for selecting the management NIC Select eth0

{ Security Onion Setup - 2.3.250 |
Choose how to set up your management interface:

(%) STATIC Set a static IPv4 address
( ) DHCP Use DHCP to configure the Management Interface

<Cancel>

9. Type 10.10.10.79/24 as IPv4 address for security Onion installation

| Security Onion Setup - 2.3.258 |
Security Onion installation?

Please enter the IPv4 address with CIDR mask
(e.qg. 192.168.1.2/24):

18.18.18.7924

<0k> {Cancel>

What IPv4 address would you like to assign to this
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10. Type 10.10.10.1 as gateways IPv4 address.

11. Type 8.8.8.8,8.8.4.4 as DNS servers separated by commas.

12. Leave default DNS search domain and click Ok.

13. Select Ok to proceed with the installation.
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14. Select Standard for How should this manager be installed? and click Ok.

{ Security Onion Setup - 2.3.258 |
How should this manager be installed?

Standard This manager has internet accesss

Airgap This manager does not have internet access

<0k> {Cancel>

15. Select Direct as How would you like to connect to internet? To connect directly to the internet
and click Ok.

| Security Onion Setup - 2.3.258 |

How would you like to connect to the Internet?

“Direct” - Internet requests conmect directly to the Internet.

“"Proxy" - proxy the traffic for git, docker client, wget, curl, yum,
and various other SO components through a separate server in your

environment .
Proxy
<Cancel>

16. Select ethl as monitoring interface and click Ok.

1 Security Onion Setup - 2.3.250 |
Please add NICs to the Monitor Interface:

[*] ethl B82:15:54:89:cc:8d Link UP

<Cancel>

Page 347 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Lab Setup Guide Ec-cn“ncil

17. In Choose OS patch schedule select Automatic and click Ok.

| Security Onion Setup - 2.3.250 }|
Choose 03 patch schedule.

This schedule will update the operating system packages but will NOT
update Security Onion related tools such as Zeek, Elasticsearch,
Kibana, SaltStack, etc.

(%) Automatic Updates installed every 8 hours if available
( ) Manual Updates will be installed manually

( ) Import Schedule Import named schedule on following screen
( ) New Schedule Conf igure and name new schedule on next screen

<Cancel>

18. Enter 10.10.10.1/8, 192.168.1.0/16, 172.16.0.0/12 and click Ok.

{ Security Onion Setup - 2.3.258 |
Enter your home network(s), separating CIDR blocks with a comma (,):

14.18.18.1,8,192.168.1.8-,16,172.16.8.8-/12

<Cancel>

19. Select all the optional services to be enabled and click Ok.

| Security Onion Setup - 2.3.258 |
Choose optional services to be enabled for this installation. Be aware
that the more services you enable the more RAM that is required.

[+] GRAFANA Enable Grafana for system monitoring
[«] OSQUERY Enable Fleet with osquery

[+=] WAZUH Enable Wazuh

[#] PLAYBOOK Ewnable Playbook

[+«]1 STRELKA Enable Strelka

<Cancel>
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20. Select Yes for Do you want to keep the default Docker IP range?

21. Type the email address for the administrator account for the web interface.

22. Enter and re-enter the password for the administrator account email address.

23. Select IP option to access the web interface.
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24. Select No for configuring ntp servers

25. Select Yes to run so-allow to allow other machines to access security Onion via web
interface

26. Type 10.10.10.2 as Ip address to allow web access to Admin Machine.

27. Click Yes in the Installation summary window to proceed with Security Onion installation.

Page 350 Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender =
Lab Setup Guide Ec'co“ncll
CT#12.2: Configuring Security Onion as Admin Machine-2

1. Once the Security Onion is installed successfully, login screen appears. Login as Sam give

password as admin@123 and press Enter

Cent0S Linux 7 (Core)
Kernel 3.18.8-1168.98.1.e17.x86_64 on an xB6_64

securityonion login: =am
Password:
Last login: Thu Jan 4 87:41:22 on ttyl

Access the Security Onion web interface at http=:--18.18.18.79
(You may nmeed to run so-allow first if you haven't yet)

[samPsecurityonion ~1$ sudo su
[sudo]l password for sam: _

2. Type Sudo Su and press Enter when asked for password enter admin@123 and press
Enter.

Cent03 Linux 7 (Core)
Kernel 3.18.8-11668.98.1.el17.x86 64 on an =86 64

zecurityonion login: sam
Password:
Last login: Thu Jan 4 87:41:22 on ttyl

ficcess the Security Onion web interface at https:--18.18.18.79
(You may need to run so-allow first if you haven't yet)

[sam@securityonion ~15 sudo su
[zudo] password for =zam:

3. Type so-allow to allow roles for the IP. Type a and press Enter. for Please enter your
selection.

[rootPzecurityonion saml#t =o-allow
Chooze the role for the IP or Range you would like to allow

[al - Analyst - 88.tcp. 443-tcp

[b] Logstash Beat - 5H44.-tcp

[e] Elasticsearch REST APl - 928H8.-1cp

[f1 Strelka frontend - 5V314-tcp

[o] Osquery endpoint - 8898.-tcp

[=] Syslog device - 514.-tcprudp

[w] Wazuh agent - 1514-tcprudp

[p] Wazuh API - 55HHB.-1cp

[r] Wazuh registration =zervice - 1515-1cp

Flease enter your selection: a_

4. Type so-allow and allow with b,e,w,p and r options for 10.10.10.2
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5. Type so-allow and allow with w,p and r options for 10.10.10.16

CT#13: Configuring OSSIM Server Guest OS as OSSIM Server
CT#13.1: Installing OSSIM Server

It is recommended that you have a system with at least 16 GB of RAM. Before starting installation
of OSSIM virtual machine, ensure that you have set RAM to 4096 MB, no. of virtual CPU to 4,
network interface to Internal and hard disk to 20 GB

6. Launch the OSSIM Server VM. OSSIM virtual machine starts booting with the provided
source.

7. ALIEN VAULT OSSIM setup wizard appears, choose AlienVault OSSIM 5.2.5 (64 Bit)
option and press Enter.

Note: The screenshots might differ if you have downloaded the latest version of AlienVault

OSSIM
ALIEN VAULT OSSIM
Install Ali 4 Bit)
nsta i an It Se hd B
Prezzz [Tabl to it opbionz
#lpztall DSSI
http://www.alienvault.com
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8. Select a language screen appears. Select your language and click Continue.

Select a language

Language:

Chinese (Traditional) -
Croatian -
Czech -
Danish -
Dutch -
Dzongkha -
English

Esperanto -
Estonian -
Finnish -
French -
Galician -

Georgian -

Garman

Screenshot

#tatus: Running |

ALIEN VAULT OSSIM

Choose the language to be used for the installation process.
default language for the installed system.

()
Hrvatski
Cestina
Dansk
Nederlands

Bl

English

Esperanto ]
Eesti

Suomi
Francais
Galego

Jammgomo
Neauterh

- k

The selected language will also be the

[ Go Back II[ Continue ll

o
9. Select your location screen appears. Select your country and click Continue.
- L3

ALIEN YAULT OSSIM

Select your location

The selected location will be used to set your time zone and also for example to help select the system

locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not

listed.

Country, territory or area:

India ]

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa

Zambia
Zimbabwe
other

Screenshot

u d Kingdom
[oreasiore,

Go Back I“ Continue ]l

Page 353

Certified Network Defender Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Lab Setup Guide

EC-Council

10. Configure the keyboard window appears. Select your preferred language and click Continue.

-

\'4

ALIEN YAULT OSSIM

Configure the keyboard

Keymap to use:

American English

Albanian

Arabic

Asturian
Bangladesh
Belarusian
Bengali

Belgian

Bosnian
Brazilian

British English
Bulgarian
Bulgarian (phonetic layout)
Burmese
Canadian French

L3

Canadian Multilinaual &
Screenshot [ Go Back ] I Continue l

11. Configure the network window appears. Enter 10.10.10.14 in the IP address: field and click

Continue.

Note: IP may differ if you have chosen a different IP while configuring OSSIM.

\'4

ALIEN VAULT OSSIM

Configure the network

The IP address is unique to your computer and may be:

*four numbers separated by periods (IPv4);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as "/24").

If you don't know what to use here, consult your network administrator.
IP address:

Ly

|[10.10.10.75) |

Screenshot

Go Back ”[ Continue ]l
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12. Netmask: screen appears. Ensure the mask is set to 255.255.255.0 and click Continue.

ALIEN VAULT OSSIM

Configure the network

The netmask is used to determine which machines are local to your network. Consult your network

Netmask:

[ I

administrator if you do not know the value. The netmask should be entered as four numbers separated
by periods.

Screenshot |

[ Go Back || Continue |

13. Gateway: screen appears. Ensure that gateway is set to 10.10.10.1 and click Continue

-

k

ALIEN VAULT OSSIM

Configure the network

The gateway is an IP address (four numbers separated by periods) that indicates the gateway router,
also known as the default router. All traffic that goes outside your LAN (for instance, to the Internet) is
sent through this router. In rare circumstances, you may have no router; in that case, you can leave this
blank. If you don't know the proper answer to this question, consult your network administrator.
Gateway:

[ |

Screenshot |

Go Back || Continue |
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14. Name server addresses: screen appears. You can enter the DNS server address, or you can
leave the field default and click Continue.

ALIEN YAULT OSSIM

Configure the network

The name servers are used to look up host names on the network. Please enter the IP addresses (not
host names) of up to 3 name servers, separated by spaces. Do not use commas. The first name server in
the list will be the first to be queried. If you don't want to use any name server, just leave this field blank
Name server addresses:

|[3.3.3.a |

|. Screenshot |

e

[ GoBack .|| Continue |

15. Wait until the network configuration is completed.

ALIEN VAULT OSsSIM

Configure the network

Detecting link on etho; please wait

Cancel .|
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16. Set up users and passwords screen appears. Enter toor in Root password: and Re-enter
password to verify fields and click Continue.

Note: You can type any password of your choice.

-

ALIEN VAULT OSSIM

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is

not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password:

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

(o000 | ]

Screenshot | [ GoBack || Continue |

17. Configure the clock screen appears. Select your preferred time zone and click Continue

= L3

ALIEN VAULT OSSIM

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana

Samoa

Screenshot | Go Back |
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18. It will take some time to complete the configuration, wait until it finishes.

\'4

ALIEN VAULT OSSIM

Install the base system

Preparing to configure console-setup (amd64)

19. Once configurations are completed, the ALIEN VAULT screen appears as shown in the
screenshot. Restart the machine.
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20. After restart wait for the login screen to appear, and enter root as the username and press
Enter key then type toor as password and press Enter.

Note: The password that you have set at step 20 in this Configuration Task.

Aliertault Setup
AlienYault Setup

ystem Pry

Configure Sensor

Maintenance & Troubleshooting
Jailbresk System

Support

About this Installation
Reboot Appliance

Shutdown Appliance

Aply 211 Changes

[N SR o ]

ault web inter 3 the following
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CT#13.2: Configuring OSSIM Server Web Interface

Launch Admin machine-1 and login with the user name as Admin, password as admin@]123.

1. Launch any browset, and type https://[IP address of the OSSIM machine], in the address

bar and press Enter.

Note: In this lab setup, we are using chrome browser, if you are using different browser
then screenshots may vary. The OSSIM machine is running on 10.10.10.75.

v @ NewTab x o+
C @ https//10.1010.75

® https://10.10.10.75

Q  https://10.10.10.75 - Google Search

Google

Q  Search Google or type a URL U
= 4
Web Store Add shortcut
# Customize Chrome
1 = 4151 AM
& [ ] 0 Search = Q - o ﬁ G @ A O 1/3/2024

2. Your connection is not private page appears, click ADVANCED.

v Privay error x o+

A

(  Advanced

€ 3 G  ©Notsecure hips//10.101075

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.75 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

0 search

Back to safety

LO-L€Bele A D e
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3.

4.
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Click Proceed to [IP Address of the OSSIM machine| (unsafe) link. Here the IP address of
the OSSIM machine is 10.10.10.79.

Tv Privacy error X = a X

€ 5 €  © Notsecure htsps//10.10.10.75 * O &

7\

Your connection is not private

Attackers might be trying to steal your information from 10.10.10.75 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

| Hide advanced | Back to safety

This server could not prove that it is 10.10.10.75; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration oran
attacker intercepting your connection.

Proceed to 10.10.10.75 (unsafe)

a4 Al = 459 AM
Mostly sunny. [ [} L Search [ D - e ﬁ e @ ~ G 1/3/2024 2]

Welcome screen appears. Fill all the * marked fields, and click START USING
ALIENVAULT as shown in the screenshot. Here we have used Administrator in FULL
NAME field; we have set the password as qwerty@123 and email as cnduserl @gmail.com

Welcome

Congratulations on choosing AlienVault as your Unified Security Management tool. Before using your AlienVault, you will need to create an
administrator user account

If you need more information about AlienVault, please visit AlienVault.com.

Administrator Account Creation

Create an account to access your AlienVault product.

* Asterisks indicate required fields

FULL NAME * I.ﬁdmlnlstratar |

USERNAME *

PASSWORD * [frerene ‘
|strong

CONFIRM PASSWORD | """"" ‘

strong
E-MAIL " [endusert @gmai.com |
COMPANY NAME ey |
LOCATION |unteo states | — View Map

DShare anonymous usage statistics and system information with AlienVault to help us make USM better. Leam More

START USING ALIENVAULT
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5. Login page appears. Enter admin in USERNAME field, qwerty123 in PASSWORD field
and click LOGIN.

@ AlienVault OSSIM [alienv: x W%

= C' | B betps://10.10.10.14/ossim/session/login.php

\'4

ALIEN VAULT OSSIM

alienvault 101010 14

USERNAME admin

PASSWORD

6. Welcome to the AlienVault OSSIM Getting Started wizard appears; click Start.

[#] Alienvault OSsIM

<« C' | B b#s://10.10.10.14/0ssim/wizard/

X

Welcome to the AlienVault OSSIM Getting Started Wizard

‘You are about to use this wizard to configure the critical security capabilities provided by AlienVault O55IM.

4 Monitor Network 3 Collect Logs & Monitor Assets
Monitor asset logs and alarm on

Configure interfaces and monitor

network traffic for threats OSSIM will parform a discovery scan suspicious activity

o detect assets

Discover Assets

(©)—-
+

ey

=/ “

~ B
EHCE g o=

Once done you'll e ready to use Alienvault OSSIM. Now, go forth!

Skip AlienVault Wizard
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CT#14: Configuring Ubuntu Linux Guest OS as Attacker Machine
CT#14.1: Installing Ubuntu Linux as Attacker Machine

1. launch Attacker Machine VM from VMware. Ubuntu virtual machine starts booting with
the provided source. Choose preferred language on the left hand-side and click Install
Ubuntu in the Welcome screen.

ubuntu®

Install Ubuntu

2. Preparing to install Ubuntu wizard appears, check the check box as shown in the screenshot
and click Continue.

Install

Espaiiol

Esperanto
Euskara
Francais
Gaeilge
Galego
Hrvatski
islenska
Italiano
Kurdi
Latviski
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3. Leave default selection of keyboard layout and click continue.

Fanstall

Keyboard layout

Choose your keyboard layout:

EnGUSh (GRana]
English (Nigeria) English (US) - Cherokee

English (south Africa) English (US) - English (Colemak)

En lish (UK) English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.)

ESDET_BNO English (US) - English (Dvorak, intl., with dead keys)
Estonian English (US) - English (Dvorak, left-handed)
Faroese English (US) - English (Dvorak, right-handed)
Filinino -

Type here to test your keyboard

Detect Keyboard Layout

Quit Back Continue

4. Select Normal Installation option and click Continue.

Install

[

Updates and other software

What apps would you like to install to start with?
lo Normalinstallation ]

Web browser, utilities, office software, games, and media players.
Minimal installation

Web browser and basic utilities.

Other options

Not available because there is no Internet connection.

Install third-party software for graphics and Wi-Fi hardware and additional media Formats

This software is subject to license terms included with its documentation. Some is proprietary.

Quit Back

5. In Installation type, choose Erase disk and install Ubuntu radio button and click Install
Now

Install

Installation type

This computer currently has no detected operating systems. what would you like to do?

{ ° Erase disk and install Ubuntu ]

‘Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems.

Encrypt the new Ubuntuinstallation for security
You will choose a security key in the next step.

Use LVM with the new Ubuntu installation
This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing.

Something else
‘You can create or resize partitions yourself, or choose multiple partitions for Ubuntu.

Quit Back Inskall Now

6. Write the changes to disks poop-up appears, click Continue
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7. Where are you screen appears, choose the location or leave the settings to default and click
Continue

Install

Where are you?

New York

8. Keyboard layout screen appears, leave the settings to default and click Continue

Install (as superuser)

Keyboard layout

Choose your keyboard layout:

English (Ghana) nglish (US

English (Nigeria) English (US) - Cherokee

English (South Africa) English (US) - English (Colemak)

English (UK) English (US) - English (Dvorak alternative international no dead keys)
e English (us)-English (Dvorak)

Esperanto English (US) - English (Dvorak, international with dead keys)
Estonian English (US) - English (Macintosh)

Faroese English (US) - English (Programmer Dvorak)

Filipino English (US) - English (Us, alternative international)

| Type here to test your keyboard

Detect Keyboard Layout

9. Who are you screen appears, type Bob in Your name field. The corresponding fields Your
computer’s name and Pick a username are auto filled. Type user@123 in Choose a password
and Confirm your password fields and click Continue
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10. Ubuntu installation will start, wait till you get the Ubuntu login screen as shown the
screenshot below:

Install

Welcome to Ubuntu

Fast and full of new features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out for...

~ Copyingfiles...

11. Click Restart Now button, once the installation is completed. Login screen appears, type
user@]123 in the Password field and press Enter.

Installation Complete

*@ Installation is complete. You need to restart the computer in order to use the newinstallation.

Restart Now

12. If Keyboard Shortcuts pop-up appears click Close.

Mot listed?
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13. Once Successful login you will see Online Accounts window, click Skip.

Online Accounts skip

O

Connect Your Online Accounts

Connect your accounts ko easily access your
online calendar, documents, photos and more.

m Ubuntu Single Sign-On
ﬁ
L&

Google

a Nextcloud

]
H Microsoft

14. Click Next on Help improve Ubuntu window.

Previous Help improve Ubuntu Next

Help improve Ubuntu

Ubuntu can report information that helps developers
improve it. This includes things like the computer
model, what software is installed, and the approximate
location you chose (Asia/Kolkata).

Show the First Report Legal notice
Would you like to send this information?

Yes, send system info to Canonical

° No, don't send system info

15. Click Next on welcome to ubuntu window.

Previous Welcome to Ubuntu Next

Privacy

Location Services

Allows applications to determine your geographical location. An
indication is shown when location services are inuse.

Uses Mozilla Location Service: Privacy Policy

16. Click Done on Ready to go window to continue with Ubuntu.

Previous Ready to go

You're ready to go!

You can use “Software” to install apps like these:
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17. Once Successful login you will see desktop as shown in following screenshot.

Activities Sep 16 18:50

CT#14.2: Setting up IP address for Attacker Machine

1. Launch VMWare start Attacker VM, Login with user name as Bob and password as
user@123.

2. Navigate to Wired Connection icon from right upper side corner of desktop and select
Wired connecting.

= Wired Connecting

-~ Alice

@
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3. Wired Connecting option will expand select Wired Settings.

Wired Connecting

Turn OFf
Wired Settings

Alice

4. Network window will open, click setting icon as shown in following screenshot.

Wired +
10000 Mb/s B
VPN +
Not set up
Network Proxy OFF | 1%

5. Wired window will open select IPv4 tab check manual radio button and enter following
details in Address section.

Address: 10.10.10.50
Netmask: 255.255.255.0
Gateway: 10.10.10.1

Cancel

Details Identity IPv6 Security
IPvd4 Method Automatic (DHCP) Link-Local Only
Addresses ?
10.10.10.50 255.255.255.0 10.10.10.1 W
DNS p automatic (i)
(eesssead | |
Routes Automatic n
—
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6. Click toggle button off/on to refresh the network connection as shown in following
screenshot.

Wired oI

Connected - 10000 Mb/s Lk

7. Close Network window.
CT#14.3: Configuring Hosts file
1. Press Alt+Ctrl+t to open terminal window.
2. Type command sudo gedit /etc/hosts and press Enter. If prompts for password type
user@123

bob@bob-Virtual-Machine: ~

$|sudo gedit /etc/hosts]}

3. The hosts file opens in Geditor. Add hostname with IP address as given below.

10.10.10.16 www.luxurytreats.com

1127.0.0.1 localhost

2127.0.1.1 bob-Virtual-Machine

3

4 # The following lines are desirable for IPv6 capable hosts
5221 ip6-localhost ip6-loopback

6 fe00::0 ip6-localnet

7 ff00::0 ip6-mcastprefix

8 ffe2::1 ip6-allnodes

9 ffe2::2 ip6-allrouters

4. Save the file.
CT#14.4: Creating files in Attacker Machine

1. Once login to Attacker machine, press Ctrl+Alt+t to open terminal, type gedit wrd.txt
and hit Enter. If prompt for password enter password user@123.

bob@bob-Virtual-Machine: ~

:~4 gedit wrd.txtl

LI

2. The Gedit editor opens, type following list of username and click Save, close the file.
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Admin
User
Smith
Test

Administrator

*wrd.txt

1 Admin

2 user

3 smith

4 Test

5 Administrator

3. Type gedit pwd.txt and hit Enter. If prompt for password enter password user@123.

bob@bob-Virtual-Machine: ~

S|gedit pwd,txtl

4. The Gedit editor opens, type following list of username and click Save, close the file.
user@]123

test@123

test12

admin@123

smith@123

*pwd.txt

1 user@l23
2 test@lz3
3 testl?2

4 admin@123
5 smith@123]

CT#15: Set Time Zone
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CT#15.1: Set Time Zone of VMs
1. Navigate to Date and Time Settings to ensure that all VMs’ Time zone configuration is
consistent.
CT#16: Disable Real-time Protection

1. Launch Admin Machine-1 and log in with username as Admin and password admin@123.

2. Press Windows key + Ron the keyboard shortcut to open the Run command,
type gpedit.msc and click OK.

=7 Type the name of a program, folder, document, or Internet
=1 resource, and Windows will cpen it for you,

Open: I| gpedit.msd| \'I|

Cancel Browse...

£ Type here to search

3. The Local Group Policy Editor window opens.

= Local Group Policy Editor
File Action View Help
LG 2l REREY 4

=/ Local Computer Policy =/ Local Computer Policy
v & Computer Configura
| Software Settings
1 Windows Setting
| Administrative Te
v 42, User Configuration
| Software Settings|
| Windows Setting
| Administrative Tg

Select an item to view its description.  Name
i Computer Configuration
16 User Configuration

-
W

\ Extended /(Standard
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4. Navigate to Computer Configuration > Administrative Templates > Windows Components
> Windows Defender Antivirus

=[ Local Group Policy Editor = O *
File Action View Help
L AW (NETN 7 Bo: 1 4
| Software Protection Platform A e P S ]
Sound Recorder N . X
< 5, Select an item to view its description.  Setting )
| Speech
“| Store | Client Interface
| Sync your settings | Exclusions
Tablet PC | MAPS
Task Scheduler | MpEngine
| Text Input | Network Inspection System
| Windows Calendar | Quarantine
~| Windows Color System _| Real-time Protection
Windows Customer Experience | | Remediation
I Windows Defender Antivirus I “ Reporting
| Client Interface “ Scan
-1 Exclusions “| Security Intelligence Updates
| MAPS | Threats
| MpEngine i | Windows Defender Exploit Guard
| Network Inspection System . .
Allow antimalware service to startup w
| Quarantine
. Turn off Windows Defender Antivirus
_| Real-time Protection = X .
“ Remediation \iz| Configure local administrator merge b
| Reporting =| Turn off routine remediation
=l Nefine addrarcar +a hismare nravie rame
| Scan ] o <
< > | Extended [ Standard
10 setting(s)

5. Select Real-time Protection and double-click the Turn off real-time protection in the

right-side pane.

E—Local Group Policy Editor

File Action

I

View Help

|7
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~| Software Protection Platform

Sound Recorder
Speech

| Store

Sync your settings

| Tablet PC

~| Task Scheduler

| Text Input

| Windows Calendar

“| Windows Coler System

“| Windows Customer Experience |
| Windows Defender Antivirus

I Client Interface
1 Exclusions

< MAPS
MpEngine

L

Network Inspection System

Quarantine

~ Remediation
“ Reporting
“ Scan
“ Security Intelligence Updates
~ Threats

Windows Defender Exploit G

“| Windows Defender Application |
| Windows Defender Exploit Guan
| Windows Defender SmartScreen
“| Windows Error Reporting

| Windows Game Recording and |

Windows Hello for Business
Windows Ink Workspace

[ Windows Installer

~

Real-time Protection

Turn off real-time protection

Edit policy setting

Requirements:
At least Windows Vista

Description:

This policy setting turns off real-time

protection prompts for known
malware detection.

Windows Defender Antivirus alerts

you when malware or potentially

unwanted software attempts to install

itself or to run on your computer.

If you enable this policy setting,
Windows Defender Antivirus will not
prompt users to take actiens on
malware detections.

If you disable or do not configure

this policy setting, Windows Defender

Antivirus will prompt users to take
actions on malware detections.

Turn on behavior monitoring Not confi
Scan all downloaded files and attachments Mot confi
Monitor file and program activity on your computer Not confi

=| Turn en raw velume write notifications Mot confi
Turn on process scanning whenever real-time protectionis...  Not confi
Define the maximum size of downloaded files and attachme... Mot confi
Configure local setting override for turn on behavior monito...  Not confi

2] Configure local setting override for scanning all downloade... Mot confi
Configure local setting override for menitoring file and prog... Mot confi
Configure local setting override to tum on real-time protecti... Not confi

2] Configure local setting override for menitering for incomin...  Net confi

2] Configure monitaring for incoming and outqaing file and ... Not confi
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6. Turn off real-time protection window opens, select the Enabled option, click Apply and
OK.

A Turn off real-time protection O x

E‘ Turn off real-time protection Next Setting

() Mot Configured Comment:

(O Disabled

Supported on: [ At |eact Windows Vista

Options: Help:

This pelicy setting turns off real-time protection prompts for
known malware detection.

Windows Defender Antivirus alerts you when malware or
potentially unwanted software attempts to install itself or to run
on your computer.

If you enable this policy setting, Windows Defender Antivirus
will net prompt users to take actions on malware detections.

If you disable or do not configure this policy setting, Windows
Defender Antivirus will prompt users to take actions on malware
detections.

I 0K I Cancel I Apply |I

7. Click Next Setting Button to navigate Turn on behavior monitoring settings.

< Turn off real-time protection m} H
P

=] Tumn off real-time protection -

(O Not Configured Comment:
@) Enzbled
O Disabled
Supported on: [ At |east Windows Vista
Options: Help:

This policy setting turns off real-time protection prompts for
known malware detection.

Windows Defender alerts you when malware or potentially
unwanted software attempts to install itself or to run on your
computer.

If you enable this policy setting, Windows Defender will not
prompt users to take actiens on malware detections.

If you disable or do net configure this policy setting, Windows
Defender will prompt users to take actions on malware
detections.

OK Cancel
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8. The Turn on behavior monitoring settings appears, select Disabled option and click Apply
and OK.

& Turn on behavior menitoring

E Turn on behavior monitoring Pz Gt Next Setting

O Not Configured ~ Comment:

() Enabled

(®) Dicabled

Supported on: [ At |east Windows Server 2012, Windows 8 or Windows RT

Options: Help:

This policy setting allows you to configure behavior monitoring.

If you enable or do not configure this setting, behavior
monitering will be enabled.

If you disable this setting, behavior menitoring will be
disabled.

9. Close the Group Policy Window. Restart the system.

10. Close the Local group policy Editor window.

11. Repeat steps 1 to 10 in all VM’s with Windows OS (Web Server VM, Backup Server VM,
Ad Domain Controller VM, and Finance-Dept VM)
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CT#17: Install and Configure Android Device VM

CT#17.1: Install Android
1. Launch VMWare and power On Android VM.
2. The Android VM window appears; click Start button, as shown in the screenshot below.

3. The Android installation screen appears; select Installation - Install Android-x86 to
harddisk using the down arrow button and press Enter.

findroid-x86 Live & Installati

RUESCIE= i Andeoid=—x86, without installation
INUESEIE=STebun node

Installation - Install findroid-x86 to harddisk

Hivanced options. . .

Eress [Tavil tor edit options

android-x86.org an>30I1D

4. 'The Choose Pattition screen appears; press ¢ to select Create/Modify partitions and click
OK to continue.
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5. The confirm prompt appears; select No and press Enter to continue.

Conf irm

Do you want to use GPT?

< Yes >

6. Select New and press Enter.

Page 377

ctdisk (ntil-linux—ng £.14.1)
Disk Drive: rdevrsda
Jize: £1474836480 bytes, Z21.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: Z610
Part Type TFS Type [Labell Size (MB)

PrisLog Free Space 21467 .99

[EETE] [ Print Quit 1 [ Units

Create new partition from free space
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7. 'The size of the disk appears as you set while creating the VM; press Enter to continue.
cfdisk (util-linux-ng 2.14.1)

Disk Drive: sdevrssda
Jize: 21474836480 bytes, Z21.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: 2610

Part Type FS Type [Labell Size (MB)

PrisLog Free Space 21467 .99

Size (in MB): Z1467.98

8. The new partition is created; select the Bootable option.

cfdisk (util-linux-—ng £.14.1)
Dizk Drive: rdevssda
Size: 21474836480 bytes, 21.4 GB
Head=s: 255 Sectors per Track: 63 Cylinders: 2610
Part Type FS Type [Label] Size (MB)

Primary Linux 21467 .99

LTSI [ Delete 1 [ Help 1 [ Maximize 1 [ Print
L Quit 1 I Type 1 [ Units 1 [ Urite |

Toggle bootable flag of the current partition
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9. After selecting the Bootable option, press Enter; the Flag of the partition will be Boot.
cfdisk (util-linux-ng 2.14.1)

Disk Drive: ~deuvrssda
Size: 21474836480 bytes, 21.4 GB
Heads: 255  Sectors per Track: 63 Cylinders: Z610
Part Type F3 Type [Label] Size (MB)

Primary Linux 21467 .99

(BRIl [ Delete 1 [ Help 1 [ Haximize 1 [ Print
[ Quit 1 I Type 1 [ Units 1 [ Urite 1

Toggle bootable flag of the currewt partition

10. Select the Write option and press Enter to continue.
cfdisk (util-linux-—ng 2.14.1)

Disk Drive: rsdeuvrssda
Size: 21474836480 bytes, 21.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: 2610
Part Type FS5S Type [Label]l Size (MB)

Primary Linux Z1467 .99

[ Bootable 1 [ Delete 1 [ Help 1 [ Maximize 1 [ Print
[ Quit 1 [ Type 1 [ Units 1

Write partition table to disk (this might destroy data)
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11. Type yes for the writing partition and press Enter.
cfdisk (util-linux-ng 2.14.1)

Disk Drive: ~devssda
3ize: 21474836480 bytes, 21.4 GB
Heads: 255 3Sectors per Track: 63 Cylinders: 2610

Part Type FS Type [Labell Size (MB)

Primary Linux 21467 .99

Are you sure you want to write the partition table to disk? (yes or nold: ye

Warning!?! This may destroy data on your disk!?

12. Wait before continuing; when the previous option screen appears, select Quit and press
Enter.

cfdisk (util-linux-—ng £.14.1)
Disk Drive: sdeuvssda
Size: 21474836480 byte=s, Z1.4 GB
Heads: 255 Sectors per Track: 63 Cylinders: 2610
Part Type F3 Type [Label] Size (MB)

Primary Linux 21467 .99

[ Bootable 1 [ Delete 1 [ Help ] [ Maximize 1 [ Print

[ Type 1 [ Units 1 [ UWrite 1

Quit program without writing partition table
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13. Select the partition for sal and select OK to continue.

Choose Partition
Flease select a partition to install fndroid-x86:

Recommended minimum free space — 46B | Optimum free space »>= 8GB

Partition | Filesystem i Label i Size i

i Drive namesmodel

=dal unknoun 10 . 00GE

Create-Modify partitions
Detect devices

<Cancel>

14. On the Choose filesystem screen, select partition ext4 and select OK to format.

Choose filesystem
Please select a filesystem to format =sdal:

t re—format

fat3z2

{Cancel>
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15. When the confirm prompt appears, select Yes and press Enter.

Conf irm

You chose to format sdal to ext4.
All data in that partition will be LOST.

fire you sure to format the partition sdal?

Mo >

16. Wait for the formatting to complete.

Formatting

Formatting partition sdal...
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18. The Boot loader installation confirm prompt appears; select Yes and press Enter.

Conf irm

Do you want to install boot loader GRUB?

< Skip >

19. The Question section appears regarding the read-write installation; select Yes and press
Enter.

Question
Do you want to install ~system directory as read-write?

Making ~system be read-write is easier for debugging, but

it needs more dizsk space and longer installatiom time.

< Yes >I < No >
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20. Wait for the installation to complete.

Installing Android-x86 to sdal

Expect to write 2240827 KB. ..

21. Once the installation is complete, a message indicating successful installation appears. Turn

off the VM.

&3 Android on - Virtual Machine Connection
File Action Media Clipboard View Help

: O u |l > &

Congratulationst

findroid-xB86 is installed successfully.

Fun Android-xB6

Reboot

Cancel
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CT#17.2: Configure IP Addresses for Android

1. Before starting these configuration settings, make sure that the pfSense Firewall VM is
running.

2. Launch VMWare and power On Android VM. Wait for the system to load the necessary
files; once the Android screen appears, select Next.

Hi there

ENGLISH (UNITED STATES) ~

R, Emergency call

€ Vision Settings.

3. On the Connect to Wi-Fi screen, click SKIP.

—_

Connect to Wi-Fi

To get apps or copy data, connect to a network

2  Searching for Wi-Fi networks.

>  Seeall Wi-Fi networks

SKIP
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4. On the Skip screen, select Continue.

Skip Wi-Fi?

Connecting to a network helps you quickly set up your phone.

Without a connection, you can't:
* Sign in to your Google Account
+ Get software updates

* Automatically set up time and date

BACK | CONTINUE

5. Set the date and time click Next.

|
Date & time

Adjust if needed.

Eastern Daylight Time
GMT-04:00

Date

Tue, Jun 16, 2020

Time

12:41 PM
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6. The Google services screen appears; scroll down and click Accept.

G

Google Services

Tap to learn more about each service, such as how to turn it on or off later. Data will
be used according to Google's Privacy Policy.

Location

Q@  Uselocation v

Allow apps and services with location permission to use your device's
location. Google may collect location data periodically and use this data
inan anenymous way to improve location accuracy and location-based
services

Allow scanning v

Allow apps and services to scan for Wi-Fi networks and nearby devices at .

any time, even when Wi-Fi or Bluetooth is off.
ACCEPT

7. The Protect your tablet screen appears; select Not Now.

8
Protect your tablet

Prevent others from using this tablet without your permission by activating device
protection features. Choose the screen lock you want to use.

Pattern

PIN

Password

Not now
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8.

9.

Page 388

Enter Pin and CONFIRM to continue.

a
Re-enter your password

On the Android home screen, the home app selection appears; select QuickStep and click
Always.

1243 2 9 D

Select a Home app

%Y Quickstep

m Taskbar

JUST ONCE | ALWAYS
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10. The Android Screen appears.

(=

Google

Contacts ﬁlgy@{.)@

¢ Android Setup ~

App updates are ready
Connect to Wi-Fi to continue

CONNECT TO WI-FI

@ Google Play Store * now

Google Play Protect is turned on
This feature protects your device from harmful apps

[ Android System

Configure physical keyboard
Tap to select language and layout

» Android System v

Connect to open Wi-Fi network
Virtwifi

Manage notifications CLEAR ALL
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12. The Wi-Fi screen appears; select the setting icon of the VirtWifi connection.

T e en x

< Wi-Fi Q

VirtWifi
Obtaining IP address.

+ Add network

Searching for Wi-Fi networks

Wi-Fi preferences

Wi-Fiturns back on automatically

Saved networks
1 network

13. The Network details screen appears; select the Edit icon, as shown in the screenshot below.

1240 B @ 0O L3 Y%
& Network details Q
' Virtwifi
Obtaining IP address...
FORGET
v Signal strength Excellent
@ Frequency 5GHz
ﬂ Security None
Advanced
v

Metered, Network details, IPv6 addresses
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14. The VirtWifi pop-up appears; select Advanced option.

1244 5 9 0

VirtWifi

| Advanced options

CANCEL

15. Next, under IP settings, select Static.

1245 S 9 B

VirtWifi
Advanced options

Metered
Detect automatically

Proxy

None

IP settings

DHCP

Static
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16. In the static IP setting fields, type the following details and click Save:

IP address: 10.10.10.11
Gateway: 10.10.10.1

Network prefix length: 24

DNS1: 8.8.8.8
DNS2: 8.8.4.4

1246 £ @ B

Virtwifi

Advanced options
Metered

Detect automatically

Proxy
None
IP settings
Static
IP address

10.10.70.11|

Gateway

10.10.10.1

Network prefix length

17. The network is now connected.
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CANCEL
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End of the Document
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