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Classroom Setup Instructions: CND 

This document contains setup instructions for the EC-Council Certified Network Defender (CND) 
course. The course requires a standard modular classroom seating configuration, one computer for 
each student, one computer for the instructor, a dedicated switch, dedicated firewall, and Internet 
connection. This class teaches network security techniques. 

Before beginning the class, install and configure all computers using the information and 
instructions that follow. 

The information contained in this document is subject to change without notice. Unless otherwise 
noted, the names of companies, products, people and data used in this document are fictional. Their 
use is not intended in any way to represent any real company, person, product or event. Users of this 
document are responsible for compliance with all applicable copyright laws. No part of this 
document may be reproduced or transmitted by any means, electronic or mechanical, for any 
purpose, without the express written consent of the International Council of Electronic-Commerce 
Consultants, herein after referred to as the EC-Council. If, however, your only means of access is 
electronic, permission is hereby granted to print one copy. 

The EC-Council may have patents, patent applications, trademarks, copyrights or other intellectual 
property rights covering the material in this document. Except as expressly provided in any written 
license agreement from the EC-Council, providing this document does not give you any license to 
those patents, trademarks, copyrights or other intellectual property. 

EC-Council Certified Network Defender and CND are either registered trademarks or trademarks 
of the EC-Council in the USA and/or other countries. Other product and company names 
mentioned herein may be the trademarks of their respective owners. 

Classroom Requirements 

This section describes classroom equipment required for the EC-Council Certified Network 
Defender course. 

Classroom Equipment 

The following equipment is required for the general classroom setup: 

▪ Climate control system adjustable within the classroom

▪ Lighting controls, adjustable within the classroom

▪ Whiteboard, 3 feet X 6 feet (1m X 2m) or larger

▪ Markers, whiteboard, assorted colors

▪ Eraser, whiteboard cleaner liquid

▪ Easel with flipchart or butcher paper pad, 24 inches X 36 inches

▪ Felt tip pens, blue and black required, other colors optional, chisel tip (not fine-point)

▪ Screen, projection, 6 feet diagonal measurement (non-reflective whiteboard surface may be
substituted)

▪ Instructor station:

o Desk, chair, and ergonomic keyboard

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 6



EC-Council

o Power outlet

o Network jack

o Projector, LCD, capable of 740 X 1280 pixels minimum w/ all connecting cables

▪ Student station (per student)

o Chair, ergonomic keyboard

o Workstation, minimum horizontal workspace 9 square feet (3 feet X 3 feet)

o Power outlet, one per student station

o Network jack, one per student station

Hardware 

Hardware requirements for instructor, student and victim computers are identical: 

▪ Intel Core i5 or equivalent CPU with minimum CPU speed of 3.2 GHz

▪ Minimum 8 GB RAM (16 GB is recommended)

▪ Hard disk, 500 GB or larger, 7200 RPM or faster

▪ DVD drive (DVD R/W drive preferred)

▪ 1 Network adapters (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

▪ Monitor (minimum requirement is 17-inch LCD

▪ Mouse or compatible pointing device, and sound card with amplified speakers

▪ Internet access

The following additional hardware is also required: 

▪ An unmanaged switch, with sufficient ports to allow connection of all instructor and student
workstations plus at least 5 additional, unused ports for connection of additional equipment
or for use as “spares.”
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Software 

All computers in the class require the following software: 

▪ Windows Server 2022 R2 or later* (64-bit Standard Edition with GUI), fully patched

▪ Microsoft Windows 11 Pro  (64-bit) ISO/DVD

▪ Ubuntu Linux (downloadable at https://ubuntu.com/download/desktop)

▪ AlienVault OSSIM ISO (downloadable at http://downloads.alienvault.com/c/
download?version=current_ossim_iso)

▪ Security Onion ISO (downloadable at https://securityonionsolutions.com/software)

▪ Android ISO (downloadable at https://sourceforge.net/projects/android-x86/files)

▪ pfSense ISO (downloadable at https://www.pfsense.org/download/)

▪ Smoothwall Express ISO (downloadable at https://smoothwall.org/download.html)

▪ CND Tools downloadable from Aspen portal.
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Setup Document Overview 

This document provides background information for technical staff responsible for setting up a 
training room facility for the CND course. This guide describes the requirements for the network 
equipment and computer stations that are installed and configured by the facilities personnel for the 
training courses. 

Training Room Environment 

The training room environment consists primarily of the following equipment: 

▪ Instructor’s Computer

▪ Student Workstation

Equipment Number 

(Class of 12 
Students) 

Operating 
System 

Minimum System Requirements 

Instructor’s 
Computer 

1 Any 
Windows/Linux 
OS  

Intel Core i5 or equivalent PC with 200 
GB free disk space (with two logical 
partitions C: and D:), minimum of 8 GB 
RAM, 1 NIC (disable or unplug extras), 
17-inch monitor, and compatible mouse

Student 
Workstations 

12 Any 
Windows/Linux 
OS 

Intel Core i5 or equivalent PC with 200 
GB free disk space (with two logical 
partitions C: and D:), minimum of 8 GB 
RAM, 1 NIC (disable or unplug extras), 
17-inch monitor, and compatible mouse
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Instructor’s Computer 

The instructor’s computer must: 

▪ Be installed with Windows 10 or later with the latest service packs and full patches applied

▪ Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed

▪ Be running IP protocol

▪ Have all CND Essential Tools downloaded from Aspen to the hard drive in E:\CND-Tools
folder for easy access (See CT#1 in Configuration Task section)

▪ Install VMware Workstation on Host Machine (See Configuration Task CT#2)

▪ Configuring Internal Network for Hyper-V (See Configuration Task CT#3)

▪ Create required guest operating systems on VMWare (See Configuration Task CT#4)

o Create Windows Server 2022 Virtual Machine as Web Server (See Configuration Task
CT#4.1)

o Create Windows Server 2022 Virtual Machine as AD Domain Controller (See
Configuration Task CT#4.2)

o Create Windows 11 Virtual Machine as Finance Dept (See Configuration Task CT#4.3)

o Create Windows 11 Virtual Machine as Admin Machine-1 (See Configuration Task
CT#4.4)

o Create Ubuntu Virtual Machine as Operation Dept (See Configuration Task CT#4.5)

o Create Security Onion Virtual Machine as Admin Machine-2 (See Configuration Task
CT#4.6)

o Create OSSIM Server Virtual Machine as OSSIM Sever (See Configuration Task
CT#4.7)

o Create Android Virtual Machine as Android Device(See Configuration Task CT#4.8)

o Create PfSense Virtual Machine as PfSense External firewall (See Configuration Task
CT#4.9)

o Create Smoothwall Virtual Machine as Internal firewall (See Configuration Task
CT#4.10)

o Create Ubuntu Virtual Machine as Attacker Machine (See Configuration Task CT#4.11)

▪ Configuring PfSense Guest OS  as External Firewall (See Configuration Task CT#5)

o Installing PfSense as External Firewall (See Configuration Task CT#5.1)

▪ Configuring Smoothwall Guest OS as Internal Firewall (See Configuration Task CT#6)

o Installing Smoothwall as Internal Firewall (See Configuration Task CT#6.1)

▪ Configuring Windows 11 Guest OS as Admin Machine-1 (See Configuration Task CT#7)

o Installing Windows 11 Pro OS as Admin Machine-1 (See Configuration Task CT#7.1)

o Changing the Computer Name (See Configuration Task CT#7.2)
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o Setting up IP address for Admin Machine-1 (See Configuration Task CT#7.3)

o Installing Adobe Acrobat Reader (See Configuration Task CT#7.4)

o Installing WinRAR (See Configuration Task CT#7.5)

o Installing Web Browsers (See Configuration Task CT#7.6)

o Installing Notepad++ (See Configuration Task CT#7.7)

o Installing JDK (See Configuration Task CT#7.8)

o Installing ZAP Tool (See Configuration Task CT#7.9)

o Installing Nessus Vulnerability Scanning Tool (See Configuration Task CT#7.10)

o Turn off Windows Firewall (See Configuration Task CT#7.11)

o Configuring pfSense Firewall (See Configuration Task CT#7.12)

o Configuring Host File in Admin Machine-1 (See Configuration Task CT#7.13)

▪ Configuring Windows Server 2022 Guest OS as Web Server (See Configuration Task CT#8)

o Installing Windows Sever 2022 as Web Server (See Configuration Task CT#8.1)

o Changing the Computer Name (See Configuration Task CT#8.2)

o Turn Off Windows Firewall (See Configuration Task CT#8.3)

o Setting up IP address for Web Server (See Configuration Task CT#8.4)

o Mapping CND-Tools Folder from Host Machine to Windows Server 2022 VM (See
Configuration Task CT#8.5)

o Installing Adobe Acrobat Reader (See Configuration Task CT#8.6)

o Installing WinRAR (See Configuration Task CT#8.7)

o Configuring Windows Explorer (See Configuration Task CT#8.8)

o Installing Web Browsers (See Configuration Task CT#8.9)

o Installing Notepad++ (See Configuration Task CT#8.10)

o Adding IIS (Internet Information Services) roles in Server Manager (See Configuration
Task CT#8.11)

o Configure the LuxuryTreats Website (See Configuration Task CT#8.12)

o Configuring Host File in Windows Server 2022 (See Configuration Task CT#8.13)

o Setting up FTP Site (See Configuration Task CT#8.14)

o Change User Account Settings to disable notification on System Changes (See
Configuration Task CT#8.15)

o Adding New User (See Configuration Task CT#8.16)

o Sharing Shared Docs folder in  C Drive CT#8.17)

▪ Configuring Windows Server 2022 Guest OS as AD Domain Controller (See Configuration
Task CT#9)
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o Installing Windows Server 2022 as AD Domain Controller (See Configuration Task
CT#9.1)

o Changing the Computer Name (See Configuration Task CT#9.2)

o Turn Off Windows Firewall (See Configuration Task CT#9.3)

o Enabling Remote Desktop Connection (See Configuration Task CT#9.4)

o Setting up IP address for AD Domain Controller (See Configuration Task CT#9.5)

o Adding DHCP Role to Domain Controller (See Configuration Task CT#9.6)

o Install Active Directory on AD Domain Controller VM (See Configuration Task
CT#9.7)

o Map CND-Tools Folder from Admin Machine-1 VM (See Configuration Task CT#9.8)

o Installing Adobe Acrobat Reader (See Configuration Task CT#9.9)

o Installing WinRAR (See Configuration Task CT#9.10)

o Installing Web Browsers (See Configuration Task CT#9.11)

o Installing Notepad++ (See Configuration Task CT#9.12)

o Create and Configure OU in AD (See Configuration Task CT#9.13)

o Create and Configure User Account in AD (See Configuration Task CT#9.14)

o Installing WampServer (See Configuration Task CT#9.15)

▪ Configuring Windows 11 Guest OS as Finance Dept (See Configuration Task CT#10)

o Installing Windows 11 Enterprise Guest OS as Finance Dept (See Configuration Task
CT#10.1)

o Changing the Computer Name (See Configuration Task CT#10.2)

o Setting up IP address for Finance Dept (See Configuration Task CT#10.3)

o Installing Adobe Acrobat Reader (See Configuration Task CT#10.4)

o Installing WinRAR (See Configuration Task CT#10.5)

o Installing Web Browsers (See Configuration Task CT#10.6)

o Installing Notepad++ (See Configuration Task CT#10.7)

▪ Configuring Ubuntu Linux Guest OS as Operation Dept (See Configuration Task CT#11)

o Installing Ubuntu Linux as Operation Dept (See Configuration Task CT#11.1)

o Add User to Operation Dept (See Configuration Task CT#11.2)

▪ Configuring Security Onion Guest OS as Admin machine-2 (See Configuration Task
CT#12)

o Installing Security Onion as Admin Machine-2 (See Configuration Task CT#12.1)

o Configuring Security Onion (See Configuration Task CT#12.2)

▪ Configuring OSSIM Server Guest OS as OSSIM Server(See Configuration Task CT#13)
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o Installing OSSIM Server(See Configuration Task CT#13.1)

o Configuring OSSIM Server Web Interface (See Configuration Task CT#13.2)

▪ Configuring Ubuntu Linux Guest OS as Attacker Machine (See Configuration Task CT#14)

o Installing Ubuntu Linux as Attacker Machine(See Configuration Task CT#14.1)

o Setting up IP address for Attacker Machine (See Configuration Task CT#14.2)

o Configuring Hosts file (See Configuration Task CT#14.3)

o Creating files in Attacker VM (See Configuration Task CT#14.4)

o 

▪ Setting Time Zone (See Configuration Task CT#15)

o Set Time Zone of VMs (See Configuration Task CT#15.1)

▪ Setting Time Zone (See Configuration Task CT#16)

▪ Install and Configure Android Device VM (See Configuration Task CT#17)

o Install Android (See Configuration Task CT#17.1)

o Configure IP addresses for Android (See Configuration Task CT#17.2)

▪ Have all the VMs configured as per the Configuration Tasks (see Configuration Task section
for details)

▪ Have an LCD Projector connected to the instructor’s machine

▪ The use of Ghost images is recommended to reduce setup time if computer failure occurs

Student Workstations 

Student workstations must: 

▪ Be installed with Windows 10 or later with the latest service packs and full patches applied

▪ Have Microsoft Office/Open Office or PowerPoint, Word, and Excel Viewers installed

▪ Be running IP protocol

▪ Have all CND Essential Tools downloaded from Aspen to the hard drive in E:\CND-Tools
folder for easy access (See CT#1 in Configuration Task section)

▪ Install VMware Workstation on Host Machine (See Configuration Task CT#2)

▪ Configuring Internal Network for Hyper-V (See Configuration Task CT#3)

▪ Create required guest operating systems on VMWare (See Configuration Task CT#4)

o Create Windows Server 2022 Virtual Machine as Web Server (See Configuration Task
CT#4.1)

o Create Windows Server 2022 Virtual Machine as AD Domain Controller (See
Configuration Task CT#4.2)

o Create Windows 11 Virtual Machine as Finance Dept (See Configuration Task CT#4.3)
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o Create Windows 11 Virtual Machine as Admin Machine-1 (See Configuration Task 
CT#4.4) 

o Create Ubuntu Virtual Machine as Operation Dept (See Configuration Task CT#4.5) 

o Create Security Onion Virtual Machine as Admin Machine-2 (See Configuration Task 
CT#4.6) 

o Create OSSIM Server Virtual Machine as OSSIM Sever (See Configuration Task 
CT#4.7) 

o Create Android Virtual Machine as Android Device(See Configuration Task CT#4.8) 

o Create PfSense Virtual Machine as PfSense External firewall (See Configuration Task 
CT#4.9) 

o Create Smoothwall Virtual Machine as Internal firewall (See Configuration Task 
CT#4.10) 

o Create Ubuntu Virtual Machine as Attacker Machine (See Configuration Task CT#4.11) 

▪ Configuring PfSense Guest OS  as External Firewall (See Configuration Task CT#5) 

o Installing PfSense as External Firewall (See Configuration Task CT#5.1) 

▪ Configuring Smoothwall Guest OS as Internal Firewall (See Configuration Task CT#6) 

o Installing Smoothwall as Internal Firewall (See Configuration Task CT#6.1) 

▪ Configuring Windows 11 Guest OS as Admin Machine-1 (See Configuration Task CT#7) 

o Installing Windows 11 Pro OS as Admin Machine-1 (See Configuration Task CT#7.1) 

o Changing the Computer Name (See Configuration Task CT#7.2) 

o Setting up IP address for Admin Machine-1 (See Configuration Task CT#7.3) 

o Installing Adobe Acrobat Reader (See Configuration Task CT#7.4) 

o Installing WinRAR (See Configuration Task CT#7.5) 

o Installing Web Browsers (See Configuration Task CT#7.6) 

o Installing Notepad++ (See Configuration Task CT#7.7) 

o Installing JDK (See Configuration Task CT#7.8) 

o Installing ZAP Tool (See Configuration Task CT#7.9) 

o Installing Nessus Vulnerability Scanning Tool (See Configuration Task CT#7.10) 

o Turn off Windows Firewall (See Configuration Task CT#7.11) 

o Configuring pfSense Firewall (See Configuration Task CT#7.12) 

o Configuring Host File in Admin Machine-1 (See Configuration Task CT#7.13) 

▪ Configuring Windows Server 2022 Guest OS as Web Server (See Configuration Task CT#8) 

o Installing Windows Sever 2022 as Web Server (See Configuration Task CT#8.1) 

o Changing the Computer Name (See Configuration Task CT#8.2) 
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o Turn Off Windows Firewall (See Configuration Task CT#8.3)

o Setting up IP address for Web Server (See Configuration Task CT#8.4)

o Mapping CND-Tools Folder from Host Machine to Windows Server 2022 VM (See
Configuration Task CT#8.5)

o Installing Adobe Acrobat Reader (See Configuration Task CT#8.6)

o Installing WinRAR (See Configuration Task CT#8.7)

o Configuring Windows Explorer (See Configuration Task CT#8.8)

o Installing Web Browsers (See Configuration Task CT#8.9)

o Installing Notepad++ (See Configuration Task CT#8.10)

o Adding IIS (Internet Information Services) roles in Server Manager (See Configuration
Task CT#8.11)

o Configure the LuxuryTreats Website (See Configuration Task CT#8.12)

o Configuring Host File in Windows Server 2022 (See Configuration Task CT#8.13)

o Setting up FTP Site (See Configuration Task CT#8.14)

o Change User Account Settings to disable notification on System Changes (See
Configuration Task CT#8.15)

o Adding New User (See Configuration Task CT#8.16)

o Sharing Shared Docs folder in  C Drive CT#8.17)

▪ Configuring Windows Server 2022 Guest OS as AD Domain Controller (See Configuration
Task CT#9)

o Installing Windows Server 2022 as AD Domain Controller (See Configuration Task
CT#9.1)

o Changing the Computer Name (See Configuration Task CT#9.2)

o Turn Off Windows Firewall (See Configuration Task CT#9.3)

o Enabling Remote Desktop Connection (See Configuration Task CT#9.4)

o Setting up IP address for AD Domain Controller (See Configuration Task CT#9.5)

o Adding DHCP Role to Domain Controller (See Configuration Task CT#9.6)

o Install Active Directory on AD Domain Controller VM (See Configuration Task
CT#9.7)

o Map CND-Tools Folder from Admin Machine-1 VM (See Configuration Task CT#9.8)

o Installing Adobe Acrobat Reader (See Configuration Task CT#9.9)

o Installing WinRAR (See Configuration Task CT#9.10)

o Installing Web Browsers (See Configuration Task CT#9.11)

o Installing Notepad++ (See Configuration Task CT#9.12)

o Create and Configure OU in AD (See Configuration Task CT#9.13)
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o Create and Configure User Account in AD (See Configuration Task CT#9.14) 

o Installing WampServer (See Configuration Task CT#9.15) 

 

▪ Configuring Windows 11 Guest OS as Finance Dept (See Configuration Task CT#10) 

o Installing Windows 11 Enterprise Guest OS as Finance Dept (See Configuration Task 
CT#10.1) 

o Changing the Computer Name (See Configuration Task CT#10.2) 

o Setting up IP address for Finance Dept (See Configuration Task CT#10.3) 

o Installing Adobe Acrobat Reader (See Configuration Task CT#10.4) 

o Installing WinRAR (See Configuration Task CT#10.5) 

o Installing Web Browsers (See Configuration Task CT#10.6) 

o Installing Notepad++ (See Configuration Task CT#10.7) 

▪ Configuring Ubuntu Linux Guest OS as Operation Dept (See Configuration Task CT#11) 

o Installing Ubuntu Linux as Operation Dept (See Configuration Task CT#11.1) 

▪ Configuring Security Onion Guest OS as Admin machine-2 (See Configuration Task 
CT#12) 

o Installing Security Onion as Admin Machine-2 (See Configuration Task CT#12.1) 

o Configuring Security Onion (See Configuration Task CT#12.2) 

▪ Configuring OSSIM Server Guest OS as OSSIM Server(See Configuration Task CT#13) 

o Installing OSSIM Server(See Configuration Task CT#13.1) 

o Configuring OSSIM Server Web Interface (See Configuration Task CT#13.2) 

▪ Configuring Ubuntu Linux Guest OS as Attacker Machine (See Configuration Task CT#14) 

o Installing Ubuntu Linux as Attacker Machine(See Configuration Task CT#14.1) 

o Setting up IP address for Attacker Machine (See Configuration Task CT#14.2) 

▪ Have all the VMs configured as per the Configuration Tasks (see Configuration Task section 
for details) 

▪ The use of Ghost images is recommended to reduce setup time if computer failure occurs 

Room Environment 

▪ The room must contain a whiteboard measuring a minimum of 1 yard by 2-3 yards in length 
(1 meter by 2-3 meters) 

▪ The room should contain an easel and large tablet (optional) 

▪ The room must be equipped with legible black and blue felt tip pens 
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Classroom Configuration 

The configuration of this classroom is modular. Computers can be added or removed by either row 
or column, depending on the needs of the particular class. The following is a sample room setup 
that provides optimal support. This setup allows for ease of access to "troublespots" by the instructor, 
and allows students to break into functional small and larger teams. 
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Set up the machines based on the classroom setup diagram. The lab exercises for the students are 
instructor led and they are based on the network security tools in the trainer slides. 
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Computer Names 

Assign computer names to student machines like CNDSTUDENT1, CNDSTUDENT2, 
CNDSTUDENT3, and so on. Instructor machine should be named as INSTRUCTOR. 

Instructor Acceptance 

Before the training class is scheduled to begin, the instructor will visit the training facility to inspect 
and accept the setup. The technical contact (System Administrator) for the facility must be available 
to answer questions and correct any setup issues. Both the instructor and the facility technical 
contact will ensure completion of the following checklists before the training setup is deemed 
acceptable. 
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Firewall Settings 

Do not block any ports while accessing the Internet through the firewall. You should be able to ping 
servers on the Internet. 

Blackboard 

▪ Write the following on the blackboard top left corner 

o Instructor name: <Name of the instructor> 

o The username/password to logon to the student machine 

▪ At the center of the board write the following letters in bold 

Welcome to CNDv3 Class! 
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Setup Checklist 

The arrangement of items in the setup checklists is designed to allow the process to be completed in 
the most efficient manner possible and validate that the setup has been done correctly. Before 
beginning the setup checklist, log off any connected users. 

Tick 
Here 

List 

❑ Open Network. Verify that all classroom computers are visible in Network 

❑ Verify that the CND tools are on the computer in CND-Tools folder in the E:\ drive 

❑ Verify that Internet access is available 

❑ Visit https://www.eccouncil.org to check the Internet access 

❑ Verify each computer has 200 GB or more free disk space 

❑ Verify Microsoft PowerPoint, Word, and Excel viewer are installed (or Microsoft 
office/Open Office is installed) 

❑ Verify if you can successfully boot Windows Server 2012, Windows 10, Windows Server 
2008, Ubuntu, OSSIM, and NST virtual machines 

❑ Verify that all the VMs are configured as per the configuration tasks 

❑ Verify that the Instructor computer can image through the overhead projector 

❑ Placement of LCD (overhead) projector is appropriate 

❑ Cable wiring organized and labeled 

❑ Student workstations and chair placement is satisfactory 

❑ Whiteboard and dry erase markers and erasers are available 

❑ Instructor station is properly organized and oriented 

❑ Computers are labeled with client number 

❑ EC-Council courseware (Official EC-Council CND Box) is available for students 

❑ Write down the facility’s technical contact person’s mobile phone number. Contact him 
in case of network problem 
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Instructor Acceptance 

The technical contact (System Administrator) for the facility must be available to answer questions 
and correct any setup issues. 

The Instructor will inspect both the classroom and the items covered in the setup checklist(s) to 
ensure that the classroom and setup meet EC Council standards. Any deficiencies discovered by the 
Instructor must be corrected before the scheduled start time for the class. 

 

Assistance 

If you have problems or require assistance in setting up the Lab for your CND class, please e-mail 
partnersupport@eccouncil.org 
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Detailed Configuration Tasks (CT) 

CT#1: Download CND Tools 

1. Create a folder in the Drive E: named CND-Tools

2. Login to your Aspen account → click eBooks icon under the Learning Resources section

→select CND Courseware from the Select Courseware drop-down list in the Download

Courseware section → scroll down to the Tools section

3. Click the module names and download all the Essential Tools files to the E:\CND-Tools
folder

4. Right-click the .zip files in the E:\CND-Tools folder and select Extract Here option

CT#2: Install VMware Workstation Pro on the Host Machine 

1. Download the latest version of VMware Workstation Pro from the VMware official
website (https://www.vmware.com/in/products/workstation-pro/workstation-pro-
evaluation.html).

2. Double click on the .exe setup file to begin the installation.

3. The User Account Control pop-up window appears. Click Yes.

Note: If a VMware Product Installation notification appears, click Yes to restart the
system. 

Note: After the system reboots, double-click the downloaded .exe file.

4. VMware Workstation Pro initializes; in the installation wizard, click Next.
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5. Accept the user agreement and click Next. 

 

6. In the Custom Setup wizard, check the Enhanced Keyboard Driver option and click 
Next. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 23



EC-Council 
 

7. In the User Experience Settings window, keep the default settings, and click Next. 

 

8. In the Shortcuts windows, keep the default settings and click Next. 
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9. Click Install to begin VMware Workstation Pro installation in the Ready to install the 
VMware Workstation Pro window. 

 

10. On completion of the installation, click Finish. 

 

11. You will be prompted to restart the system, click Yes. 
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CT#3: Configure the Virtual Network in VMware Virtual Network Editor 

1. Launch VMware Workstation Pro. 

2. Navigate to Edit and click Virtual Network Editor… as shown in the screenshot. 

 

3. The Virtual Network Editor window appears; choose the VMnet8 NAT network and 
click Change Settings from the lower-right section of the window. 

 

4. If a User Account Control pop-up appears, click Yes. 
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5. In the Virtual Network Editor window, select VMnet1, define Subnet IP as 10.10.10.0, 
and Subnet mask as 255.255.255.0, and click DHCP Settings… 

 

6. In the DHCP Settings window, define the Starting IP address as 10.10.10.3 and the 
Ending IP address as 10.10.10.254, and click OK. 
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7. Select VMnet8, define Subnet IP as 20.20.10.0 and Subnet mask as 255.255.255.0, and 
click NAT Settings… 

 

8. The NAT Settings window appears; enter the Gateway IP as 10.10.10.2 and click OK. 
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9. Now we keep VMnet8 selected and click DHCP Settings… 

 

10. In the DHCP Settings window, define the Starting IP address as 20.20.10.2 and the 
Ending IP address as 20.20.10.254, and click OK. 
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11. Click Apply and OK in the Virtual Network Editor window to complete the configuration. 

 

 

CT#4: Creating Virtual Machines 

CT#4.1: Creating Virtual Machine for Web Server 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 
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3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 

 

4. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next. 

 

5. A popup appears for windows product key. Click yes. 
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6. Assign the name of the virtual machine as WebServer. You can choose different location to 
store the VM’s or set it to default location. Click Next. 

 

7. Specify Disk Capacity section appears, allocate 60 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 
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8. Click Customize Hardware. 

 

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet0 
(Bridged). Click on Close. 
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10. Uncheck Power on this virtual machine after creation checkbox and click on Finish. 

 

11. VMware workstation creates WebServer virtual machine profile. 

CT#4.2: Creating Virtual Machine for AD Domain Controller 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 
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3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 

 

4. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next. 

 

5. A popup appears for windows product key. Click yes. 
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6. Assign the name of the virtual machine as AD Domain Controller. You can choose 
different location to store the VM’s or set it to default location. Click Next. 

 

7. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 36



EC-Council 
 

8. Click on Customize Hardware. 

 

9. Click on Network Network Adapter. Select Custom: Specific Virtual Network and select 
VMnet0 (Bridged). Click on Close. 
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10. Ensure to uncheck the Power on this virtual machine after creation checkbox and click 
Finish. 

 

11. Hyper-V Manager creates AD Domain Controller virtual machine profile. 

CT#4.3: Creating Virtual Machine for Finance Dept 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 
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3. In the Guest Operating System Installation wizard, choose the I will install the operating 

system later radio button (if you have an ISO of Windows 11) and click Next. 

  

4. In the Select a Guest Operating System wizard, ensure that the Microsoft Windows radio 
button is selected in the Guest operating system section and that Windows 10 x64 is 
selected under Version. Click Next. 
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5. The Name the Virtual Machine wizard appears; type Windows 11 in the Virtual machine 

name field and click the Browse button to store the virtual hard disk. Choose your desired 
location to store the hard disk and then click Next. 

 

6. The Specify Disk Capacity wizard appears. Leave the Maximum disk size (GB) to default 
(i.e., 80 GB, recommended), select the Store virtual disk as a single file radio button, and 
click Next. 
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7. The Ready to Create Virtual Machine wizard appears; confirm the settings and click the 
Customize Hardware… button. 

 

8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand 
pane. In the right-hand pane, select the Use ISO image file radio button and then click the 
Browse… button to provide the ISO path of Windows 11 ISO file. Click Close. 
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9. In the Ready to Create Virtual Machine wizard, click Finish. 

 

10. VMware workstation creates Finance Dept virtual machine profile. 

CT#4.4: Creating Virtual Machine for Admin Machine-1 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 42



EC-Council 
 

3. In the Guest Operating System Installation wizard, choose the I will install the operating 

system later radio button (if you have an ISO of Windows 11) and click Next. 

  

4. In the Select a Guest Operating System wizard, ensure that the Microsoft Windows radio 
button is selected in the Guest operating system section and that Windows 10 x64 is 
selected under Version. Click Next. 
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5. The Name the Virtual Machine wizard appears; type Windows 11 in the Virtual machine 

name field and click the Browse button to store the virtual hard disk. Choose your desired 
location to store the hard disk and then click Next. 

 

6. The Specify Disk Capacity wizard appears. Leave the Maximum disk size (GB) to default 
(i.e., 80 GB, recommended), select the Store virtual disk as a single file radio button, and 
click Next. 
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7. The Ready to Create Virtual Machine wizard appears; confirm the settings and click the 
Customize Hardware… button. 

 

8. The Hardware window appears; click the New CD/DVD (SATA) option from the left-hand 
pane. In the right-hand pane, select the Use ISO image file radio button and then click the 
Browse… button to provide the ISO path of Windows 11 ISO file. Click Close. 
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9. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 2048). 

 

10. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8. 
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11. In the Ready to Create Virtual Machine wizard, click Finish. 

 

12. VMware workstation creates Admin Machine-1 virtual machine profile. 

CT#4.5: Creating Virtual Machine for Operation Dept 

1. Launch VMware Workstation. If already launched, skip to step two. 

2. New Virtual Machine Wizard window appears, click Next > button. 
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3. Click I will install the operating system later radio button and click on Next >. 

 

4. Select Linux and choose Ubuntu 64-bit as Version. Click on Next. 
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5. Assign the name of the virtual machine as Operation Dept. You can choose different 
location to store the VM’s or set it to default location. Click Next. 

 

6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 
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7. Click Customize Hardware. 

 

8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 2048). 
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9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8. 
Click on Close. 

 

10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse 
and select the iso file for Ubuntu. Click on Close. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 51



EC-Council 
 

11. Click on Finish. 

 

12. VMware workstation creates Operation Dept virtual machine profile. 

CT#4.6: Creating Virtual Machine for Admin Machine-2 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 
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3. Click I will install the operating system later radio button and click on Next >. 

 

4. Select Linux and choose Ubuntu as Version. Click on Next. 
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5. Assign the name of the virtual machine Admin Machine-2. You can choose a different 
location to store the VM’s or set it to default location. Click Next. 

 

6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 
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7. Click Customize Hardware. 

 

8. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet8.. 
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9. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse 
and select the iso file for Security Onion. Click on Close. 

 

10. Click on Finish. 

 

11. VMware workstation creates Admin Machine-2 virtual machine profile. 
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CT#4.7: Creating Virtual Machine for OSSIM Server 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 
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4. Select Other and choose FreeBSD 12 64-bit as Version. Click on Next. 

 

5. Assign the name of the virtual machine as OSSIM Server. You can choose different 
location to store the VM’s or set it to default location. Click Next. 
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6. Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 

 

7. Click Customize Hardware. 
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 4096). 

 

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet1. 
Click on Close. 
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10. Select Processors and select 4 in number of processors. Click on Close. 

 

11. Click on Finish. 

 

12. VMware workstation creates Android virtual machine profile. 
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CT#4.8: Creating Virtual Machine for Android Device 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

3. Click I will install the operating system later radio button and click on Next >. 
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4. Select Other and choose FreeBSD 12 64-bit as Version. Click on Next. 

 

5. Assign the name of the virtual machine as Android. You can choose different location to 
store the VM’s or set it to default location. Click Next. 
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6. Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 

 

7. Click Customize Hardware. 
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 2048). 

 

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet1. 
Click on Close. 
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10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse 
and select the iso file of Android. Click on Close. 

 

11. Click on Finish. 
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12. VMware workstation creates Android virtual machine profile. 

CT#4.9: Creating Virtual Machine for PfSense External Firewall 

13. In the VMware Workstation window, click Create a New Virtual Machine. 

 

14. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

15. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 67



EC-Council 
 

16. Assign the name of the virtual machine as pfSense External Firewall. You can choose 
different location to store the VM’s or set it to default location. Click Next. 

 

17. Connect Specify Disk Capacity section appears, allocate 20 GB space for hard disk. Then, 
select the Store virtual disk as a single file radio button and click Next. 
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18. Click on Customize hardware. 

 

19. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 1024). Click on Network Adapter. 
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20. Select Custom: Specific Virtual Network and select VMnet0 (Bridged). Click on Add. 

 

21. Select Network Adapter and click Finish. 
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22. Select Custom: Specific Virtual Network and select VMnet1 (Host Only). Click on Add. 

 

23. Select Network Adapter and click Finish. 
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24. Select Custom: Specific Virtual Network and select VMnet8 (NAT). Click OK. 

 

25. Unselect Power on this virtual machine after creation checkbox and click on Finish. 

 

26. VMware workstation creates pfSense External Firewall virtual machine profile. 
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27. In VMware Workstation main window, you see a new virtual machine named pfSense 
External Firewall. 

 

CT#4.10: Creating Virtual Machine for Smoothwall Internal Firewall 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 
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3. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 

 

4. Select a Guest Operating System section appears. Select Other radio button and choose 
FreeBSD version 10 and earlier 64-bit as shown in the screenshot. Click on Next. 
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5. Assign the name of the virtual machine as Smoothwall Firewall. Click on Browse to choose 
different location to store the VM’s or set it to default location. Click Next. 

 

6. Connect Specify Disk Capacity section appears, allocate 10 GB space for hard disk. Then, 
select the Store virtual disk as a single file radio button and click Next. 
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7. Click on Customize Hardware. 

 

8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 512). Click on Network Adapter. 
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9. Select Custom: Specific Virtual Network and select VMnet1 (Host Only). Click on close. 

 

10. Click finish. 
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11. VMware Workstation creates Smoothwall Internal Firewall virtual machine profile. 

12. In VMware Workstation main window, you see a new virtual machine named Smoothwall 
Firewall. Click on Edit virtual machine settings. 

 

13. Select Network Adapter and click on Add. 
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14. Select Network Adapter and click on Finish. 

 

15. Select Custom: Specific Virtual Network and select VMnet1 (Host Only). Click on OK. 
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CT#4.11: Creating Virtual Machine for Attacker Machine 

1. In the VMware Workstation window, click Create a New Virtual Machine. 

 

2. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

3. Click I will install the operating system later radio button and click on Next >. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 80



EC-Council 
 

4. Select Linux and choose Ubuntu 64-bit as Version. Click on Next. 

 

5. Assign the name of the virtual machine as Attacker Machine. You can choose different 
location to store the VM’s or set it to default location. Click Next. 
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6. Specify Disk Capacity section appears, allocate 50 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 

 

7. Click Customize Hardware. 
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8. Assign the amount of Memory for this Virtual Machine to allocate to this virtual machine 
in MB (here, 2048). 

 

9. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet1. 
Click on Close. 
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10. Select New CD/DVD (SATA) and select Use ISO image file radio button. Click on browse 
and select the iso file for Ubuntu. Click on Close. 

 

11. Click on Finish. 

 

12. VMware workstation creates Attacker Machine virtual machine profile. 
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CT#4.1: Creating Virtual Machine for Backup Server 

12. In the VMware Workstation window, click Create a New Virtual Machine. 

 

13. In the New Virtual Machine Wizard window, leave the settings to default (Typical) and click 
Next. 

 

1. Click Installer disc image file (iso) radio button and click on Browse. Select the iso file 
and click on Next >. 
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2. Select Windows Server 2022 Standard and type Full name as Admin. Click on Next. 

 

3. A popup appears for windows product key. Click yes. 

4. Assign the name of the virtual machine as WebServer. You can choose different location to 
store the VM’s or set it to default location. Click Next. 
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5. Specify Disk Capacity section appears, allocate 60 GB space for hard disk. Then, select the 
Store virtual disk as a single file radio button and click Next. 

 

6. Click Customize Hardware. 
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7. Click on Network Adapter. Select Custom: Specific Virtual Network and select VMnet0 
(Bridged). Click on Close. 

 

8. Uncheck Power on this virtual machine after creation checkbox and click on Finish. 

9. VMware workstation creates Backup Server virtual machine profile. 

 

CT#5: Configuring PfSense as External Firewall 

CT#5.1: Installing PfSense as External Firewall 

 

1. In VMware Workstation main window, you see a new virtual machine named pfSense 
External Firewall. Click Power on this virtual machine. 
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2. pfSense Installer will start, press Enter to Accept copyrights and distribution notice. 

 

3. pfSense Welcome screen appears, Press Enter to Install pfSense.   

 

4. Hit the Enter to Continue with default keymap. 
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5. Press the Down Arrow and Enter for disk partition as selected Guided Disk Setup using 
BIOS boot method. 

 

6. Wait for few seconds for installing distribution. 

 

7. Installation will finish, Hit Enter for default selection No. 
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8. Navigate to Media menu of virtual machine select DVD Drive→Eject pfSense-CE-2…. 
To remove disk media 

 

9. Click on red button of virtual machine to shut down pfSense system. 
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1. pfSense firewall booting will start, It will prompt for VLAN setup type n and press Enter. 

 

2. To setup interface it will prompt for valid input interfaces as shown in above list. 

3. Type hn0 for WAN Interface and press Enter. 
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4. Type hn1 for LAN Interface name and press Enter. 

 

5. Type hn2 for Optional 1 Interface and press Enter. 
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6. Finally, all Interfaces will be displays, type y to proceed and press Enter. 

 

7. Welcome screen appears with list of options, type 2 for setting interfaces IP address and hit 
Enter. 
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8. It will prompt for number interfaces configuration, type 2 and press Enter. 

 

9.  Type 10.10.10.1 IPv4 address for LAN and press Enter. 
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10. Enter Subnet bit count as 24 and hit Enter. 

 

11. System will prompt for to enter IPv4 upstream gateway address hit Enter for none. 

12. Hit Enter for setting LAN IPv6 as none. 

13. System will ask to enable DHCP server on LAN type n for none and hit Enter. 
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14. Type n to not revert http as webconfigurator protocol and press Enter. 

 

15. System will display the URL of pfSense webconfigurator, hit Enter to continue.  
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16. pfSense welcome screen appears with list of options as shown in following screenshot. 

 

CT#6: Configuring Smoothwall as Internal Firewall 

CT#6.1: Installing Smoothwall as Internal Firewall  

1. In VMware Workstation main window, you see a new virtual machine named Smoothwall 
Firewall. Click Power on this virtual machine. 
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2. The Boot Options window will appear, select Install Smoothwall Express option and 
press Enter.  

 

3. Accept the welcome to installation message and click Ok (Press Enter). 
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4. Then click on Ok (Press Enter) to acknowledge the Smoothwall hard disk. 

 

5. On the Warning window, click Ok (Press Enter) to start the installation and accept that you 
might permanently erase things. 
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6. After the installation is complete, on the Configurations! window, click Ok (Press Enter). 

 

7. Accept the default of No for restoring configuration and press Enter. 
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8. On the Keyboard mapping window, select the type of keyboard required from the list, 
select Ok and press Enter. 

 

9. In the Timezone window, select the proper time zone from the list, select Ok and press 
Enter. 
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10. On the Hostname window, enter a name if you like for the machine, or accept the default 
smoothwall, select Ok and press Enter. 

 

11. We want a relatively secure Firewall, but not a closed firewall, so accept the default of Half-
open and press Enter. 
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12. On the Network configuration menu window, select the Network configuration type 
and press Enter. 

 

13. On the Network configuration type windows: 

o Select GREEN + ORANGE + RED option from the list 

o Select Ok and press Enter 

This gives us 3 interfaces for the machine 

Note: Use <Arrow> and <Tab> keys to select the proper options. 
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14. After you have selected the interface types, you will be back to the main configuration 
window, and you need to arrow down and select Card assignments and press Enter. 

 

15. You will be prompted for probing for cards. In the Card assignments window, select Ok 
and press Enter to change the settings. 
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16. Assign this card to the Green interface.  

o Select Green option from the list 

o Select Ok and press Enter 

 

17. Assign this card to the ORANGE interface.  

o Select ORANGE option from the list 

o Select Ok and press Enter 
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18. Assign this card to the RED interface.  

o Select RED option from the list 

o Select Ok and press Enter 

 

19. Finally, card assignment will be allocated you will see message, press Enter. 
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20. You will be back to the main configuration window, and you need to arrow down and select 
Address settings and press Enter. 

 

21. Address settings will prompt, select GREEN Interface and press Enter. 
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22. Type the IP address as 20.20.10.53 and Network mask as 255.255.255.0, select Ok and press 
Enter. 

 

23. You will be back on Address setting prompt, select ORANGE Interface and press Enter. 
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24. Type the IP address as 10.10.1.53 and Network mask as 255.255.255.0, select Ok and press 
Enter. 

 

25. You will be back on Address setting prompt, select RED Interface and press Enter. 
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26. To continue IP address setting configuration for RED Interface use space bar button, select 
IP address option as Static, press tab and set IP address for RED Interface is 10.10.10.100 
and Network mask as 255.255.255.0, press Enter. 

 

27. Navigate to Done option using tab button and press Enter. 
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28. You will be back to the Network configuration menu, select DNS and gateway settings 
option press tab to Ok and press Enter. 

 

29. In DNS and Gateway setting window set following configuration 

▪ Primary DNS: 10.10.10.1 

▪ Secondary DNS: 8.8.8.8 

▪ Default Gateway: 10.10.10.1 

Press tab and press Enter. 
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30. You will be back to the Network configuration menu, select Done option using tab and 
press Enter. 

 

31. On the next window, select Finished and press Enter. 

32. Enter a password for the remote admin of admin 

 

Note: Make sure that the <Caps Lock> is not ON. 

33. Enter the password root for the root user. 
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34. On the Completion window, press Ok to reboot the Smoothwall machine. 

 

35. Smoothwall machine will reboot. Login with user as root and password as toor. 

  

CT#7: Confiuring Windows 11 Enterprise Guest OS as Admin Machine-1 

CT#7.1: Installing Windows 11 Pro OS as Admin Machine-1 

1. Click on Admin Machine-1 virtual machine in VMWare Workstation and click Power on 
this virtual machine.  

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 114



EC-Council 
 

2. The virtual machine is initialized and the Windows Setup window appears. In the first 
window of the setup, keep the default settings and click on Next. 

 

3. In the next window, click on Install now to begin installation. 
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14. In the Select the operating system you want to install wizard, select Windows 11 Pro and 
click Next. 

 

15. If This PC can’t run Windows 11 error appears, follow the below steps: 

• Press Shift+F10 and a Command Prompt window appears. 

• In the Command Prompt window, type regedit and press Enter. 
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16. The Registry Editor window appears, from the left-pane navigate to 

HKEY_LOCAL_MACHINE → SYSTEM. Right-click Setup node and navigate to New → Key. 

 

17. A new key has been created, rename it as LabConfig and press Enter. 
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18. Right-click anywhere in the right pane and navigate to New → DWORD (32-bit) Value. 

 

19. Rename the value as BypassCPUCheck and press Enter. 

20. Now, right-click BypassCPUCheck value and select Modify… option. 

21. Edit DWORD (32-bit Value) pop-up appears, change the Value data to 1 and click OK. 
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22. Similarly, create BypassTPMCheck, BypassRAMCheck, and BypassSecureBootCheck 
values (for each value, set Value data=1). 

 

23. Now, close all the windows (Registry Editor, Command Prompt and Error window). 

24. In Windows Setup window, click Yes.  

25. Click Install Now button. 

26. The Select the operating system you want to install wizard appears again; select 
Windows 11 Pro and click Next. 

27. Applicable notices and license terms wizard appears, accept the license terms by clicking 
on I accept... checkbox and click Next. 
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28. Under the Which type of installation do you want? wizard, click on Custom: Install 
Windows only (advanced). 

 

 

29. Then a Where do you want to install Windows? wizard appears; click on New to create a 
partition. Select 45000 MB in the Size field and click on Apply. 
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30. Click OK. 

 

31. Select the Unallocated Space partition and click on New; then, leave the size to default and 
click on Apply. 
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32. After the partitions are created, select Partition 2 to install Windows 11 and click on Next. 

 

 

33. The Installing Windows screen appears; wait until installation is complete. 
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34. Use Default location and click yes. 

 

35. Select English (India) as Keyboard layout and click on Yes. 
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36. Click Skip. 

 

37. Click on I don’t have internet. 
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38. Click Continue with limited setup. 

 

39. Type Admin and click on Next. 
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40. Type admin@123 as password and click on Next. 

 

41. Type admin@123 to confirm the password and click on Next. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 126



EC-Council 
 

42. Select one security question and type the answer. Click on Next. 

 

43. Select another security question and type the answer. Click on Next. 
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44. Select the last security question and type the answer. Click on Next. 

 

45. Click on Next. 
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46. Click on Next. 

 

47. Click on Accept. 
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48. Now, the Windows 11 machine is ready, as shown in the screenshot below. 

 

49. Open File Explorer window and click This PC in the left pane, then right-click on Local 
Disk (D:) and click Format from the context menu. 

Note: Drive letter may vary in your lab environment. 
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50. Format Local Disk (D:) window appears, leave the settings to default and click Start. 

 

51. Warning pop-up appears click OK 

 

52. In Format Complete message box click OK. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 131



EC-Council 
 

53. Once the formatting of Local Disk (D:) is completed click Close. 

 

CT#7.2: Change the Computer Name 

1. Right-click Start icon and click on System. 
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2. In the System properties window, click Advanced system settings. 

 

3. In the Computer Name tab of the System Properties window, click Change. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 133



EC-Council 
 

4. In the Computer Name field enter Admin-machine-1 and click OK. 

 

5. When prompted to restart the system, click OK. 
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6. You will be returned back to System Properties window, click Close. 

 

7. You will be prompted to restart the system, click Restart Now. 
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CT#7.3: Setting up IP address for Admin Machine-1 

1. Launch VMWare Workstation. 

2. Click on Admin Machine-1 virtual machine profile and click Edit virtual machine 
settings. 

 

3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane, 
click Custom: Specific virtual network radio button and select VMnet8 from dropdown, 
click Add…. 
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4. The PrivateVS switch for internet purpose which is connected to PfSense External Firewall, 
now we need one more switch that is InternalVS for Lan connection. 

5. Select Network Adapter in left side pane and click Finish button. 

 

6. The new Network Adapter will be added, select newly added Network adaptor, click 
Custom: Specific virtual network radio button and select VMnet1. Then, click OK. 
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7. In VMware Workstation, click Power on this virtual machine. 

 

8. Login as Admin. after successful sign in, right-click on Network icon (lower right corner of 
the desktop) and click Network and Internet Settings from the context menu. 
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9. The Settings window opens, scroll down and click on Change adaptor options. 

 

10. The Advanced network settings page appears; scroll down and click on More network 
adapter options. 
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11. Network Connections window opens, we have added two hardware virtual switch, so there 
are two adaptors will visible here, choose first one (here Ethernet 0 in your case switch 
number is different) right-click on Ethernet 0 switch, select Properties from the context 
menu. 

Note: The Name of Unidentified network may vary. 

 

12. Ethernet adapter Properties window appears; and select Internet Protocol Version 4 
(TCP/IPv4) and click Properties. 
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13. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

o IP address: 10.10.10.2 

o Subnet mask: 255.255.255.0 

o Default gateway: 10.10.10.1 

o Preferred DNS server: 10.10.10.1 

o Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 

 

14. Click Close to close the Ethernet Properties window. 
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15. Choose the second one (here Ethernet 1 in your case switch number is different) right-click 
on Ethernet 1 switch, select Properties from the context menu. 

Note: The Name of Unidentified network may vary. 

 

16. Ethernet adapter Properties window appears; and select Internet Protocol Version 4 
(TCP/IPv4) and click Properties. 
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17. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

o IP address: 20.20.10.15 

o Subnet mask: 255.255.255.0 

o Default gateway: 20.20.10.53 

o Preferred DNS server: 10.10.10.1 

o Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 

 

18. Click Close to close the Ethernet Properties window. 
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Download CND Tools Folder in Admin Machine-1 

1. Copy the CND Tools folder from ASPEN in the E: Drive of Admin Machine-1.

2. Open Network and Sharing Center by navigating to Control Panel → Network and

Internet → Network and Sharing Center.

3. In the Network and Sharing Center window, click the Change advanced sharing settings

link in the left pane.

4. In the Advanced sharing settings window, turn on network discovery as well as file and
printer sharing under Private (current profile), Guest or Public, and All Networks, as
shown in the screenshots below, and click Save changes.
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5. Close the Network and Sharing Center window.

6. Now, open a File Explorer window, navigate to the E: drive, right-click on the CND Tools

folder, and navigate to Show more options → Properties from the context menu.

7. Select the Sharing tab from the Properties window to modify and display the current shared
folder settings.

8. Click the Share… button to access the File Sharing options.

9. In the File Sharing wizard, select Everyone from the drop-down list and click Add.

10. For the newly added users (Everyone), click the Read drop-down menu and click
Read/Write.

11. Click Share to begin sharing with the added users.

12. Click Done on the confirmation page of the File Sharing wizard.

13. Close the CND Tools Properties window.

14. Close all open windows.

CT#7.4: Installing Adobe Acrobat Reader 

1. Navigate to E:\CND-Tools\Lab Prerequisites\Adobe Reader folder

2. Alternatively, you may download the latest version of Adobe Reader Adobe website

3. Double-click .EXE file  to begin the installation

4. Follow wizard-driven installation steps and complete the install by choosing default options 
throughout the installation process
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CT#7.5: Installing WinRAR 

1. Navigate to E:\CND-Tools\Lab Prerequisites\WinRAR folder.

2. Alternatively, you can also download the latest version of WinRAR from Vendor.

3. Double click on .exe to begin the installation.

4. WinRAR setup window appears.

5. In the WinRAR 6.22 setup window, click Install.

6. Complete the install by choosing defaults throughout the installation process.

7. After completing the installation, the installation location of WinRAR files window opens 
automatically.

8. Close the window.

CT#7.6: Installing Web Browsers 

1. Navigate to E:\CND-Tools\Lab Prerequisites in guest operating systems.

2. Open Web Browsers folder

3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers.

4. You can also download latest version of web browsers from respective vendors.

CT#7.7: Installing Notepad++ 

1. Navigate to E:\CND-Tools\Lab Prerequisites in guest operating systems.

2. Open Notepad++ folder and double-click .exe file.

3. Follow the wizard-driven installation steps, to install Notepad++.

4. You can also download latest version of Notepad++ from its vendor site.
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CT#7.8: Installing JDK 

1. Navigate the E:\CND-Tools\Lab Prerequisites\Java Double-click on jdk-20_windows-
x64_bin.exe.

2. If User Account Control popup appears, click Yes.

3. JDK Setup window appears, click Next.

4. Click Next.

Note: If a user access control popup appears; click yes. 
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5. Java SDK installed successfully, click Close. 

 

6. Navigate to C:\Program Files\Java\jdk-20 and copy the path. 

 

7. In the search box, type Environment variable and click on Edit the system environment 
variables.  
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8. The system properties window appears; click on Environment variables... 

 

9. Click on New 
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10. In the New System Variable window  enter Variable name as Java_home and Variable 
value as C:\ProgramFiles\Jave\jdk-20. 

 

11. In Windows explorer navigate to C:\Program Files\jdk-20\bin and copy the path in the 
clipboard. 

 

12. In the Environment Variables window select path and click Edit 
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13. Click New and add the copied path in the window and click OK 

 

14. Click OK. 
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15. Click OK

CT#7.9: Installing ZAP Tool 

1. Navigate to E:\CND-Tools\Lab Prerequisites\ZAP and double click on
ZAP_2_14_0_windows.exe. The install wizard opens.

Note: If User Access Control pops up, click Yes.

2. The automatically starts ZAP toll installation, The ZAP tool installation wizard opens, click
Next to continue.
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3. Accept the agreement and click Next. 

 

4. Select Standard installation radio button and click Next. 
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5. Click Install on Ready to install setup wizard.

6. After successful installation, click Finish to complete the installation.

CT#7.10: Installing Nessus Vulnerability Scanning Tool 

1. Navigate the E:\CND-Tools\Lab Prerequisites\Nessus Double-click on Nessus-
10.5.3-x64.msi.
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2. Follow the installation wizard to complete the installation. 

 

3. Click on Finish to complete the installation wizard. 

 

4. The Nessus will launch default browser navigating to 
http://localhost:8834/WelcomeToNessus-Install/welcome link. 
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5. Click Connect via SSL button to continue setup. 

 

6. The browser shows the security warning, click Advance button in the browser. 
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7. Click Continue to localhost(unsafe) button to continue the setup. 

 

8. The Nessus welcome page opens, Click Continue. 
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9. Select Register for Nessus Essential radio button and click Continue.  

 

10. The Nessus required activation code, fill the following details and enter valid email address, 
you will get the activation code on entered email id, click Email 
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11. Copy the activation code, switch to the Nessus installation tab of the browser. And paste 
into the Activation Code* field, click Continue. 

 

12. On the next page type username as admin and password as admin@123, click Submit. 

 

13. Wait for few minutes to complete the downloading. 

 

Note: The downloading may take time. You need to wait for a more the 20 minutes. 
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CT#7.11: Turn off Windows Firewall 

1. Turn on the machine and log in with your credentials. 

2. Open Control Panel and select System and Security. 

 

3. Click Windows Firewall in the System and Security window. 
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4.  In the Windows Firewall window, click Turn Windows Firewall on or off in the left 
pane of the window. 

 

5. . In the Customize Settings window, select the Turn off Windows Firewall (not 
recommended) radio button for all Domain, Private and Public network settings and click 
OK. 
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6. In the Windows Defender Firewall window, click Advanced settings in the left pane. 

 

7.  Once Windows Defender Firewall with Advanced Security appears, click Windows 
Defender Firewall Properties in the Overview section. 
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8. When the Windows Defender Firewall with Advanced Security on Local Computer 
Properties window appears, in the Domain Profile tab, choose Off from the Firewall 
state drop-down list. Then, navigate to the Private Profile and Public Profile tabs and 
ensure that the Firewall state is Off. Click Apply, and then click OK. 

 

9. Close all windows. 

10.  Turn OFF Admin Machine-1 

CT#7.12: Configure pfSense Firewall 

Note: Make sure the pfSense Firewall VM is running. 

1. To open the browser, double-click on the Google Chrome icon on the desktop. 
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2. Browse pfSense web interface type http://10.10.10.1 in the address bar and press Enter. 

 

3. A Privacy error page appears; click Advanced button and select Proceed to 
10.10.10.1(unsafe) to continue. 
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4. The pfSense login page will appear; type username admin and password pfsense, and then 
click SIGN IN button. 
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5. To continue, Click >Next on the welcome page. 

 

6. The Netgate Global Support page will appear; click >Next. 

 

7. To contact the browser for the first time, it is important to configure the primary DNS 
server for pfSense. For the virtual environment, the default gateway address of the host 
machine will be the primary DNS server for pfSense. To know the host default gateway 
address of the host machine, switch to host machine. 

8. Right-click on the Network icon on the taskbar and select Open Network and Internet 
setting. 
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9. The Setting page will appear; click on Change adapter options under network settings. 

 

10. The Network Connections window will appear, which shows the number of adapters 
created. Right-click on Network Bridge (Vnet0) to view the default gateway address of the 
host machine. 

 

11. A pop-up list will appear; select the Status option. 
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12.  The Network Bridge (Vnet0) adapter status window will appear; click on Details… 
button. 

 

13. 13. The Network Connection Details window will appear; you will find the default gateway 
address of the host machine here, as shown in the screenshot below. 

 

14. Click Close all open Network connection windows and the Setting window. 

15. Switch to Admin Machine-1 VM. 
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16. Scroll down the page and type host DNS address in the Primary DNS Server text box 
and 8.8.8.8 in the Secondary DNS Server text box (Note: here, the host machine default 
gateway address is 192.168.1.1; in your case, it may differ. Please check your host machine 
default gateway address.); then, click >Next. 

 

17. Under Time Sever Information, set the Timezone and click >Next. 
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18. To continue the pfSense setup, scroll down and click >Next. 

 

19.  The Configure LAN Interface section will appear; the LAN IP Address and Subnet Mask 
are already during pfSense installation. Thus, click >Next. 
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20. The Set Admin WebGUI Password page appears; enter the Admin Password as 
admin@123 to change the default password of pfSense and click >Next. 

 

21. The Reload configuration page appears; click >Reload. 
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22. After reloading wizard is completed, click >Finish to complete the pfSense setup. 

 

23. A copyrights pop-up will appear; click Accept. 
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24. Click Close to complete the pfSense Configuration. 

 

25. Finally, once the configuration is complete, you can start accessing the pfSense dashboard. 

 

26. Close the browser and shut down Admin Machine-1. 
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CT#7.13: Configuring Host File in Admin Machine-1 

1. We will configure luxurytreats.com website in Web Server VM, to access website we need to 
configure Host file in Admin Machine-1, navigate to C:\Windows\System32\drivers\etc and 
right click on hosts file and click Edit with Notepad++ from context menu. 

 

2. Hosts file opens in Notepad++ type <IP Address of the Web Server 10.10.10.16> 
www.luxurytreats.com and click Save button and close the Notepad++ window. 

Note: The Save failed popup window appears, Click Yes to continue. 
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CT#7.14: Allowing  running Cain&Abel on Admin Machine-1 

1. Open File Explorer and navigate to E:\\CND-Tools\\CNDv3 Module 14 Network
Traffic Monitoring and Analysis\\Cain&Abel folder.

2. Double click on Cain&Abel_password-darknet123 WinRAR ZIP archive file and then
double click on ca_setup.exe. Type darknet123 when prompted for password

3. A WinRAR: Diagnostic messages window appears, close it
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4. A Windows Security popup notification appears on bottom right corner of the screen, click 
on it. 

 

5. Click on HackTool:Win32/Cain threat  

 

6. A drop down box appears where we have to choose Allow on device option and then click 
on Start actions 
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7. A User Account Control popup appears, click on Yes

8. Navigate to E:\\CND-Tools\\CNDv3 Module 02 Administrative Network
Security\\Spyagent and follow the above-mentioned steps after selecting spyagent14.Zip
to allow the spyagent exe also in Admin Machine -1.

CT#8: Configuring Windows Sever 2022 Guest OS as Web Server 

CT#8.1: Installing Windows Sever 2022 as Web Server 

1. Launch VMware Workstation.

2. In VMware Workstation main window, you see a new virtual machine named Web Server.
Click on the newly created virtual machine and click Power on this virtual machine from the
context menu.
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3. When WebServer virtual machine is turned on, Windows Setup window will appear. Select 
the required details and click Next. 

 

4. Click Install Now. 
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5. While installing, Windows Setup appears; choose Windows Server 2022 Standard Evaluation 
(Desktop Experience) and click Next. 

 

6. The License terms wizard appears; check I accept the license terms and click Next. 

7. Click Custom: Install Windows only (advanced) to proceed with the installation. 
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8. The Where do you want to install Windows? wizard appears; click New to create a partition. 
Set the Size to 61440 MB and click Apply. 

 

9. Click Ok in the Microsoft Server Operating System Setup dialog box 

 

10. The Installing Windows screen appears; wait until installation is complete. 
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11. On installation, the Customize settings window appears where the username is set by 
default as Administrator. Enter the password as admin@123 in Password and Re-enter 
password fields and click Finish. 

 

12. Click Ctrl+Alt+Delete icon on the menu to login. 
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13. Login screen appears. Type the password (admin@123) and press Enter. 

 

NOTE: Similarly install Windows server 2022 in Backup Server VM 

CT#8.2: Changing the Computer Name 

1. Close the Server Manager window that opens. Right-click Start icon and click on System. 
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2. In the Settings window, scroll down and click Advanced system settings. 

 

3. In the Computer Name tab of the System Properties window, click Change. 
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4. In the Computer Name field enter WebServer and click OK. 

 

5. When prompted to restart the system, click OK. 

 

6. You will be returned back to System Properties window, click Close  
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7. You will be prompted to restart the system, click Restart Now. 

 

NOTE: Similarly Change the name of Backup Server VM as Backup Server. 

CT#8.3: Turn Off Windows Firewall 

1. Turn on WebServer VM. 

2. Now, check for the system updates and if found any, update the virtual machine to the 
latest.  

Note: Installing the updates might take some time. 

 

1. Open Control Panel select System and Security. 
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3. Click the Windows Defender Firewall in the System and Security window. 

 

4. In the Windows Firewall window, click Turn Windows Firewall on or off link in the left-
pane of the window. 
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5. In the Customize Settings window, select Turn off Windows Defender Firewall (not 
recommended) radio button for all Domain, Private and Public network settings and click 
OK. 

 

6. Again, in the Windows Firewall window, click Advanced settings link in the left-pane. 
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7. Once the Windows Firewall with Advanced Security appears on the screen, click 
Windows Firewall Properties link in the Overview section. 

 

8. When the Windows Firewall with Advanced Security on Local Computer Properties 
window appears, in the Domain Profile tab, choose Off from the Firewall state drop-
down list. Then navigate to Private Profile and Public Profile tabs and ensure that the 
Firewall state is Off. Click Apply and then click OK. 

 

9. Close all the windows. 

NOTE: Turnoff firewall in Backup server 
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CT#8.4: Setting up IP address for Web Server 

1. Launch VMware Workstation. 

2. In VMware Workstation main window, you see a new virtual machine named Web Server. 
Click Edit virtual machine settings from the context menu. 

 

3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane, 
click Custom: Specific virtual network radio button and select VMnet8 from dropdown, 
click OK. 
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4. In VMware Workstation, Click on Power on this virtual machine. 

 

5. Login as Administrator. Wait for few seconds, the server manager window opens, close the 
Server Manager window that opens after successful sign in, right-click on Network icon 
(lower right corner of the desktop) and click Open Network & Internet settings from the 
context menu. 

 

6. Network & Internet window appear, scroll down and click on Change adapter settings. 
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7. In the Network Connections window, right-click on Unidentified network (Ethernet) 
adapter and click Properties from the context menu. 

Note: The Name of Unidentified network may vary. 

 

8. Ethernet adapter Properties window appears; and select Internet Protocol Version 4 
(TCP/IPv4) and click Properties. 
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9. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

o IP address: 10.10.10.16 

o Subnet mask: 255.255.255.0 

o Default gateway: 10.10.10.1 

o Preferred DNS server: 10.10.10.1 

o Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 

 

10. Click Close to close the Ethernet Properties window. 
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11. Now, check whether Windows Server 2022 is installed and working properly. 

12. Set the IP address of backup server As follows 

13. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

o IP address: 10.10.10.17 

o Subnet mask: 255.255.255.0 

o Default gateway: 10.10.10.1 

o Preferred DNS server: 10.10.10.1 

o Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 
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14. Click Close to close the Ethernet Properties window. 

 

15. Now, check whether the network connection is set properly. 
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CT#8.5: Mapping CND-Tools Folder from Admin Machine to Windows Server 2022 VM 

1. Open File Explorer, and type [\\10.10.10.2] in the address bar and press Enter.

2. Windows Security pop-up will appear, type Admin Machine-1 credentials (username:
Admin, Password: admin@123), check the Remember my credentials check box and
click OK.
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3. The CND-Tools shared appears folder and right-click on the CND-Tools Folder and select
Map network drive… option.

4. Map Network Drive window opens, Select Drive as Z: check Reconnect at sign-in, click
Finish.

We have mapped the CND-Tools folder from Admin Machine-1, this folder contains tools for lab 

execution 

5. Follow the steps to share CND-Tools directory in Admin VM in backup server

CT#8.6: Installing Adobe Acrobat Reader 

1. Navigate to Z:\CND-Tools\ Lab Prerequisites\Adobe Reader folder

2. Alternatively, you may download the latest version of Adobe Reader Adobe website

3. Double-click .exe to begin the installation

4. Follow wizard-driven installation steps and complete the install by choosing default options 
throughout the installation process

5. Similary install Adobe Acrobat Reader in Backup Server
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CT#8.7: Installing WinRAR 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder

2. Alternatively, you can also download the latest version of WinRAR from Vendor

9. Double click on .exe to begin the installation

10. WinRAR setup window appears

11. In the WinRAR 5.10 setup window, click Install

12. Complete the install by choosing defaults throughout the installation process

13. After completing the installation, the installation location of WinRAR files window opens
automatically

14. Close the window

15. Similary install WinRAR in Backup Server

CT#8.8: Configuring Windows Explorer 

1. In the Advanced Settings section of explorer, under Hidden files and folders, select Show
hidden files, folders, and drives radio button,  uncheck Hide extensions for known file types
and Hide protected operating system files (Recommended) options, click Apply and then
click OK.

CT#8.9: Installing Web Browsers 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Web Browsers folder

3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers

4. You can also download latest version of web browsers from respective vendors

5. Similarly install Web Browsers in Backup Server

CT#8.10: Installing Notepad++ 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Notepad++ folder and double-click .exe

3. Follow the wizard-driven installation steps, to install Notepad++

4. You can also download latest version of Notepad++ from its vendor site

5. Similarly install Notepad++ in Backup Server
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CT#8.11: Adding IIS (Internet Information Services) roles in Server Manager 

1. To open Server Manager, type Server Manager and click Server Manager icon. 

 

2. In Server Manager Dashboard, click Add Roles and Features. 

` 
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3. Add Roles and Features Wizard appears, click Next. 

 

4. In Installation Type section of the wizard, select Role-based or feature-based 
installation radio button and click Next. 
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5. In Server Selection section, leave the selections to default and click Next. 

 

6. Server Roles section appears, click the check box of Web Server (IIS) role. 
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7. Add Roles and Features Wizard window appears, click Add Features. 

 

8. In the Server Roles section, you will observe the Web Server (IIS) option is checked. Click 
Next. 
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9. Features section appears, select the checkboxes under .NET Framework 4.6 Features. 

Note: Click Add Features button if you get a prompt for the features to be added, while selecting 
any features. Click Next. 

 

10. Web Server Role (IIS) section appears in the wizard, click Next. 
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11. Selected Role Services section appears in the wizard. Check all features under Health and 
Diagnostics. 

 

12. Scroll down and Check FTP Server→ FTP Service, Management Tools→ IIS 

Management Console, IIS 6 Metabase Compatability → IIS 6 Metabase 
Compatability. Click Next. 
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13. In Confirm installation section wizard, click Install (Ignore the warning under the Custom 
installation selections wizard). 

 

14. Add Roles and Features Wizard will show the installation progress of the features. It will 
take a while to complete the installation of selected roles. 
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15. After the completion of installation, click Close button and restart the machine.

CT#6.12: Installing Microsoft SQL Server 2022 Evaluation edition 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\SQL Server 2022 and double-click
SQLServer2022-SSEI-Eval.exe.

2. If Open File -Security warning pop-up appears, click Run.
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3. SQL Server 2022 window appears click Custom.  

   

4. Specify SQL Server media download target location section appears, click Install.  
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5. After installing, SQL Server Installation Center window appears. Select Installation tab from left 
pane and click New SQL Server stand-alone installation or add features to an existing 
installation link and wait for some time.  

  

6. Edition window appears, Select Specify a free edition radio button and click on Next.  
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7. Read the Software License Terms in the License Terms section, check the option I accept the 
license terms and click Next  

  

8. SQL Server 2022 Setup Microsoft Update section appears, click Next.  
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9. Azure Extension for SQL Server window appears. Uncheck the Azure Extension for SQL Server 
box and click on Next.  

  

10. Feature Selection window appears. Click on select all and click on Next.  
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11. Instance Configuration window appears. Select Default instance radio button that gives Instance 
ID as MSSQLSERVER and click on Next.  

  

12. PolyBase Configuration window appears. Retain the default port range and click on Next.  

  
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 211



EC-Council 
 

13. Server configuration window appears. Click on Next. 

 

14.  Database Engine Configuration window appears, select Mixed Mode(SQL Server 
authentication and Windows authentication) radio button and enter the password as 
qwerty@123. Click on Add Current User. You can see WEBSERVER\Administrator 
(Administrator) under Specify SQL Server administrators. Click on Next.   
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15. Analysis Services Configuration window appears. Select Tabular Mode radio button and Click on 
Add Current User as shown in the screenshot below and Click on Next.   

  

  

16. Integration Services Scale Out Configuration- Master Node window appears, Select Create a 
new SSL certificate radio button, and click on Next.   
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17. Integration Services Scale Out Configuration- Work Node window appears, Click on Next. 

    

18. Ready to Install window appears. Click on Install.  
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19. Wait till it gets installed.   

   

20. After the installation, click on Close.  
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CT#6.13: Installation of Microsoft SQL Server Management Studio 

1. Navigate the Z:\CND-Tools\Lab Prerequisites\SQL Server Management Studio Double-click
on SSMS-Setup-ENU.exe.

Click Run if a security waring pop-up appears.

2. Microsoft SQL Server Management Studio welcome screen appears, click Install to begin the setup.
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3. Microsoft SQL Server Management Studio begins the setup. Wait for the setup to finish.  

  

4. Microsoft SQL Server Management Studio Setup Completed screen appears, click Close to finish.  
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CT#8.12: Configure the LuxuryTreats Website 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\Websites.

2. Right-click the LuxuryTreats.zip file select copy from the context menu to copy the file.

3. Navigate to C:\inetpub\wwwroot folder and past the copied LuxuryTreats.zip file.
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4. Right-click the LuzuryTreats.zip file and click Extract All option from the context menu. 

 

5. Change the Destination folder to C:/inetpub/wwwroot/ and click Extract. 

6. LuxuryTreats.zip file will be extracted, and you will see a LuxuryTreats folder created in 
C:/inetpub/wwwroot. Delete the LuxuryTreats.zip file. After extracting the LuxuryTreats 
folder delete the LuxuryTreats.zip file. 

 

7. Open LuxuryTreats folder from C:\inetpub\wwwroot\ and open Web.config file in 
notepad++ or in notepad. 
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8. Scroll down to connectionStrings tag, Replace Server with your machine’s name in the 
connectionString property of DBConn connection string as shown in the screenshot. 

Note: If you have changed the password of sa user while installing SQL Server, change the 
password in the connection string to given password for SQL Server sa user while installing 
SQL Server. 

 

9. Save the file and close it. 

10. Now, launch SQL Server 2022 Management Studio and click Connect. 
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11. Microsoft SQL Server Management Studio window, right-click on Databases and select 
New Database. 

 

12. New Database window appears, specify Database name as Hotels and click OK. 
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13. Now expand the Databases node. You will observe that Hotels database appears under the 
Object Explorer section, which implies that Hotels database has been successfully created. 

 

14. Navigate to Z:\Lab Prerequisites\Website\DBScript.  

15. Double-click Script.sql file, it will open in SQL Server Management Studio Editor.If you 
are not connected to the database server Connect to Server Window appears give the 
username and password and connect to the database server. 
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16. Now click  Execute on the task bar. 

 

17. This process will create necessary tables in the Hotels database. 

18. Now click Start menu button, click Administrative Tools. 
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19. Double-click on Internet Information Services (IIS) Manager. 

 

20. Internet Information Services (IIS) Manager main window appears, now in Connections 
pane of the IIS Manager, right-click the Machine Name and click Add Website from 
context menu. 
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21. Add Website wizard appears, type the Site name in Site name: field and click on Browse 
button near Physical path: section. Here we are installing LuxuryTreats site, so we have 
provided LuxuryTreats in the Site name: field.  

 

22. Browse for Folder pop-up appears, navigate to C:\inetpub\wwwroot and choose 
LuxuryTreats folder and click OK. 

 

23. Now in Binding section choose http in Type: field. Choose the Host machine IP address 
(Internal adaptor - 10.10.10.12) from IP address: field, and choose 80 in Port: field. 

24. Type www.luxurytreats.com in Hostname: field, make sure that Start Website immediately 
is checked and click OK. 
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CT#8.13: Configuring Host File in Windows Server 2022 

1. In Windows Server 2022 navigate to C:\Windows\System32\drivers\etc and right click 
on hosts file and click Edit with Notepad++ from context menu. 

2. Hosts file opens in Notepad++ type <IP Address of the Web Server> www.luxurytreats.com and 
click Save button and close the Notepad++ window. 

 

CT#8.14: Setting up FTP Site  

1. Navigate to Z:\Lab Prerequisites\Website and copy the DemoFTPSite into C: drive. 
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2. Click on Windows Start button →Administrative Tools. 

 

3. Double-Click on Internet Information Services (IIS) Manager. 

 

 

4. In the IIS Manager window expands WINSERVER (WEBSERVER\Administrator). Right-click on 
Sites and click on Add FTP Site from the context menu. 
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5. Give FTP site name as DemoFTPSite. Click … ellipse button. 

 

6. Browse for folder dialog box appears, navigate to C:\DemoFTPSite and click OK. 
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7. The physical path will be set to C:\DemoFTPSite. Click Next. 

 

8. Select IP Address 10.10.10.16 from the IP Address dropdown Port: 21 and check Start FTP site 

automatically. Select No SSL as SSL option and click Next. 
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9. Check Anonymous and Basic for Authentication. Select Allow access to: All users as 
Authorization and check Permissions: Read and Write. Click Finish. 

 

10. You will see that DemoFTPSite will be successfully created in IIS Manager. 
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11. Click on DemoFTPSite and double-click on FTP Logging as shown in following screenshot. 

 

12. Click on Select W3C Fields… button. 
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13. Tick All check boxes available in Information to Log window and click OK. 

 

14. Click Apply in right side Action pane. 
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15. You will see Alerts The changes have been successfully saved. 

 

16. Close all open windows. 

CT#8.15: Change User Account Settings to disable notification on System Changes 

1. Open Control Panel, click on System and Security.  
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2. Click on Change User Account Control setting link.  

  

3.  Drag the scroll bar down Always notify to Never notify and click OK.   
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 CT#8.16: Adding New User 

1. Right-click on Web Server virtual machine profile in Hyper-V Manager and click Connect.. 
and login with username Administrator and password as admin@123. If already connect, 
skip step 2 to continue. 

2. Open control panel and select User Accounts. 

 

3. Select Change account type link as shown in following screenshot. 
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4. Manage Account window opens, click Add a user accounts. 

 

5. User details window opens, fill user details such as username as John, password as user@123 
and confirm password, password hin, click Next. 
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6. Click Finish to complete the document. 

 

7. You can see the user added successfully. 
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CT#8.16: Sharing Shared Docs folder in  C Drive 

1. Navigate to Z: CND-Tools copy the Shared Docs folder from the Lab Prerequisites
folder and copy it in C:\ Drive, double click on Shared docs and right click on Files and
select properties.

2. Go to sharing tab and click on share.
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3. Now click on Drop-down arrow and Select Everyone. Click on share. 

 

4. Click on Done. 
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5. Switch back to Admin Machine-1. To access the shared docs from webserver, Navigate to 
File explorer and type \\10.10.10.16\Shared docs\Files in the address bar and press 
Enter. 

 

6. Enter network credentials window appears. Type Administrator as username and 
admin@123 as password. Click OK.  
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7. Now, you can see Shared docs folder connected. Double click on it, and open Files folder. 
You can see all the files accessed from Webserver VM.  

 

 

 

 
NOTE: Perform CT 8.11 – CT8.15 On Backup Server VM 
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CT#9: Configuring Windows Server 2022  Guest OS as AD Domain Controller 

CT#9.1: Installing Windows Server 2022 as AD Domain Controller 

8. Click on Power on this virtual machine virtual machine profile in VMware Workstation.  

 

9. When WebServer virtual machine is turned on, Windows Setup window will appear. Select 
the required details and click Next. 
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10. Click Install Now. 

 

11. While installing, Windows Setup appears; choose Windows Server 2022 Standard Evaluation 
(Desktop Experience) and click Next. 
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12. The License terms wizard appears; check I accept the license terms and click Next. 

13. Click Custom: Install Windows only (advanced) to proceed with the installation. 

 

14. The Where do you want to install Windows? wizard appears; click New to create a partition. 
Set the Size to 61440 MB and click Apply. 

 

1. In the Microsoft Server Operating System Setup dialog box Click OK 
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15. Select the Unallocated Space partition, click Next. 

 

16. The Installing Windows screen appears; wait until installation is complete. 
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17. After successful installation customize setting window appears, type password admin@123 
for Administrator and type confirm password, click Finish 

 

18. After completing the installation, the virtual machine automatically will restart. 
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CT#9.2: Changing the Computer Name 

1. Login as Administrator. 

2. Launch Server Manager and right-click on Windows Start Icon and select System. 

 

3. Settings window will open, scroll down and click on Advanced system settings. 
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4. In the Computer Name tab of the System Properties window, click Change. 

 

5. In the Computer Name field enter DomainControll and click OK. 

 

1. When prompted to restart the system, click OK. 
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6. You will be returned back to System Properties window, click Close.  

 

7. You will be prompted to restart the system, click Restart Now. 

 

CT#9.3: Turn Off Windows Firewall 

1. Turn on WebServer VM. 

2. Now, check for the system updates and if found any, update the virtual machine to the 
latest.  

Note: Installing the updates might take some time. 
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3. Open Control Panel select System and Security. 

 

4. Click the Windows Defender Firewall in the System and Security window. 
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5. In the Windows Firewall window, click Turn Windows Firewall on or off link in the left-
pane of the window. 

 

6. In the Customize Settings window, select Turn off Windows Defender Firewall (not 
recommended) radio button for all Domain, Private and Public network settings and click 
OK. 
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7. Again, in the Windows Firewall window, click Advanced settings link in the left-pane. 

 

8. Once the Windows Firewall with Advanced Security appears on the screen, click 
Windows Firewall Properties link in the Overview section. 
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9. When the Windows Firewall with Advanced Security on Local Computer Properties 
window appears, in the Domain Profile tab, choose Off from the Firewall state drop-
down list. Then navigate to Private Profile and Public Profile tabs and ensure that the 
Firewall state is Off. Click Apply and then click OK. 

 

10. Close all the windows. 

CT#9.4: Enabling Remote Desktop Connection 

1. Press Windows + R keys and type control panel in Run command to open control panel and 
click OK 
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2. Control Panel appears on the screen, type system in search field, the System options will be 
listed out, click Allow remote access to your computer  option under System section. 

  

3. System properties dialog-box appears, click Allow Remote Connection to this computer 
radio button, click Apply and OK. 
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CT#9.5: Setting up IP address for AD Domain Controller 

1. Launch VMWare Workstation. 

2. Click on AD Domain Controller virtual machine profile and click Edit virtual machine 
settings. 

 

3. Settings for AD Domainn Controller window opens, click Network Adapter in left side 
pane, click Custom: Specific virtual network radio button and select VMnet1 from 
dropdown, click OK. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 255



EC-Council 
 

4. In VMware Workstation, click Power on this virtual machine. 

 

5. Login as Administrator. Wait for few seconds, the server manager window opens, close the 
Server Manager window that opens after successful sign in, right-click on Network icon 
(lower right corner of the desktop) and click Open Network & Internet settings from the 
context menu. 
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6. Network & Internet window appear, scroll down and click on Change adapter settings. 

 

7. In the Network Connections window, right-click on Unidentified network (Ethernet) 
adapter and click Properties from the context menu. 

Note: The Name of Unidentified network may vary. 
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8. Ethernet adapter Properties window appears; and select Internet Protocol Version 4 
(TCP/IPv4) and click Properties. 

 

9. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

o IP address: 20.20.10.19 

o Subnet mask: 255.255.255.0 

o Default gateway: 20.20.10.53 

o Preferred DNS server: 20.20.10.53 

o Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 
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10. Click Close to close the Ethernet Properties window. 

 

11. Now, check whether Windows Server 2022 is installed and working properly. 

CT#9.6: Adding DHCP Role to Domain Controller 

1. Launch  Server Manager.-→ Click Add roles and features 
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2. Click Next to begin.  

 

3. Select Role-based or feature-based installation and click Next. 
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4. The Default DomainController is selected, click Next to continue. 

 

5. The list of roles displays, select DHCP from the list. 
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6. Add Roles and Features Wizard appears, click Add Features. 

 

7. Click Next to continue. 
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8. Click Next in Feature section. 

 

9. Under DHCP Server Section some note appears, click Next. 

 

10. Now to confirm installation, select Restart the destination server automatically if 
required. 
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11. The alert popup appears, click Yes and click Install to continue. 

 

12. Wait for few minutes to install DHCP role. 
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13. After Successful installation click Close. 

 

14. Now to complete the installation navigate to Server Manager and click on alert notification 
as shown in following screenshot. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 265



EC-Council 
 

15. Click on complete DHCP Configuration.  

 

16. Click Commit to complete the installation. 
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17. The summary page appears, click Close. 

 

CT#9.7: Install Active Directory on AD Domain Controller VM 

1. To install the AD in the Windows Server 2022 VM, launch the Server Manager, click Roles 
in the left pane, and Add Roles under the Roles Summary section. 
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2. Once the Before You Begin wizard opens, click Next to continue. 

 

3. Select Role-based or Feature-based installation and click Next. 
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4. Choose Select a server from the server pool and click Next. 

 

5. Check Active Directory Domain Services in the Roles section in the Server Roles wizard. 
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6. In the Add Roles and Features Wizard, choose Add Features button and click Next. 

 

7. Click Next. 
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8. The Active Directory Domain Services wizard appears; click Next to continue. 

 

9. The Active Directory Domain Services wizard appears; click Next to continue. 
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10. In the Confirm Installation Selections Wizard, check Restart the destination sever 

automatically if required. Then, a confirmation prompt will appear. Click Yes and Install 

to continue. 

 

11. The Installation progress wizard shows the installation process of the Roles, as shown in 
the screenshot below. 
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12. In Installation progress wizard, a Configuration required. Installation succeeded on 
DomainControll. message will appear; click Close. 

 

13. Click on Alert Flag, as shown in the screenshot below. 
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14. Select Promote this server to a domain controller. 

 

15. The Active Directory Domain Services Configuration Wizard opens; select Add a new 

forest and specify the root domain name as CND.com, and then click Next. 
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16.  The Domain Controller option section appears; check DNS server, type password as 

admin@123, and click Next. 

 

17. In the DNS Option, a parent zone cannot be found error is seen; ignore the error and click 
Next. 
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18. Retain the Net BIOS domain name; click Next to continue. 

 

19. Retain the default path of the AD services, database, and logs, and then click Next. 
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20. In the Review section, the configuration settings of the AD services are available; click Next 

to continue. 

 

21. Under Prerequisites Check, click Install to continue. 
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22. Wait for a few minutes for the system to restart; then, log in with username

CND\Administrator and password admin@123. 

CT#9.8: Map CND-Tools Folder from Admin Machine-1 VM 

1. Before Mapping CND-Tools Folder, make sure that pfSense Firewall VM, Smoothwall
Firewall VM and Admin Machine-1 VM is running.

2. Launch the AD Domain Controller VM Login with username as CND\Administrator
and password as admin@123.

3. Open File Explorer, and type [20.20.10.15] in the address bar and press Enter.
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4. Windows Security pop-up will appear, type Admin Machine-1 credentials (username:
Admin, Password: admin@123), check the Remember my credentials check box and
click OK.

5. The CND-Tools shared appears folder and right-click on the CND-Tools Folder and select
Map network drive… option.
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6. Map Network Drive window opens, Select Drive as Z: check Reconnect at sign-in, click
Finish.

7. We have mapped the CND-Tools folder from Admin Machine-1, this folder contains tools
for lab

execution 

CT#9.9: Installing Adobe Acrobat Reader 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\Adobe Reader folder.

2. Alternatively, you may download the latest version of Adobe Reader Adobe website.

3. Double-click .exe to begin the installation.

4. Follow wizard-driven installation steps and complete the installation by choosing default 
options throughout the installation process.

CT#9.10: Installing WinRAR 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder

2. Alternatively, you can also download the latest version of WinRAR from Vendor

3. Double click on .exe to begin the installation

4. WinRAR setup window appears

5. In the WinRAR 5.10 setup window, click Install

6. Complete the install by choosing defaults throughout the installation process

7. After completing the installation, the installation location of WinRAR files window opens 
automatically

8. Close the window
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CT#9.11: Installing Web Browsers 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Web Browsers folder

3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers

4. You can also download latest version of web browsers from respective vendors

CT#9.12: Installing Notepad++ 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Notepad++ folder and double-click .exe file

3. Follow the wizard-driven installation steps, to install Notepad++

4. You can also download latest version of Notepad++ from its vendor site

CT#9.13: Create and Configure OU in AD 

1. The Server Manage Window opens.

2. Navigate to Tools → Active Directory Users and Computers.
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3. The Active Directory Users and Computers window opens; right-click on CND.com and 
select New→Organizational Unit. 

 

4. In the New Object - Organizational Unit window, type FinanceOU in the Name field and 
click OK. 
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5. The FinanceOU is now created. 

 

6. To create a sub-OU, right-click on FinanceOU and select New→Organizational Unit. 

 

7. The New Object - Organizational Unit window opens; type FinanceUsers and click OK. 
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8. You have now created FinanceOU→FinanceUsers under CND.com 

 

9.  Right-click on FinanceOU and select New → Group. 
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10.  The New Object - Group window opens; type Group name as Admin-Support and click 
OK. 

 

11. Create a user who will be a member of the Admin-Support group under FinanceOU. 

12. Click the New user icon; the New Object - User window opens. Type the first name as 
FinanceAdmin1 and user logon name as FinanceAdmin1; then, click Next. 
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13. Type and confirm your password user@123; uncheck all boxes and click Next. 

 

14.  Click Finish. 

 

15.  Once user FinanceAdmin1 has been created, add this user to the Admin-Support group. 

16. Right-click FinanceAdmin1 and select Add to a group… 
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17. The Select Groups window opens; type the object name as Admin-Support and click Check 

Names. Once the Admin-Support group is selected, click OK. After you receive a message 

indicating you have successfully added the user to the group operation, click OK. 

 

18. FinanceAdmin1 is now a member of the group Admin-Support. 

CT#9.14: Create and Configure User Account in AD 

1. Open the Server Manager. 

2. Navigate to Tools → Active Directory Users and Computers. 
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3.  In the Active Directory Users and Computers window, expand the CND.com node and 

right-click Users. Click New, and then User from the context menu, as shown in the 

screenshot below. 

 

4.  The New Object - User dialog box appears; fill in the required fields. 

5.  Type Martin in First name, initials of your choice, type martin in User logon name, and 

then click Next. 
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6.  Type and confirm your password user@123, and uncheck User must change password at 
next logon and check Password never expires option. Then, click Next 

Note: If a “You specified that the password should never expire” pop-up appears, click OK. 

This is for a lab demonstration purpose for CND, as a network administrator user should 

change their domain password according to the organization’s network policies. 

 

7. Once User is successfully created, click Finish.  
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8. Once User is successfully created, click Finish. Similarly, you can create Bob b. and John j. 

users in Active Directory Domain Services. 
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CT#9.15: Installing WampServer 

1. To install WampServer without any errors, install all required prerequisites.

2. Navigate to Z:\CND-Tools\Lab Prerequisites\WAMP Server and Copy the WAMP 
Server folder in C: Drive of AD Domain Controller VM.

3. Navigate to C:\ WAMP Server and extract all_vcredist_2022_x64.exe file.

4. The extracted folder contains the list of prerequisite VC++ files; select each file and install.

5. Similarly, navigate to C:\WAMP Server\ all_vcredist_2022_x86.exe, double-click each
vcredist_* file, and follow the wizard-driven steps to install Microsoft Visual C++
Redistribute packages.

6. Navigate Z:\CNDv3 Lab Prerequisites\WAMP Server and double-click
wampserver3.3.2_x64.exe

7. In the Select Setup Language pop-up, choose English as the default language and click OK.
1.Click Run

8. Select English language when Select Setup Language window appears.
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9. Select the I accept the agreement Radio button and click Next.  

 

10. Click Next. 

 

11. Select path and click NEXT.  
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12. Wait until it is installed. 

 

13. If you want to choose a browser different from your default browser, Click Yes. 

 

14. Say No to choose a different editor and wait until it Wamp server set up is completely 
installed.  
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15. Click Next when the Information window appears. 

 

16. Click on Finish after successful setup installation. 

 

17. WampServer icon appears in the notification area. Wait till the icon turns from red colour to 
green colour. 
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18. Once the icon turns green, navigate to the location 
C:\Wamp64\bin\apache\apache2.4.58\conf, open httpd.conf file with Notepad++ i.e., 
right-click on httpd.conf file and select Edit with Notepad++. 

Scroll down to line no. 311 and change the script from Require local to Require all granted. 

 

19. Click File from the menu bar and then click Save 
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20. Close the file and all the other folders that were open. Click Wamp server icon from the 
system tray, and then click Restart All Services and wait until the icon turns green. 

 

Installing and Configuring WordPress Website 

1. Click on Wamp server icon from the system tray and select Local Host  
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2. As soon as you click the icon, the WAMPSERVER home page appears in the default 
browser. Click phpmyadmin5.2.1 under Your Aliases 

NOTE: Screenshots differs with different browsers 

 

3. PHPMyAdmin Home page appears. Give username as root (no password is required) and 
click on Log in.  

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 297



EC-Council 
 

 

4. Select Databases tab. 

 

5. Databases webpage appears, type wordpress in the Create database text field, leave the drop-
down list set to default as Collation and click Create to create a database named wordpress. 

 

6. On successful creation of the database, a pop-up appears stating that the database is created. 
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7. The newly added wordpress database appears in the left pane, click on it. 

 

8. Wordpress database’s webpage appears, click Privileges by clicking More drop down. 

 

9. Here, you will be adding a user to the database. To add, click the Add user account link. 
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10. Under Login Information section: 

a. Type admin in the Username: text field, 

b. Select Local from the Host: drop-down list. 

c. Type the password as qwerty@123 in Password: and Re-type: password fieldsIn the 
Global privileges section: 

d. Click Check All link. 

e. Click Go button in the bottom of the page  
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11. You will observe the newly added user in the wordpress database’s webpage as shown in the
following screenshot:

12. Close the Web browser.

13. Navigate to C:\wamp64\www and create a new folder named cnd.

14. Navigate to Z:\Lab Prerequisites\Websites\WordPress and copy all the contents in
the location.
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15. Navigate to C:\wamp64\www\cnd and paste all the contents that were copied from
Z:\Lab Prerequisites\Websites\WordPress.

16. Launch a web browser, type the URL http://localhost/cnd and press Enter.

17. Setup Configuration webpage appears, click Continue.

Note: Screenshots may differ if you are using different browser.
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18. Setup Configuration webpage appears, click Let’s go! button 

 

19. Now, you need to specify the database connection details 

Type: 

a. wordpress in Database Name field 

b. admin in User Name field 

c. qwerty@123 in Password field 

d. localhost in Database Host field 

20. Click Submit button. 

 

 

1.    
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21. Click on Run the Installation. 

 

22. Welcome page appears, scroll down the webpage, type: 

a. CND demo website in Site Title field 

b. admin in the Username field 

c. qwerty@123 in Password and Re-type password field 

d. and email ID in Your E-mail text field 

e. Uncheck Allow search engines to index this site. option and click Install WordPress 
button. 
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23. On successful installation, a webpage appears stating that the installation is successful. Click 
Log In button. 

 

24. Log In webpage appears, type admin in Username field, qwerty@123 in Password field and 
click Log In button. 

 

25. Once you have logged in to the website, WordPress Dashboard appears. 

26. Hover the mouse cursor on Settings and click General. 

27. WordPress Settings webpage appears, type http://[IP Address of AD Domain 
Controller]/cnd in WordPress Address (URL) and Site Address (URL) fields. 

Note: In this lab setup, the IP Address of AD Domain Controller is 20.20.10.19 and this 
address may vary in your lab environment. 
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28. Scroll down the webpage and click Save Changes button. 

 

 

29. On clicking the button, you will be redirected back to the login page. 

30. Enter the user credentials (admin/qwerty@123) and click Log In button. 
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31. No, open a new tab in the browser and type http://localhost/cnd in the URL bar and 
press Enter.  

 

 

CT#10: Conguring Windows 11 Enterprise Guest OS as Finance Dept 

CT#10.1: Installing Windows 11 Enterprise Guest OS as Finance Dept 

1. Click on Finance Dept virtual machine in VMware Workstation and click Power on this 
virtual machine.  

2. Wait until Windows Setup screen appears, in Windows Setup screens choose the Language 
and other preferences then click Next. 
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3. Click Install now button to start the installation process of Windows 11. 

 

4. In the Select the operating system you want to install wizard, select Windows 11 Pro and 
click Next. 

 

5. If This PC can’t run Windows 11 error appears, follow the below steps: 

• Press Shift+F10 and a Command Prompt window appears. 

• In the Command Prompt window, type regedit and press Enter. 
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6. The Registry Editor window appears, from the left-pane navigate to 

HKEY_LOCAL_MACHINE → SYSTEM. Right-click Setup node and navigate to New → Key. 

 

7. A new key has been created, rename it as LabConfig and press Enter. 
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8. Right-click anywhere in the right pane and navigate to New → DWORD (32-bit) Value. 

 

9. Rename the value as BypassCPUCheck and press Enter. 

10. Now, right-click BypassCPUCheck value and select Modify… option. 

11. Edit DWORD (32-bit Value) pop-up appears, change the Value data to 1 and click OK. 
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12. Similarly, create BypassTPMCheck, BypassRAMCheck, and BypassSecureBootCheck 
values (for each value, set Value data=1). 

 

13. Now, close all the windows (Registry Editor, Command Prompt and Error window). 

14. In Windows Setup window, click Yes.  

15. Click Install Now button. 

16. The Select the operating system you want to install wizard appears again; select 
Windows 11 Pro and click Next. 

17. Applicable notices and license terms wizard appears, accept the license terms by clicking 
on I accept... checkbox and click Next. 
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18. Click Custom: Install Windows only (advanced) option to proceed with the installation. 

 

19. Where do you want to install Windows? wizard appears, click New to create a partition. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 312



EC-Council 
 

20. Provide 30000 MB in the Size field and click Apply. 

 

21. Windows Setup pop-up appears, click OK. 

 

22. Click Unallocated Space partition, then click on New, and then leave the size to default and 
then click Apply. 
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23. After partitions are created, choose the partition to install Windows 11, and click Next. 

 

24. The Installing Windows screen appears; wait until installation is complete. 
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25. Use Default location and click yes. 

 

26. Select English (India) as Keyboard layout and click on Yes. 
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27. Click Skip. 

 

28. Click on I don’t have internet. 
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29. Click Continue with limited setup. 

 

30. In Who’s going to use this device type Martin and click on Next. 

31. Type user@123 as password and click on Next. 
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32. Type user@123 to confirm the password and click on Next. 

 

33. Select one security question and type the answer. Click on Next. 
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34. Select another security question and type the answer. Click on Next. 

 

35. Select the last security question and type the answer. Click on Next. 
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36. Click on Next. 

 

37. Click on Next. 
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38. Click on Accept. 

 

39. Now, the Windows 11 machine is ready, as shown in the screenshot below. 
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40. Open File Explorer window and click This PC in the left pane, then right-click on Local 
Disk (D:) and click Format from the context menu. 

Note: Drive letter may vary in your lab environment. 

 

41. Format Local Disk (D:) window appears, leave the settings to default and click Start. 
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42. Warning pop-up appears click OK 

 

43. In Format Complete message box click OK. 

 

44. Once the formatting of Local Disk (D:) is completed click Close. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 323



EC-Council 
 

CT#10.2: Changing the Computer Name 

1. Right-click Start icon and click on System. 

 

2. In the System properties window, click Advanced system settings. 
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3. In the Computer Name tab of the System Properties window, click Change. 

 

4. In the Computer Name field enter Finance-Dept and click OK. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 325



EC-Council 
 

5. When prompted to restart the system, click OK. 

 

6. You will be returned back to System Properties window, click Close  
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7. You will be prompted to restart the system, click Restart Now. 

 

CT#10.3: Setting up IP address for Finance Dept 

1. Launch VMWare Workstation. 

2. Click on Admin Machine-1 virtual machine profile and click Edit virtual machine 
settings. 
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3. Settings for Admin Machine-1 window opens, click Network Adapter in left side pane, 
click Custom: Specific virtual network radio button and select VMnet8 from dropdown, 
click Add…. 

 

4. The PrivateVS switch for internet purpose which is connected to PfSense External Firewall, 
now we need one more switch that is InternalVS for Lan connection. 

5. Select Network Adapter in left side pane and click Finish button. 
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6. The new Network Adapter will be added, select newly added Network adaptor, click 
Custom: Specific virtual network radio button and select VMnet1. Then, click OK. 

 

7. In VMware Workstation, click Power on this virtual machine. 
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8. Login as Admin. after successful sign in, right-click on Network icon (lower right corner of 
the desktop) and click Network and Internet Settings from the context menu. 

 

9. The Settings window opens, scroll down and click on Change adaptor options. 

 

10. The Advanced network settings page appears; scroll down and click on More network 
adapter options. 
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11. Network Connections window opens, we have added two hardware virtual switch, so there 
are two adaptors will visible here, choose first one (here Ethernet 0 in your case switch 
number is different) right-click on Ethernet 0 switch, select Properties from the context 
menu. 

Note: The Name of Unidentified network may vary. 

 

12. Ethernet adapter Properties window appears; and select Internet Protocol Version 4 
(TCP/IPv4) and click Properties. 
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13. Select Use the following IP address and Use the following DNS server addresses radio 
buttons, and type the following values as shown in the screenshot and click OK. 

a. IP address: 20.20.10.10 

b. Subnet mask: 255.255.255.0 

c. Default gateway: 20.20.10.53 

d. Preferred DNS server: 20.20.10.19 

e. Alternate DNS server: 8.8.8.8 

Note: Once you click on OK button if Networks section appears on the right side of the 
desktop screen, and then click Yes. 
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14. Click Close to close the Ethernet Properties window.

15. Now, check whether Finance-Dept is installed and working properly.

Note: Map CND-Tools folder to finance dept following CT#9.8 

CT#10.4: Installing Adobe Acrobat Reader 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\Adobe Reader folder

2. Alternatively, you may download the latest version of Adobe Reader Adobe website

3. Double-click .exe to begin the installation

4. Follow wizard-driven installation steps and complete the install by choosing default options 
throughout the installation process

CT#10.5: Installing WinRAR 

1. Navigate to Z:\CND-Tools\Lab Prerequisites\WinRAR folder

2. Alternatively, you can also download the latest version of WinRAR from Vendor

3. Double click on .exe to begin the installation

4. WinRAR setup window appears

5. In the WinRAR 5.10 setup window, click Install
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6. Complete the install by choosing defaults throughout the installation process

7. After completing the installation, the installation location of WinRAR files window opens
automatically

8. Close the window

CT#10.6: Installing Web Browsers 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Web Browsers folder

3. Follow wizard-driven installation steps and install Firefox and Chrome web browsers

4. You can also download latest version of web browsers from respective vendors

CT#10.7: Installing Notepad++ 

1. Navigate to Z:\CND-Tools\Lab Prerequisites in guest operating systems

2. Open Notepad++ folder and double-click .exe file

3. Follow the wizard-driven installation steps, to install Notepad++

4. You can also download latest version of Notepad++ from its vendor site

CT#10.8: Enabling Remote Desktop Connection 

1. Navigate to  Settings > System > Remote Desktop and toggle the “Enable Remote
Desktop” button to ON.

CT#11: Configuring Ubuntu Linux Guest OS as Operation Dept 

CT#11.1: Installing Ubuntu Linux as Operation Dept 

1. Click on Operation Dept virtual machine in VMware Workstation and click Power on this
virtual machine.

2. Ubuntu virtual machine starts booting with the provided source. Choose preferred language
on the left hand-side and click Install Ubuntu in the Welcome screen.

3. Preparing to install Ubuntu wizard appears, check the check box as shown in the screenshot
and click Continue.

4. Leave default selection of keyboard layout and click continue.

5. Select Normal Installation option and click Continue.

6. In Installation type, choose Erase disk and install Ubuntu radio button and click Install
Now

7. Write the changes to disks poop-up appears, click Continue

8. Where are you screen appears, choose the location or leave the settings to default and click
Continue

9. Keyboard layout screen appears, leave the settings to default and click Continue
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10. Who are you screen appears, type Bob in Your name field. The corresponding fields Your 
computer’s name and Pick a username are auto filled. Type user@123 in Choose a password 
and Confirm your password fields and click Continue 

11. Ubuntu installation will start, wait till you get the Ubuntu login screen as shown the 
screenshot below: 

 

12. Click Restart Now button, once the installation is completed. Login screen appears, type 
user@123 in the Password field and press Enter. 
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13. If Keyboard Shortcuts pop-up appears click Close. 

 

14. Once Successful login you will see Online Accounts window, click Skip. 

 

15. Click Next on Help improve Ubuntu window. 
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16. Click Next on welcome to ubuntu window. 

 

17. Click Done on Ready to go window to continue with Ubuntu.   

 

18. Once Successful login you will see desktop as shown in following screenshot. 
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19. Login with user name as Alice and password as user@123. 

20. Navigate to Wired Connection icon from right upper side corner of desktop and select 
Wired connecting. 

 

21. Wired Connecting option will expand select Wired Settings. 
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22.  Network window will open, click setting icon as shown in following screenshot. 

 

23. Wired window will open select IPv4 tab check manual radio button and enter following 
details in Address section. 

Address: 10.10.10.50 

Netmask: 255.255.255.0 

Gateway: 10.10.10.1 
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24. Click toggle button off/on to refresh the network connection as shown in following 
screenshot. 

 

25. Close Network window. 

CT#11.2: Add User to Operation Dept 

1. Click on Activities in the left corner of the desktop; type user in the search box and select 
Users. 

 

2. The Users panel opens; click  Unlock button. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 340



EC-Council 
 

3. The Authentication required pop-up appears. Once you type the password user@123, the 
Unlock button turns to Add User… 

 

4. Click on Add User to open the panel and select Account type as Standard with user full 
name Smith and username smith. Select Set a password now and type user@123. Then, 
click Add. 

 

5. Once you click Add, the user Smith will be created. 
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6. Now log in as user Alice.  

 

7. Open the terminal and type sudo gedit /etc/sudoers and press Enter. If you encounter a 
password prompt, type user@123. 

 

8. The sudors file opens in geditor; add the following line in the file and click Save. 
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CT#12: Configuring Security Onion Guest OS as Admin Machine-2 

CT#12.1: Installing Security Onion as Admin Machine-2 

1. Launch VMWare and Power on Admin Machine-2  virtual machine virtual machine profile 
in VMware Workstation. 

2. The security Onion setup starts click Yes. 

 

3. Select Install option in the setup window and click Ok. 
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4. Type AGREE in the setup window and click Ok. 

 

5. Enter securityonion as host name and click Ok. 

 

6. Select Use Anyway in the setup window to proceed. 
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7.  Setup  prompts for selecting the management NIC Select eth0 

 

8. Setup  prompts for selecting the management NIC Select eth0 

 

9. Type 10.10.10.79/24 as IPv4 address for security Onion installation 
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10. Type 10.10.10.1 as gateways IPv4 address.  

 

 

11. Type 8.8.8.8,8.8.4.4 as DNS servers separated by commas. 

 

12. Leave default DNS search domain and click Ok. 

 

 

13. Select Ok to proceed with the installation. 
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14. Select Standard  for How should this manager be installed? and click Ok. 

 

15. Select Direct as How would you like to connect to internet? To connect directly to the internet 
and click Ok. 

 

16. Select eth1 as monitoring interface and click Ok. 
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17. In Choose OS patch schedule select Automatic and click Ok. 

 

18. Enter 10.10.10.1/8, 192.168.1.0/16, 172.16.0.0/12 and click Ok. 

 

19. Select all the  optional services to be enabled and click Ok. 
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20. Select Yes for Do you want to keep the default Docker IP range?  

 

21. Type the email address for the administrator account for the web interface. 

 

22. Enter and re-enter the password for the administrator account email address. 

 

23. Select IP option to access the web interface. 
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24. Select No for configuring ntp servers 

 

25. Select Yes to run so-allow to allow other machines to access security Onion via web 
interface 

 

26. Type 10.10.10.2 as Ip address to allow web access to Admin Machine.  

 

27. Click Yes in the Installation summary window to proceed with Security Onion installation. 
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CT#12.2: Configuring Security Onion as Admin Machine-2 

1. Once the Security Onion is installed successfully, login screen appears. Login as Sam give 
password as admin@123 and press Enter 

 

2. Type Sudo Su and press Enter when asked for password enter admin@123 and press 
Enter. 

 

3. Type so-allow to allow roles for the IP. Type a and press Enter. for Please enter your 
selection. 

 

 

4. Type so-allow and allow with b,e,w,p and r options for 10.10.10.2 
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5. Type so-allow and allow with w,p and r options for 10.10.10.16 

 

CT#13: Configuring OSSIM Server Guest OS as OSSIM Server 

CT#13.1: Installing OSSIM Server 

It is recommended that you have a system with at least 16 GB of RAM. Before starting installation 
of OSSIM virtual machine, ensure that you have set RAM to 4096 MB, no. of virtual CPU to 4, 
network interface to Internal and hard disk to 20 GB 

6. Launch the OSSIM Server VM. OSSIM virtual machine starts booting with the provided 
source. 

7. ALIEN VAULT OSSIM setup wizard appears, choose AlienVault OSSIM 5.2.5 (64 Bit) 
option and press Enter. 

Note: The screenshots might differ if you have downloaded the latest version of AlienVault 
OSSIM 
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8. Select a language screen appears. Select your language and click Continue. 

 

9. Select your location screen appears. Select your country and click Continue. 
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10. Configure the keyboard window appears. Select your preferred language and click Continue. 

 

11. Configure the network window appears. Enter 10.10.10.14 in the IP address: field and click 
Continue. 

Note: IP may differ if you have chosen a different IP while configuring OSSIM. 
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12. Netmask: screen appears. Ensure the mask is set to 255.255.255.0 and click Continue. 

 

13. Gateway: screen appears. Ensure that gateway is set to 10.10.10.1 and click Continue. 
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14. Name server addresses: screen appears. You can enter the DNS server address, or you can 
leave the field default and click Continue. 

 

15. Wait until the network configuration is completed. 
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16. Set up users and passwords screen appears. Enter toor in Root password: and Re-enter 
password to verify fields and click Continue. 

Note: You can type any password of your choice. 

 

17. Configure the clock screen appears. Select your preferred time zone and click Continue 
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18. It will take some time to complete the configuration, wait until it finishes. 

 

19. Once configurations are completed, the ALIEN VAULT screen appears as shown in the 
screenshot. Restart the machine. 
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20. After restart wait for the login screen to appear, and enter root as the username and press 
Enter key then type toor as password and press Enter. 

Note: The password that you have set at step 20 in this Configuration Task. 

 

21. AlienVault Setup screen appears as shown in the screenshot; leave the machine running. 
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CT#13.2: Configuring OSSIM Server Web Interface 

Launch Admin machine-1 and login with the user name as Admin, password as admin@123. 

1. Launch any browser, and type https://[IP address of the OSSIM machine], in the address 
bar and press Enter. 

Note: In this lab setup, we are using chrome browser, if you are using different browser 
then screenshots may vary. The OSSIM machine is running on 10.10.10.75. 

 

2. Your connection is not private page appears, click ADVANCED. 
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3. Click Proceed to [IP Address of the OSSIM machine] (unsafe) link. Here the IP address of 
the OSSIM machine is 10.10.10.79. 

 
 

4. Welcome screen appears. Fill all the * marked fields, and click START USING 
ALIENVAULT as shown in the screenshot. Here we have used Administrator in FULL 
NAME field; we have set the password as qwerty@123 and email as cnduser1@gmail.com 
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5. Login page appears. Enter admin in USERNAME field, qwerty123 in PASSWORD field 
and click LOGIN. 

 

6. Welcome to the AlienVault OSSIM Getting Started wizard appears; click Start. 
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CT#14: Configuring Ubuntu Linux Guest OS as Attacker Machine 

CT#14.1: Installing Ubuntu Linux as Attacker Machine 

1. launch Attacker Machine VM from VMware. Ubuntu virtual machine starts booting with 
the provided source. Choose preferred language on the left hand-side and click Install 
Ubuntu in the Welcome screen. 

 

2. Preparing to install Ubuntu wizard appears, check the check box as shown in the screenshot 
and click Continue. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 363



EC-Council 
 

3. Leave default selection of keyboard layout and click continue. 

 

4. Select Normal Installation option and click Continue. 

 

5. In Installation type, choose Erase disk and install Ubuntu radio button and click Install 
Now 

 

6. Write the changes to disks poop-up appears, click Continue 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 364



EC-Council 
 

7. Where are you screen appears, choose the location or leave the settings to default and click 
Continue 

 

8. Keyboard layout screen appears, leave the settings to default and click Continue 

 

9. Who are you screen appears, type Bob in Your name field. The corresponding fields Your 
computer’s name and Pick a username are auto filled. Type user@123 in Choose a password 
and Confirm your password fields and click Continue 
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10. Ubuntu installation will start, wait till you get the Ubuntu login screen as shown the 
screenshot below: 

 

11. Click Restart Now button, once the installation is completed. Login screen appears, type 
user@123 in the Password field and press Enter. 

 

12. If Keyboard Shortcuts pop-up appears click Close. 

 
  

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 366



EC-Council 
 

13. Once Successful login you will see Online Accounts window, click Skip. 

 

14. Click Next on Help improve Ubuntu window. 

 

15. Click Next on welcome to ubuntu window. 

 

16. Click Done on Ready to go window to continue with Ubuntu.   

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 367



EC-Council 
 

17. Once Successful login you will see desktop as shown in following screenshot. 

 

 

CT#14.2: Setting up IP address for Attacker Machine 

1. Launch VMWare start Attacker VM, Login with user name as Bob and password as 
user@123. 

2. Navigate to Wired Connection icon from right upper side corner of desktop and select 
Wired connecting. 
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3. Wired Connecting option will expand select Wired Settings. 

 

4.  Network window will open, click setting icon as shown in following screenshot. 

 

5. Wired window will open select IPv4 tab check manual radio button and enter following 
details in Address section. 

Address: 10.10.10.50 

Netmask: 255.255.255.0 

Gateway: 10.10.10.1 
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6. Click toggle button off/on to refresh the network connection as shown in following 
screenshot. 

 

7. Close Network window. 

CT#14.3: Configuring Hosts file 

1. Press Alt+Ctrl+t to open terminal window.  

2. Type command sudo gedit /etc/hosts and press Enter. If prompts for password type 
user@123 

 

3. The hosts file opens in Geditor. Add hostname with IP address as given below.  

10.10.10.16    www.luxurytreats.com 

 

4. Save the file. 

CT#14.4: Creating files in Attacker Machine 

1. Once login to Attacker machine, press Ctrl+Alt+t to open terminal, type gedit wrd.txt 
and hit Enter. If prompt for password enter password user@123. 

 

2. The Gedit editor  opens, type following list of username and click Save, close the file. 
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Admin 

User 

Smith 

Test 

Administrator 

 

3. Type  gedit pwd.txt and hit Enter. If prompt for password enter password user@123. 

 

4. The Gedit editor  opens, type following list of username and click Save, close the file. 

user@123 

test@123 

test12 

admin@123 

smith@123 

 

 

CT#15: Set Time Zone  
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  CT#15.1: Set Time Zone of VMs 

1. Navigate to Date and Time Settings to ensure that all VMs’ Time zone configuration is 
consistent.  

CT#16: Disable Real-time Protection  

1. Launch Admin Machine-1 and log in with username as Admin and password admin@123. 

2. Press Windows key + R on the keyboard shortcut to open the Run command, 
type gpedit.msc and click OK.  

 

3. The Local Group Policy Editor window opens. 
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4. Navigate to Computer Configuration > Administrative Templates > Windows Components 
> Windows Defender Antivirus 

 

5. Select Real-time Protection and double-click the Turn off real-time protection in the 
right-side pane. 
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6. Turn off real-time protection window opens, select the Enabled option, click Apply and 
OK. 

 

7. Click Next Setting Button to navigate Turn on behavior monitoring settings. 
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8. The Turn on behavior monitoring settings appears, select Disabled option and click Apply 
and OK. 

 

9. Close the Group Policy Window. Restart the system. 

10. Close the Local group policy Editor window. 

11.  Repeat steps 1 to 10 in all VM’s with Windows OS (Web Server VM, Backup Server VM, 
Ad Domain Controller VM, and Finance-Dept VM) 
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CT#17: Install and Configure Android Device VM 

CT#17.1: Install Android 

1. Launch VMWare and power On Android VM. 

2. The Android VM window appears; click Start button, as shown in the screenshot below. 

3. The Android installation screen appears; select Installation - Install Android-x86 to 
harddisk using the down arrow button and press Enter. 

 

4. The Choose Partition screen appears; press c to select Create/Modify partitions and click 
OK to continue. 

 

All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 376



EC-Council 
 

5. The confirm prompt appears; select No and press Enter to continue. 

 

6. Select New and press Enter. 
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7. The size of the disk appears as you set while creating the VM; press Enter to continue. 

 

8. The new partition is created; select the Bootable option. 
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9. After selecting the Bootable option, press Enter; the Flag of the partition will be Boot. 

 

10. Select the Write option and press Enter to continue. 
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11. Type yes for the writing partition and press Enter. 

 

12. Wait before continuing; when the previous option screen appears, select Quit and press 
Enter. 
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13. Select the partition for sa1 and select OK to continue. 

 

14. On the Choose filesystem screen, select partition ext4 and select OK to format. 
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15. When the confirm prompt appears, select Yes and press Enter. 

 

16.  Wait for the formatting to complete. 

 

17.   
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18. The Boot loader installation confirm prompt appears; select Yes and press Enter. 

 

19. The Question section appears regarding the read-write installation; select Yes and press 
Enter. 
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20. Wait for the installation to complete. 

 

21. Once the installation is complete, a message indicating successful installation appears. Turn 
off the VM. 
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CT#17.2: Configure IP Addresses for Android 

1. Before starting these configuration settings, make sure that the pfSense Firewall VM is 
running. 

2. Launch VMWare and power On Android VM. Wait for the system to load the necessary 
files; once the Android screen appears, select Next. 

 

3. On the Connect to Wi-Fi screen, click SKIP. 
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4. On the Skip screen, select Continue. 

 

5.  Set the date and time click Next. 
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6. The Google services screen appears; scroll down and click Accept. 

 

7. The Protect your tablet screen appears; select Not Now. 
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8. Enter Pin and CONFIRM  to continue. 

 

9. On the Android home screen, the home app selection appears; select QuickStep and click 
Always. 
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10. The Android Screen appears. 

 

11. Slide down the Android setting from the top edge of the screen and select Android System. 
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12. The Wi-Fi screen appears; select the setting icon of the VirtWifi connection.  

 

13. The Network details screen appears; select the Edit icon, as shown in the screenshot below. 
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14.  The VirtWifi pop-up appears; select Advanced option. 

 

15. Next, under IP settings, select Static. 
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16. In the static IP setting fields, type the following details and click Save: 

IP address: 10.10.10.11 

Gateway: 10.10.10.1 

Network prefix length: 24 

DNS1: 8.8.8.8 

DNS2: 8.8.4.4 

 

17. The network is now connected. 
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All Rights Reserved. Reproduction is Strictly Prohibited.
Copyright © by EC-Council

Certified Network Defender

Certified Network Defender

Lab Setup Guide

Page 393


	CNDv3 LabSetup Guide
	Classroom Setup Instructions: CND 
	Classroom Requirements 
	Hardware 
	Software 
	Setup Document Overview 
	Training Room Environment 
	Instructor’s Computer 
	Student Workstations 
	Room Environment 
	Classroom Configuration 
	Computer Names 
	Instructor Acceptance 
	Firewall Settings 
	Blackboard 
	Setup Checklist 
	Instructor Acceptance 
	Assistance 
	Detailed Configuration Tasks (CT) 
	CT#1: Download CND Tools 
	CT#2: Install VMware Workstation Pro on the Host Machine 
	CT#3: Configure the Virtual Network in VMware Virtual Network Editor 
	CT#4: Creating Virtual Machines 
	CT#4.1: Creating Virtual Machine for Web Server 
	CT#4.2: Creating Virtual Machine for AD Domain Controller 
	CT#4.3: Creating Virtual Machine for Finance Dept 
	CT#4.4: Creating Virtual Machine for Admin Machine-1 
	CT#4.5: Creating Virtual Machine for Operation Dept 
	CT#4.6: Creating Virtual Machine for Admin Machine-2 
	CT#4.7: Creating Virtual Machine for OSSIM Server 
	CT#4.8: Creating Virtual Machine for Android Device 
	CT#4.9: Creating Virtual Machine for PfSense External Firewall 
	CT#4.10: Creating Virtual Machine for Smoothwall Internal Firewall 
	CT#4.11: Creating Virtual Machine for Attacker Machine 
	CT#4.1: Creating Virtual Machine for Backup Server 
	CT#5: Configuring PfSense as External Firewall 
	CT#5.1: Installing PfSense as External Firewall 
	CT#6: Configuring Smoothwall as Internal Firewall 
	CT#6.1: Installing Smoothwall as Internal Firewall  
	CT#7: Confiuring Windows 11 Enterprise Guest OS as Admin Machine-1 
	CT#7.1: Installing Windows 11 Pro OS as Admin Machine-1 
	CT#7.2: Change the Computer Name 
	CT#7.3: Setting up IP address for Admin Machine-1 
	CT#7.4: Installing Adobe Acrobat Reader 
	CT#7.5: Installing WinRAR 
	CT#7.6: Installing Web Browsers 
	CT#7.7: Installing Notepad++ 
	CT#7.8: Installing JDK 
	CT#7.9: Installing ZAP Tool 
	CT#7.10: Installing Nessus Vulnerability Scanning Tool 
	CT#7.11: Turn off Windows Firewall 
	CT#7.12: Configure pfSense Firewall 
	CT#7.13: Configuring Host File in Admin Machine-1 
	CT#7.14: Allowing  running Cain&Abel on Admin Machine-1  
	CT#8: Configuring Windows Sever 2022 Guest OS as Web Server 
	CT#8.1: Installing Windows Sever 2022 as Web Server 
	CT#8.2: Changing the Computer Name 
	CT#8.3: Turn Off Windows Firewall 
	CT#8.4: Setting up IP address for Web Server 
	CT#8.5: Mapping CND-Tools Folder from Admin Machine to Windows Server 2022 VM 
	CT#8.6: Installing Adobe Acrobat Reader 
	CT#8.7: Installing WinRAR  
	CT#8.8: Configuring Windows Explorer 
	CT#8.9: Installing Web Browsers 
	CT#8.10: Installing Notepad++  
	CT#8.11: Adding IIS (Internet Information Services) roles in Server Manager 
	CT#8.12: Configure the LuxuryTreats Website 
	CT#8.13: Configuring Host File in Windows Server 2022 
	CT#8.14: Setting up FTP Site  
	CT#8.15: Change User Account Settings to disable notification on System Changes 
	CT#8.16: Sharing Shared Docs folder in  C Drive  
	CT#9: Configuring Windows Server 2022  Guest OS as AD Domain Controller 
	CT#9.1: Installing Windows Server 2022 as AD Domain Controller 
	CT#9.2: Changing the Computer Name 
	CT#9.3: Turn Off Windows Firewall 
	CT#9.4: Enabling Remote Desktop Connection 
	CT#9.5: Setting up IP address for AD Domain Controller 
	CT#9.6: Adding DHCP Role to Domain Controller 
	CT#9.7: Install Active Directory on AD Domain Controller VM 
	CT#9.8: Map CND-Tools Folder from Admin Machine-1 VM 
	CT#9.9: Installing Adobe Acrobat Reader 
	CT#9.10: Installing WinRAR 
	CT#9.11: Installing Web Browsers 
	CT#9.12: Installing Notepad++ 
	CT#9.13: Create and Configure OU in AD 
	CT#9.14: Create and Configure User Account in AD 
	CT#9.15: Installing WampServer 
	CT#10: Conguring Windows 11 Enterprise Guest OS as Finance Dept 
	CT#10.1: Installing Windows 11 Enterprise Guest OS as Finance Dept 
	CT#10.2: Changing the Computer Name 
	CT#10.3: Setting up IP address for Finance Dept 
	CT#10.4: Installing Adobe Acrobat Reader 
	CT#10.5: Installing WinRAR 
	CT#10.6: Installing Web Browsers 
	CT#10.7: Installing Notepad++ 
	CT#10.8: Enabling Remote Desktop Connection 
	CT#11: Configuring Ubuntu Linux Guest OS as Operation Dept 
	CT#11.1: Installing Ubuntu Linux as Operation Dept 
	CT#11.2: Add User to Operation Dept 
	CT#12: Configuring Security Onion Guest OS as Admin Machine-2 
	CT#12.1: Installing Security Onion as Admin Machine-2 
	CT#12.2: Configuring Security Onion as Admin Machine-2 
	CT#13: Configuring OSSIM Server Guest OS as OSSIM Server 
	CT#13.1: Installing OSSIM Server 
	CT#13.2: Configuring OSSIM Server Web Interface 
	CT#14: Configuring Ubuntu Linux Guest OS as Attacker Machine 
	CT#14.1: Installing Ubuntu Linux as Attacker Machine 
	CT#14.2: Setting up IP address for Attacker Machine 
	CT#14.3: Configuring Hosts file 
	CT#14.4: Creating files in Attacker Machine 
	CT#15: Set Time Zone  
	  CT#15.1: Set Time Zone of VMs 
	CT#16: Disable Real-time Protection  
	CT#17: Install and Configure Android Device VM 
	CT#17.1: Install Android 
	CT#17.2: Configure IP Addresses for Android 




