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Validate Your Expertise in —
Identifying and Responding CCOA. Sherrions Avalyst.
to Cyberthreats

Cybersecurity analysts are critical to protecting organizations from cyberattacks and
safeguarding sensitive information. Professionals who earn the Certified Cybersecurity
Operations Analyst™ (CCOA™) certification, brought to you by the creators of the globally
recognized Certified Information Security Manager® (CISM®), will gain a deep understanding of
identifying and responding to cyberthreats and performing vulnerability assessments, as well as
industry best cybersecurity practices. Leveraging applicable modern technologies, CCOA
learners will develop skills through hands-on training that places them in a lab environment
where they will develop techniques they will use on the job.

O Who should get certified?

_ O Cybersecurity professionals with 2-3 years of experience looking to enhance their

technical skill set and address cybersecurity challenges more effectively. CCOA is an
—Q—! |:§ ] especially valuable credential for early-career security professionals looking to one day

attain their CISM.

Why should you get a CCOA credential? <
Breaking into cybersecurity can be difficult for those without years of experience. CCOA /@
enables certification earners to demonstrate that they can analyze, detect and respond

to threats effectively. Through practical exercises and strategic approaches to ensuring

confidentiality and integrity in information systems, professionals who earn a CCOA

validate that they have essential cybersecurity skills and knowledge, helping them excel

in cybersecurity roles and advance their careers.

0] What is industry growth potential?
A well-documented shortage of qualified cybersecurity professionals remains a
challenge globally, and according to the US Bureau of Labor Statistics, demand for

cybersecurity professionals is expected to increase by more than 35% over
the next decade *

Relevant CCOA domains
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Technology Essentials Cybersecurity Principles Adversarial Tactics, Incident Detection Securing Assets
and Risks Techniques and Procedure and Response

An opportunity for future advancement

Exam passers will earn a one-year educational waiver toward obtaining their
CISM credential.

“ When | heard about ISACA's CCOA certification, | thought, ‘There's finally something
with a hands-on element and not just theoretical questions. The labs are a
game-changer—this is a credential that is very appropriate for its time.”

MARIAN ILLOVSKY, CISA, CISM, CDPSE
ISACA Slovakia Chapter
) Platinum member since 2008

Explore what CCOA can offer a professional like you nC
and how to obtain the certification by visiting: o) g I SACA

isaca.org/credentialing/ccoa

*Source: US Bureau of Labor Statistics
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